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Preface

On that fateful day in September, terrorist hijackers targeted four airliners. Following the hijackings, 

the president and the U.S. Congress faced an immediate challenge to restore public confi dence in 

the security of passenger airline travel. The U.S. government responded swiftly by deploying spe-

cially trained armed federal offi cers on airliners, stepping up security measures at airports, acceler-

ating efforts to develop new security measures for detecting weapons and explosives, working with 

international partners to combat the menace of air piracy, and imposing sanctions on nations that 

harbored terrorist hijackers or otherwise interfered with efforts to bring them to justice. Extremists 

had brought their global campaign of terrorism to the forefront and aviation was a prime target. 

However, the United States appeared determined to implement effective security measures to  protect 

civil aircraft from these terrorist threats.

Over the years, this core foundation of aviation security evolved in various aspects to address 

shifting threats, particularly threats posed by explosives. However, many would argue that, in 

 general, U.S. aviation security policy became complacent in its perception and response to the 

lingering terrorist threat and, in particular, failed to imagine and comprehend the extent to which 

the threat of terrorist hijackings persisted. Then, 31 years and fi ve days after that fateful day in 

September 1970, the unthinkable happened. Islamic extremists commandeered four aircraft over 

the skies of the United States. Unlike the Dawson’s Field hijackings of September 6, 1970, which 

I wrote of above that ended with the release of all hostages taken captive, on September 11, 2001, 

there were no negotiations with the hijackers. There was no opportunity to gain the release of 

 hostages. The terrorists’ mission on September 11, 2001, was to use those hijacked aircraft as weap-

ons to infl ict mass civilian casualties. Thousands lost their lives in those attacks. September 11, 

2001, was a defi ning moment in the history of the United States. For many, the collective national 

tragedy that unfolded that day was also, sadly, a personal tragedy. As noted in the 9/11 Commission’s 

fi nal report, “September 11, 2001, was a day of unprecedented shock and suffering in the history of 

the United States. The nation was unprepared.”1

In the aftermath of the terrorist attacks of September 11, 2001, existing policies and strategies for 

aviation security in the United States were put in the spotlight, focusing on why the United States 

was so unprepared to defend against such an attack and how to strengthen aviation and homeland 

security to prevent future terrorist attacks. In many regards, however, the aviation security issues 

faced by the Bush administration and Congress in 2001 were similar to those faced by the Nixon 

administration and Congress in the early 1970s in the aftermath of the Dawson’s Field hijackings 

and the scourge of domestic hijacking events that plagued that era. However, the brutality of the 9/11 

attacks clearly raised the stakes. The stakes were also raised by the considerable growth in impor-

tance of the airline and air cargo industries in the U.S. economy since the early 1970s.

In the days following the 9/11 attacks, the U.S. government was faced with the enormous chal-

lenge of restoring the public confi dence in the security of air travel. Failure was not an option. For 

to fail could bring ruin to the airline, air cargo, and aerospace industries in the United States and 

have lasting effects on the broader economy. Failure could also leave the door open to future terror-

ist attacks. But there was also a different kind of possible failure. Pursuing policies that could 

unduly impede the freedom of passenger movement by air or the fl ow of goods and commerce by 

air could threaten many of the freedoms and conveniences that have become such an integral part 

of life in America. Similarly, security measures that may unduly impose upon individual rights to 
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privacy provided for under the U.S. Constitution could also be viewed by many as certain paths to 

failure by compromising our core values of liberty and freedom.

Frederick the Great offered his generals the following advice, which is particularly apropos to 

the challenges faced by the United States in protecting the aviation system against terrorist threats: 

“Little minds try to defend everything at once, but sensible people look at the main point only; they 

parry the worst blows and stand a little hurt if thereby they avoid a greater one. If you try to hold 

everything, you hold nothing.”2 Over the years, this has frequently been expressed through the more 

familiar saying: “To defend everything is to defend nothing.” Similarly, former Secretary of 

Homeland Security Michael Chertoff, discussing his views on U.S. policy for homeland security, 

asserted that “[i]n a free and open society, we simply cannot protect every person against every risk 

at every moment in every place. There is no perfect security.”3

Secretary Chertoff surmised that “. . . [i]n order to protect our country and defend our freedoms, 

we must continue to focus resources on the areas that pose the greatest risk . . .”4 This widely held 

view has given rise to a multilayered risk-based approach to protecting aviation from terrorist 

threats. Risk is a construct based upon careful evaluation of the nature of various threats posed to the 

aviation system, the vulnerability of that system to these various threats, and the potential conse-

quences or impacts if such threats are carried out in a successful attack. Accurate estimations of risk, 

therefore, provide a fundamental basis for establishing aviation security policies, strategies, and 

resource allocation.

This approach has generated considerable policy debate regarding where the risks lie and how to 

best defend against these various risks. On one side of the issue, some policymakers and strategists 

have argued for targeted screening and inspections, to focus limited resources on areas of greatest 

perceived risk. In contrast, others have argued for comprehensive screening and physical inspection 

and other elaborate security measures for all persons accessing the aviation system and all items 

being placed onboard aircraft, arguing that targeting methods and other means of assigning risk to 

persons and goods are imperfect and could be exploited by terrorists to attack aviation assets. These 

initiatives, however, are costly and resource intensive. There is concern that, by trying to implement 

elaborate defenses to protect against all possible threats, security personnel and resources will be 

spread thin, leaving possible gaps or holes in these security systems that could be detected and 

exploited by terrorists and criminals. This is exactly the type of scenario that Frederick the Great 

had warned his generals against.

There is also a considerable concern that elaborate security systems and extensive security 

 regulations and requirements may impede air commerce and air travel by creating undue hassles 

and other barriers that may restrict free trade and commerce and travel by air, the core elements that 

these security measures are principally designed to defend. Further, elaborate security measures 

can be extremely expensive, requiring considerable investment from the government, airports, air-

lines, the air cargo industry, and other aviation operators. Policymakers on both sides of the debate 

over risk-based approaches to aviation security generally concede that an appropriate balance is 

needed to secure aviation in a cost-effective manner without unduly impeding air travel and air 

commerce. However, there are no simple solutions to fi nding the right balance.

What is apparent, nonetheless, is that aviation security policies and strategies cannot be static 

and unchanging, but rather should evolve and respond to changes in perceived threats, changes in 

technologies and capabilities, as well as changes in the aviation domain and its component indus-

tries. It is generally believed that the most formidable terrorist adversaries are constantly shifting 

their tactics in a continual game of cat and mouse in response to counterterrorism and homeland 

security efforts and various advances in technologies and practices that effectively reduce vulnera-

bilities to attack. Consequently, aviation security policies, strategies, and resources need to be 

designed to both evolve over time and be capable of swiftly shifting focus in response to possible 

rapid changes in terrorist threats.

In this book, aviation security policy and strategy are examined largely from a systems perspec-

tive, relying heavily on the concept of a risk-based, multilayered system that has come to defi ne the 
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essence of post-9/11 aviation security initiatives. A general understanding of these concepts is 

 fundamental to understanding the evolving U.S. policy and strategy for aviation security. Briefl y, 

the systems approach provides for a methodical way to examine complex systems using the tools of 

scientists and engineers, including various models and constructs that describe the components of 

the aviation security system, the interaction of these components, and the performance of these 

individual components and the system as a whole.

The aviation security system can be described as a system of systems in the sense that there are 

many smaller component systems embedded inside of larger systems that are joined together to make 

up the entire aviation security system. For example, a screening checkpoint can be viewed as a sub-

system that is comprised of many components that themselves can be regarded as systems, such as 

x-ray scanners, magnetometers, as well as next generation checkpoint technologies like whole-body 

imagers. These component systems, along with the procedures and training to utilize this equipment, 

can be regarded collectively as comprising a system for checkpoint screening. Checkpoint screening 

systems, in combination with other systems (such as baggage screening systems, cargo screening 

systems, access control systems, intelligence gathering and dissemination systems, passenger watch 

lists, etc.) make up the web of security at each airport. The network of various airport and airline 

security systems and the operational control and oversight of these systems provided by the 

Transportation Security Administration (TSA) and other homeland security agencies, such as the 

Bureau of Customs and Border Protection (CBP), make up the nationwide aviation security system: 

a complex system of systems.

The aviation security system is multilayered or multifaceted in the sense that it does not rely on 

a single layer or system to defend against all threats, but applies a variety of approaches to defend 

against the numerous threats to aviation. A robust multilayered approach is widely regarded as an 

essential component of a well-engineered system that is resilient to attacks or failures. That is, by 

designing engineered systems to have redundant and complementary capabilities to detect and 

defend against system failures, errors of failures of any particular subsystem or layer are less likely 

to be catastrophic to the entire system. For example, while terrorist watch lists may be imperfect 

at detecting all individuals with hostile intent who try to access security checkpoints, screening 

procedures are in place to detect weapons or other dangerous items that these individuals may use 

to carry out their hostilities against aircraft or airports. Similarly, while checkpoint screening may 

not detect every dangerous weapon, behavior detection offi cers, teams of air marshals, armed 

pilots, and hardened cockpit doors have all been put it place to serve as additional layers of defense 

against possible attacks at airports or onboard passenger airliners. These various layers of embed-

ded systems or elements that make up the entire aviation security system are designed to comple-

ment each other and make it highly unlikely that an individual or group could successfully carry 

out an attack against an aviation target. The degree to which the aviation security system that 

has evolved since the 9/11 terrorist attacks has met this objective of reducing the probability or 

likelihood of a successful terrorist attack against aviation remains a central issue in the ongoing 

policy debate over aviation security.

The aviation security system is a complex system of systems, but it is also critical to note that it is 

fundamentally and most essentially a human system. It is a system designed by humans to defend 

against threats posed by other humans, principally terrorists, and it is highly dependent on the 

performance of humans serving in various roles, such as security screeners, air marshals, security 

directors, intelligence analysts, armed pilots, and airline crews trained to respond to in-fl ight security 

threats. Threats must be viewed with regard to terrorist objectives and motives as well as possible 

terrorist tactics. In addition to the human element associated with the threat, humans performing and 

managing security functions contribute signifi cantly to the vulnerabilities of the system. Understand-

ing human performance, human error, and the various human factors and organizational aspects of 

the aviation security system that affect system performance is, therefore, an important consideration 

in establishing effective policies and strategies and a robust security system, as is understanding and 

insight regarding the motivations and tactics behind aviation terrorism.
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Beyond the human element, understanding the complexity of the aviation security system and the 

policy and strategy decisions that underlie the system requires a broad, multidisciplinary approach. 

For example, expertise in physics, chemistry, and engineering is essential to understanding explo-

sives threats and technologies capable of reliably detecting those threats. Reliance on computer 

science and database applications is necessary to understand how to integrate, fuse, and disseminate 

a wide array of terrorist watch list information, intelligence data, and security surveillance data in 

an effective manner. Detailed operations research analyses and human factors studies can help 

determine optimal screening checkpoint confi gurations to maximize the capability to detect threats 

and improve passenger throughput. Policy and legal analyses focusing on individual privacy and 

constitutional law, as well as international relations, are needed to establish aviation security poli-

cies that are accepted by the traveling public and by other countries that the United States wishes to 

develop and maintain lasting partnerships with to combat terrorism worldwide. What this means 

simply is that the evolving U.S. policy and strategy for aviation security will likely require a con-

tinuing demand for skilled labor, not only on the front lines of security screening and law enforce-

ment but also in the fi elds of engineering, science, social science, public policy, and law, to address 

shifting security threats, emerging technical capabilities, and the ever-changing nature of the global 

aviation industry.

The fact that you are reading this suggests that you either may already be a part of this multi-

disciplinary team devoted to improving aviation security, or may be considering becoming a part of 

this team. My sense is that the evolving aviation security policy and strategy will have a continuing 

need for dedicated men and women willing to contribute their intelligence and skills to the challenge 

of defeating terrorist threats to aviation. The advances in aviation security policies, strategies, tech-

nologies, and human factors that have occurred since the 9/11 attacks provide an indication that these 

multidisciplinary efforts have arguably made the aviation system, in many regards, more secure.

While signifi cant progress has been made to strengthen aviation security, there is clearly much 

more work to be done. For example, efforts to develop and manage a government-run system to 

check passengers against terrorist watch lists remain unfi nished despite almost eight years of work 

to develop the system and establish sound policies for protecting passenger data and providing 

redress for those falsely targeted by the system. Also, despite signifi cant efforts to screen all bags 

using explosives detection equipment, few major airports have fully integrated these machines with 

their baggage handling systems and optimized baggage throughput, an objective that is essential to 

keeping pace with the anticipated growth in air travel. At checkpoints, technologies to screen 

passengers for explosives are only now starting to be deployed, and it appears that it will still be 

quite some time before technologies such as whole-body imagers will routinely screen passengers 

to check for possible concealed explosives. While considerable policy efforts have been made to 

strengthen the screening of air cargo operations, the air cargo industry faces daunting challenges to 

balance new screening and security requirements with customer expectations for effi cient, on-time 

delivery of freight and express packages.

What is more, clear policies and strategies for addressing the security of general aviation opera-

tions, which include a wide variety of activities ranging from corporate jets to recreational fl ying to 

crop dusting operations, have been slow to emerge. There is growing concern among some policy-

makers that, as other aspects of aviation and homeland security are addressed, terrorists may 

increasingly view general aviation aircraft as an option for attacking a city or some other high-

profi le target using a chemical, biological, radiological, or nuclear weapon. While many are arguing 

that more needs to be done to secure general aviation, policymakers and aviation security strategists 

face a dilemma in trying to identify and implement solutions that can effectively protect against 

these types of threats without unduly impeding general aviation fl ight activity.

Terrorism has often been described as an asymmetric threat in the sense that vast resources and 

investment are considered necessary to protect against the threat of attacks that can be carried out by 

small numbers of individuals, limited resources, and small monetary investments. Take, for example, 

the threat posed by shoulder-fi red missiles, which can be acquired on the black market for a few 
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 thousand dollars but could potentially take down an airliner, possibly leading to widespread eco-

nomic turmoil in the airline industry. The United States is considering missile protection systems for 

airliners similar to those used on military transport planes, but it would likely cost billions of dollars 

to deploy and operate these systems on all passenger planes. The policy and strategic decision making 

to move forward with deploying such systems must compete for budgetary resources along with a 

wide variety of other aviation threat reduction programs, such as systems to better detect explosives 

threats, and a broader array of homeland security priorities, such as the detection of nuclear weapons 

and radiological materials that terrorists may attempt to smuggle into the United States.

This book endeavors to provide a broad overview of U.S. policy and strategy for combatting ter-

rorist attacks in the aviation domain by examining historical threats and the U.S. response to those 

threats, as well as persisting threats and vulnerabilities and how they have come to shape U.S. policy 

and strategy. While the book provides a fairly extensive historic background and context, and 

broadly discusses aviation security strategies and approaches, aviation security in the United States 

continues to evolve and advance at a rapid pace. Therefore details of various practices and security 

technologies are constantly changing. Undoubtedly, various policies and approaches discussed in 

this book will have changed in some aspects, some only in small details while others in much more 

substantial regards. Nonetheless, the details of these policies, strategies, and programs are often 

important to discuss in detail to provide a thorough understanding of the context in which policy 

and strategic decisions have been made.

Various elements impacting aviation security policy including changing threats, changing tech-

nologies, and changing political landscapes can result in both evolutionary and rapid changes in the 

approach to aviation security, or may sometimes contribute to a resistance to change and a favoring 

of the status quo. Amid the multitude of various factors infl uencing the general characteristics and 

direction of the evolving aviation security policy in the United States, there are consistent under-

lying themes that can be discerned. It is my objective to have readers look for and identify these 

themes with a critical eye toward determining those policies and strategies that have been effective, 

those that need further refi nement, and those that raise fundamental public policy questions 

regarding the most appropriate way to establish and maintain security without unduly impacting 

air commerce, air travel, and individual privacy. As we endeavor to identify and develop aviation 

security policies that strike an appropriate balance for providing effective protection while main-

taining an effi cient fl ow of people and goods through the air transportation system, the memory of 

September 11, 2001, should serve as a constant reminder of the potentially catastrophic conse-

quences if we fail in our resolve to protect aviation from continuing terrorist threats.

Bartholomew Elias
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1 Pre-9/11 Threats to Aviation 
Security and the U.S. Policy 
Response

A general understanding of historical events and policy decisions over the past 40 years is essential 

to understanding current aviation security policy in the United States. Therefore, this book begins 

with an overview of the historical context for current U.S. aviation security policy going back to the 

late 1960s and early 1970s. This historical examination looks at the key global events impacting 

aviation security, primarily from a U.S. perspective, and the response of the U.S. government to 

these events in the years before the terrorist attacks of September 11, 2001. This chapter provides an 

account of how U.S. policies, strategies, and approaches to aviation security evolved over the past 

40 years in the context of signifi cant aviation security incidents and the U.S. government response 

to those events.

THE SIGNIFICANCE OF AVIATION TERRORISM

Historically, attacks on aviation have been proportionately far more deadly than other forms of 

 terrorist attacks, even though attacks against aviation targets comprise a relatively small percentage of 

all terrorist attacks targeting U.S. citizens. To illustrate, a 2005 Massachusetts Institute of Technology 

(MIT) study identifi ed 179 terrorist attacks carried out against U.S. citizens from 1968 up to but not 

including the terrorist attacks of September 11, 2001.1 Although only 24 (13.4%) of these attacks 

were carried out against aviation targets, these attacks on aviation resulted in 294 fatalities, almost 

40% of the 740 total fatalities caused by these attacks. Among the attacks against aviation, the aver-

age number of American fatalities per event was 12.2. In comparison, among the 155 attacks against 

nonaviation targets, the average number of American fatalities per attack across all of the other 

categories of targets was less than 3 per event. Next to aviation, terrorist attacks at the workplace 

resulted in the highest numbers of fatalities on average (6.5 fatalities per attack). However, this 

number was heavily infl uenced by inclusion of the 1995 Oklahoma City bombing (168 fatalities) and 

American fatalities resulting from the 1999 bombing of the U.S. Embassy in Nairobi, Kenya (12 

fatalities). It should also be noted that, because this analysis only considered American fatalities and 

many terrorist incidents considered occurred in foreign locations, these per event fatality averages 

signifi cantly understate the deadliness of these attacks. This understatement is especially large for 

those events involving aviation targets, as illustrated by the study’s treatment of the 1985 bombing 

of an Air India Boeing 747 off the coast of Ireland, the deadliest terrorist attack against aviation 

prior to the September 11, 2001 attacks. While the attack killed all 329 on board, the study only 

includes the 19 U.S. citizens killed in the bombing in its tally.

Prior to the 9/11 attacks, aviation terrorism was predominantly an overseas threat with signifi cant 

events geographically concentrated on international fl ights originating in Europe and the Middle 

East. Aerial hijackings and aircraft bombings in the United States were largely the work of lone 

 individuals, or occasionally small bands of criminals, and were not tied to the global terrorist move-

ment. By the mid-1990s, with the World Trade Center (WTC) bombing in 1993 and the Oklahoma 

City bombing in 1995, there was clear evidence of a growing terror threat within the homeland, both 

AU7029_C001.indd   1AU7029_C001.indd   1 8/12/2009   2:50:25 PM8/12/2009   2:50:25 PM



2 Airport and Aviation Security: U.S. Policy and Strategy in the Age of Global Terrorism

from homegrown antigovernment radicals as well as from Middle Eastern jihadists. However,  aviation 

security strategists and policymakers were slow to recognize the signifi cance of this growing threat to 

the aviation domain. While the December 21, 1988, in-fl ight bombing of Pan Am 103, killing all on 

board the jumbo jet, should have been a wakeup call for U.S. policymakers and aviation security 

strategists, the Federal Aviation Administration (FAA) was slow to address and implement recom-

mended policy changes and fulfi ll legislative mandates to improve the implementation and oversight 

of aviation security and deploy effective technologies to screen baggage for explosives.

The July 1996 accident involving TWA fl ight 800 off the coast of Long Island, initially thought 

to be a terrorist bombing, renewed policy interest on aviation security. Inquiry following this trag-

edy highlighted the FAA’s failures to adequately address aviation security needs and the failures of 

the federal government to provide adequate funding and resources to addresses aviation security 

needs. This renewed interest in aviation security in the late 1990s provided additional resources and 

an intensifi ed emphasis on addressing the challenge of effectively and effi ciently screening for 

explosives concealed in checked baggage. These efforts, however, were directed at addressing a 

single threat: the threat of aircraft bombings. Progress on other initiatives, such as improving the 

oversight of passenger screening and screener training requirements, were not given any special 

emphasis or priority.

Domestic hijackings had been completely eradicated by the early 1990s, and the hijacking threat 

appeared to be minimal. Anti-hijacking measures and passenger screening requirements imple-

mented in the early 1970s appeared to be working just fi ne, and on the surface there did not appear 

to be any pressing need for change. However, lurking below, U.S. aviation security policy and prac-

tice had left open gaping holes; holes that were easily exploited by suicidal terrorists that carried out 

the terrorist attacks of September 11, 2001. To understand how and why these gaping holes in the 

U.S. aviation security system existed, one must consider the history of that aviation security system. 

The history of this system begins in the early 1970s, with the U.S. policy response to terrorist 

hijackings in the Middle East and to increasingly violent domestic hijackings involving criminals 

and mentally deranged individuals.

THE LATE 1960s AND EARLY 1970s: THE DAWN 
OF THE AGE OF GLOBAL TERRORISM

The global terror threat to aviation can be traced to the late 1960s, and the response to this threat in 

1970 marks the beginning of a systematic U.S. policy and strategy for aviation security. Although 

the fi rst documented hijacking occurred in 1931, when Peruvian rebels attempted to commandeer 

an airmail plane to drop propaganda leafl ets, hijackings were uncommon events until the late 1940s 

and early 1950s. With the start of the Cold War, defectors from Eastern European countries viewed 

hijackings as a means of escaping communist oppression. Beginning in 1947, sporadic hijackings of 

fl ights in Eastern Europe continued through the 1950s.

Hijackings became commonplace in the United States in the early 1960s amid growing tensions 

between the United States and Cuba. Initially, Cubans had resorted to hijacking aircraft as a means 

to escape the Castro regime, but by the early 1960s the fl ow had reversed, and airplanes in the 

United States were being hijacked to Cuba by Cuban rebels, radical leftist Americans, and fugitives 

seeking asylum in Cuba. Somewhat ironically, Raúl Castro—Fidel Castro’s brother and his succes-

sor as President of Cuba in 2008—may well have planted the idea of hijacking, particularly in the 

minds of those hijacking Cuban aircraft to the United States. Some have described Raúl Castro as 

“the father of the modern crime of skyjacking” noting that “there is no doubt that [his actions] 

 provided the seed for the modern skyjacking era.”2 In 1958, rebels led by Raúl Castro carried out 

hijackings within Cuba as part of an effort to cripple transportation and communications systems 

and disrupt the Cuban presidential election, fl ying two aircraft to a landing strip that had been 

cleared in a rebel-controlled area of northern Cuba. Amid this turmoil, the fi rst hijacking from the 

United States to Cuba took place on November 1, 1958, when four Cubans aspiring to join Castro’s 
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rebel forces hijacked a fl ight from Miami to Havana. The Cuban-registered airplane crashed over 

northern Cuba, presumably while attempting to fi nd the rebel-controlled landing strip. After Fidel 

Castro came to power, there were several hijackings from Cuba to the United States carried out by 

individuals and groups seeking to escape his oppressive regime. However, the number of these 

hijackings diminished considerably by the mid-1960s, after Castro deployed his military to provide 

security at airports and stationed armed guards on Cuban passenger aircraft.3

While things quieted down for a while in the mid-1960s, by the late 1960s Cuba-related hijack-

ings intensifi ed considerably and continued into the early 1970s. In addition to Cubans seeking to 

fl ee the Castro regime, hijackings from the United States by communist sympathizers, criminals 

seeking asylum, and those scheming to extort money from the government and the airlines became 

common occurrences. At the peak in 1969, hijackings between the United States and Cuba were 

occurring at a rate of more than one every two weeks. By 1973, over 100 fugitive hijackers were 

believed to be in Cuba.4 The situation became so bad that the United States and Cuba, countries 

which otherwise had no diplomatic relations, saw a need to negotiate a bilateral treaty to combat 

hijackings. Cuba had otherwise not taken part in international conventions to suppress hijackings 

that established a universality principal regarding the crime of hijacking, meaning that no signatory 

country would harbor a hijacker, but would either extradite the individual to face trial in the country 

of jurisdiction or carry out criminal proceedings against the individual under the country’s own 

penal system. The bilateral agreement reached between the United States and Cuba in 1973 was 

generally framed under this same principal, and undoubtedly, the prospect of being put on trial 

under the Cuban penal system was a considerable deterrent to would-be hijackers.

HIJACKINGS TIED TO MIDDLE EASTERN TERRORIST ORGANIZATIONS

By the end of the 1960s, terrorist organizations in the Middle East began to view aircraft hijackings 

as a means of drawing attention to their political causes or to barter for the release of their comrades. 

Predominantly, these events were closely tied to the terrorist movement to gain recognition of 

Palestine as a free and independent state, civil unrest and violence in Lebanon, and continued strife 

between Arabs and Israelis. On July 23, 1968, terrorists belonging to the Popular Front for the 

Liberation of Palestine (PFLP) hijacked an El Al Boeing 707 fl ight in Rome, Italy. While the fl ight 

was destined for Tel Aviv, Israel the hijackers diverted the plane to Algiers, Algeria, a safe haven for 

Arab terrorists and hijackers, where the hostages were held until the end of August. Following this 

hijacking, the Israelis made sweeping changes to their aviation security program, including inten-

sive questioning and profi ling of passengers prior to boarding, conducting physical searches of pas-

sengers and aircraft, and placing armed guards on board every fl ight. While hijackings of Israeli 

aircraft have been attempted since, this incident remains to this day the only successful hijacking of 

an El Al airplane, a somewhat remarkable feat given terrorist animosities toward Israel. Recognizing 

the continuing threat, the Israelis have devoted considerable resources to aviation security to protect 

their relatively small fl eet of civilian airliners and small number of airports to prevent aircraft 

hijackings and bombings.

Effective security measures put in place by the Israelis, and ill feelings toward the United States 

because of its policies regarding the Middle East and its support of Israel, resulted in Middle Eastern 

terrorist organizations turning their attention to attacking U.S. air carrier fl ights operated overseas 

and international fl ights bound for the United States, particularly those with a large number of 

American and Israeli citizens on board. On August 29, 1969, a young Palestinian woman named 

Leila Khaled became the face of international terrorism when she and an accomplice from the 

PFLP hijacked a TWA fl ight from Rome, Italy to Athens, Greece with continuing service to Tel 

Aviv, Israel, diverting the  airplane to Damascus, Syria. The hijackers blew up the nose section of 

the airplane, and they held two Israeli passengers for more than 40 days. TWA’s routes in the Middle 

East were particularly vulnerable targets for terrorists in the Middle East, and this was to be the fi rst 

of many acts of aviation terrorism in the region involving TWA aircraft. It was also part of a string 
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of terrorist hijackings and bombings by the PLFP that would compel the United States to take steps 

to develop an initial policy and strategy for preventing terrorist acts against aviation.

THE DAWSON’S FIELD HIJACKINGS

On Sunday, September 6, 1970, coordinated terrorist hijackings of U.S.-bound fl ights from Europe 

began a three-week long ordeal that became embroiled in the Black September confl ict in Jordan 

and set in motion a response from the Nixon Administration that would shape U.S. policy and strat-

egy for aviation security for years to come.

On September 6, 1970, members of the PLFP, armed with pistols and hand grenades, comman-

deered a TWA Boeing 707 that had departed Frankfurt. Similar hijackings took place on board a 

Swissair DC-8 that had departed from Zurich and a Pan Am Boeing 747 fl ight that had originated 

in Brussels, following a stopover in Amsterdam. While the TWA and Swissair aircraft were fl own 

to Dawson’s Field, a remote strip in Jordan, there were concerns over landing the larger Boeing 747 

at that site. The Pan Am jet was therefore fl own to Beirut, Lebanon, and then on to Cairo, Egypt. 

Just prior to landing in Cairo, one hijacker lit the fuse of a bomb, leaving precious little time to bring 

the airplane to a stop and evacuate the passengers and crew. The plane exploded and burned moments 

after the last passengers and crew got off.5

That same day, hijackers also attempted to take over a fourth aircraft, an El Al Boeing 707 that 

had departed from Amsterdam, but they were thwarted by the actions of the crew, passengers, and 

an armed guard. The armed Israeli guard on board of the fl ight shot and killed hijacker Patrick 

Arguello and subdued his accomplice, notorious PFLP member and veteran hijacker Leila Khaled. 

The fl ight was diverted to London Heathrow where Khaled was held. Three days later, a BOAC 

fl ight departing Bahrain was hijacked and also brought to Dawson’s Field for use in bargaining with 

the British government for Khaled’s release. On September 11th, amid growing violence between 

Palestinian Fedayeen, including PFLP and Palestine Liberation Organization (PLO) members, and 

the Jordanian military, most of the hostages were released. The following day, September 12, all 

three aircraft at Dawson’s Field were destroyed by the PFLP terrorists. Although the terrorists had 

given an ultimatum demanding the release of their comrades, the destruction of the aircraft on this 

day was apparently carried out more out of fear that an operation against the hijackers was immi-

nent because the deadline they had set had not yet passed. While most of the passengers had been 

released at this point, the aircrafts’ crews, Jewish passengers, and U.S. government and military 

offi cials remained hostages and were moved to a secret location after the aircraft were destroyed. 

All hostages were later released in exchange for the release of Khaled and other PFLP members held 

captive in Europe for prior terrorist incidents and activity.6

While the Dawson’s Field hijacking ordeal was still unfolding, the public seemed to take little 

notice of a domestic incident in which a hijacker was shot and wounded by an armed Brink’s secu-

rity guard on a TWA fl ight at San Francisco Airport.7 The relatively limited amount of press cover-

age devoted to this incident—compared to the headline-grabbing front page coverage of the 

Dawson’s Field hijackings during the three-week ordeal—was not a huge surprise, as Americans had 

become accustomed to domestic hijackings that were happening, on average, at a rate of more than 

two per month. While frequent domestic hijackings throughout the late 1960s had failed to move 

policymakers in Washington to take steps to enhance aviation security, the response in Washington 

to the Dawson’s Field hijackings was swift and would come to shape U.S. aviation security policy 

for years to come.

THE U.S. RESPONSE TO OVERSEAS TERRORIST HIJACKINGS

On September 11, 1970, while hostages remained captive aboard the aircraft parked at Dawson’s 

Field, President Nixon unveiled a plan to combat air piracy that would lay the groundwork for the 

U.S. policy and strategy for aviation security. In a press briefi ng outlining the plan to combat 
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hijackings, President Nixon noted that “[p]iracy is not a new challenge for the community of 

nations. Most countries, including the United States, found effective means of dealing with piracy 

on the high seas a century and a half ago. We can—and we will—deal effectively with piracy in 

the skies today.”8 The plan unveiled by the Nixon Administration centered on establishing a sky 

marshal program to place armed guards on high-risk fl ights, inspections and electronic screening of 

 passengers at certain large U.S. airports and overseas stations, and tougher antipiracy laws and inter-

national extradition treaties to bring hijackers to justice and prevent countries from providing them 

with safe harbor.9

On September 21, 1970, President Nixon provided further details of his plan, appointing retired 

Air Force General Benjamin O. Davis, Jr. to serve in the newly created position of Director of Civil 

Aviation Security within the Department of Transportation (DOT) and pressing Congress to 

increase airline ticket taxes on domestic fl ights and increase head taxes of foreign fl ights to pay, in 

part, for aviation security enhancements, including the deployment of armed sky marshals and 

electronic screening technologies for inspecting certain passengers, particularly those traveling on 

international fl ights. The biggest cost driver was a plan to deploy 2500 sky marshals on inter-

national fl ights at an initial cost of $28 million for the hiring, training, and initial deployment and 

$50 million per year thereafter to maintain the force. The airline industry had estimated that it 

would require a force of 4000 guards to protect all international fl ights fl own by U.S. carriers, so 

the plan called for strategically placing sky marshals on high-risk fl ights. A small force of 100 

guards was immediately deployed on Pan Am and TWA international fl ights on routes considered 

to be high risk. Deployment of additional armed sky marshals, however, would have to await addi-

tional funding authority from Congress.

The tax increases to pay for the sky marshals and other aviation security enhancements were not 

an easy sell. While there was widespread support for enhancing aviation security, domestic ticket 

taxes had just been raised from 5% to 8% and a new $3 head tax had been established for inter-

national fl ights in July 1970 as part of a trust fund revenue package to pay for expansion of the 

nation’s airports and airways. Nonetheless, Congress swiftly responded with a temporary funding 

package that went along with the President’s request, but set a cutoff date of June 30, 1972.10 By the 

late fall of 1970, recruits for the new U.S. Customs Air Security Offi cers Program, commonly known 

as the Sky Marshal Program, were completing their initial training at Fort Belvoir, Virginia, and 

preparing for deployment on high-risk international fl ights to thwart future hijacking attempts. In all, 

1784 recruits completed the training and made up the initial cadre of sky marshals deployed in 

1970.11 While this force was somewhat less than 2500 that President Nixon originally sought, it was 

still a sizable force. Although the number of air marshals protecting airlines today has not been pub-

licly disclosed, the coverage of fl ights by the sky marshals during the early 1970s is probably very 

close to the coverage today, given that there were far fewer commercial passenger fl ights back then.

Sky marshals made up the primary line of defense to protect against international hijackings of 

U.S. air carrier fl ights overseas. Following their deployment, there was a considerable reduction in 

international hijackings, although it is impossible to determine whether the sky marshals were 

effective deterrents or to what degree other factors contributed to this trend. It has been noted that 

the PLFP largely abandoned the use of hijackings tactics as a means to achieve their political 

objective soon after the Dawson’s Field hijackings, although it is diffi cult to say to what extent the 

deterrence of armed sky marshals and the impact of meeting armed resistance on the El Al fl ight 

may have had in this decision. Although international hijackings decreased after 1970, domestic 

hijackings remained high, numbering about 25 incidents per year through the late 1960s and into 

the 1970s.

THE INTERNATIONAL RESPONSE TO TERRORIST HIJACKINGS

At the time of the Dawson’s Field hijackings, the International Civil Aviation Organization (ICAO) 

was already in the process of drafting a multilateral agreement addressing cooperation among 
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nations to bring hijackers to justice. In 1963, ICAO fi rst addressed the issue of hijacking by estab-

lishing a general framework under which countries where a hijacked aircraft lands are to take steps 

to return control of the aircraft to its lawful commander, and permit passengers and crew to con-

tinue their journey as soon as practicable. These requirements, which became formally ratifi ed as 

part of the Tokyo Convention of 1963, were considered a fi rst step in addressing international coop-

eration in preventing and deterring hijackings, but it did not address protocols or arrangements for 

dealing with those that committed acts of aerial piracy. The work of ICAO that began in earnest in 

December 1968 set out to address issues of jurisdiction over and handling of individuals who carry 

out hijackings. This work culminated in the ratifi cation of the Hague Convention of 1970 for the 

Suppression of Unlawful Seizure of Aircraft on December 16, 1970, three months after the Dawson’s 

Field hijackings.

The Hague Convention established that either the country where a hijacked aircraft is landed, the 

nation of aircraft registration, the country of nationality of the alleged aircraft hijackers, or the coun-

try where the airline or aircraft lessee is principally based may petition for jurisdiction in the matter. 

The Convention does not specifi cally lay out an order of precedence for jurisdictional matters, but 

provides the framework for each of the described nations to pursue appropriate action to establish 

its jurisdiction. Under the Convention, the country detaining any alleged hijackers must make a pre-

liminary inquiry into the facts and hold any suspects for the duration of any criminal or extradition 

 proceedings. The Convention stipulates that countries must either present the case against the 

detained individuals for criminal prosecution or negotiate the extradition of alleged hijackers to stand 

trial in other countries that establish their jurisdiction in the matter. Work to fi nalize the Convention 

was undoubtedly expedited by the Dawson’s Field hijackings, and the terms of the Convention were 

put into force a year later, in October 1971. The following year, ICAO drafted additional terms to 

cover terrorist acts against aviation that occur prior to fl ight or otherwise endanger the safety of fl ight. 

These terms became formally ratifi ed in September 1971 under the Montreal Convention of 1971.12 

They specifi cally address various acts of violence that endanger the safety of an aircraft, including 

acts carried out against aircraft on the ground; destruction or damage to navigation aids and facilities; 

and disseminating false information that could endanger the safety of an aircraft operations, such as 

giving false air traffi c control instructions.

For the United States, the Hague Convention, along with the additional terms of the Montreal 

Convention, was a potentially powerful tool to compel other signatory countries to either extra-

dite hijackers of U.S. fl ag aircraft operating overseas or carry out criminal prosecutions of these 

individuals under the scrutiny of the international community. However, the continued existence 

of nations that provided safe haven to international hijackers, which were not signatories to the 

Convention, limited the scope of its overall effectiveness. The Convention was of limited use in 

combatting hijackings to Cuba, because Cuba had not been a party to the Convention and was of 

limited use in the Middle East, where several nations offered safe haven for aircraft hijackers. In 

addition to the Hague Convention, as the Dawson’s Field situation was still unfolding, the U.N. 

Security Council passed a resolution calling on all nations to take legal actions and cooperate to 

prevent further aerial hijackings. By itself, this also was of limited effectiveness without effective 

aviation security measures to thwart would-be hijackers and the capability to impose effective 

 economic and political sanctions to deter nations from aiding or providing safe haven to hijackers.

THE PERIOD OF HIJACKING CONTAGION

While the deployment of sky marshals and various other policy actions seemingly had an impact on 

reducing hijackings of international fl ights, hijackings of domestic fl ights remained at historic high 

levels in 1971 and 1972, spurred by continued hijackings of domestic fl ights within the United 

States to Cuba and a new wave of hijackings aimed at extorting sizeable ransoms from the govern-

ment and the airlines. Some researchers have aptly referred to the string of hijackings during the late 

1960s and early 1970s as an example of a phenomenon known as social contagion.13 A distinction 
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was made between hijackings strictly for transportation and hijackings for extortion, whether the 

nature of the extortion involved strictly money or other objectives, such as the release of comrades 

or demands for policy changes or acceptance of other political concessions. It has generally been 

shown that widely publicized incidents of successful hijackings spurred copycats to carry out simi-

lar crimes, while unsuccessful attempts generally suppressed further hijacking activity.

Particularly among domestic extortion attempts, which were predominantly carried out by those 

seeking cash ransoms, there was a signifi cant contagion effect, spurred in part by prior successes 

and by extensive media coverage of these events. Researchers noted, however, that the rise in extor-

tion hijackings in 1972 had the effect of quelling transportation hijackings. In particular, the rate of 

hijackers demanding transportation to Cuba diminished considerably. Money became a new moti-

vation for hijacking airliners.

The fi rst domestic hijacking for money occurred on June 4, 1970, when a hijacker commandeered 

an aircraft at Dulles Airport in Virginia demanding $100 million from the government.14 After a 

standoff with Federal Bureau of Investigation (FBI) agents and airport police, law enforcement 

offi cers (LEOs) shot out the tires of the airplane and subdued the hijacker. After this unsuccessful 

attempt, there were no additional extortion-style hijackings in the United States for over a year. 

However, starting in May of 1971, the United States faced a rash of extortion hijackings. While most 

were ultimately unsuccessful, partial success in at least obtaining a cash ransom prior to being 

apprehended may have spurred others to follow suit and try their luck at this dangerous game which, 

to some, seemingly became something of a sport.

The most famous of these incidents was, of course, the November 24, 1971, hijacking of a 

Northwest Orient Airlines Boeing 727 by a man who called himself Dan Cooper. The hijacker 

ordered the plane to fl y to its intended destination of Seattle, where he demanded $200,000 and four 

parachutes. After releasing all on board, except for the fl ight crew and one stewardess, he ordered 

the airplane to fl y at low altitude and low speed to Mexico with planned fuel stops in Reno, Nevada, 

and Yuma, Arizona. Somewhere near the Washington–Oregon border he apparently parachuted 

from the aft stairs of the Boeing 727. The hijacker became known in popular culture as D. B. 

Cooper, a reference to a person of interest living near the jump site, who was questioned early in the 

investigation but was quickly ruled out as a suspect. Whether the hijacker known as D. B. Cooper 

survived his escape and was ultimately successful, or perished when he jumped from the airplane, 

remains a mystery to this day. However, widespread media sensationalism gave this criminal a 

legend-like status and spurred others to follow suit.

Most notably, just over four months later, on April 7, 1972, Richard Floyd McCoy, Jr., a 29-year-

old student and Vietnam veteran hijacked a United Airlines Boeing 727 on a fl ight from Denver, 

Colorado to Los Angeles, California. McCoy ordered the pilots to fl y to San Francisco and 

demanded $500,000 dollars and, like D. B. Cooper, four parachutes. Also like D. B. Cooper, 

McCoy escaped by parachute using the aft stairs of the 727. McCoy made his leap near Provo, 

Utah. McCoy, who was an experienced parachutist, survived the jump but was apprehended by the 

FBI two days later. He was convicted of the hijacking and sentenced to 45 years in prison.15 McCoy, 

however, escaped from prison in 1974 and was killed when FBI agents attempted to apprehend him 

after tracking him down at a residence in Virginia Beach, Virginia. Some contend that McCoy was 

the D. B. Cooper hijacker, a hypothesis that McCoy’s widow vehemently denied. Although McCoy 

was quickly apprehended following the hijacking, news of the incident quickly spurred others to 

attempt similar hijackings.

Within one month of the McCoy hijacking case, several others followed suit. In one incident, two 

days after the McCoy hijacking, a lone hijacker—who had similarly requested $500,000 and four 

parachutes—was overpowered by police in San Diego after leaving the aircraft to fetch navigational 

charts for the fl ight crew. In another incident a few days later, a hijacker who threatened to blow up 

a Continental Airlines Boeing 707 unless he received a ransom of $500,000 gave himself up after 

an hour-long negotiation with law enforcement. In yet another incident in April 1972, an individual 

with a history of psychiatric problems hijacked a Frontier Airlines Boeing 737 on a fl ight from 
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Albuquerque to Los Angeles, demanding a public forum to voice concerns over injustices to minori-

ties in the United States. After being allowed to conduct on-board television and radio interviews 

with Spanish-language stations, the hijacker apologized to the pilot and surrendered peaceably.16

Then, on May 5, 1972, an extortion hijacking, quite similar to the D.B. Cooper and Richard Floyd 

McCoy cases, occurred on an Eastern Airlines Boeing 727 en route from Allentown, Pennsylvania 

to Miami, Florida. The hijacker—later determined to be Frederick Hahneman, a 43-year-old elec-

trical engineer from Pennsylvania—diverted the fl ight to Dulles Airport in Virginia, where he 

demanded six parachutes and $303,000 in cash. He then ordered the pilot to fl y to Mexico and 

escaped by parachuting from the aircraft over the Mexican jungle. Like McCoy, Hahneman sur-

vived his leap, but was later captured, pled guilty, and was sentenced to life in prison for the hijack-

ing. Immediately following this third incident involving a parachute leap from the aft stairs of a 

Boeing 727, the FAA moved swiftly to order a modifi cation that would prevent operation of the rear 

air stairs in fl ight. The device—a wedge that moves to block the door when air fl ows over it— 

became widely known as the Cooper vane, so named for the hijacker known as D. B. Cooper.

A second hijacking occurred later in the day, on May 5, 1972, when 21-year-old Michael Lynn 

Hansen hijacked a Western Airlines Boeing 737 fl ight from Salt Lake City to San Francisco. A 

Vietnam War protester, Hansen initially ordered the plane to fl y to North Vietnam, but later elected 

to fl y to Cuba when he was told that the trip across the Pacifi c exceeded the airplane’s range. Hansen 

was successful in reaching Cuba, but the Cuban government extradited him in 1975 to stand trial in 

the United States for the hijacking.17

ESCALATING VIOLENCE PROMPTS FAA ACTION

Even before the string of incidents in April 1972, the FAA had conceded that more needed to be 

done to address the persisting problem of domestic hijackings. Beginning in January 1972, the 

FAA began promulgating new regulations designed to strengthen air carrier security. The regula-

tions required each airline to establish a screening system for passengers and carry-on bags, and 

take steps to restrict unauthorized access to aircraft. Soon after, on March 18, 1972, the FAA 

published regulations for airports to establish access control procedures to deter unauthorized 

access to air operations areas of airports and provide law enforcement support to airline security 

screening operations. The issues stemming from these regulations set off a lengthy debate over 

the appropriate role of airlines, airports, and the federal government in carrying out operational 

aspects of aviation security. The Nixon Administration held the view that the federal government 

should strictly maintain the role of regulator in the matter and should not be involved in the day-

to-day operational aspects of security. The airports, in particular, raised concerns over the burden 

placed on them, particularly with respect to providing law enforcement support for the airline 

screening process.

In 1972, the airlines responded to the FAA requirements by adopting a variety of screening 

 systems that used a combination of targeting specifi c fl ights and implemented behavioral profi les to 

select passengers for screening that were in place by the summer of that year. At this point, not all 

airline passengers were being screened using magnetometers or pat-down searches, and hand 

searches of their carry-on items, but only those selected by each individual airline’s screening 

 program underwent these physical searches. The FAA subsequently instituted expanded use of 

behavioral profi ling techniques, ordering all airlines to implement profi ling and deny boarding to 

any individuals selected through the profi le who were not subsequently cleared through metal detec-

tor or physical searches of their persons and carry-on items. Amid growing concern in Congress 

over the string of domestic hijackings in 1972, an alternative plan that sought to implement screen-

ing of all passengers and create an armed federal security force that would be deployed to screening 

checkpoints at airports across the nation won overwhelming approval in the Senate in September 

1972. However, the Nixon Administration, which was strongly opposed to the concept of a federal 

security force, was successful in blocking action on the bill in the House.
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While debate over the appropriate role of the federal government and local authorities in provid-

ing armed security to protect airports and aircraft continued, the need for effective security and law 

enforcement was made increasingly clear by the escalating violence of air piracy incidents. 

Hijackings in the United States during the late 1960s and early 1970s were generally carried out by 

four general categories of perpetrators: socio-political extremists; criminals seeking to escape pros-

ecution; extortionists seeking ransoms; and the mentally disturbed. In post-9/11 discussion and 

debate, these earlier hijackings have often been described as being nuisances that were largely non-

violent and generally concluded peaceably through negotiations with hijackers on the ground. This 

may have been true for many of the transportation hijackings of that era, as well as the D.B. Cooper-

style extortion cases and hijackings carried out by socio-political extremists. Many of the hijackings 

of this era carried out by criminals and mentally disturbed individuals, however, were shockingly 

violent in nature.

As the hijackings of the early 1970s became more frequent and more brazen, the risk of violence 

escalated. The risk of violence may have also been intensifi ed by increasing pressure to stop the 

wave of hijackings that led, in turn, to increasingly heavy-handed law enforcement tactics. For 

example, airplane tires were often shot out, leaving hijackers with limited options thereby making 

them more prone to enter into a violent confrontation with law enforcement rather than a peaceable, 

negotiated surrender. An obvious problem was that it remained simply too easy for hijackers to 

carry fi rearms, grenades, makeshift explosives, and other weapons on board, creating a consider-

able risk that any hijacking would end in a violent showdown with law enforcement.

While passengers had been wounded when gunfi re erupted during earlier hijacking incidents, the 

fi rst domestic hijacking that resulted in a fatality occurred on July 5, 1972. Hijackers comman-

deered a Pacifi c Southwest 737 en route from Sacramento to San Francisco, demanding that the jet 

be fl own to the Soviet Union. A gun battle between FBI agents and the hijackers ensued, resulting 

in the deaths of two hijackers and one passenger. Two other passengers were seriously wounded in 

the melee.

As the string of hijackings in 1972 continued, more violent incidents followed. Two particularly 

violent domestic hijacking incidents in the fall of 1972 prompted the FAA to expedite its efforts to 

implement passenger screening. On October 29, 1972, four fugitives—wanted for a bank robbery 

and related murder in an Arlington, Virginia heist that had occurred the week prior—shot and killed 

a ticket agent and wounded a ramp worker as they blasted their way through airport security in 

Houston, Texas and hijacked an Eastern airlines fl ight, ordering the pilot to fl y to Cuba.

Then on November 10, 1972, three fugitives hijacked a Southern Airways DC-9 in Birmingham, 

Alabama taking passengers on a harrowing journey including eight stops in the United States and 

Canada. The hijackers demanded $2 million in cash and 10 parachutes, and threatened to crash the 

airplane into a nuclear reactor in Oak Ridge, Tennessee unless their demands were met. The ransom 

was paid by the airline, but the FBI, seeking to put an end to the 28-hour ordeal, shot out the air-

plane’s tires. The hijackers ordered the pilot to take off, despite the tire damage, and fl y the airplane 

to Havana, Cuba, where the airplane landed safely and the hijackers found asylum.

By this point, both Cuba and the United States had had enough, and began to diligently negotiate 

a bilateral agreement on hijackings that was fi nalized in February 1973. The treaty, like most inter-

national hijacking agreements provided the countries with the option to either extradite or prosecute 

hijackers. Either option provided a considerable deterrent for hijackers, knowing that they could not 

get asylum if they made it to Cuba. Soon after, Cuba began returning some hijackers to face trial and 

punishment in the United States, although Cuba never viewed the agreement as being retroactive in 

nature, and many hijackers that had commandeered aircraft in the 1960s and 1970s remained in 

exile in Cuba. Some were able to live comfortable lives in Cuba and benefi t from free education and 

other benefi ts provided by the Castro regime.18 For others, however, life was a miserable existence 

in squalid Cuban prisons or working unskilled manual labor jobs while living in extreme poverty.19 

Some tried to escape their meager existences in Cuba by trying to sneak back into the United States, 

but were captured and put on trial. For example, three of the four hijackers in the October 29, 1972, 
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incident were able to sneak back into the United States undetected, but were later found in 1975, and 

put on trial for their crimes and sentenced to consecutive life terms.20 For most, the crime of hijack-

ing simply did not pay. This realization, along with the additional threat of extradition to the United 

States or a trial in Cuba, signifi cantly reduced the number of hijackings to Cuba since 1973.

As negotiations with the Cuban government to fi nalize the bilateral treaty on hijacking were 

continuing, the FAA turned its attention to developing effective policies, strategies, and proce-

dures for preventing domestic extortion hijackings. Among aviation security policymakers and 

strategists at the time, debate centered on the limited capability of the sky marshal program and 

the need for effective preemptive prefl ight measures to prevent armed hijackers from boarding 

fl ights. The FAA had focused its previous efforts related to prefl ight security on developing meth-

ods to pick out would-be hijackers for additional screening measures. Largely in response to the 

escalation in Cuban hijackings in 1969 and 1970, The FAA had convened a multidisciplinary task 

force, consisting of specialists in human behavior, security, law, and other fi elds, to develop a 

behavioral profi le for selecting passengers that would be selected for special examination. The 

profi les developed by this task force were instrumental in determining which passengers would 

be subject to prefl ight screening.

In retrospect, looking at this approach in the context of post-9/11 security debate over passenger 

prescreening, the behavioral profi ling methods of the early 1970s seem extremely forward-looking 

in their approach. Indeed, Israel has relied on extensive behavioral profi ling and extensive inter-

viewing to target passengers for years, and these methods have recently been adopted by the Trans-

portation Security Administration (TSA) to identify elevated risk passengers at security checkpoints 

and in passenger lounges and other locations throughout airport passenger terminals. However, 

between 1970 and 1972, the U.S. approach to behavioral profi ling was largely born out of necessity, 

since neither the human resources nor the technology to screen all passengers for weapons or explo-

sives was readily available at that time to address the perceived immediate need to strengthen air-

line security. It was therefore believed that the best immediate solution was to screen high-risk 

fl ights, which were mainly limited to international fl ights, and those domestic passengers believed 

to pose a potential hijacking threat based on their profi le.

In 1970 and 1971, passenger screening operations targeted high-risk fl ights at selected airports, 

predominantly international fl ights operated by U.S. fl ag carriers. However, by 1972, continued 

domestic hijackings and escalating violence associated with hijacking incidents emphasized the 

need for more effective airline security measures. The FAA responded by requiring air carriers to 

deny boarding to any passengers selected for screening by behavioral profi ling techniques that were 

not cleared by either metal detectors or physical searches. By that time, the FAA was deploying 

metal detectors in larger numbers to airports for screening and was sponsoring initiatives to develop 

and test x-ray equipment for screening passenger carry-on items.

THE DEBATE OVER PASSENGER SCREENING

By 1972, both the Nixon Administration and the Congress had concluded that sweeping changes to 

improve aviation security were needed to combat the ongoing epidemic of domestic hijackings. 

However, a disagreement between the Administration and Congress regarding the role of the federal 

government in aviation law enforcement as well as concerns voiced by the airlines and the air-

ports regarding the impact of new security measures needed to be sorted out. In July 1972, the 

Administration ordered magnetometer screening of all passengers and searches of all carry-on 

items prior to boarding all domestic shuttle fl ights. In August, the FAA issued a requirement that all 

profi le selectees and all accompanying individuals fl ying with selected individuals be screened and 

their carry-on items searched prior to boarding. Despite these efforts, hijackings continued and 

turned more violent. Although all three of the hijackers in the November 10, 1972, hijacking were 

selected by profi ling techniques and underwent handheld wand metal detection screening, they 

were somehow able to get their weapons past the screening checkpoint. Some have speculated that 
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the handheld wands in use at the time were less able to detect weapons compared to the walk-

through magnetometers that were being installed at larger airports, but had not yet been delivered 

to mid-sized airports like Birmingham, Alabama where the hijackers boarded.21

Following the Birmingham incident, there was growing consensus that uniform, consistent, and 

effective methods for screening both domestic and international passengers were needed to prevent 

armed hijackings. In December 1972, the FAA issued emergency orders to all air carriers requiring 

the screening of all passengers and their carry-on items within one month. Under the order, airports 

were required to station armed guards at the boarding checkpoints by February 1973. Beginning in 

January 5, 1973, all passengers boarding fl ights in the United States had to pass through metal 

detectors and allow inspection of their carry-on items. Despite predictions that airline passengers 

would not tolerate the hassle and some opposition on the grounds that mandatory screening violated 

Constitutional privacy rights, passengers fed up with hijackings took the measures largely in stride 

and recognized the inconvenience as a necessary measure to protect airline fl ights. Following the 

FAA’s emergency orders that went into effect in early 1973, the number of domestic hijackings 

dropped precipitously (Figure 1.1).

While the FAA’s actions to require screening of all passengers were largely in step with the views 

of Congress on the matter, 100% passenger screening was not without its critics. One particularly 

outspoken critic, Senator Vance Hartke of Indiana, led a fi ght to end airport screening and urged 

fellow Americans to “smite down a direct threat to the Constitution.”22 Hartke failed to garner 

mainstream support for his position, perhaps because his tactics centered on arguing that, because 

of his offi ce, he should be granted special exemption from screening rather than maintaining a con-

sistent argument that all citizens should be exempt from screening. Although Hartke’s crusade 

failed to gain popular support, federal cases were quickly brought against the FAA, arguing that the 

security screening procedures violated the Fourth Amendment, which guarantees individuals pro-

tection against unreasonable searches and seizures. By June 1973, however, the FAA had won a 

precedent-setting decision, fi nding that the screening procedures were allowable as part of a general 

regulatory framework, so long as such searches were conducted reasonably, on a routine and indis-

criminate basis, and with the consent of the individual being screened.23 The 100% passenger 

screening requirement was seen as not being subject to the Fourth Amendment restrictions because 

it involved the implicit consent of the passenger, and its intent was to deter hijackings rather than to 
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obtain evidence for criminal charges against an individual. Also, since the screening was required 

of all passengers, it could not be viewed as being discriminatory, which arguably put it on more 

solid legal footing than the prior practice of behavioral profi ling.

However, another line of argument against 100% passenger screening centered on the fact that 

requiring all individuals to undergo screening could be considered unreasonable if the prior method 

of only screening selected individuals using the profi le, or prescreening techniques, was equally 

effective. In other words, critics of screening all passengers saw no point to doing so if only screen-

ing selected passengers based on profi ling techniques offered an equivalent level of security. A key 

advocate for this position was Michael J. Fenello, vice-president for Eastern Airlines who had 

helped devise and implement the behavioral profi ling techniques that were used extensively and 

favored by Eastern Airlines.24 Although this line of reasoning was predicated on Fourth Amendment 

arguments regarding the reasonableness of a search, the real bottom line for the airlines was the 

impact of 100% passenger screening on the effi ciency of their operations, their operating costs, and 

fear that the hassles could result in delayed fl ights, fewer passengers, and lost revenues. This argu-

ment also failed to gain much support or credibility as there was an immediate and dramatic drop 

in domestic hijackings after the FAA emergency orders were put into effect, suggesting that the 

implementation of 100% passenger screening had a positive effect on reducing hijackings. The 

FAA could point to this drop in hijackings as evidence that 100% screening was arguably more 

effective than the profi ling techniques previously implemented. There was also some consideration 

of whether screening requirements could be relaxed at certain airports where the hijacking risk 

was considered to be low. However, after consideration of this option, it was determined that 

because of the interconnected nature of the air transportation system, a uniform approach to 

screening at all airports was needed.

Another challenge to screening procedures was levied against the FAA in 1973 by the Aviation 

Consumer Action Project (ACAP), an advocacy group connected to consumer rights advocate Ralph 

Nader. The group argued that x-ray screening of carry-on items posed an undue health threat to 

airline passengers. While this campaign led to improved standards and regulatory processes for 

certifying x-ray machines used in airport screening, it had no signifi cant impact on the overall 

approach to screening all passengers and carry-on items, which had the overwhelming support of 

both Congress and the Administration.25

THE DEBATE OVER AVIATION SECURITY ROLES AND RESPONSIBILITIES

As the screening procedures stood up to legal challenges in the courts, the policy debate shifted to 

consideration of the appropriate aviation security role of the federal government, the airlines, air-

ports, and local law enforcement authorities in carrying out the screening procedures and complying 

with the regulatory mandates to station arm guards at all airport screening checkpoints. Airlines 

complained that the 100% screening requirements were costly and overly burdensome, while airlines 

and airports both complained that the requirement to station armed guards at all air airport check-

points was particularly onerous, especially at smaller airports. Airlines and airports were united in 

their position that providing armed guards at airport checkpoints was a federal responsibility, one 

that would involve a large-scale expansion of the federal role in aviation security.26

The interim solution offered by the FAA was to reassign sky marshals to duty at airport screening 

checkpoints to augment airport security guards, and state and local LEOs assigned to airport check-

point duties. The sky marshals presence on aircraft were increasingly seen as being limited in their 

effectiveness because, despite relatively large numbers, they still could only provide coverage on a 

relatively small percent of fl ights. About 1700 air marshals were retained and reassigned to airports 

to serve as federal airport security offi cers. By June 1974, when x-ray screening equipment was 

 introduced at airport screening checkpoints, the sky marshal program was  completely discontinued. 

The federal government, however, did not view the disbanding of the sky marshals as a signal for 

a permanent shift in the federal role to one of maintaining an armed security presence at airport 
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checkpoints. Rather, the FAA maintained that law enforcement presence at airport screening check-

points was fundamentally a local law enforcement responsibility to be shouldered by airport operators. 

In its emergency order, the FAA mandated a signifi cant expansion of existing requirements for local 

law enforcement presence at airports, stipulating that at least one armed offi cer must be posted at each 

security screening checkpoint and be present continuously throughout the boarding process.27

The Senate, however, had unanimously supported a plan to establish a new armed air transporta-

tion security force to be housed within the FAA and deployed to all commercial passenger airports 

throughout the United States.28 In 1973, Senator Howard Cannon of Nevada, Chairman of the 

Senate’s Subcommittee on Aviation, complained that prior efforts to move Senate-backed legisla-

tion to mandate 100% passenger screening and establish a federal airport security force within the 

FAA were stonewalled in the House by Nixon Administration and DOT offi cials. Senator Cannon 

criticized the Administration as having “systematically ignored the hijacking problem throughout 

1972 with the naïve view that the federal government really didn’t have a major role º.”29 He char-

acterized the FAA’s emergency order requiring airports to supply armed offi cers at checkpoints as 

“º a dangerous cop-out º,” and “º a hodge-podge enforcement effort and a continuation of 

divided responsibility [that] will result in episodes similar to the [November 10, 1972] hijacking 

incident in which no clearly established, coordinated effort existed.”30 His legislative proposal, 

which was swiftly acted on and overwhelmingly supported in the Senate, instead called for estab-

lishing an armed air transportation security force within the FAA of a suffi cient size to provide law 

enforcement presence at airports throughout the United States.

The Nixon Administration viewed such action as an unnecessary and unwarranted expansion of 

federal police powers into local jurisdictions and viewed law enforcement presence during the 

screening and boarding process as a local responsibility.31 While the Cannon bill that called for an 

armed federal aviation security force was swiftly passed by the Senate in February 1973, action on 

the bill languished in the House where lawmakers recognized that a Presidential veto of any mea-

sure that included such a provision would stymie other initiatives to strengthen aviation security that 

had the support of both Congress and the Administration. The Nixon Administration was thus able 

to ultimately prevail in its view that airport and aviation law enforcement should not be a federal 

function. To this day, even after federalization of screening forces after the September 11, 2001, 

terrorist attacks, airport law enforcement presence remains a local responsibility that must be inte-

grated into each airport’s security program, much as it was when fi rst required under the FAA’s 

emergency rule issued in December 1972. Regulations, however, have since been relaxed to allow 

fl exibility in law enforcement presence, not requiring continuous presence at checkpoints, so long 

as LEOs can quickly respond when needed. Whether this arrangement of shared responsibility 

between airports, airlines, local and state law enforcement, and the federal government is a hodge-

podge of divided responsibility, as Senator Cannon contended in 1972, is still a matter of much 

debate to this day.

With regard to other steps to enhance aviation security and deter acts of aviation piracy, there 

was general agreement among both the Nixon Administration and the Congress. Despite a few 

objectors like Senator Hartke, Congress overwhelmingly supported the move to implement 100% 

screening of passengers and pushed for establishing a federal felony offense for carrying weapons 

or explosives on aircraft. The Congress also backed a Nixon Administration effort to establish 

 legislation allowing the death penalty to be applied in cases of air piracy, including international 

incidents that resulted in one or more fatalities.

Congressional debate centered not only on whether there should be a federal law enforcement 

role at airport checkpoints, but also on whether such a role should involve the creation of a new air 

transportation security force within the FAA, as provided for in the Senate bill, or whether this 

responsibility should be given to the FBI. So far as the Nixon Administration was concerned, the 

entire issue of checkpoint screening and law enforcement presence could be handled through regu-

lation, and a regulatory solution was considered preferable to a legislative solution because it would 

allow greater fl exibility to relax or modify requirements as needed.

AU7029_C001.indd   13AU7029_C001.indd   13 8/12/2009   2:50:26 PM8/12/2009   2:50:26 PM



14 Airport and Aviation Security: U.S. Policy and Strategy in the Age of Global Terrorism

In light of the violent domestic hijackings in the fall of 1972, the Administration conceded that 

the problem of aerial piracy might not be something that would simply go away over time. The 

Administration, however, remained concerned that the push in Congress to implement a federal 

aviation police force at airports would signifi cantly expand the federal government’s role in a way 

that could not easily be undone, even if the hijacking threat became a thing of the past. With a price 

tag of almost $60  million per year, cost was also a signifi cant issue. The Administration was intent 

on passing the cost along to users of the system, that is, the airline passengers. However, further 

raising federal ticket taxes, already set at 8%, was an unpopular option. The easiest mechanism for 

passing the security cost along to passengers was to make the screening and law enforcement func-

tions the responsibility of the airlines and the airports, and have them recover the costs in the form 

of passenger head taxes and customer surcharges. President Nixon was clear in his resolve to veto 

any measure that would create a federal aviation police force to carry out these functions, thus com-

pelling the House of Representatives to come up with an alternative to the Senate-passed bill. The 

Administration offered its owned legislative proposal, which was introduced by request in the House 

(H.R. 3858, 93rd Congress). The bill had much in common with the Senate-passed bill, but differed 

signifi cantly with regard to law enforcement presence at airport screening checkpoints.

As congressional debate over aviation security and antipiracy measures dragged on, the looming 

threat of violent hijackings struck close to home. On February 22, 1974, Samuel Byck attempted to 

commandeer a Delta DC-9 aircraft at Baltimore-Washington International Airport (BWI), with the 

intent of crashing the airplane into the White House as a means to assassinate President Nixon. Just 

fi ve days before, an Army private, who had washed out of Army fl ight school a year prior, had stolen 

a helicopter from nearby Fort Meade in Maryland and landed it on the White House lawn, perhaps 

giving Byck the idea of attacking the White House with an aircraft.32 Fearing detection of a home-

made suitcase bomb at the airport screening checkpoint, Byck shot and killed airport police offi cer 

George Neal Ramsburg and made his way on board the Delta jet. After the pilots told Byck that the 

aircraft could not move away from the gate because the wheels were still chocked, he shot them 

both, fatally wounding the copilot. After a standoff with police as the aircraft remained parked at 

the gate, Byck shot and killed himself. It was later noted that although “. . . Byck lacked the skill and 

self-control to reach his target, he had provided a chilling reminder of the potential of violence 

against civil aviation. Under a more relaxed security system, his suicidal rampage might have begun 

when the airliner was aloft.”33 The violent incident at BWI served as a poignant example of the 

violence in air piracy incidents for the ongoing debate in Congress over passenger screening. In a 

tape recording found after his death, Byck referred to his demonic plot as “Operation Pandora’s 

Box,” a fi tting metaphor for the continuing challenge facing aviation security policymakers grap-

pling with the challenges posed by violent aerial hijackings: “. . . once opened, this Pandora’s box 

could never be completely sealed.”34

Following the incident at BWI, the House went along with the tougher Senate bill, but dropped 

the language that called for a nationwide FAA airport security force.35 The bill lingered for some 

time as Congress became embroiled in the Watergate hearings and the impeachment of President 

Nixon in the spring of 1974. A bill going along with the wishes of the Administration that airport 

and checkpoint law enforcement be left in the hands of state and local authorities emerged out of 

conference in July 1974 and was agreed to by both the House and the Senate. President Nixon signed 

the resulting Anti-hijacking Act of 1974 on August 5, 1974, just four days before he resigned from 

offi ce. The Nixon Administration’s stance on this matter shaped the U.S. aviation security system 

for years to come, creating a shared-responsibility model where the federal government’s role was 

largely that of regulatory oversight. The operational security responsibilities were divided between 

airlines that provided screening functions and airports that provided law enforcement presence, 

typically through arrangements with state and local law enforcement authorities. This model of 

limited federal involvement would endure until 2001, when the 9/11 terrorist attacks prompted a 

rethinking of this approach. Yet, even to this day, despite the post-9/11 changes that have come about 

through federalization of security screening functions, law enforcement presence at airports and 
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support at screening checkpoints still remain largely responsibilities of the individual airports and 

their respective state and local police agencies.

While the Act did not create a nationwide FAA airport armed security force as many in Congress 

at that time had wished, the law gave statutory authority to continue the course of action for aviation 

security that had been set forth by the Nixon Administration, which was widely supported by the 

Congress. Most signifi cantly, it mandated in law the 100% physical screening of all passengers, 

providing statutory authority for the FAA’s air carrier security requirements. As a deterrent against 

hijackings, the Act established that the death penalty could be applied in cases of air piracy inci-

dents that resulted in a death.

By the late 1970s, it appeared that efforts to combat air piracy, primarily through metal detector 

and x-ray screening of passengers and carry-on luggage, were working quite effectively. Domestic 

hijackings had been signifi cantly reduced, as had worldwide hijackings (see Figure 1.1). It also 

appeared that these security measures had been effective in preventing aircraft bombings world-

wide by the late 1970s and early 1980s (Figure 1.2). However, events during the 1980s indicated that 

serious weaknesses in aviation security continued to exist, particularly in the international aviation 

arena on routes fl own by U.S. fl ag air carriers.

THE LOOMING MENACE OF AIRCRAFT BOMBINGS

While domestic hijackings were troubling enough by themselves, the threat posed by potential 

bombings of aircraft was a particular concern because in-fl ight bombings had proven to be espe-

cially deadly. While the threat of aircraft bombings is most immediately associated with the decade 

of the 1980s, aircraft bombings have long been a threat to aviation security in the United States. 

However, aircraft bombings did not garner the attention of policymakers and federal offi cials 

charged with responsibilities for aviation security during the 1960s and 1970s to any degree remotely 

close to the attention that was given to aerial hijackings. Nevertheless, bombings were a continuing 

threat to commercial aviation long before the issue was brought to the forefront of U.S. policy debate 

by the December 21, 1988, bombing of Pan Am fl ight 103 over Lockerbie, Scotland.
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FIGURE 1.2 Worldwide aircraft bombing incidents and fatalities (1970–1989). (U.S. Department of 

Transportation, Bureau of Transportation Statistics.)
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Bombings of aircraft can be traced back to the early days of passenger airline service. The fi rst 

aircraft bombing in the United States occurred in 1933, when a twin-propeller Boeing 247 pas-

senger airliner operated by United Airlines exploded in fl ight and crashed near Chesterton, Indiana 

while en route from Cleveland to Chicago, killing all seven on board. While this is regarded as the 

fi rst confi rmed bombing of a commercial airline fl ight, no suspect was ever identifi ed in the case. 

Isolated domestic aircraft bombing incidents continued throughout the pre-jet era. In 1955, a 

United Airlines DC-6, a four-engine piston propeller airplane, was destroyed by a dynamite bomb 

shortly after departing Denver, Colorado. John Gilbert Graham was convicted of the bombing and 

executed in 1957. His motive for the bombing was to kill his mother who was a passenger on the 

fl ight. She lost her life in the crash, along with 38 other passengers and 5 crewmembers. In a simi-

lar incident in 1949, a Canadian Pacifi c Airlines DC-3 had been destroyed by a bomb near Montreal, 

Canada, killing all 23 persons on board, including the intended target: the bomber’s wife. Graham 

may have gotten his inspiration from this incident. Other bombing incidents involving targeted 

attacks and suicides ensued, exhibiting a possible pattern of contagion among aircraft bombing 

incidents, although certainly not to the degree evident among aircraft hijackings of the late 1960s 

and early 1970s.

Nonetheless, in the late 1950s and early 1960s, there was a series of suspected and confi rmed 

aircraft bombing incidents with a similar motive: payouts from life insurance policies. In the fi rst 

suspected, but unconfi rmed, case involving the unsolved crash of National Airlines Flight 967 on 

November 16, 1959, it has been speculated, but never proven, that an ex-convict duped a friend from 

prison in a scheme to collect a life insurance payment. It is speculated that the suspect talked his 

friend into boarding a fl ight using a ticket purchased in the suspect’s name and carrying a package 

containing a concealed explosive device. All 42 on board were killed when the aircraft crashed into 

the Gulf of Mexico en route from Tampa, Florida to New Orleans, Louisiana.

The fi rst suspected suicide bombing of an aircraft in the United States occurred two months later 

when a passenger on board a National Airlines DC-6 en route from New York’s Idlewild Field (now 

JFK International Airport) to Miami, Florida allegedly detonated a bomb he had carried on board. 

The airplane crashed near Wilmington, North Carolina killing all 34 persons on board. While the 

crash was determined to have been the result of a bomb, it was never confi rmed whether the bomber 

was in fact a passenger on the fl ight.

Under similar circumstances, a Continental Airlines Boeing 707 was destroyed on May 22, 1962, 

over Missouri during a scheduled fl ight from Chicago O’Hare International Airport to what is now 

Kansas City Charles B. Wheeler Downtown Airport. All 45 on board were killed in the crash. 

Investigation revealed evidence of a bomb placed in the towel holder of an aft lavatory. Investigators 

also found evidence that passenger Thomas Doty—a married man with a young child, who was 

facing criminal prosecution for armed robbery—had purchased a large life insurance policy and 

dynamite shortly before the fl ight. This was the fi rst documented bombing of a jet airliner in sched-

uled airline service.

On November 12, 1967, a bomb went off in the rear baggage compartment of an American Airlines 

Boeing 727, carrying 72 passengers and 6 crewmembers, while fl ying over Colorado en route from 

Chicago to San Diego. The airplane landed safely, and a man was later convicted of the bombing that 

targeted his wife, a passenger on the fl ight. A year later on November 19, 1968, another attempted 

bombing of a commercial jetliner took place in the skies over Colorado. A bomb exploded in an aft 

lavatory on board a Continental Airlines Boeing 707 as it was beginning its descent into Denver, but 

the airplane was able to land safely. The FBI arrested a passenger who had recently undergone 

brain surgery in connection with the incident. Senator Clifford Hansen of Wyoming was among the 

passengers on board. Fortunately, this was the last of these types of domestic aircraft bombing 

incidents.

Part of the success in reducing domestic bombings may be attributable to passenger screening 

measures implemented in the early 1970s. However, at that time, passenger baggage remained par-

ticularly vulnerable. In international aviation, bombing incidents continued with some regularity 
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throughout the 1970s and 1980s (see Figure 1.2). Unlike the domestic bombings discussed above that 

were carried out by individuals with personal motives tied to insurance money, suicide, or revenge, 

bombings in the international aviation arena were often tied to terrorist groups seeking various polit-

ical objectives. It is diffi cult to clearly identify any particular pattern among the international airline 

bombing incidents of the 1970s and 1980s as a whole. Bombing incidents involving U.S. and European 

fl ag carriers, however, were consistently linked to terrorist organizations in the Middle East. Many of 

these bombings were tied to hijacking events that later led to the destruction of the aircraft on the 

ground using explosives. These often did not result in fatalities. However, as these Middle Eastern 

terrorists were carrying out their campaign of aircraft hijackings in the late 1960s and early 1970s, 

they also targeted aircraft with in-fl ight bombs on several occasions beginning in 1970.

On February 21, 1970, a Swissair Convair 990 four-engine jet exploded after taking off from 

Zurich, Switzerland, on a scheduled fl ight to Tel Aviv, Israel, and crashed killing all 47 on board. The 

same day, an explosion rocked an Austrian Airlines Caravelle twin-engine jet departing Frankfurt, 

Germany, but the aircraft was able to return to the airport and landed safely. These two incidents, 

six months prior to the Dawson’s Field hijackings were the beginning of a series of terrorist attacks 

against aviation carried out by the PFLP.

Bombings tied to anti-Israeli Arab terrorist movements continued throughout the early 1970s. On 

August 16, 1972, less than a month before the infamous massacre of Israeli athletes at the Munich 

Olympics by members of the Black September terrorist organization, two young British women 

were duped by three Arab men into carrying a bomb concealed in a phonograph aboard an El Al 

Boeing 707. The bomb exploded soon after the aircraft had taken off from Rome, Italy, but was able 

to return safely to the airport, perhaps because Israeli security reportedly had ensured that the pho-

nograph containing the bomb was placed inside a blast-resistant cargo hold.36

In 1974, Middle Eastern terrorists brazenly targeted their campaign of bombings against a U.S. 

fl ag air carrier, likely in response to the United States’ unwavering support for Israel. On September 

8, 1974, TWA fl ight 841, a Boeing 707 en route from Tel Aviv, Israel to JFK International Airport 

in New York, blew up over the Ionian Sea, shortly after a scheduled stopover in Athens, Greece. 

The airplane had just departed on the second leg of its journey and its next scheduled stopover was 

to be Rome, Italy before continuing on to JFK. All 88 on board, including 79 passengers and 9 

crewmembers were killed. The Arab National Youth Organization for the Liberation of Palestine 

quickly took responsibility for the bombing claiming that one of its members carried a bomb on 

board the airplane and set it off in fl ight.37 At the time, it was the deadliest aircraft bombing and 

the most complex international accident investigation ever led by the National Transportation 

Safety Board (NTSB).

Despite initial skepticism over the claims that the airplane was brought down by a bomb, The 

NTSB issued a fi nal report six months after the crash, concluding that the tragedy was likely caused 

by the detonation of a high-order explosive device placed in the aft cargo hold that damaged fl ight 

controls and rendered the aircraft uncontrollable. The NTSB issued four recommendations to the 

FAA for improving aviation security. These included: emphasizing coordination and support from 

the FAA to nations served by U.S. fl ag carriers on aviation security practices through an existing 

technical assistance program; establishing an overseas aviation security offi ce at the FAA’s interna-

tional offi ce in Brussels, Belgium; ensuring that air carrier security programs adequately addressed 

high-risk situations in international operations as well as in domestic operations; and, most notably, 

expediting the development and deployment of suitable explosives detection equipment to preclude 

the introduction of explosive devices on board aircraft.38

The FAA took some minimal action to address these recommendations, including disseminating 

audio/visual programs on explosives security to 53 countries serviced by U.S. fl ag air carriers, 

establishing a civil aviation security capability to oversee routes in Europe, Africa, and the Middle 

East and implementing air carrier security procedures for examining baggage, cargo, and mail 

placed on fl ights considered to be a high risk. With regard to deploying explosives detection equip-

ment, in correspondence to the NTSB, the FAA acknowledged the need for such systems and 
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indicated that “[a]ll techniques that have a possibility of being effi cient in the detection of explosives 

are being pursued as fast as possible under current available resources.”39 The FAA indicated that it 

was pursuing research on explosive vapor detection, nuclear magnetic resonance, thermal neutron 

activation (TNA), and x-ray technologies. FAA’s efforts in these areas, however, were limited, and 

little was done over the next 15 years to advance the capability to screen for explosives in baggage 

and cargo. The FAA’s explosives research program was limited in its budget and resources and 

was not able to effectively develop fi eld-deployable technologies that could effectively screen for 

explosives in operational settings.

Only by the late 1980s had x-ray equipment been deployed on a limited basis for the purpose of 

screening checked baggage and packages on high-risk international fl ights, but the ability of this 

technology to effectively identify improvised explosive devices (IEDs) was recognized as being 

limited. The longstanding failure to address this need left aircraft particularly vulnerable to the 

looming threat posed by explosive devices. While this threat failed to capture the interest of policy-

makers in the 1970s to the extent that acts of air piracy did, by the end of the 1980s, the threat of 

aircraft bombings would, through tragedy, quickly become a key policy issue for the United States. 

However, by the late 1970s, fatal aircraft bombings appeared to have been almost completely eradi-

cated as very few lost their lives through in-fl ight bombing incidents between 1977 and 1982 (see 

Figure 1.2). The relative calm in aviation terrorism, however, would be short lived as growing ten-

sions in the Middle East in the early 1980s soon spurred more aerial violence.

THE 1980s: THE SHIFTING THREAT

Growing tensions in the Middle East in the early 1980s and the outbreak of war between Israel and 

Lebanon in 1982 intensifi ed terrorist activity during the early and mid-1980s. In the spring of 1983, 

Shia militants bombed the U.S. Embassy in Beirut, Lebanon and, later that year, attacked a U.S. 

Marine Corps barrack in Beirut in two suicide truck bombing attacks. While terrorist acts against 

aviation did not show any particular increase in numbers during this time, events like the bombing 

of Gulf Air fl ight 771 on September 22, 1983, in the United Arab Emirates, and the 1985 hijacking 

of TWA fl ight 847 demonstrated the escalating violence and growing risks associated with inter-

national fl ight operations. Both of these incidents were directly tied to the situation in Lebanon and 

the growing power, infl uence, and ruthlessness of terrorist organizations in this region such as 

Hezbollah and the Abu Nidal Organization.

From a U.S. policy perspective, the most signifi cant trend in the 1980s was the increased risk 

posed by aircraft bombings. While the number of worldwide airline bombing incidents in the decade 

of the 1980s, estimated as 24, was considerably less than the estimated 42 bombings that occurred 

in the 1970s, the bombing incidents of the 1980s were far deadlier. Specifi cally, it was estimated that 

the 42 bombings in the 1970s resulted in about 650 fatalities, whereas the 24 bombings in the 1980s 

resulted in approximately 1000 fatalities. This was largely attributable to more specifi c targeting of 

aircraft in fl ight, as opposed to aircraft on the ground, the targeting of larger aircraft including 

Boeing 747 jumbo jets, and more sophisticated bombing techniques and explosives that resulted in 

the complete in-fl ight destruction of several aircraft, killing all on board. The growing threat of 

aircraft bombings would drive U.S. aviation security policy during the late 1980s and throughout 

the 1990s, in the aftermath of the Pan Am fl ight 103 bombing on December 21, 1988. In testimony 

before a House subcommittee examining aviation security following the bombing of Pan Am fl ight 

103, former FAA Director of Aviation Security, Mr. Billie Vincent stated that “[t]he nature of the 

threat to U.S. civil aviation changed from one of hijacking to a sophisticated sabotage threat in the 

early to mid-1980s . . . . In the same time period, the incidence of hijacking of the U.S. airlines dra-

matically decreased.”40 A synopsis of notable international aircraft bombing incidents and fatal 

aircraft bombings of U.S.-registered airliners during the 1980s is provided in Table 1.1.

The fi rst signifi cant aircraft bombing of the 1980s, and the most deadly aircraft bombing when 

it occurred, was the September 23, 1983, downing of Gulf Air fl ight 771. The fl ight had originated 

AU7029_C001.indd   18AU7029_C001.indd   18 8/12/2009   2:50:27 PM8/12/2009   2:50:27 PM



Pre-9/11 Threats to Aviation Security and the U.S. Policy Response 19

TABLE 1.1
Notable Aircraft Bombings Since 1980

Date
Location (Route of 

Flight)
Aircraft Type 

(Airline Flight)
Details of Explosive 

Used
Event Description 

and Outcome

8/11/1982 Pacifi c Ocean, Near 

Hawaii (Narita, Japan to 

Honolulu, HI)

Boeing 747 (Pan 

Am fl ight 830)

Semtex IED placed 

under a cabin seat

Explosion in fl ight killed 

one and injured 15

9/23/1983 Near Jebel Ali, U.A.E., 

(Karachi, Pakistan to 

Abu Dhabi, U.A.E.)

Boeing 737 (Gulf 

Air fl ight 771)

Undetermined Explosion in fl ight killed 

all 112 on board

1/18/1984 Karachi, Pakistan, 

(Karachi, Pakistan to 

Dhahran, Saudi Arabia)

Boeing 747 (Air 

France)

Believed to be about 

two-thirds to one 

pound of high 

explosive

Detonation during climb 

through 18,000 feet left a 

hole through the fuselage 

surrounding the aft cargo 

hold, no fatalities

6/23/1985 Atlantic Ocean Near Cork, 

Ireland (Montreal, 

Canada to London, 

Heathrow, UK)

Boeing 747 (Air 

India fl ight 182)

Undetermined All 329 on board killed in 

the world’s deadliest 

aircraft bombing

6/23/1985 Narita, Japan (Narita, 

Japan to Bangkok, 

Thailand

Boeing 747 (Air 

India fl ight 301)

Approximately one 

pound of high 

explosive concealed 

in a radio

Denotation killed two 

baggage handlers and 

injured several others, 55 

minutes to the destruction 

of Air India fl ight 182

4/2/1986 Over Argos, Greece 

(Rome, Italy to Athens, 

Greece)

Boeing 727 (TWA) Semtex IED Detonation in fl ight tore a 

hole in the fuselage and 

killed four passengers who 

were ejected during rapid 

cabin compression

5/3/1986 Colombo, Sri Lanka 

(Colombo, Sri Lanka to 

Male, Maldives)

Lockheed L-1011 

(Air Lanka)

Several pounds of 

explosives

Detonation on the ground 

prior to a delayed departure 

killed 16 and injured more 

than 40

11/29/1987 Andaman Sea, (Abu 

Dhabi, U.A.E. to 

Bangkok, Thailand)

Boeing 707 (Korean 

Air fl ight 858)

PLXs concealed in a 

liquor bottle with C-4 

charge, timer, and 

detonator concealed 

in a portable radio

Explosion over the Andaman 

Sea killed all 115 on board

12/21/1988 Lockerbie, Scotland, 

(London, Heathrow, UK 

to New York, NY–JFK)

Boeing 747 

(Pan-Am 

fl ight 103)

Semtex IED concealed 

in a portable cassette 

player

Detonation in fl ight 

destroyed aircraft and 

killed all 259 on board and 

11 persons on the ground

09/19/1989 Ténéré desert, Niger 

(N’Djamena, Chad to 

Paris-Charles de Gaulle 

Airport, France)

McDonnell-Douglas 

DC-10 (Union de 

Transportes 

Aériens–UTA 

fl ight 772)

Undetermined type 

placed in the forward 

cargo hold

An in-fl ight explosion 

caused the airplane to crash 

into the desert killing all 

171 occupants

11/27/1989 Soacha (near Bogotá), 

Colombia (En route from 

Bogotá to Cali)

Boeing 727 

(Avianca Airlines 

fl ight 203)

Explosive charge 

placed under a cabin 

seat 

An in-fl ight explosion 

ignited fuel vapors in an 

empty fuel tank killing all 

107 on board and three 

people on the ground
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in Karachi, Pakistan. As the Boeing 737 was preparing to land at Abu Dhabi, United Arab Emirates, 

a bomb detonated in the baggage compartment. The plane crashed in the desert near Jebel Ali, 

United Arab Emirates, killing all 112 on board. It is suspected that the bomb was planted by terror-

ists belonging to the Abu Nidal Organization to punish the United Arab Emirates for failing to pay 

protection money to the group.41 While the specifi c characteristics of the bomb were never deter-

mined, based on what is now known of the Abu Nidal Organization and its bombing tactics, the 

device likely consisted of Semtex high explosive attached to an improvised detonation device.

Four months later, a bomb exploded in one of the rear cargo holds of an Air France Boeing 747 

as it departed Karachi, Pakistan for a fl ight to Paris, France with a stopover in Dhahran, Saudi 

Arabia. The explosion tore a large hole, two meters in diameter, in the fuselage, but the fl ight crew 

was able to quickly descend to 5000 feet to restore cabin pressure and returned safely to Karachi. 

The bomb was believed to have consisted of about two-thirds to one pound of high explosive. 

Fortunately, there were no fatalities among the 15 crewmembers and 246 passengers on board.

While the lives of those on board the Air France Boeing 747 were spared, the potential for mass 

casualties resulting from the bombing of a large jumbo jet were sadly realized a year and a half later. 

Air India fl ight 182, a Boeing 747 with a crew of 22 and 307 passengers on board, departed Montreal-

Mirabel International Airport in Quebec, Canada on the evening of June 23, 1985 on its fi rst leg of 

its scheduled journey to London Heathrow Airport in the United Kingdom and then on to New 

Delhi and Bombay, India. Seven hours into the fl ight, as the airplane cruised at 31,000 feet over the 

Atlantic Ocean southwest of Cork, Ireland, a bomb in the forward cargo hold exploded causing a 

rapid decompression and in-fl ight breakup. All 329 on board were killed in what remains the deadli-

est aircraft bombing incident in history.

Just one hour before the crash of Air India fl ight 182, half the world away, a bomb detonated in 

the cargo hold of another Air India Boeing 747 that was sitting on the tarmac in Narita, Japan. The 

explosion killed two baggage handlers who were loading the airplane for a scheduled fl ight to 

Bangkok, Thailand. Investigators linked the two events to a radical Sikh separatist terrorist organi-

zation that was believed to have been seeking revenge for the June 1984 attack on the Golden 

Temple Shrine in Amritsar by India’s military forces to fl ush out Sikh militants. While the nature 

of the bomb that took down Air India fl ight 182 was never determined, the airplane at Narita was 

destroyed by approximately one pound of high explosive concealed in a portable radio. It is believed 

that a similar device took down Air India fl ight 182. The in-fl ight destruction of a Boeing 747 pro-

vided a grim reminder of the risk of mass casualties posed by IEDs concealed in passenger baggage 

or air cargo.

For U.S. policymakers, however, the threat of aircraft bombings largely remained an issue best 

dealt with through international efforts to punish the terrorists and take action against any nations 

that supported terrorist acts or sheltered terrorists from justice. In 1984, The Aircraft Sabotage Act 

of 1984 (see P.L. 98-473) was enacted to put in force elements of the multilateral Montreal Convention 

of 1971, making acts of sabotage against aircraft and aviation facilities punishable by the United 

States under an extraterritorial jurisdiction arrangement. The law gave the U.S. authority to prose-

cute certain aviation crimes, such as hijackings and aircraft bombings, including crimes committed 

in nonparticipating countries, when alleged perpetrators are found within the United States. The 

Act also increased the maximum sentence to 20 years and the maximum fi ne to $100,000 for hijack-

ing, damaging, destroying, or disabling aircraft or navigational facilities, although certain incidents 

that resulted in loss of human life still carried with them the possibility of seeking the death penalty 

as provided for in the 1974 Anti-hijacking Act.

The legislation, while addressing gaps in U.S. ability to enforce international agreements per-

taining to the prosecution of criminals and terrorists that commit acts against aviation, was limited 

in its practical application because countries like Libya and Algeria continued to provide safe haven 

to terrorists. The legislation did little to advance what was already achievable to pursue inter national 

terrorists under the existing international conventions, and without effective security measures in 

place at international stations of U.S. air carriers, terrorists operating in the Middle East were 
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emboldened by the knowledge of the fact that they could carry out attacks against aviation largely 

beyond the reach of the U.S. legal system for all practical purposes. U.S. fl ag carriers operating in 

the Middle East were again seen as relatively soft targets for terrorist groups angry over U.S. pres-

ence in the region and rising animosities toward Israel. TWA, which operated routes throughout the 

Middle East and southern Mediterranean region was, again, particularly vulnerable.

THE TWA FLIGHT 847 HIJACKING

On June 14, 1985, TWA fl ight 847, a Boeing 727 en route from Athens, Greece to Rome, Italy was 

hijacked as it cruised above the Mediterranean Sea. The hijackers, Lebanese terrorists calling them-

selves members of the Organization for the Oppressed of the Earth—widely regarded as a faction 

of Hezbollah—diverted the aircraft to Beirut, Lebanon. There, some hostages were exchanged for 

fuel, and the airplane was fl own to Algiers, Algeria then back to Beirut after releasing additional 

hostages. The ordeal experienced by those passengers was reminiscent of the Dawson’s Field hijack-

ings that spurred radical changes in U.S. aviation security policy. But more signifi cantly, the terror-

ists that hijacked TWA fl ight 847 demonstrated a new level of violence, torturing and publicly 

executing United States Navy Petty Offi cer Robert Dean Stethem, tossing his body to the tarmac 

from the airplane’s exit door after shooting him in the head. Several passengers that the hijackers 

believed to be Jewish were handed over to members of Hezbollah before the airplane was ordered 

back to Algiers. The airplane returned to Beirut once more on June 16, and the following day, the 

hijackers abandoned the aircraft, transferring the remaining hostages to captivity with the Amal 

militia where they remained until June 30 when they were driven to Syria and released. The hijack-

ers’ demands focused on the release of several hundred Lebanese Shia Muslims held by Israel, and 

international condemnation of Israeli military action in Lebanon and U.S. military occupation and 

alleged actions in Lebanon, including the 1985 car bombing assassination attempt on Shia cleric 

Sayyed Mohammad Hussein Fadl-Allāh, which killed more than 60 people and injured about 200 

and was linked to Central Intelligence Agency (CIA)-trained Lebanese mercenaries.42

While the TWA 847 hijackers fl ed and remained at large, one hijacker, Mohammed Ali Hamadei 

was picked up by West German offi cials in January 1987 as he tried to enter through Frankfurt airport 

using a fake passport and carrying liquid explosives. The fact that he was carrying liquid explosives 

was perhaps indicative of the shifting threat in the mid- to the late 1980s: a shift away from hijackings 

to in-fl ight bombings. In any event, the Reagan Administration had made inter national counter-

terrorism a high priority for the Department of Justice and was initially highly confi dent that the West 

German government would extradite Hamadei to stand trial in the United States for the hijacking of 

TWA fl ight 847 and the murder of Robert Stethem, with the stipulation under a United States–German 

extradition treaty that he should not be subject to capital punishment if found guilty.

The hopes of extradition, however, were foiled when two German citizens were kidnapped in 

Beirut. The kidnappers demanded that the West German government should not extradite Hamadei 

to the United States, but instead release him in exchange for the two hostages. To the considerable 

chagrin of the Reagan administration and Justice Department lawyers who had built the case 

against Hamadei, the West German government subsequently refused to extradite Hamadei. Citing 

fl exibility in its extradition treaty and the universal law principle, West Germany asserted that it 

had the authority to try Hamadei on hijacking and murder charges in Bonn, as provided for under 

the general terms of the Hague Convention and specifi c extradition arrangements between the 

United States and West Germany. For the German government, this was seen as a fortuitous fl exi-

bility in the law that allowed them to take a diplomatic course of action to protect the German 

hostages, who were eventually released, without fully giving into the kidnapper’s demands. In 

1989, Hamadei was convicted of the charges brought against him by the German government and 

sentenced to life in prison.43

While the U.S. government expressed satisfaction with the outcome of the Hamadei trial and 

sentencing in Germany, the case took an unexpected twist in 2005 when Hamadei was granted 
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parole upon serving 19 years of his sentence, including time served prior to his conviction. Some 

have speculated that Hamadei’s parole was bumped up and he was given safe passage to Lebanon as 

a gesture to gain the release of Susanne Osthoff, a German archeologist abducted in Iraq in late 

November 2005.44 Despite repeated requests for extradition to the United States, upon release from 

prison in Germany, Hamadei was fl own to Lebanon and remains a fugitive included among the 

FBI’s list of most wanted terrorists.

ESCALATING VIOLENCE AND TERRORIST ANIMOSITY TOWARD THE UNITED STATES

Four months after the TWA 847 hijacking, on October 7, 1985, members of the Palestine Liberation 

Front (PLF) took over the cruise ship Achille Lauro as it sailed the Mediterranean en route from 

Alexandria, Egypt to Port Said, near the entrance to the Suez Canal. The terrorists ordered the ship 

to sail to Syria, and during the ordeal murdered a wheelchair-bound Jewish American, Leon 

Klinghoffer, execution style and threw his body overboard.

The following year, on September 5, 1986, four hijackers belonging to the Abu Nidal Organization 

stormed Pan Am fl ight 73, a Boeing 747, as passengers were boarding in Karachi, Pakistan. The 

fl ight crew escaped from the cockpit as hijackers took control of the cabin, prompting a standoff 

between the hijackers and Pakistani authorities. Frustrated that their demands that the fl ight crew 

return and fl y them to Cyprus to obtain the release of Palestinian prisoners in that country were not 

met, the hijackers executed recently naturalized American citizen Rajesh Kumar. The leader of the 

hijackers, Zaid Safarini threatened to kill another passenger every 10 minutes until his demands 

were met. While he did not follow through with this threat, as night fell he ordered his fellow hijack-

ers to open fi re on the passengers and cabin crew who had been herded into the middle of the air-

craft cabin, using automatic weapons and hand grenades. In the aftermath, 19 more people were 

killed, including one American, 50-year-old Surendra Patel, and seriously wounding several others. 

Contrary to widespread media claims that the passengers were killed as Pakistani forces stormed 

the airplane, the mass murder of these individuals was carried out without provocation, and Pakistani 

forces did not board the airplane until all those on board who were able to escape on their own 

accord had done so. The hijackers were arrested and sentenced to life in prison in Pakistan, but were 

later released. Safarini was captured by the FBI in Bangkok after being released from jail in Pakistan 

and was convicted and sentenced to life in prison in the United States.

It was later revealed that in addition to attaining the release of Palestinian prisoners held in 

Cyprus, the ultimate goal of the mission was to blow up the airplane over Israel, targeting some 

“sensitive strategic centre of the Zionist enemy and to blow it there with us inside [sic].” At their trial 

in Pakistan, the hijackers further proclaimed in a joint statement their “dream and desire to saturate 

the land of Palestine with our blood. That is why we planned to blow the plane over Palestine. No 

doubt, this time we failed but one day we will be successful.”45

The execution-style murders of three Americans—Stethem, Klinghoffer, and Kumar—and the 

wanton rampage and mass murder of passengers on board the Pan Am aircraft exemplifi ed a new 

level of animosity and violence toward U.S. citizens among Middle Eastern terrorists. This growing 

animosity toward Americans would later be instilled in others who would perpetrate the Pan Am 

fl ight 103 bombing in 1988 and the attack on the WTC in 1993, and in those who attacked America 

on September 11, 2001.

AERIAL SUICIDES AND AIRPLANES AS MISSILES

While the Pan Am fl ight 73 hijackers boasted of their unfulfi lled dream to detonate the aircraft over 

an Israeli target in a suicide attack, the United States was soon confronted with incidents within its 

borders involving suicidal hijackers. The fi rst of these cases occurred just over one year after the 

Pan Am fl ight 73 hijacking, on December 7, 1987. On that day, a Pacifi c Southwest Airlines (PSA) 

regional jet crashed near San Luis Obispo, California killing all 43 people on board.46 Investigation 
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revealed that a disgruntled former USAir employee, recently fi red for alleged theft, used his 

employee identifi cation badge, which had not been returned upon his termination, to bypass secu-

rity armed with a handgun. During the fl ight, he shot his former supervisor who was a passenger on 

the airplane. He then forced his way into the cockpit where he shot the two pilots and then shot 

himself after putting the airplane into a crash dive.

In another incident on April 7, 1994, an off-duty Federal Express fl ight engineer attempted to 

hijack a FedEx DC-10 airplane and crash it into the company’s Memphis, Tennessee headquarters. 

The mentally unstable hijacker boarded the airplane in Memphis under the guise of seeking free 

transportation (a practice known in the industry as deadheading) to San Jose, California. His only 

luggage was a guitar case that concealed hammers, mallets, a knife, and a spear gun. The fl ight crew 

fought back against the would-be hijacker, making a successful emergency landing in Memphis 

despite serious injuries to all three fl ight crewmembers.47

While these incidents did prompt some modifi cations to aviation security procedures, some of 

the preconditions that allowed these tragedies went unchecked. While efforts have been made to 

improve control of airport access credentials, those possessing them are still often allowed to bypass 

security screening, potentially allowing an employee to carry a fi rearm or weapon onto an aircraft 

as was the case in both of these incidents. In general, these incidents had no appreciable impact on 

aviation security policy or practice in the United States as policymakers remained primarily focused 

on the international terrorist threat to aviation during the decade of the 1980s.

U.S. INITIATIVES TO IMPROVE INTERNATIONAL AVIATION SECURITY

In an immediate response to the TWA 847 hijacking, Congress drafted legislation addressing inter-

national counterterrorism, or antiterrorism as it was referred to in the bill, and measures to improve 

foreign airport security. These measures were included as part of the larger International Security 

and Development Cooperation Act of 1985, a comprehensive foreign relations bill that had been 

introduced earlier that year. It was signed by President Reagan on August 8, 1985, and became 

Public Law 99-83. Title V of the Act, International Terrorism and Foreign Airport Security, 

addressed the specifi c measures designed to combat terrorism and terrorist acts carried out against 

aviation. The Act directed the Secretary of State to coordinate antiterrorism assistance to foreign 

countries and report annually to Congress on these initiatives. The Act also established a framework 

for imposing sanctions against those countries determined by the President to grant sanctuary or 

provide support to international terrorists, and specifi cally authorized trade sanctions against Libya. 

The Act also called for the establishment of an international antiterrorism committee and expressed 

the sense of Congress that international treaties should be negotiated to prevent and respond to 

global terrorist attacks and the use of terrorism should be condemned as an instrument for promot-

ing political objectives. With regard to aviation security, the Act directed the FAA to assess the 

effectiveness of security at foreign airports, based on internationally established standards set by 

ICAO, particularly airports serviced by U.S. fl ag carriers and foreign carriers fl ying to and from the 

United States. The Act required the DOT to make publicly available lists of those airports found to 

have inadequate security and, in coordination with the Department of State, take action to suspend 

fl ight operations between the United States and any airports found to not provide adequate security. 

Any suspension of fl ight operations under the provisions of this Act could only be lifted if the FAA 

determined that adequate steps had been taken to correct security defi ciencies and effective security 

could be maintained at the foreign airport. The Act also directed the Secretary of State to seek 

international agreements on effective measures to prevent aircraft hijackings and bombings and 

improve airport security.

Additionally, the Act directed the FAA to study options for an expanded air marshal program to 

deploy on international fl ights of U.S. air carriers. The Act provided the specifi c authority to FAA 

air transportation security offi cers to carry fi rearms on passenger airliners and make warrantless 

arrests to stop individuals from committing felony acts, including acts of air piracy or sabotage. 
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This authority led to the establishment of the air marshal program within the FAA, which was 

restricted, by statute, to covering international fl ight routes of U.S. fl ag carriers. Further, in response 

to the Air India bombing that occurred in the same month as the TWA 847 hijacking, the Act autho-

rized appropriations for research and development of explosives detection technologies. While there 

was some recognition of the growing need for such technology, the limited public policy focus on 

research and development of explosives screening technology was arguably insuffi cient given the 

growing threat of aircraft bombings. More effective security measures were sorely needed at foreign 

air carrier stations to prevent aircraft bombings as well as aircraft hijackings.

THE ESCALATING THREAT OF AIRCRAFT BOMBINGS

The need for such action to improve security at foreign airports and along foreign routes serviced 

by U.S. fl ag carriers was again made all too clear the following year when a TWA Boeing 727 oper-

ating along the frequently targeted route between Rome, Italy and Athens, Greece experienced an 

in-fl ight bombing. The explosive device, consisting of about one pound of plastic explosive that had 

been placed under a seat cushion during a prior fl ight, possibly by a Lebanese woman with sus-

pected ties to the Abu Nidal Organization and possible connections to PLO leader Yasser Arafat.48 

When the bomb exploded, it tore a gaping hole in the side of the jet, causing a rapid decompression 

of the cabin that ejected four American citizens from the aircraft, including a mother and her young 

infant, who fell to their deaths.

Two weeks later, on April 17, 1986, Israeli security offi cers conducting prefl ight interrogations of 

passengers boarding an El Al fl ight at London Heathrow Airport were able to foil another bombing 

attempt. After questioning and searching a pregnant woman of Irish nationality, the security offi cers 

discovered Semtex explosives and a timer in a bag given to the woman by her fi ancé, Nezar Hindawi, 

a Jordanian national. While various theories have speculated that the Mossad, Israel’s intelligence 

agency, may have had some foreknowledge of Hindawi’s plot, the incident is frequently cited as an 

example of the potential effectiveness of extensive passenger profi ling and interrogation in detecting 

potential security threats. Hindawi—who initially claimed that he was working for Syrian agents 

who had recruited him as a terrorist for the Palestinian movement, but at his trial suggested that he 

was really being set up by Israeli intelligence agents posing as Syrian operatives—was convicted by 

a British court for the attempted bombing and sentenced to 45 years in prison. In response to the 

incident, the United Kingdom ceased diplomatic relations with Syria.49

The growing risk of aircraft bombings was again put in the international spotlight on November 

29, 1987, when a Korean Airlines Boeing 707, en route from Abu Dhabi, United Arab Emirates to 

Bangkok, Thailand blew up over the Andaman Sea killing all 115 on board. Two North Korean 

agents, a 70-year-old man and a 26-year-old woman, who had boarded the airplane at its origin in 

Baghdad, Iraq and got off in Abu Dhabi, were apprehended in Bahrain trying to travel on fake 

Japanese passports. While both agents swallowed cyanide capsules immediately upon being discov-

ered, the woman survived. She admitted to planting an improvised explosive containing about three 

quarters of a pound of C-4 plastic explosive and about 25 fl uid ounces of Picatinny Liquid Explosive 

(PLX) rigged to a time detonator housed in a portable radio.50 In response, the United States con-

demned the bombing—carried out to discourage people from attending the 1988 Seoul Olympic 

Games—as a terrorist act and designated North Korea as a state sponsor of terrorism.

As evidenced by these and other aircraft bombing incidents and attempts in the mid-1980s, the 

risk posed by increasingly sophisticated terrorist bombs capable of downing large jets was a loom-

ing menace to aviation security, particularly to international fl ights. The potential for mass casual-

ties stemming from these attacks posed a clear and present danger to aviation that far surpassed the 

risks associated with the wave of hijackings experienced in the 1960s and early 1970s. Yet, at this 

time, the U.S. aviation security system lacked the technology and resources to effectively detect 

improvised explosives, particularly explosive devices concealed in checked baggage placed in air-

craft cargo holds, and consequently, passenger airliners remained highly vulnerable to this type of 
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threat. Despite calls to develop and deploy systems for effectively detecting explosives in passenger 

baggage dating back to the TWA fl ight 841 investigation in 1974, options for screening baggage for 

explosives remained signifi cantly limited and largely ineffective.

THE BOMBING OF PAN AM FLIGHT 103

On December 21, 1988, a bomb exploded on board Pan Am fl ight 103, a Boeing 747 en route from 

London to New York, killing all 244 passengers and 15 crewmembers on board and another 11 

people in the town of Lockerbie, Scotland. Investigation revealed that the bomb consisted of a small 

quantity of Semtex plastic explosive that was placed with baggage in the forward cargo hold of the 

jumbo jet. The bomb is believed to have been hidden in a radio cassette player contained inside a 

suitcase that was transferred onto the airplane in Frankfurt, West Germany through the interline 

baggage transfer system. The bomb was likely detonated by a barometric trigger device as the air-

plane reached an altitude of 31,000 feet.

In the months prior to the Pan Am 103 bombing, intelligence information suggested that an 

attack against an aviation target operating in Europe was imminent. In late October 1988, West 

German authorities conducted raids against members of the Popular Front for the Liberation of 

Palestine-General Command (PFLP-GC) in Frankfurt and Neuss. Among items seized were radio 

cassette players that had been tampered with, including one that had been rigged as a bomb equipped 

with a barometric trigger. U.S. airlines operating at Frankfurt airport subsequently issued warnings 

about the device in a telex dated November 10, 1988. The telex provided specifi c detail about the 

construction of the device, noting that it would be very diffi cult to detect using x-ray screening. On 

November 18, 1998, the FAA followed with a similar bulletin to all U.S. international carriers warn-

ing about the device and the diffi culty detecting such a device through x-ray screening.

In response to the radio cassette bomb threat, the FAA instructed the airlines to rigorously 

apply positive passenger bag match (PPBM) procedures that had been made mandatory on inter-

national fl ights as part of stepped up security measures implemented following the TWA 847 

hijacking in 1985. The FAA was aware that Pan Am was frequently violating PPBM and screening 

requirements at major European hubs like London Heathrow and Frankfurt because of diffi culties 

in reconciling interline transfers at these busy airports. Pan Am security offi cials indicated that 

they were under the impression that the airline had been granted a waiver allowing x-ray screening 

of interline baggage to be used in lieu of PPBM or physical searches. This would have been in line 

with accepted international standards that permitted either PPBM or x-ray screening of checked 

baggage. FAA inspections of Pan Am security at Frankfurt and Heathrow during 1988 did not note 

any specifi c violation of PPBM and baggage screening requirements, despite the knowledge that 

Pan Am was conducting x-ray screening in lieu of PPBM. This lack of any secondary means for 

preventing bombs not detected by x-ray screening was cited as a signifi cant hole in security that 

the Pan Am 103 bombers were able to exploit. However, it should be duly noted that while PPBM 

may have thwarted the Pan Am 103 bombing, by itself it would be incapable of stopping a suicide 

bomber. Nonetheless, loopholes in the PPBM procedures at Frankfurt have been cited as a major 

security weakness that allowed the Pan Am 103 bombers to succeed in carrying out their mission 

of destruction.

Soon after the detection of radio cassette bomb devices by the West German authorities, the U.S. 

Embassy in Helsinki, Finland received an anonymous call on December 5, 1988 warning that a Pan 

Am aircraft departing Frankfurt for the United States would be bombed within the next two weeks. 

The male caller, characterized as having a Middle Eastern accent, identifi ed two individuals tied to 

the Abu Nidal Organization who he said were responsible for constructing the bomb. The embassy 

notifi ed the State Department in Washington and the Consulate Offi ce in Frankfurt along with other 

agencies, including the FAA. The Consulate Offi ce in Frankfurt subsequently notifi ed Pan Am oper-

ations in Frankfurt, and the FAA issued a security bulletin regarding the threat to all U.S. carriers 

operating in Europe.
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To borrow a quote by former CIA director George Tenet describing the time leading up to the 

September 11, 2001 attacks, in many respects the intelligence “system was blinking red”51 at the 

time prior to the Pan Am 103 bombing as well. Yet little had been done to systematically address 

the continuing vulnerability to potential aircraft bombings. Prior to the Pan Am 103 bombing, Pan 

Am had responded to the threat information it had received by targeting Finnish passengers transit-

ing through Frankfurt, because the Helsinki caller indicated that the bomb would be transported by 

a Finnish woman, the only detail that did not match the actual events that later transpired 16 days 

after the call. Pan Am, however, rejected the idea of augmenting x-ray screening of interline bags 

with PPBM or other security procedures in response to the threat largely because doing so, even on 

a limited or targeted basis, was considered too complicated given the increased passenger loads 

during the Christmas holiday season. When news of the Helsinki call reached the American 

Embassy in Moscow, embassy offi cials issued a travel warning to embassy employees and contrac-

tors, raising signifi cant questions following the Pan Am 103 bombing as to why the public was not 

similarly made aware of the threat. Extensive investigation, however, failed to identify the caller or 

link the Helsinki call and the names provided by the caller to the Pan Am 103 bombing.

For investigators, prosecutors, and the victims’ families, the years since the bombing have yielded 

a slow and painstaking process to determine the facts and circumstances of the tragedy and bring 

those responsible to justice. Initially, the CIA speculated on a variety of tips and claims of respon-

sibility, but focused most heavily on the claim that the bombing was carried out by the Guardians of 

the Islamic Revolution, a faction of the Iranian military forces, as retaliation for the July 3, 1988, 

downing of Iran Air fl ight 655 over the Strait of Hormuz by the U.S. Navy AEGIS class cruiser USS 
Vincennes. As the investigation continued, the role of Libya and the Gaddafi  regime slowly emerged. 

In 1990, Czechoslovakia President Vaclav Havel disclosed that the former Soviet block producer of 

the plastic explosive, Semtex, had supplied the Libyan government with about 1000 tons of the 

bomb-making material, the same material found in the West German raids and believed to have 

been used to take down Pan Am 103. In 1991, the United States and Britain issued formal criminal 

charges against two Libyan intelligence offi cers, Abdel Basset Al Megrahi and Al Amin Khalifah 

Fhimah. For several years, the Libyan government refused to turn these suspects over to authorities, 

despite U.N. Security Council resolutions condemning Libya’s stance as well as imposing trade 

sanctions and U.S. restrictions on doing business with the country.

Ten years after the bombing, the effects of these actions pressed Libyan leader Muammar Gaddafi  

to distance himself from his past sponsorship of terrorism and negotiate arrangements for extradit-

ing the two suspects to stand trial in The Hague, The Netherlands under Scottish law. In turn, U.N. 

trade sanctions against Libya were lifted. In 2001, Megrahi was found guilty and sentenced to life 

in prison, however Fhimah was acquitted. Megrahi has appealed his conviction to the Scottish 

Court of Criminal Appeal. Libya accepted responsibility for the actions of its offi cials, but did not 

outright admit to a role in the bombing. It did, however, provide compensation of about $8 million 

to the families of each of the victims of Pan Am 103. The United States has since removed Libya 

from its list of state sponsors of terrorism and has resumed diplomatic relations with the Gaddafi  

government. Despite the circumstantial evidence from the raids of Abu Nidal Organization sites in 

West Germany and known ties between Libyan leader Muammar Gaddafi  and Abu Nidal, investiga-

tors have never established any concrete evidence linking any members of the Abu Nidal Organization 

to the Pan Am 103 bombing.

THE PRESIDENT’S COMMISSION ON AVIATION SECURITY AND TERRORISM

In August 1989, almost eight months after the Pan Am 103 bombing, President George H. W. Bush, 

bowing to pressure from Congress and concerned citizens, signed an executive order establishing 

the independent, bipartisan President’s Commission on Aviation Security and Terrorism. The 

Commission was charged with the task of carrying out a comprehensive study and appraisal of avia-

tion security practices and policy options and additional measures to prevent terrorist acts against 
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aviation. The Commission was specifi cally instructed to place a particular emphasis on the Pan Am 

103 bombing in reviewing and evaluating policy options for aviation security.52 The Commission 

interviewed hundreds of aviation security experts and held fi ve public hearings between November 

1989 and April 2000.

The Commission concluded that “. . . the U.S. civil aviation system is seriously fl awed and has 

failed to provide the proper level of protection for the traveling public. This system needs major 

reform.”53 The report criticized the FAA as being a reactive agency that had failed to anticipate and 

plan for future threats and had failed to adequately enforce security regulations and address air carrier 

security lapses, despite recognition of persistent unsafe security practices at Pan Am’s international 

stations. The Commission concluded that the Pan Am fl ight 103 tragedy may have been prevented if 

stricter baggage reconciliation procedures and more extensive passenger screening and profi ling 

techniques had been carried out. The Commission pointed to fl aws in the FAA’s apparent acceptance 

of Pan Am’s procedures to use x-ray screening in lieu of interline PPBM reconciliation despite 

acknowledged weaknesses in the capability to detect well-concealed explosive devices through x-ray 

screening. Although the Commission did not specifi cally refer to this as a failure to adopt a multilay-

ered approach to security, a key element of the post-9/11 U.S. strategy for aviation security, the sole 

reliance on x-ray screening at the Pan Am Frankfurt station in 1988 serves as a striking example of 

complete reliance on a single line of defense and the Pan Am 103 bombing as a case of a single point 

failure in a system that could have benefi ted from additional layers of security.

The Commission made numerous recommendations addressing international and domestic 

 aviation security, handling of mail and cargo, FAA oversight of aviation security, research and devel-

opment of aviation security technologies, coordination and sharing of intelligence and threat infor-

mation, and measures to improve the treatment of families of the victims of terrorism. Major 

recommendations of the Commission included

Pursuing a more vigorous counterterrorism policy, particularly with respect to nations • 

sponsoring terrorists

Creating a position of Assistant Secretary of Transportation for Security and Intelligence• 

Elevating the FAA security offi ce to a position where it would report directly to the FAA • 

Administrator

Establishing a system using federal security managers to oversee security operations at • 

domestic airports

Engaging the State Department in negotiations with foreign governments to ensure that • 

U.S. air carriers operating overseas could fully comply with FAA passenger screening and 

other security requirements

Having the FAA and the FBI cooperatively carry out security threat assessments at domes-• 

tic airports

Initiating research and development programs for technologies to detect small amounts of • 

plastic explosives and improve the aviation security system’s human and technical 

capabilities

Developing consistent mechanisms for universally notifying the public regarding threats to • 

civil aviation

Establishing policies for special fi nancial compensation for victims of terrorist acts• 

Establishing policies and procedures for the State Department to respond to families of the • 

victims of terrorism.

In general, the Commission’s recommendations were quite comprehensive, addressing many facets 

of aviation security.

In specifi c, with regard to international security, the Commission urged the State Department to 

take on a more active role in negotiating aviation security measures in foreign airports and coordinat-

ing international aviation security policies and positions. The Commission also recommended that 
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the FAA take on an active role in providing technical assistance to improve security in foreign coun-

tries, particularly in high-threat regions, and urged the United States to press for tougher sanctions in 

response to terrorist acts against aviation, including attacks against airports and airline ticket offi ces. 

Domestically, the Commission recommended that all airport employees be required to pass criminal 

background checks as a condition of employment and urged the FAA to establish uniform mandatory 

reporting requirements and search procedures in response to bomb threats. The Commission also 

recommended additional training and standardized testing for ground security coordinators and 

standardized prefl ight security procedures. The Commission also recommended that, based on pas-

senger risk assessments, domestic baggage associated with elevated risk passengers should be subject 

to security controls and PPBM procedures.

The Commission also addressed the threat of aircraft bombings posed by mail and cargo and 

made several recommendations to improve the security of cargo and mail carried on passenger 

aircraft. The Commission recommended that the U.S. Postal Service modify its regulations pertain-

ing to mail security and screening to reduce the risk that a bomb placed inside mail could be loaded 

on an aircraft. The Commission also recommended that air carriers should be given the responsibil-

ity of screening cargo, instead of freight forwarders, and screening procedures should closely 

 correspond to screening measures for checked baggage. The Commission also recommended that 

the FAA foster research and development of technologies to screen cargo for explosives and imple-

ment interim screening measures until such technology is able to be developed.

Looking specifi cally at the FAA, the Commission made several signifi cant recommendations. 

The Commission noted that the FAA must develop stronger security measures for checked baggage, 

aircraft access controls, testing of security systems, the use of x-ray screening, and the prescreening 

of passengers. The Commission urged the FAA to take a leading role in researching human factors 

aspects of aviation security and take steps to improve the training of aviation security personnel. 

Within the FAA, the Commission recommended establishing an offi ce of security that directly 

reported to the FAA Administrator. However, the Commission also recommended that a position of 

Assistant Secretary of Transportation for Aviation Security and Intelligence be established and 

given the authority and responsibility for developing an aviation transportation security policy and 

long-term strategy. The Commission also recommended that FAA security headquarters and fi eld 

offi ces be fully and adequately staffed and that federal security managers in place at domestic air-

ports and overseas locations “. . . should become the accountable entity for security.”54

The Commission pressed for further research and development to enhance aviation security, par-

ticularly with regard to screening for explosives. Specifi cally, it recommended that the FAA gather 

the necessary expertise and resources to test effective explosives detection systems and  establish an 

expert panel to oversee this initiative. It also recommended that the FAA undertake an intensive 

research and development program to study aircraft survivability to improve damage  tolerance and 

determine the minimum amount of explosive material that could take down an airplane in order to 

set standards for detection technologies.

The Commission also directed several of its recommendations at improving intelligence gather-

ing and dissemination related to security threats to aviation. The Commission recommended that 

the FAA and the FBI work cooperatively to assess vulnerabilities at U.S. airports. It also recom-

mended moving the FAA’s Intelligence Division to report directly to the proposed Assistant 

Secretary for Security and Intelligence position discussed above and establishing one or more CIA 

intelligence offi cers positions detailed to this offi ce to coordinate national intelligence efforts with 

aviation security operations. Additional recommendations were designed to improve the coordina-

tion of threat notifi cation and establish clear policies regarding processes and protocols for inform-

ing the traveling public regarding security threats to aviation. Several additional recommendations 

were made to improve the manner in which the government treats families of the victims of terrorist 

acts. The Commission also urged Congress to pass legislation that would require the FAA to carry 

out civil penalty proceedings whenever it is suspected that an air carrier’s violation of FAA require-

ments may have contributed to a loss of life or serious injury.
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The general theme of the Commission’s report was that national will, and the resolve to take 

action to carry out that will, is the most critical element for defeating terrorism. The Commission 

emphasized that state sponsors of terrorism must be held accountable for their actions, and the 

United States must not allow terrorist attacks to infl uence or alter political or economic policies. 

The Commission recommended that steps should be taken to improve human intelligence-gathering 

on terrorist activity worldwide in collaboration with other nations. Also, the Commission empha-

sized that the U.S. government should develop a better understanding of how state- sponsored terror-

ism affects U.S. values and interests, and what measures are needed to effectively counter the 

terrorist threat, including working closely with other nations to isolate state sponsors of terrorism 

politically, economically, and militarily. The Commission expressed its view that the United States 

should be prepared to act—in possibly a preemptive manner as well as in a retaliatory manner—

using either direct or covert means against state-sponsors of terrorism. Through these various 

recommendations, the President’s Commission on Aviation Security and Terrorism established a 

framework for developing U.S. policy and strategy on aviation security and counterterrorism opera-

tions. After the release of the Commission’s fi nal report in August, 1989, Congress began drafting 

legislation to carry out many of the recommendations that had been made. These efforts resulted in 

the swift passage and enactment of the Aviation Security Improvement Act of 1990 (P.L. 101-604), 

which President George H. W. Bush signed into law on November 16, 1990.

THE AVIATION SECURITY IMPROVEMENTS ACT OF 1990 (P.L. 101-604)

The Aviation Security Improvements Act of 1990 was sponsored by Representative James Oberstar, 

a member of the President’s Commission on Aviation Security and Terrorism and a staunch advo-

cate for aviation safety and security. Not surprisingly, the work of the Commission was clearly 

evident in the legislation, which was introduced less than two months after the Commission’s report 

was released. The Act was the most signifi cant piece of legislation on the subject of aviation security 

since the Anti-hijacking Act of 1974, and it addressed critical steps to enhance aviation security in 

recognition of the growing threats, particularly the threat of catastrophic aircraft bombings, like the 

Pan Am fl ight 103 bombing.

Congressional fi ndings delineated in the Act noted that the current aviation security system was 

inadequate to address evolving terrorist threats and concluded that the United States should take 

immediate action to fully implement enhanced security measures targeting both U.S. and foreign air 

carriers. The Act created a special position of Director of Intelligence and Security within the DOT. 

This individual was given the responsibility for receiving, assessing, and distributing intelligence 

information; dealing with threats to transportation security; and developing policies, strategies, and 

plans for addressing transportation security threats. The Act also created a position of Assistant 

Administrator for Civil Aviation Security within the FAA. This individual was charged with the 

tasks of day-to-day management and operations related to civil aviation security. As specifi ed in the 

Act, these functions were to be coordinated at the airport level by newly created federal security 

manager and foreign security liaison offi cer positions within the FAA. Specifi c measures to 

strengthen airport security called for in the Act included the strengthening of controls over checked 

baggage; strengthening of controls over individuals with access to aircraft; covert testing of security 

systems; measures to improve the reliability and performance of x-ray equipment; and measures to 

strengthen passenger prescreening.

As recommended by the Commission, the Act mandated preemployment background investiga-

tions for airport security personnel and air carrier personnel having unescorted access to aircraft, 

secured facilities, and restricted areas of airports. The Act also required the FAA to establish train-

ing standards for airport security personnel and to establish minimum staffi ng levels, language 

requirements, and education requirements for security-related positions, including ground security 

coordinators, supervisory security personnel, and airline pilots acting in the role of in-fl ight security 

coordinators.
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The Act also directed the FAA in coordination with the FBI to conduct security threat assess-

ments for the domestic air transportation system. In addition, it required the FAA to accelerate 

research on methods to deter terrorist attacks against civil aviation, with a special emphasis on 

 protecting aircraft from the threat of explosives. The Act specifi cally tasked the FAA with identify-

ing the types of explosives materials and the quantity of these materials that could cause cata-

strophic damage to commercial airliners. The FAA was to compare these fi ndings with the detection 

capabilities that could reasonably be anticipated in the near future from emerging explosives detec-

tion technologies. The FAA was instructed to focus its efforts on identifying capabilities to screen 

items such as passengers, carry-on items, checked baggage, mail, and cargo to protect against such 

catastrophic explosives threats. The Act also directed the FAA to explore various methods to protect 

aircraft from the damage caused by on-board explosions. Additionally, the Act emphasized addi-

tional consideration of the role of human factors across all of these research initiatives.

A key provision of the Act required the FAA certifi cation of any explosives detection equipment 

deployed to airports. The Act also created notifi cation guidelines and proper channels for commu-

nicating aviation security threat information to the fl ying public. It also required the Administration 

to set criteria for international terrorism reporting, and required the CIA to designate one or more 

senior intelligence offi cers to liaison with the DOT, with the goal of creating better links between 

the intelligence community and those responsible for aviation security. The Act directed the FAA to 

conduct a study examining the feasibility of screening mail and cargo using the same procedures 

required for checked baggage and to assess explosive detection capabilities for screening mail and 

cargo. It also directed the Administration to seek bilateral agreements to achieve aviation security 

objectives worldwide, to vigorously pursue the improvements sought through the Foreign Airport 

Security Act including the foreign airport assessment program, and to work through the ICAO to 

improve aviation security internationally. The Act specifi cally directed the DOT to propose a com-

prehensive international aviation security program for training airport security personnel and to 

provide grants to certain nations for aviation security equipment. The Act also called for expanded 

use of canine teams for detecting explosives in the airport environment. Additionally, the Act 

addressed several recommendations of the Commission regarding government assistance to the 

families of victims of aviation disasters and acts of international terrorism.

THE 1990s: THE FAILURE TO IMAGINE AND ADEQUATELY PREPARE

Despite these various mandates to enhance aviation security both domestically and internationally, 

during the early 1990s, the FAA was stymied by inadequate funding and complex technical chal-

lenges that it was ill-equipped to handle, and it was distracted from its aviation security mission by 

an intense policy focus on failings related to its aviation safety oversight functions. Broadly speak-

ing, government progress toward addressing the various aviation security initiatives sought also 

faced additional hurdles put in its path by complexities in the regulatory and international standards 

 development processes. Some observers have been particularly critical of government efforts during 

the early to mid-1990s to address the recommendations of the President’s Commission on Aviation 

Security and Terrorism and the mandates set forth in the Aviation Security Improvements Act of 

1990. In the opinion of these critics “Congress and the President had duped the American public 

into believing they had buckled down and fi xed a problem, when in fact the public was no more safe 

and secure than it had been the day Pan Am fl ight 103 exploded.”55 In hindsight, few can argue that 

the intentions of the President’s Commission and the Aviation Security Improvements Act of 1990 

were never fully and effectively carried out, setting up a variety of preconditions for the 9/11 terror-

ist attacks. In investigating the events leading up to the 9/11 tragedy, the 9/11 Commission focused 

intensely on these failures, latching onto an observation made by former Deputy Secretary of 

Defense Paul Wolfowitz who characterized the existing mind-set within the intelligence and avia-

tion security community that dismissed the threat of suicide hijackers as a “failure of imagination.”56 

The 9/11 Commission concluded that this failure of imagination was, in part, to blame for additional 
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failures in policy, management, intelligence, counterterrorism, and aviation security capabilities 

that left the United States vulnerable to terrorist attacks against aviation.

Despite the policy interest in improving aviation security in the aftermath of the Pan Am fl ight 

103 bombing, security issues were quickly overshadowed by airline safety issues. During the 1990s, 

the FAA came under intense scrutiny from both the media and the Congress over its role in managing 

and operating the air traffi c control system in a safe and effi cient manner and adequately regulating 

safety in the airline industry. First, there was the deadly runway collision on the night of February 1, 

1991, at Los Angeles International Airport (LAX) that raised considerable concerns over the FAA’s 

management and oversight of air traffi c control operations. This was followed by a string of high 

profi le airplane crashes in the mid-1990s that focused considerable attention on the FAA’s role in 

regulating and overseeing the safety of the airline industry. The crash of a USAir aircraft departing 

New York’s LaGuardia Airport (LGA) on March 22, 1992, was followed by two additional accidents 

involving USAir airplanes in 1994: The July 2, 1994, crash of a DC-9 that encountered wind shear 

during an aborted landing attempt at Charlotte International Airport (CLT), North Carolina, and the 

tragic in-fl ight loss of control of a USAir Boeing 737 airplane due to a rudder control malfunction 

while on approach to Pittsburgh International Airport (PIT) on September 8, 1994. These accidents 

focused considerable attention on the FAA’s oversight of USAir in specifi c and the passenger airline 

industry in general. Also, on October 31, 1994, an American Eagle ATR commuter airplane, which 

was believed to have accumulated signifi cant airframe ice and subsequently lost control, crashed over 

northern Indiana while in a holding pattern awaiting approach clearance to Chicago’s O’Hare Airport 

(ORD). The crash, along with other incidents involving commuter fl ights, raised considerable ques-

tions about the safety of smaller aircraft and prompted calls in Congress for setting a single level of 

safety for all passenger fl ight operations: mainline carriers and commuter carriers alike. Then, in 

December 1995, the crash of an American Airlines Boeing 757 in the mountains of Colombia raised 

concerns over the safety and oversight of U.S. carrier international operations.

The scrutiny of FAA aviation safety oversight further intensifi ed in 1996. On May 11, 1996, a 

DC-9, operated by the rapidly growing discount airline ValuJet, experienced an intense fi re in one 

of its cargo compartments shortly after takeoff from Miami International Airport (MIA) and 

crashed in the Florida Everglades killing all on board. Congressional inquiry into the crash raised 

signifi cant questions about the FAA’s ability to regulate safety in an airline industry that was under-

going considerable change and faced with the FAA’s confl icting mandates to regulate airline safety 

while also taking actions to facilitate the growth and expansion of the aviation industry. Amid all 

this concern over airline safety and the FAA’s inadequacies in regulating, enforcing, and promoting 

commercial aviation safety, oversight of the FAA’s aviation security responsibilities and its progress 

in carrying out the mandates of the Aviation Security Improvements Act of 1990 garnered relatively 

little attention. Faced with considerable concerns about aviation safety and the perception of a 

decreasing security threat to aviation, questions regarding what had been done to enhance aviation 

security had taken a backseat to debate over aviation safety policy.

As previously noted, terrorist incidents targeting U.S. carriers had declined considerably by the 

early 1990s. While there was a considerable uptick in worldwide airline hijackings in the early 

1990s, this went largely unnoticed by policymakers in the United States. By 1992, the hijacking 

threat to U.S. airlines became virtually nonexistent. Following the Pan Am 103 bombing, U.S. avia-

tion security policy and strategy was intensely focused on a single threat: the explosives threat. With 

regard to hijackings, for many policymakers, there appeared to be little reason to worry, and the 

data supported a view that the hijacking threat was a threat of the past. Throughout the decade of 

the 1990s, no U.S. air carrier airplanes operating either domestically or abroad were successfully 

hijacked. While none were bombed either, the bombing threat and its potential for mass casualties 

still loomed much more signifi cantly in the minds of policymakers and senior aviation security 

strategists in Washington.

Since the early 1990s, the FAA had funded aviation security technology development, primarily 

aimed at projects for explosives detection systems. From 1991 to 1996, the FAA was spending about 
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$26 million annually, funding about 85 different projects for developing new explosives technol-

ogy.57 In 1993, the FAA published its fi rst certifi cation standard for explosives detection technologies 

specifying system performance criteria and human factors considerations for alerting operators 

regarding suspect items. However, deployment and operational use of explosive detection equip-

ment remain quite limited throughout the early and mid-1990s. Effective aviation security technolo-

gies and procedural reforms to enhance detection of explosives carried in passenger bags were not 

adequately funded and largely remained a research and development effort that had limited impact 

on operational security practices throughout the early to mid-1990s.

Then, on the evening of July 17, 1996, an explosion on board TWA fl ight 800, a Paris-bound 

Boeing 747 departing JFK International Airport, lit up the sky over Long Island and raised immedi-

ate concerns that the threat of aircraft bombings had come to the U.S. homeland. Initial speculation 

that the in-fl ight explosion was the work of terrorists later proved false, but nonetheless, provided 

the necessary impetus to engage policymakers in renewed inquiries and debate over the progress 

made toward enhancing aviation security. Most signifi cantly, President Bill Clinton asked Vice-

President Al Gore to convene a special White House Commission to re-examine aviation security 

to address changing security threats. Immediately following the TWA 800 crash, President Clinton 

had asked the Commission to focus its attention on the issue of aviation security. However, as it 

became more apparent that the crash was an accident and not the result of a terrorist act, the 

Commission shifted its focus to also consider the FAA’s regulatory oversight of air carrier safety 

and develop recommendations addressing aviation safety concerns.

THE GORE COMMISSION RECOMMENDATIONS REGARDING AVIATION SECURITY

On August 22, 1996, President Clinton signed executive order 13015 establishing the White House 

Commission on Aviation Safety and Security. Chaired by Vice-President Al Gore, the Commission 

became commonly known as the Gore Commission. President Clinton had instructed the Commis-

sion to develop and recommend a strategy for domestic and international aviation security and 

safety and gave the Commission six months to carry out this mission. The Gore Commission, in its 

fi nal report to President Clinton issued in February 1997, concluded that the security threat against 

civil aviation was changing and increasing. It noted that the federal government must work coopera-

tively with private sector and local authorities to effectively carry out security responsibilities 

through partnerships to achieve desired goals and objectives.

The Gore Commission recommended improvements to security, not just to combat familiar 

threats such as explosives, but also to defend against emerging threats such as biological and chemi-

cal weapons and shoulder-fi red missiles. The Gore Commission also asserted that “aviation security 

should be a system of systems, layered, integrated and working together to produce the highest pos-

sible levels of protection.”58 As discussed in extensive detail in later chapters of this book, the notion 

of a layered, integrated systems approach to aviation security has become a core principle for the 

present day aviation security strategy.

The Gore Commission’s fi nal report recognized the changing nature of the terrorist threat to 

aviation. Its fi rst fi nding was that the emerging threat to aviation security was no longer just an 

overseas threat from foreign terrorists, citing the WTC bombing and the Oklahoma City bombing 

as examples of terrorism directed at targets within the United States. The second observation was 

that, in addition to well-established terrorists groups, terrorists were beginning to work alone or in 

“ad-hoc groups,” and would likely resort to suicide attacks to carry out their missions, a chilling 

foreshadowing of the characteristics exhibited in the 9/11 attacks, four and a half years later. The 

report raised concern over the growing sophistication of the explosives threat to airliners, but also 

pointed to other emerging threats, such as biological and chemical agents, or the use of surface-to-

air missiles to down an aircraft.

The Gore Commission issued a total of 31 specifi c recommendations to improve aviation secu-

rity. Of these, 20 had been provided in an Interim Report issued on September 9, 1996, in hopes that 
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they would prompt swift action from Congress and the FAA. An additional 11 were added with the 

release of the Gore Commission’s fi nal report on February 12, 1997. The fi nal report concluded that 

improvements in aviation security had been stymied by a lack of government and industry coopera-

tion and focus to resolve disputes over fi nancing, effectiveness, technology, and potential impacts on 

operations and passengers. The Commission contended that enhanced security and effi cient airline 

operations were both best achieved through cooperation among federal agencies, airlines, airports, 

airline employees, and law enforcement agencies. The Commission also considered the question of 

which federal agency was the most appropriate to have primary responsibility for aviation security. 

It concluded that the FAA was the appropriate agency to carry out that responsibility because of its 

extensive interactions and oversight of airlines and airports. However, the Commission noted that 

the FAA needed to signifi cantly improve the manner in which it carried out its security mission and 

that the supporting roles of intelligence and law enforcement agencies in carrying out this mission 

must be more clearly defi ned and coordinated.

Foremost among its recommendations, the Gore Commission asserted that aviation security 

should be elevated in prominence to become a national security priority. The Commission also 

recommended substantial funding for capital improvements to aviation security. With regard to the 

looming threat of explosives, the Gore Commission called for expanded use of explosive detection 

system (EDS) technology and new policies and procedures for inspecting and screening U.S. mail 

carried on passenger aircraft. It also called for a comprehensive plan to address the potential threat 

of explosives placed in air cargo and recommended that the FAA work with industry to develop new 

initiatives in this area. The Commission recommended that the federal government purchase sig-

nifi cant numbers of EDS equipment for screening checked baggage and upgraded x-ray systems for 

screening carry-on items and pursue the development of other innovative systems for explosives 

screening. The Commission recommended signifi cantly expanding the use of explosives detection 

canine teams for airport security, noting that while bombs-sniffi ng dogs had been used in various 

settings, they had been only sparingly deployed for use in airports in the United States. The 

Commission also recommended implementation of full PPBM procedures for all domestic fl ights, 

as had been required for international fl ights, asserting that bag match was a critical component of 

a comprehensive, layered security program to protect against the explosives threat.

The Commission touted the potential benefi ts of automated passenger profi ling systems for 

 targeting high-risk passengers. The Commission noted that the FAA and Northwest Airlines were 

in the process of developing and testing an automated profi ling system. It supported the continued 

development and implementation of that system, which came to be known as the CAPS system, for 

Computer-Assisted Passenger Screening, and later known as the Computer-Assisted Passenger 

Prescreening System or CAPPS. The Commission emphasized that profi ling activity should not be 

based on race, religion, ethnicity, or other constitutionally suspect characteristics. Rather, it asserted 

that the profi le should be based on measurable predictors of risk. While the purpose of the profi le 

would be to select passengers for additional scrutiny, the Commission cautioned that searches based 

on the profi ling system should be no more intrusive than those that could potentially be applied to 

all passengers. The Commission asserted that neither the airlines nor the federal government should 

maintain permanent records of those selected based on the profi ling system and strict controls 

should be placed on access to the profi ling system. The Commission, however, emphasized that 

these profi ling systems should only remain in existence until EDSs could be reliably and fully 

deployed. In this regard, the Commission viewed these profi ling techniques as being solely appli-

cable to identifying explosives threats and did not fully consider their potential role in addressing 

the hijacking threat.

The Commission also emphasized that the FAA should work with industry to increase the pro-

fessionalism of the aviation security work force, particularly screening personnel. The Commission 

specifi cally recommended that the FAA promulgate specifi c certifi cation requirements for screen-

ing companies to improve the selection, training, and testing of airport security screeners. The 

Commission also recommended that the FAA aggressively pursue vigorous covert testing of 
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security checkpoints to identify and correct weaknesses in screening techniques. As a result of this 

recommendation, the FAA signifi cantly expanded its covert “red team” testing at airports. The 

Commission also emphasized that access to aircraft and secured areas of airports must be effec-

tively controlled. It recommended that all airport and airline employees having unescorted access 

to secured areas of airports, as well as those performing screening duties and other security func-

tions, should be subject to fi ngerprint-based criminal background checks.

The Gore Commission also commented on and made recommendations regarding some specifi c 

threats beyond the typical hijacking and explosives threats that had historically plagued commercial 

aviation. With regard to aviation-related information systems, it recommended strengthening secu-

rity measures to protect aviation information networks and systems, such as electronic ticketing 

systems and air traffi c control systems. The Commission also recommended the formation of an 

interagency task force to assess the potential threat of surface-to-air missiles to commercial aircraft. 

It also recommended that the U.S. Customs Service become more engaged in working with the FAA 

to jointly improve aviation security. As a result, the U.S. Customs Service deployed additional 

inspectors and investigators at major airports to assist with intelligence, criminal investigations, and 

counterterrorism efforts. The U.S. Customs Service also began to use more sophisticated technol-

ogies including large-scale x-ray scanners and radiation detectors, albeit on a relatively limited 

basis. The Commission also commented on information sharing, indicating that the FAA should 

pass on critical threat information received from intelligence sources to cleared airline and airport 

security offi cials so that they could take appropriate actions in response to this information. With 

regard to counterterrorism and intelligence, the Commission recommended signifi cantly increasing 

the number of FBI agents assigned to counterterrorism investigations and providing antiterrorist 

assistance, including airport security training, to countries with airline service to and from the 

United States.

AVIATION SECURITY PROVISIONS IN THE FAA REAUTHORIZATION 
ACT OF 1996 (P.L. 104-264)

In parallel with the work of the Gore Commission, Congress used the ongoing FAA Reauthorization 

legislation being debated on Capitol Hill in 1996 as a vehicle to interject various provisions to 

enhance aviation security. Title III of the Act, added in response to the renewed emphasis on avia-

tion security in the aftermath of the TWA fl ight 800 tragedy, addressed aviation security and 

included several mandates paralleling the recommendations of the Gore Commission. The intense 

focus on aviation safety and security following the ValuJet crash in the Everglades and the TWA 

fl ight 800 accident that year, prompted swift action on the bill that was signed into law by President 

Clinton on October 9, 1996.

Perhaps most notably, the Act mandated that the FAA certify security screening companies and 

improve the training and testing of aviation security screeners by developing uniform performance 

standards. The Act directed the FAA to carry out a study assessing whether certain aviation security 

responsibilities of air carriers, principally passenger screening, should be transferred to airports or 

to the federal government, and if so, how could this be best accomplished and funded. In response 

to this requirement, the FAA, in consultation with the airlines and airports and their respective 

advocacy groups failed to reach any consensus view and concluded that screening functions should 

be left in the hands of the airlines.

The Act also called for a study by the National Academy of Sciences examining weapons and 

explosives detection technologies and the potential use of hardened cargo containers to protect air-

craft against the threat of in-fl ight explosions. The study group was instructed to provide formal 

recommendations regarding the most promising technologies for improving the effi ciency and cost 

effectiveness of weapons and explosives screening. The Act also included a provision amending the 

Aviation Security Improvement Act of 1990, allowing the FAA to waive the requirement that air-

ports only install FAA-certifi ed explosives detection systems. This measure allowed for the interim 
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deployment of noncertifi ed explosives detection equipment until such systems could be certifi ed and 

made commercially available, if it were determined that such equipment could signifi cantly enhance 

aviation security. The Act also explicitly authorized the use of Airport Improvement Program (AIP) 

grants from the FAA and passenger facility charges (PFCs) collected by individual airports to be 

used for the design and improvement of airport facilities to enhance security and the purchase and 

the deployment of security equipment, including explosives detection systems.

The Act also expanded the scope of preemployment criminal history records check (CHRC) 

requirements to include aviation security screeners and supervisors and other individuals with avia-

tion security-related responsibilities. The Act also directed the FAA, in coordination with the law 

enforcement and intelligence communities, to continue its development of computer-assisted pas-

senger profi ling programs. It also directed the FAA and the FBI to enter into formal agreements, 

establishing FBI aviation security liaisons for designated high-risk airports and conduct joint threat 

and vulnerability assessments at such airports at least every three years, or more frequently if 

deemed necessary. The Act also required airlines and airports to conduct their own vulnerability 

assessments on a periodic basis and directed the FAA to conduct audits of these assessments as well 

as unannounced inspections of airline and airport security systems to assess their vulnerabilities 

and effectiveness.

IMPACT OF THE GORE COMMISSION ON AVIATION SECURITY

In February 1998, one year after the release of the Gore Commission fi nal report, the DOT released 

a status report outlining its progress in addressing the Commission’s recommendations.59 The report 

noted that President Clinton had publicly recognized aviation security as a national security priority 

and a major component of the U.S. strategy against terrorism. To directly address the role of aviation 

security in this national security strategy, the National Security Council had established a subgroup, 

headed by the DOT and consisting of all federal agencies with aviation security responsi bilities, to 

specifi cally address the Gore Commission recommendations.

With regard to information sharing, the FAA establish channels for providing cleared airline and 

airport security personnel with access to classifi ed information regarding threats to aviation secu-

rity. The FBI signifi cantly increased the number of agents assigned to counterterrorism operations. 

The FAA, in cooperation with the Department of State, began providing aviation security and anti-

terrorism assistance to countries with airline service to the United States. The FAA also proposed, 

through ICAO, strengthened international aviation security standards.

In 1997, The Department of Defense (DOD) established an interagency task force to assess the 

surface-to-air missile threat to commercial aviation. Also, the DOT, in cooperation with the DOD, 

the Department of Energy, and other federal agencies, began to more closely assess the potential use 

of chemical, biological, and radiological weapons as terrorist threats to the aviation environment.

In 1998, the FAA began to phase in an industry-wide use of the CAPS system for behavioral 

profi ling to identify high-risk passengers. This system was integrated with passenger bag match 

techniques to address the explosives threat on domestic as well as international fl ights. Additionally, 

the FAA began to deploy additional explosives detection systems and explosive trace detection 

devices to screen checked baggage on a limited basis. The combination of the CAPS system, pas-

senger bag match techniques, and targeted electronic explosives detection screening was viewed as 

a layered, risk-based approach to addressing the threat of aircraft bombings.

LINGERING CONCERNS AND PERSISTING VULNERABILITIES

In the fi ve years between the time the Gore Commission was established and the 9/11 attacks 

occurred, it is estimated that the United States spent about $500 million on aviation security techno-

logies. This was a signifi cant increase over the amounts spent on explosives detection technologies 

over the prior six years, equating to roughly a tripling of annual spending on aviation security 
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equipment. Funding made available for aviation security technologies went primarily for deploy-

ment of EDS equipment for targeted screening of baggage and for research and development of 

technologies to improve checkpoint screening. Despite the emphasis on threats to airliners from 

bombs placed in checked baggage, the high cost and complexities of deploying EDS equipment left 

the U.S. aviation system signifi cantly vulnerable to the explosives threat. As of September 11, 2001, 

the United States had installed only 177 EDS machines for screening checked baggage at various 

airports around the country and was screening less than 10% of checked baggage.60

Furthermore, little progress had been made on the Gore Commission recommendations for 

screening mail weighing more than one pound for explosives and other threat objects, citing con-

cerns over impacts on the fl ow of mail service and the lack of statutory authority to scrutinize mail 

sealed against inspection. While the DOT had also established a baseline working group to address 

air cargo security, inspection methods for cargo were largely limited to documents checks to 

 differentiate known from unknown shippers for the purpose of targeting inspections of cargo ship-

ments originating from shippers that had not established a trusted relationship with air carriers, 

freight forwarders, or cargo consolidators.

Despite the considerable policy focus on aviation security in the late 1990s, the aviation system 

remained highly vulnerable to terrorist attacks. In 1999 and 2000, Congress began to scrutinize the 

FAA’s progress in implementing the recommendations of the Gore Commission and the mandates 

to improve aviation security set forth in the FAA Reauthorization Act of 1996. What it found was 

troubling. The DOT Inspector General reported that, while the FAA was making some progress in 

deploying EDS equipment to airports, this equipment was signifi cantly underutilized. At that time, 

each EDS machine was scanning about 250 bags per day, despite having the capability to screen that 

many bags in a two hour period. While the Inspector General found that the CAPS profi ling system 

worked as intended, airline personnel did not always follow proper procedures to submit selectee 

baggage for EDS screening, and several airlines were using PPBM procedures in lieu of EDS 

 screening, even though they had been instructed to submit all selectee bags for EDS screening at 

airports where explosives detection machines had been deployed. Of greater concern, covert testing 

revealed that airline personnel were often incapable of properly operating the EDS equipment and 

resolving threat alarms, and screeners often failed to detect threat items carried through check-

points by covert testers. Also, the Inspector General found that, despite the improvements called for 

in the 1996 FAA Reauthorization Act, signifi cant lapses in airport access controls continued to exist 

allowing covert testers to frequently penetrate into secured areas of airports or bypass screening 

checkpoints and board aircraft without being detected or challenged.61

Similarly, in testimony before the Senate Aviation Subcommittee in April 2000, General 

Accounting Offi ce (GAO) Associate Director Gerald Dillingham reported that “. . . the chain of 

security protecting our aviation system has not one but several weak links.”62 Dillingham noted that, 

in 1987, screeners missed 20% of dangerous objects during covert FAA tests, while in 1978 scree-

ners missed 13% of these items carried by covert testers. Although Dillingham did not publicly 

divulge covert testing results from more recent tests, he commented that screener detection was not 

improving, and, in some cases, was getting worse. Dillingham concluded that screener performance 

remained a serious concern. He attributed screener performance problems to rapid turnover and 

inattention to human factors considerations. Screener turnover averaged 226% annually at large 

airports, with some major U.S. airports experiencing turnover rates of over 300%. High turnover 

rates were attributed to low pay, minimal benefi ts, and the stress of the job. Screeners were typically 

making the same salaries as workers in fast food restaurants at large airports.

Dillingham commented that in other countries with highly effective screening practices, screen-

ers were better qualifi ed, received better pay and benefi ts, and screening responsibility was placed 

either with the airport or with the government and not with the air carriers. In 1996, Congress 

tasked the FAA with examining the feasibility of reassigning screening functions to either airports 

or the federal government. However, FAA consideration and evaluation of the issue through indus-

try working groups and congressional hearings on this matter failed to reach a consensus regarding 

who should have responsibility for passenger and baggage screening. After considerable discussion, 
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the status quo was maintained, and the job was left in the hands of the airlines, which farmed these 

security screening functions out to contract screening companies that were not yet under the direct 

regulatory oversight of the FAA.

THE AIRPORT SECURITY AND IMPROVEMENT ACT OF 2000 (P.L. 106-528)

In April 2000, Senator Kay Bailey Hutchison introduced the Airport Security and Improvement Act 

of 2000, a measure introduced largely in response to these troubling reports provided by the DOT 

Inspector General and the GAO and designed to improve and reemphasize security enhancements 

called for in the 1996 FAA Reauthorization Act. The Act was signed into law by President Clinton 

on November 22, 2000. The Act included a requirement that the FAA establish an industry-wide 

program for processing background checks required of airport and airline workers based on its 

ongoing pilot program. In response, the FAA in cooperation with the American Association of 

Airport Executives (AAAE) established the Transportation Security Clearinghouse (TSC), which 

serves to this day as the primary vehicle for processing aviation-related background checks and 

is credited with providing the capability to process the hundreds of thousands of background 

check renewals that were mandated following the 9/11 attacks. The Act also added several criminal 

offenses to the long list of the felony charges that would disqualify someone from being hired as an 

aviation screener or in other aviation-related positions requiring unescorted access to aircraft and 

secured areas of airports. The Act also provided specifi c guidelines for improving aviation security 

screener training, requiring a minimum of 40 hours of classroom instruction and 40 hours of on-

the-job training, and successful completion of an approved on-the-job examination. Prompted by 

audits of airport security revealing signifi cant lapses in secured-area access controls, the Act also 

mandated the FAA to set and impose sanctions for infractions of airport access control require-

ments and directed the FAA to work with airport operators to identify and correct weaknesses in 

airport access control systems and procedures, correcting systemic problems no later than January 

31, 2001. The Act also directed the FAA to correct any identifi ed weaknesses in physical security 

measures at air traffi c control facilities. The Act also sought to increase the screening of checked 

baggage using explosives detection equipment by adding a random process in addition to the CAPS 

selection process to select additional bags for screening at locations where deployed explosives 

detection equipment was underutilized.

HIJACKINGS AS A FORGOTTEN THREAT

In the absence of any successful domestic hijackings or any hijackings involving U.S. air carriers 

operating overseas during the 1990s, the air piracy threat continued to be viewed as a threat of the 

past. Progress on improvements to positive identifi cation of passengers and intelligence information 

in the form of watch lists or no-fl y lists was extremely limited. Critics noted that by 1998, Clinton 

Administration initiatives and mandates set forth and the FAA Reauthorization Act of 1996 were 

going nowhere, despite considerable rhetoric that the aviation security would be a top Administration 

priority during President Clinton’s second term.63 Critics have largely blamed ineffi ciencies at the 

FAA and lobbying efforts by the airline industry for stymieing efforts to enhance aviation security. 

In general, during the 1990s, the number of aviation security incidents impacting U.S. carriers 

dropped considerably compared to earlier decades. However, the aviation security threat never 

really went away. While global terrorists remained active and actively pursued aviation as a target, 

policy attention on terrorism had broadened in its perspective following the 1993 WTC Bombing 

and the 1995 Oklahoma City bombing. Aviation security was now competing for attention with 

growing policy concerns over the complexities of protecting citizens against terrorist attacks within 

the homeland. The WTC bombing in 1993, in particular, foreshadowed the growing threat of global 

terrorist activity within the United States. Ironically, the WTC bombing also foreshadowed the 

attacks against those buildings on September 11, 2001, using aircraft as weapons, a scenario that 
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went tragically unimagined, leaving the aviation security  system woefully unprepared for the events 

that unfolded that day.
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2 The 9/11 Attacks and the 
Ensuing Policy Debate

The terrorist attacks of September 11, 2001, and the federal response to those attacks would come 

to shape aviation security policy and strategy in the United States. Following the attacks, the Bush 

Administration and Congress pondered and debated the best course of action for preventing future 

terrorist attacks against aviation and terrorist attacks using aircraft to target key facilities and infra-

structure within the United States and made sweeping changes designed to strengthen aviation 

security and restore the confi dence of the American people. Following the 9/11 attacks, the federal 

government made considerable changes to aviation security including the federalization of the 

screening workforce, 100% screening of checked baggage for explosives, signifi cantly expanded 

lists of individuals to be denied aircraft boarding or subject to additional screening, deployment of 

large number of air marshals to protect fl ights, the creation of a program to arm airline pilots, and 

the hardening of cockpit doors, to name a few key initiatives. Despite the considerable cost and 

effort devoted to passenger airline security following the 9/11 attacks, some critics continue to raise 

concerns that signifi cant weaknesses remain, and these weaknesses may be readily exploited by 

terrorist groups seeking to carry out aircraft hijackings and bombings.

Also, criticisms remain over policies and strategies that, in the opinion of some, have left consid-

erable holes in other areas of the aviation security system. For example, concerns have been raised 

that airport workers, who are often allowed to bypass screening checkpoints, could slip a weapon or 

a bomb into the secured area of an airport. While the TSA is pursuing random screening of airport 

workers, airport access control policies and practices remain specifi c areas of concern for some. 

Also, some have argued that more need to be done to prevent terrorists from possibly placing a 

bomb inside of cargo placed on board passenger aircraft and to protect all-cargo aircraft from 

potential stowaway hijackers who could commandeer an aircraft to carry out a suicide attack. In 

response to these concerns, the TSA has imposed tighter regulations on the air cargo industry and 

some Members of Congress pushed for recently enacted legislation requiring the screening of all 

cargo placed on passenger aircraft by August 2010.

Policymakers have also raised considerable concerns that, faced with increased security mea-

sures at airports and on board aircraft, terrorists may carry out attacks against civilian passenger 

aircraft using shoulder-fi red missiles and other standoff weapons capable of downing a large trans-

port aircraft. In response to this threat, the State Department has engaged in an intensifi ed effort to 

reduce worldwide stockpiles of these weapons, and a program was established within the Department 

of Homeland Security (DHS) to explore the use of military antimissile technology on civilian air-

craft. Additionally, general aviation (GA) operations, which include all sorts of fl ying activity other 

than commercial passenger, cargo, and military operations, remain a concern for some, because 

these operations remain relatively open and easily accessible, thus posing unique security needs and 

requirements. While policy debates in the aftermath of the 9/11 attacks have focused most heavily 

on the security of passenger airline operations and threats originating from terrorists accessing the 

aviation system as commercial airline passengers, these various other threat scenarios have also 

been considered extensively in policy debate.

These threats and the existing vulnerabilities in the aviation system that they attempt to exploit 

have no simple solutions. Since 9/11, policymakers have been faced with diffi cult choices over 
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implementing effective security measures while at the same time being mindful of potential impacts 

on the aviation industry, an industry that places a high value on the speed and effi ciency of opera-

tions. This chapter will provide a general overview of the historical context, the policy debate, and 

course of action pursued by the United States in the aftermath of the 9/11 attacks.

In terms of the historical context of this policy debate, much of what is known about the terrorist 

attacks of September 11, 2001, and the events leading up to those attacks, was brought into the pub-

lic light by the work of the 9/11 Commission. Therefore, the fi nal report of the 9/11 Commission is 

generally regarded as the most signifi cant authoritative source for information regarding the 9/11 

attacks, the individuals and terrorist organizations responsible for carrying out those attacks. 

Therefore, the 9/11 Commission report1 serves as a signifi cant resource for the following discussion, 

augmented by other writings on the subject that are noted accordingly.

PRECURSORS TO 9/11

The precursors to the 9/11 terrorist attacks are rooted in the increasing animosities and threats of 

violence against the United States expressed by radical Islamic fundamentalists during the 1990s. 

These radical views reached the U.S. homeland in the early 1990s, brought here, in signifi cant part, 

by Sheikh Omar Adbel Rahman, a Sunni Muslim cleric from Egypt referred to by many as the 

“Blind Sheikh.” Despite having been implicated in the assassination of Egyptian President Anwar 

Sadat and expelled from his homeland, Rahman—the reputed leader of the radical Egyptian al-

Gama’a al-Islamiyya or the Egyptian Islamic Group—was allowed to enter the United States on a 

tourist visa in 1990. Once here, he began preaching his radical views at mosques in and around New 

York City, advocating violence against Americans, particularly Jewish Americans. The Blind 

Sheikh and his followers began plotting terrorist attacks in and around New York City.

In September 1992, Ramzi Yousef, a Sunni Muslim extremist, entered the United States through 

JFK International Airport. Although his travel documents were considered suspect by immigration 

offi cials, he claimed political asylum. Yousef was granted temporary entry into the United States 

while awaiting a trial to determine the merits of this claim. Once in the United States, Yousef—who 

had recently attended a terrorist training camp in Afghanistan—associated himself with the Blind 

Sheikh and his followers. On February 26, 1993, Ramzi Yousef and coconspirators carried out the 

bombing of the World Trade Center (WTC) using an ammonium nitrate and fuel oil bomb that was 

packed into a rented truck which they parked in an underground garage under the north tower (Tower 

One). Yousef had originally plotted using chemical agents or radioactive material to maximize casual-

ties and had  envisioned that the bomb would topple both towers, killing perhaps 250,000 people.2 

Although the explosion was massive, the structure was able to withstand the force of the explosion. Six 

were killed and over 1000 were injured in the attack. While Yousef immediately fl ed the United States 

following the bombing, Rahman and his followers had ambitions of carrying out additional attacks.

Rahman and his followers conspired to carry out coordinated bombings of other prominent 

buildings and critical transportation infrastructure in the New York City metropolitan area. In addi-

tion to the WTC bombing, they plotted to attack the George Washington Bridge, the Holland and 

Lincoln Tunnels, the United Nations building, and Federal Plaza—the site of federal government 

offi ces in Manhattan—in a series of coordinated attacks.3 These plots, however, were thwarted by a 

swift and effective investigation of the WTC bombing by the FBI that quickly led to the arrests of 

the Blind Sheikh and several of his followers. Despite this success, Yousef remained at large and 

would remain a considerable terrorist threat, turning his attention toward a plot targeting aviation.

BOJINKA PLOT

Following the WTC bombing, Yousef escaped to Pakistan, where he took part in the 1993 attempted 

assassination of Pakistani Prime Minister Benazir Bhutto, and then proceeded to Manila in the 

Philippines. While in the Philippines, Yousef and his uncle, Khalid Sheikh Mohammed, and other 

members of a terrorist cell in Manila concocted an elaborate, multipart campaign of terror they 
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referred to as Operation Bojinka. The term Bojinka is believed to be a made-up word of unknown 

origin, perhaps inspired by the Serbo-Croatian word for a “boom” or an explosive sound. The fi rst 

phase of the operation was a plot to assassinate Pope John Paul II during his planned visit to the 

Philippines for World Youth Day in January 1995. The assassination was to be followed immedi-

ately with a series of aircraft bombings targeting 12 U.S.-bound fl ights from Asia. Yousef and four 

other terrorists planned to board the fi rst leg of these various fl ights and place bombs inside the life 

vests stored underneath their passenger seats. The terrorists would disembark at stopover points in 

Asia, leaving behind the explosive devices, linked to timed detonators, to blow up during the second 

leg of these fl ights while the airplanes were cruising at altitude over the Pacifi c Ocean.

To test this concept, on December 11, 1994, Yousef boarded Philippine Airlines fl ight 434, a 

Boeing 747, with scheduled service from Manila to Tokyo with a stopover in Cebu. On board, 

Yousef assembled an IED in one of the airplane’s lavatories using liquid nitroglycerin concealed in 

a contact lens solution bottle, various other chemicals, a modifi ed digital watch used as a timing/

detonation trigger, and wires that had been concealed in his shoes. He then placed the device under 

his seat—a seat that would have been directly above the center wing tank on most Boeing 747s of 

similar age, but was located slightly forward of the tank on this particular airplane. Yousef disem-

barked in Cebu. As intended, the bomb exploded four hours later as the airplane cruised at 31,000 

feet en route to Tokyo. The explosion killed the occupant of the seat, 24-year-old Japanese business-

man Haruki Ikegami, and injured 10 others. Despite the damage to the airplane’s fl ight controls, the 

airplane was able to make a successful emergency landing on Okinawa.

Based on the outcome, Yousef and others continued preparations for carrying out the fi rst phase 

of the Bojinka plot, or the Manila air plot as it is referred to in the 9/11 Commission’s fi nal report, 

increasing the amount of explosives to increase the likelihood that the targeted aircraft would be 

destroyed. Had the plot been carried out successfully, the downing of 12 jumbo jets could have 

resulted in more than 3500 casualties. Following this, the terrorists contemplated a second phase of 

attacks against targets within the United States. Specifi cally, they planned to attack the CIA 

Headquarters in Langley, Virginia, either by loading a small GA airplane with explosives or by 

hijacking a large commercial airliner and fl ying the aircraft into the building. Also, in an early 

conceptualization of the September 11, 2001, attacks, the terrorists considered hijacking additional 

fl ights and targeting prominent buildings in the United States, such as the WTC, the Sears Tower in 

Chicago, the Transamerica Tower in San Francisco, the Pentagon, the United States Capitol, and the 

White House.

On January 6, 1995, just six days before the Pope’s scheduled visit, the plot unraveled when the 

apartment that the terrorists were using to prepare their explosives caught fi re. Extensive evidence, 

including bomb-making materials and instructions, along with Yousef’s computer and fl oppy disks 

were found in the apartment. Investigators were able to crack encrypted fi les on the computer disks 

containing coded instructions and other details of the plot. Yousef immediately fl ed to Pakistan, 

followed soon after by Khalid Sheikh Mohammed. One month later, U.S. authorities caught up with 

Yousef in Pakistan after a friend whom he had previously tried to recruit for terrorist operations, 

Istaique Parker, provided information regarding Yousef’s whereabouts in exchange for the $2  million 

reward that had been offered by the U.S. government. Yousef was returned to the United States 

where he was tried and convicted in New York for his role in the WTC bombing and the Bojinka 

plot. While Khalid Sheikh Mohammed remained at large, he was indicted in federal district court 

in Manhattan for his role in the Bojinka plot in January 1996. This resulted in him being placed on 

the FAA’s “no-fl y” list, an extremely small, select list containing the names of just 12 terrorist sus-

pects prior to the 9/11 terrorist attacks, despite the fact that other government watch lists contained 

the names of thousands of known or suspected terrorists.4

RISING THREAT OF AL QAEDA

Meanwhile, on the other side of the globe in Sudan, Osama bin Laden, an Islamic militant from 

Saudi Arabia, was seeking to expand his emerging terrorist network and had set his sights on attacking 
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the United States. Bin Laden had grand aspirations to unite and lead the various Islamic terrorist 

organizations. However, at this point, the U.S. intelligence community largely viewed bin Laden as 

a terrorist fi nancier rather than a radical leader. Bin Laden came from a large and wealthy Saudi 

family, and his father was the owner of a large construction company in Saudi Arabia that was held 

in high regard by the Saudi royal family. However, after being ostracized by the Saudi government 

for his increasingly radical views and outspoken criticism, Osama bin Laden found refuge in Sudan, 

considered that at time to be a state sponsor of terrorism that had provided safe haven to terrorists 

and terrorists groups. While in Sudan, bin Laden, following in his father’s footsteps, ran a legitimate 

construction business. However, he also worked relatively openly in establishing a terrorist fi nanc-

ing network, training camps for Islamic terrorists, and a coordinating body for terrorist group alli-

ances called the Islamic Army Shura.

To most observers in the United States, bin Laden was, at this point, largely an unknown fi gure 

among Arab terrorists. However, bin Laden’s increasing affi liation with the Egyptian Islamic Jihad 

(EIJ) and its leader, Aymen al Zawahiri, contributed to his increasingly radical views against the 

United States. Although, it is generally believed that al Zawahiri, at that point in time, steered him 

away from strong rhetoric and direct threats against the United States out of fear that such talk 

might result in specifi c action by the United States or Israel to silence him.5 While various sources 

have discussed possible connections between bin Laden and the WTC bombing, the planned attacks 

against New York City transportation arteries, and the Bojinka plot, the 9/11 Commission con-

cluded that bin Laden’s involvement in these operations was “at best cloudy.”6 What is apparent, 

however, is that during his time in Sudan, bin Laden concentrated his efforts on helping al Zawahiri 

and the EIJ. This made him an increasing concern for Egyptian intelligence and also for the Saudi 

government. The Egyptian government pressured the Saudis to revoke bin Laden’s citizenship, 

which they did in March 1994.7 By this time, bin Laden was becoming more and more of a per-

ceived threat and his alliance with al Zawahiri and EIJ was becoming much more solidifi ed. 

However, at the same time, the Sudanese government was coming under increasing international 

pressure to crack down on terrorists within its borders, particularly after the attempted assassination 

of Egyptian President Hosni Mubarak in 1995 by members of the Egyptian Islamic Group who were 

believed to have been provided with safe haven in Sudan and fi nancial support from bin Laden. At 

the same time, economic woes brought bin Laden and his terrorist fi nancing network close to ruin. 

Seeking ways to relieve international pressure that was causing a broader fi nancial strain on the 

country of Sudan as a whole, Sudanese leaders began to negotiate options to expel bin Laden.

Facing possible fi nancial ruin and increasing pressure from the Sudanese government, bin Laden 

uprooted and made his way back to Afghanistan in May 1996, a country he was intimately familiar 

with from his time spent there supporting the mujahedeen resistance against occupying Soviet mili-

tary forces in the 1980s. When he returned in 1996, however, the country was divided. The funda-

mentalist Islamic Taliban ruled much of the country, but rival warlords controlled various regions. 

Although bin Laden did not initially receive a warm welcome from the Taliban—who continued to 

gain control of the country and implement a repressive regime based on fundamentalist Islamic 

teachings—he eventually won them over as he was able to run his terrorist recruitment, training, 

and operational planning openly and largely without interference from camps within Afghanistan.

On August 23, 1996, from a primitive cave in Tora Bora, Afghanistan, bin Laden issued a “fatwa” 

or edict, formally declaring war against the United States, citing the United States’ continued sup-

port for Israel and its military presence in Saudi Arabia as specifi c offenses against the Muslim 

world that called for retaliatory action. It was from this very same stronghold along the Afghanistan–

Pakistan border, eight years prior in September 1988, that bin Laden and his closest associates had 

coined the name al Qaeda (“the Base”) for their newly formed group of global terrorists. Shortly 

after bin Laden issued his fatwa in 1996, Khalid Sheikh Mohammed came to him with a “portfolio 

of schemes” for attacking the United States, including the so-called planes operation, the unfulfi lled 

second phase of the Bojinka plot involving suicide hijackings using commercial airplanes to hit 

strategic landmarks within the United States.8 The two were prior acquaintances, although Khalid 
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Sheikh Mohammed, described as a corpulent, womanizing, world traveler, seemed to share little in 

common with the tall, lanky, and reclusive bin Laden, except, of course, for their strong animosity 

toward the United States and their mutual desire to wage war against America.9

By this time, the CIA had recognized the growing threat from bin Laden and al Qaeda. They had 

set up a listening post and intelligence analysis station at CIA Headquarters to monitor bin Laden, 

although initially their focus was on tracking terrorist fi nancing. By the fall of 1997, CIA analysts 

had determined that bin Laden was much more than a terrorist fi nancier and began identifying links 

between bin Laden and the Bojinka plot and other terrorist attacks, a strengthening al Qaeda mili-

tary structure, various plans to attacks U.S. assets, and al Qaeda’s specifi c interest in obtaining 

nuclear materials. They began to develop and plan an operation to capture bin Laden, but that plan 

was never approved or presented to the White House. As an alternative, the CIA began to pursue 

options to have the Saudi government pressure the Taliban to expel bin Laden from Afghanistan. 

Various efforts to capture or kill bin Laden were pursued only half-heartedly and none were suc-

cessful in their objective. Even to this day, bin Laden has remained elusive and well protected from 

U.S. forces, despite extensive efforts to pursue him following the 9/11 attacks.

Unfettered by the possible repercussions of attacking U.S. interests, on August 7, 1998, al Qaeda 

operatives bombed the U.S. Embassies in Dar es Salaam, Tanzania and Nairobi, Kenya killing 257 

people and injuring more than 5000.10 On August 20, 1998, the United States retaliated with a series 

of cruise missile attacks against al Qaeda training camps near Khost, Afghanistan and a suspected 

chemical weapons facility in Khartoum, Sudan linked to bin Laden that was later determined to be 

a pharmaceuticals plant. Evidence that the facility was involved with chemical weapons production 

was based on limited CIA image intelligence and soil samples. It came under close scrutiny by the 

intelligence community because it was constructed by bin Laden’s construction fi rm in Sudan, and 

it was operated by a close friend of bin Laden. Although it is known that bin Laden sought to acquire 

chemical weapons, as well as biological agents and nuclear weapons, during his time in Sudan, no 

one has been ever able to establish that the bombed facility was, in any way, connected to these 

efforts. In any case, the retaliatory actions carried out by the United States failed to stop or hinder 

bin Laden and al Qaeda to any signifi cant degree.

The U.S. policy and strategy for dealing with the growing threat from al Qaeda was limited to 

these standoff attacks and continued contemplation of alternative ways to capture or possibly kill 

bin Laden. Bin Laden, on the other hand, apparently “wanted to lure the United States into 

Afghanistan, which was already being called the graveyard of empires,”11 a reference to the Soviet 

Union’s military failures in Afghanistan in the 1980s and the dissolution of the Soviet Union in 

1991. The United States continued to explore various options for capturing or killing bin Laden, all 

to no avail, primarily due to a lack of agreement and conviction that such action needed to be taken 

as well as concern about potential diplomatic repercussions in the Muslim world among senior-level 

offi cials within the Clinton Administration. The intelligence community, nonetheless, remained 

convinced that al Qaeda was planning further attacks against U.S. interests, including some concern 

that the group may be planning for attacks within the U.S. homeland.

BUILDUP TO 9/11

As discussed in length in Chapter 1, Middle Eastern terrorists have had a specifi c fi xation on attack-

ing aviation targets overseas since the late 1960s, including both hijackings and bombings. However, 

insofar as the terrorist threat to aviation was concerned, throughout the 1990s, the FAA remained 

focused on the threat of aircraft bombings, with little apparent concern over the domestic hijacking 

threat. Evidence of the fi rst phase of the Bojinka plot, presented at the trial of Ramsi Yousef, pro-

vided further support for this approach indicating a continuing terrorist threat of aircraft bombings. 

What the U.S. government knew or suspected about any al Qaeda plans to hijack aircraft prior to the 

attacks of September 11, 2001, however, remains a matter of considerable debate. While specifi c 

details of an al Qaeda plot to carry out suicide attacks were probably not known, government sources 
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openly acknowledged the potential for such a scenario and federal intelligence and law enforcement 

agencies were aware of various indications of terrorist plans to carry out a major attack, perhaps 

within the United States.

On December 4, 1998, the CIA included in its Presidential Daily Brief intelligence analysis of 

information received from a friendly government, warning of a possible al Qaeda hijacking within 

the United States, carried out in coordination with the Islamic Group, as a means to barter for the 

release of the Blind Sheikh, Ramzi Yousef, and another coconspirator, all imprisoned in the United 

States.12 The 9/11 Commission speculated whether this information, which remained classifi ed until 

after the 9/11 hijackings, “might have brought more specifi c attention to the need for permanent 

changes in domestic airport and airline security procedures” if it were brought to the attention of 

key members of Congress.13 Although it may have, it is important to note that this intelligence did 

not describe a suicide hijacking designed to use aircraft as weapons against key U.S. targets. 

Nonetheless, the threat may have prompted action to improve passenger and expand watch list 

screening for known or suspected terrorists and may have compelled FAA action to improve airline 

passenger screening practices and oversight. However, at the time, the Computer-Assisted Passenger 

Screening (CAPS) passenger prescreening process remained limited to selecting passengers for 

either bag matching procedures or EDS screening of checked baggage at airports where EDS equip-

ment was available; the FAA’s “no-fl y” list contained a meager 12 names; FAA regulatory actions 

to improve the oversight of screening companies languished in the federal rulemaking process.

Following the bombing of the U.S. naval destroyer USS Cole in Aden, Yemen in October 2000, 

there was an incremental buzz of information fl owing through the intelligence community regard-

ing possible additional al Qaeda attacks, both overseas and possibly within the United States. By the 

late spring and early summer of 2001, the intelligence community was becoming increasingly con-

cerned about imminent attacks, but had no specifi c details or actionable intelligence to pass along. 

On August 6, 2001, the CIA included in its daily brief to President Bush an attention-grabbing item 

with the headline “Bin Laden Determined to Strike in US.” The brief, however, provided mostly 

historical information of bin Laden’s desire to retaliate for the 1998 missile attacks, and his desire 

to strike within the United States as evidenced by the attempted millennium plot to bomb LAX. 

While the briefi ng did mention that there were some 70 ongoing FBI fi eld investigations of sus-

pected al Qaeda links within the United States, it provided no concrete information or actionable 

intelligence regarding the 9/11 plot or any other specifi c al Qaeda activity within the U.S. 

homeland.

Various unsubstantiated threats regarding targeting U.S. cities, and even the WTC, using aircraft 

as weapons had surfaced during the 1990s and in 2000 and 2001, but none appeared credible. 

Perhaps the clearest indication of the potential threat of suicide hijackings by Islamic terrorists 

linked to al Qaeda before 9/11 came from the December 24, 1994, hijacking of Air France fl ight 

8969 in Algiers, Algeria by members of the Armed Islamic Group (Groupe Islamique Armé, or 

GIA). In the early 1990s, bin Laden had supported the GIA, providing them with weapons left over 

from the Afghan war that he smuggled through Sudan, seeking an all-out holy war to rid Algeria of 

non-Muslims. However, bin Laden reportedly withdrew his support because he felt that the massa-

cres in Algeria would have a negative effect on his objectives of unifying Muslims jihadists under 

his umbrella organization.14

The hijacked Air France airplane, bound for Paris Orly airport, was diverted to Marseille, France 

after the fl ight crew was instructed to tell the hijackers that they did not have enough fuel to reach 

Paris. At Marseille, French commandos stormed the aircraft killing all four hijackers thus ending 

the ordeal. Investigation of the incident indicated that the hijackers most likely intended to crash the 

airplane into the Eiffel Tower or blow it up over Paris.15 The plot was strikingly similar to the Abu 

Nidal Organization’s hijacking of Pan Am fl ight 73 in Pakistan eight years prior, and occurred nine 

months after a mentally unstable FedEx fl ight engineer, fl ying as a passenger on a DC-10 cargo 

airplane, attempted to maim the fl ight crew, commandeer the airplane, and fl y it into the company’s 

Memphis, Tennessee headquarters. Perhaps because none of these attempted suicide hijackings 
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succeeded in its objective, aviation security strategists and policymakers failed to take notice of the 

looming threat posed by suicidal hijackers.

Nonetheless, among government terrorism experts, the potential for a suicide aircraft hijacking 

was envisioned as one of many possible means for terrorists, and in particular al Qaeda, to attack 

within the United States. An unclassifi ed government report issued in September 1999, two years 

prior to the 9/11 attacks, speculated on various forms of retaliation targeting the nation’s capital that 

al Qaeda may have been contemplating to avenge the cruise missile attacks carried out by the 

United States in August 1998. The report, prepared by the Library of Congress’ Federal Research 

Division, cautioned that “[s]uicide bomber(s) belonging to al Qaeda’s Martyrdom Battalion could 

crash-land an aircraft packed with high explosives (C-4 and semtex) into the Pentagon, the head-

quarters of the CIA, or the White House,” referencing Ramzi Yousef’s plan to attack CIA headquar-

ters in this manner and the established link between al Qaeda and Yousef in connection with a plot 

to assassinate President Clinton during his visit to the Philippines.16 The reference to these connec-

tions between Yousef and al Qaeda and the contemplation of an al Qaeda-led suicide hijacking 

operation within the United States in this open source document indicate that government intelli-

gence and counterterrorism agencies had most certainly contemplated such a scenario. Around the 

same time, in August 1999, however, the FAA’s Civil Aviation Security intelligence offi ce had 

assessed the threat of a suicide hijacking and concluded it to be an option of last resort for al Qaeda, 

because it would not offer the opportunity to achieve their presumed objective: to obtain the release 

of the Blind Sheikh and other key Islamic extremists in prison in the United States.17 Also, accord-

ing to Cathal Flynn, former Associate Administrator of Civil Aviation Security at the FAA, the 

capability of al Qaeda to pull off such an attack was not imagined. Mr Flynn concluded that “[t]here 

were disconnects. How would you coerce a pilot to fl y into a building that’s got people in it? . . . How 

would you do that? The notion of a full fl edged al-Qaida member being a pilot . . . did not occur to 

me.”18 This failure to imagine a suicide hijacking led to inaction by the FAA: inaction that left the 

United States particularly vulnerable to such an attack.

In the fall of 1999, amid heightened concerns over possible terrorist targeting of U.S. aviation 

assets, the October 31, 1999, crash of EgyptAir fl ight 990 after departing JFK International Airport 

en route to Cairo, Egypt, raised immediate concerns over aviation security. The EgyptAir investiga-

tion focused on the apparent intentional actions of the relief fi rst offi cer who was at the controls of 

the Boeing 767. However, failing to identify any link to terrorism, intelligence and counterterrorism 

efforts turned to addressing the numerous potential threats to the upcoming Year 2000 millennium 

celebrations.

In fact, al Qaeda had indeed been plotting a series of attacks against various worldwide targets 

to coincide with the Year 2000 millennium events, including an attack on an aviation target within 

the United States: the passenger terminal at LAX. Other planned attacks included the bombing of 

various tourist sites in Jordan, and the U.S. Navy destroyer USS The Sullivans while at anchor in 

Aden, Yemen. All of these plots failed. The LAX millennium bombing plot unraveled on December 

14, 1999, when Ahmed Ressam, an al Qaeda operative, was arrested by U.S. Customs agents while 

attempting to enter the United States from Canada at the border checkpoint at Port Angeles, 

Washington after ferrying his car over from Victoria, British Columbia. Border agents, tipped off 

by Ressam’s nervous behavior, searched his vehicle fi nding nitroglycerin and fuses hidden in his 

trunk. The case has been frequently cited as a prime example of how behavioral profi ling tech-

niques can serve as highly effective tools in the war against terrorism. The attack against the USS 
The Sullivans on January 3, 2000, failed when the attackers’ small boat sank after being overloaded 

with explosives, and the plot to attack sites in Jordan was uncovered and broken up by Jordanian 

offi cials. The failures of the al Qaeda millennium plots left a false sense of security, leaving an 

impression that al Qaeda was not an organized, formidable threat and that counterterrorism efforts 

by the United States and others were highly effective against the threat posed. The fact that signifi -

cant vulnerabilities in homeland security, and in aviation security in specifi c, continued to exist was 

not a priority concern among policymakers in Washington, DC. Meanwhile, al Qaeda operatives 

AU7029_C002.indd   47AU7029_C002.indd   47 8/12/2009   7:56:37 AM8/12/2009   7:56:37 AM



48 Airport and Aviation Security: U.S. Policy and Strategy in the Age of Global Terrorism

were planning a major attack against the United States by exploiting specifi c weaknesses in the 

aviation security system, weaknesses they apparently identifi ed through systematic research, obser-

vation, and probing of that system.

PREATTACK PHASE: TERRORISTS IN OUR MIDST

By early 2000, the plan was already in motion. Al Qaeda had sent over two operatives, Nawaf al 

Hamzi and Khalid al Mihdhar, to California to learn English and to learn to fl y. By May 2000, the 

two had largely given up on these objectives, but were quickly replaced by others more capable of 

meeting English language requirements and completing fl ight training. Specifi cally, in late May, 

al Qaeda has sent over three operatives from a terrorist cell in Hamburg, Germany—Mohammed 

Atta, Marwan al Shehhi, and Ziad Jarrah—for the purpose of obtaining fl ight training in the 

United States. They entered accelerated pilot training programs in Florida, and within six months 

the three had obtained commercial and instrument pilot ratings and exposure to jet aircraft opera-

tions through simulator training. While the terrorists advanced in their fl ight training within the 

United States, intelligence and counterterrorism efforts were diverted away from threats to the 

homeland when al Qaeda operatives bombed the U.S. naval destroyer, USS Cole, while at anchor 

in the port of Aden, Yemen on October 12, 2000. The attack on the USS Cole, while signifi cantly 

bolstering al Qaeda support among radical Muslims, also served as the perfect diversion for the 

tightly held 9/11 plot.

While three al Qaeda operatives had successfully entered the United States and were well 

established in their fl ight training, a fourth member of the Hamburg cell selected to be a pilot, 

Ramzi Binalshibh, had failed to obtain a visa to enter the United States. However, a replacement 

was quickly found within the ranks of al Qaeda: a member who already had an FAA commercial 

pilot certifi cate, Hani Hanjour. Hanjour was sent to Arizona where he received some refresher 

training, followed by multiengine training and jet simulator instruction. The fact that all four of 

these al Qaeda operatives were able to receive the fl ight training needed to carry out their suicide 

missions at schools in the United States without raising any alarms has been cited by many as a 

particular failing of the aviation security and counterterrorism systems that existed prior to the 

9/11 attacks.

Although none of these four 9/11 terrorists trained as pilots raised suffi cient suspicion to prompt 

any of their fl ight school instructors to notify authorities, the actions of another al Qaeda operative, 

also sent to the United States for fl ight training, did. Zacharias Moussaoui, a French citizen of 

Moroccan descent, entered basic fl ight training in Oklahoma in February 2001 but abruptly stopped 

his training in May 2001. Even though he had logged only 50 hours of fl ight training in a small 

single-engine airplane and had not yet made a solo fl ight, he began making inquiries about obtain-

ing training in Boeing 747 simulators, and subsequently enrolled in jet simulator training in 

Minnesota in August 2001. His instructor at the simulator training facility became suspicious and 

notifi ed authorities, resulting in Moussaoui’s arrest on immigration charges. While Moussaoui 

remained in jail, the FBI failed to establish a probable cause to search his notebook computer and 

other personal effects. When an FBI fi eld agent and his supervisor in Minneapolis pressed the issue 

to get an emergency Federal Information Surveillance Act (FISA) warrant to search Moussaoui’s 

computer and other personal effects, an FBI headquarter’s agent handling the case claimed that the 

request was designed to get people “spun up.” The Minneapolis supervisor retorted that that was 

exactly his intent to “. . . keep someone from taking a plane and crashing it into the World Trade 

Center.”19

Despite this chilling premonition, the FBI failed to support this request thus eliminating a possible 

chance to unearth al Qaeda’s 9/11 plot before it was carried out, despite having received information 

from French authorities linking Moussaoui to a Chechen rebel leader in late August. While the FBI 

did not pursue a FISA warrant against Moussaoui prior to the 9/11 attacks, they were apparently 

working on having him deported to France, where they believed French authorities had suffi cient 
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cause and authority to examine Moussaoui’s computer. While the CIA also expressed an interest 

in the Moussoui case, briefi ng it to Director of Central Intelligence George Tenet on August 23, 

2001, the CIA was apparently unable to identify Moussaoui as a terrorist or connect him with 

known al Qaeda operatives prior to the 9/11 attacks. Had the matter been pursued, as it was within 

two days after the 9/11 attacks, it would have been revealed that British intelligence had uncovered 

information that Moussaoui received training in an al Qaeda camp in Afghanistan. Armed with 

this information, the FBI may have been able to establish solid grounds for searching Moussaoui’s 

belongings.

While the 9/11 Commission concluded that linking Moussaoui to the 9/11 hijackers would have 

been diffi cult to do within the span of one month, they noted that “publicity about his arrest and the 

possibility of a hijacking threat might have derailed the plot.”20 Also, had FAA intelligence offi cials 

been apprised of the Moussaoui case and heightened counterterrorism and intelligence concerns of 

a possible hijacking threat, this may have prompted specifi c action to step up aviation security 

operations. Instead, conducting business as usual at airport screening checkpoints, this last line of 

defense stood little chance of detecting or stopping the 9/11 attacks, where the hijackers armed 

themselves with nothing more than box cutters—deadly weapons in trained hands, but nonetheless 

items permitted to be carried on board passenger airliners. The 9/11 hijackers had apparently con-

ducted surveillance fl ights within the United States, and they had encountered no problems carrying 

these utility knives through screening checkpoints.

9/11 ATTACKS

On Tuesday morning, September 11, 2001, four teams of al Qaeda trained hijackers, led by 

Mohammed Atta and the three fellow terrorists who had received fl ight training, took over four 

airliners during scheduled transcontinental fl ight from the East Coast to California: American 

Airlines fl ight 11, a Boeing 767 en route from Boston to Los Angeles; United fl ight 175, a Boeing 

767, also en route from Boston to Los Angeles; American Airlines fl ight 77, a Boeing 757 en route 

from Dulles Airport in Virginia to Los Angeles; and United fl ight 93, a Boeing 757 en route from 

Newark, New Jersey to San Francisco.

After killing the fl ight crew of American Airlines fl ight 11, the hijackers crashed the airplane 

into the north tower of the WTC in New York City just before 8:47 a.m. About 15 minutes later, at 

roughly 9:03 a.m., the hijackers of United Airlines fl ight 175 crashed the airplane into the south 

tower of the WTC. Just before 9:38 a.m., the hijackers of American Airlines fl ight 77 crashed the 

third hijacked airliner into the Pentagon in Arlington, Virginia, impacting the building at a speed of 

about 530 miles per hour. At 8:42 a.m., just minutes before American Airlines fl ight 11 hit the WTC 

North Tower, United Airlines fl ight 93 took off from nearby Newark Airport, about 25 minutes 

behind schedule.

Unlike the other three aircraft that were attacked by a team of fi ve hijackers, including one 

hijacker with pilot training on each fl ight, only four hijackers, including one hijacker trained as a 

pilot, were on board United Airline fl ight 93. Through numerous cell phone calls to friends and rela-

tives, passengers on board the fl ight had learned the fate of the other aircraft and came to understand 

the hijacker’s true intentions. As best as can be determined from available evidence, including infor-

mation provided in the cell phone conversations and the words and sounds recorded on the cockpit 

voice recorder, a group of passengers fought back against the attackers, attempting to storm the 

cockpit and regain control of the aircraft from the hijackers. During the struggle, the hijackers 

attempted fi rst to violently maneuver the airplane, apparently in an effort to throw the passengers 

off balance, and then put the airplane into a crash dive. The airplane crashed in a farm fi eld near 

Shanksville, Pennsylvania, about 20 minutes fl ying time from its intended target: the United States 

Capitol, or perhaps alternatively, the White House, in Washington, DC.

By sunset on September 11, 2001, both WTC towers had collapsed and several other build-

ings in the WTC complex had suffered signifi cant structural damage; the Pentagon had suffered 
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signifi cant damage to its west side, and almost 3000 victims had been killed in the attacks. 

Direct economic losses from the attack were enormous and the attacks had long-lasting impacts 

on the airline industry and the broader U.S. economy. It was the second known case of multiple, 

coordinated hijackings—the fi rst being the Dawson’s Field hijackings that had occurred 30 years 

prior. The U.S. government had not contemplated nor prepared for such a scenario, no less one 

involving suicide attacks using the hijacked aircraft as weapons against prominent buildings 

fi lled with people.

All evidence stemming from the 9/11 hijackings pointed directly to al Qaeda and bin Laden. 

However, bin Laden did not directly admit responsibility until October 2004 in a video aired by 

al Jazeera in which he indicated that he had personally directed the 9/11 hijackers. In that video, bin 

Laden noted that he was inspired by the destruction of towers in Lebanon during the 1982 war with 

Israel, a war that bin Laden viewed as being waged by the Israelis with the complicity of the U.S. 

government: “. . . it entered my mind that we should punish the oppressor in kind and that we should 

destroy towers in America in order that they taste some of what we tasted.”21 

TACTICAL RESPONSE ON SEPTEMBER 11, 2001

As it became apparent that multiple hijackings were in progress, the FAA coordinated with the 

North American Aerospace Defense (NORAD) to deploy military air defenses to intervene against 

the hijacked aircraft. At about 8:38 a.m., the FAA informed the NORAD Northeast Air Defense 

Sector (NEADS) in Rome, New York of the hijacking, and two Air National Guard F-15 fi ghter jets 

were scrambled from Otis Air Force Base (AFB) in Falmouth, Massachusetts. The F-15s were air-

borne by 8:53 a.m., nine minutes before the second airplane stuck the south tower, insuffi cient time to 

effectively acquire and engage the hijacked aircraft under the circumstances. The fi ghter jets briefl y 

entered a holding pattern awaiting further instructions, and, by 9:25 a.m., they had established a 

combat air patrol (a CAP) over New York City.

NEADS received word of a second hijacked aircraft, United Airlines fl ight 175, from a call from 

the FAA’s New York air traffi c control center at approximately the same time that the airplane 

crashed into the WTC South Tower. Based on erroneous information that American Airlines fl ight 

11 was still airborne and headed toward Washington, DC, NORAD subsequently ordered a pair of 

F-16 fi ghter jets from Langley AFB, in Hampton, Virginia, about 125 miles south-southeast of 

Washington, DC, to intercept the hijacked fl ight. The aircraft were initially sent toward Baltimore 

to attempt to intercept the aircraft. While NORAD remained unaware that United Airlines fl ight 77 

had also been hijacked after departing Washington Dulles International Airport (IAD); controllers 

at Washington Reagan National Airport (DCA) informed the Secret Service of a suspicious inbound 

target and directed an unarmed National Guard C-130 cargo plane to intercept and track the target. 

Following the crash of American Airlines fl ight 77 into the Pentagon, the F-16s from Langley AFB 

set up a CAP over Washington, DC. NEADS was also informed of a Delta Airlines Boeing 767 that 

had departed Boston Logan airport and was suspected to have also been hijacked; however, it was 

never informed about United Airlines fl ight 93.

The same National Guard C-130 that had tracked American Airlines fl ight 77 as it fl ew into the 

Pentagon, continuing on its fl ight plan to Minnesota, was again the bearer of tragic news, being the 

fi rst to report a sighting of smoke in the Pennsylvania countryside at the crash site of United Airlines 

fl ight 93. NORAD did not become aware of the fourth hijacked airplane, United Airlines fl ight 93, 

until it had already crashed. The 9/11 Commission concluded that NORAD remained unaware of 

the fourth hijacked aircraft, and the Langely F-16s—the only aircraft in a position to defend 

Washington, DC—lacked shoot-down authorization at that time. The 9/11 Commission, therefore, 

cast considerable doubt on NORAD’s contention that military air defenses would have been able to 

effectively defend Washington, DC against the fourth hijacked aircraft had passengers on board 

not forced it down. The 9/11 Commission noted “that the nation owes a debt to the passengers of 
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United 93. Their actions saved the lives of countless others, and may have saved either the Capitol 

or the White House from destruction.”22 Additional fi ghter jets were subsequently launched with 

clear orders to fl y “weapons free” and engage any perceived threat. The threat, however, had by then 

passed as all four hijacked aircraft had already crashed. The U.S. air defense system proved ineffec-

tive in responding to the attacks launched from within the nation’s borders using airliners as  missiles 

against strategic targets in major U.S. cities, a scenario that was never planned for or simulated in 

training exercises.

In addition to its ad hoc efforts to coordinate with NORAD, the FAA’s most immediate tactical 

response to the terrorist hijackings of September 11, 2001, was to prevent further hijackings by fi rst 

ordering ground stops and then by completely clearing the skies of aircraft. Shortly after United 

Airlines fl ight 175 hit the WTC South Tower, the FAA stopped all departures in the Northeast, and 

within minutes stopped all departures of fl ights into New York area airports or transiting New York 

area airspace. By 9:26 a.m., the FAA had issued a complete ground stop, banning the takeoff of all 

civilian aircraft in the United States. By 9:45 a.m., approximately one hour after the fi rst aircraft had 

crashed into the north tower, the FAA ordered all aircraft to land at the nearest suitable airport as 

soon as practicable, effectively clearing the nation’s skies of approximately 4,500 airborne fl ights 

being operated under instrument fl ight rules (IFR), and countless other small and mid-sized noncom-

mercial aircraft operating under visual fl ight rules (VFR). By 12:15 p.m., the FAA reported that the 

airspace over the contiguous 48 states was virtually clear of all commercial and private aircraft.23 

Examining the tactical response to the 9/11 hijackings, the 9/11 Commission investigation concluded 

that “NORAD and the FAA were unprepared for the type of attacks launched against the United 

States . . . [and] struggled, under diffi cult circumstances, to improvise a homeland defense against an 

unprecedented challenge they had never before encountered and had never trained to meet.”24

Within two days, the FAA and the airlines began the process of reconstituting normal air traffi c 

operations. While Transportation Secretary Norman Y. Mineta encouragingly stated that “[t]he re-

opening of our national airspace is good news for the travelers, for the airlines and for our economy,”25 

the impacts of the 9/11 attacks on the airline industry and the broader U.S. economy would be long 

lasting. Senior policymakers in the Bush Administration and in Congress immediately began to 

explore options for providing aid to the airline industry, restoring the confi dence of the fl ying public, 

and developing effective aviation security policies, strategies, and measures to prevent future terror-

ist attacks against aviation or exploiting aviation to attack the U.S. homeland.

DOT RAPID RESPONSE TEAMS

On September 16, 2001, fi ve days after the 9/11 terrorist attacks involving four hijacked airliners, 

then Secretary of Transportation Norman Y. Mineta announced the creation of two rapid response 

teams to assist DOT leadership in making informed decisions to improve aviation security, one 

focusing on airport security issues and the other on aircraft security with an emphasis on measures 

to protect the fl ight deck. Despite the name, the Rapid Response Teams were not made up of fi rst 

responders, but rather, these teams were each comprised of a panel of senior leaders representing 

corporations and labor organizations in the airline and security protection industries. They were 

given the task of identifying the policy changes and strategic actions considered necessary to address 

the crisis in aviation security.

As directed by Secretary Mineta, these two rapid response teams reported their recommenda-

tions to the DOT on October 1, 2001, giving them roughly two weeks to deliver a plan of action that 

would shape aviation security policy and strategy for years to come. The Rapid Response Team on 

Airport Security issued a report containing fi ve broad conclusions and 16 specifi c recommendations 

for strengthening airport security, and the Rapid Response Team on Aircraft Security issued a 

report containing six general conclusions and 17 specifi c recommendations for better protecting 

commercial aircraft against hostile threats.26
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CONCLUSIONS AND RECOMMENDATIONS OF THE AIRPORT 
SECURITY RAPID RESPONSE TEAM

The Airport Security Rapid Response Team concluded that a new federal law enforcement agency, 

housed within the DOT, should assume control of airport passenger screening and recommended 

the creation of such an agency. It also concluded that relevant law enforcement and intelligence 

information should be shared with those responsible for aviation security on a continual basis. The 

team recommended the integration of law enforcement and national security intelligence data with 

airline and airport systems, including passenger reservation systems, screening checks, employee 

background checks, employee and passenger identifi cation systems, and airport access control pro-

tocols. The team recommended that all airlines and airports should designate a senior-level security 

offi cer with appropriate security clearance to receive and act on sensitive intelligence information. 

It also recommended that passenger prescreening performed using CAPPS be applied to all pas-

sengers. The team identifi ed an urgent need to establish a nationwide program for voluntarily sub-

mitting information for vetting passengers who would be issued “smart” credentials, to expedite 

processing of the vast majority of travelers thus allowing aviation security resources to be focused 

most effectively—an idea that became known as the trusted traveler concept. This concept gave rise 

to the Registered Traveler (RT) program, which has not yet come close to attaining the objective of 

encompassing the vast majority of travelers as the Airport Security Rapid Response Team had 

envisioned.

The team also concluded that new technologies were needed to augment aviation security, and 

airport passenger screening and other security measures must be strengthened to ensure adequate 

protection. In specifi c, the team recommended new technologies for the positive identifi cation of 

passengers, airport workers, and crews, and the detection of explosives. It emphasized that more 

effective passenger and baggage screening should be incorporated in airport security programs as 

soon as practicable. The team also recommended the creation of an aviation security technology 

consortium, including public and private sector participants, to identify, sponsor, and test new tech-

nologies. It also recommended that the DOD conduct an expedited review of classifi ed technology 

programs with potential application to aviation security to identify and declassify, as appropriate, 

applications likely to be of value, so long as doing so would be consistent with national security 

objectives and requirements.

With regard to screening procedures, the team recommended that all persons, including airline 

employees and crews, and their carry-on items be screened at an approved screening checkpoint at 

all airport terminals with scheduled commercial air carrier service. It recommended the implemen-

tation of improved processes for checkpoint screening, limiting each passenger to one carry-on 

item, and allowing only ticketed airline passengers and authorized personnel to pass through airport 

screening checkpoints. The team recommended that LEOs or National Guard troops be posted at 

every screening checkpoint until the recommended new federal transportation security agency, 

what we now know as the TSA, became fully operational.

To improve access controls at airports, the team recommended that all commercial passenger 

airports revalidate identifi cation and access control systems and associated identifi cation cards that 

provide access to secured areas of airports. Additionally, the team called for a revalidation of air-

port worker background checks and CHRCs previously conducted on all persons granted access to 

secured areas of the airport. The team also recommended that key codes on all airport access doors 

be changed and all lock systems protecting secured areas of airports be rekeyed. It also urged an 

FAA review of all airport tenant exclusive-use and access control agreements to make necessary 

modifi cations with the objective of ensuring that a single entity is responsible for security in all 

areas of an airport.

In summary, the team focused its conclusions and recommendations on the creation of a new 

DOT aviation security agency; improved law enforcement and intelligence information sharing 

with aviation security offi cials, improved vetting of passengers, airport workers, and others access-

ing aircraft and secured areas of airports; identifying and deploying technologies to enhance 
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passenger and baggage screening and airport security; making improvements to passenger and 

baggage screening procedures; and strengthening airport access control measures.

CONCLUSIONS AND RECOMMENDATIONS OF THE AIRCRAFT 
SECURITY RAPID RESPONSE TEAM

The Aircraft Security Rapid Response Team focused its efforts on identifying measures to improve 

in-fl ight security, with a particular emphasis on measures to prevent future aircraft hijackings. The 

team concluded that this could be accomplished through the installation of effective fl ight deck bar-

riers and improved procedures for identifying airline personnel authorized to access the fl ight deck. 

The team specifi cally recommended that an appropriate barrier be approved within 30 days and its 

installation on all aircraft in the U.S. airline fl eet be completed within 90 days, through urgent regu-

latory action providing the airlines with a simple, expedited method for approval and installation. 

The team also recommended that the industry identify and address the risks of rapid decompression 

and exit and rescue associated with these barrier devices and take steps to ensure adequate venting 

of a closed and locked fl ight deck door in the event of a rapid depressurization without allowing an 

intruder potential access to the fl ight deck via the venting feature. It urged that ongoing committee 

work to establish and harmonize cockpit door design standards be completed within 60 days. It 

recommended that future fl ight deck barrier design standards meet specifi c requirements for rapid 

decompression, fl ight crew rescue and exit, and protection from intrusion caused by blunt force, 

ballistics, fragmentation, or other explosive effects. The team recommended that the fl ight deck 

barrier design standard should be required for new aircraft types and as many elements of the new 

design as practical be retrofi tted into the existing airline fl eet.

With regard to fl ight deck access, the team recommended that airlines and pilots’ unions develop 

procedures allowing gate and fl ight deck personnel to verify the credentials of noncompany pilots 

and fl ight engineers seeking to occupy the jumpseat in the cockpit, and that the FAA and the airline 

industry defi ne requirements for a universal access identifi cation system to validate, in real time, the 

identities of persons with legitimate access to aircraft and the fl ight deck. In addition to hardened 

fl ight deck barriers, the team recommended that industry evaluate the use of cameras and lighting 

outside the fl ight deck doors.

With regard to options for enhancing security within the airline cabin, the team enumerated 

several specifi c procedural actions for airlines and airline cabin crews to be immediately imple-

mented to improve in-fl ight security, including

Prohibiting passengers from loitering at the forward lavatory and galley areas• 

Leaving curtains and dividers open between cabin sections to allow for unobstructed • 

views

Strictly enforcing seatbelt signs• 

Reinforcing crew coordination to facilitate the reporting of suspicious activities to other • 

crewmembers

Suspending prefl ight beverage service to allow fl ight attendants to focus on passenger • 

boarding

Requiring the forward lavatory and the interphone to be operational before dispatching an • 

aircraft for fl ight

Positively identifying individuals seeking access to the fl ight deck, using peepholes, code • 

words, or other similar methods

Putting the jumpseat, in the cockpit, in the down position during fl ight if doing so inhibits • 

access to the fl ight deck

The team also recommended that the FAA provide additional guidance on conducting cabin 

searches with the assumption that airlines would continue to conduct prefl ight cabin searches, and 
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it urged these airlines to provide suffi cient time and training for those personnel with cabin search 

responsibilities. The team emphasized that cabin search duties should not be assigned to fl ight or 

cabin crew. The team concurred with the recommendation of the Airport Security Rapid Response 

Team to develop a new federal security agency, and specifi cally recommended that this new agency 

be given the responsibility for conducting searches of aircraft cabins.

The team also concluded that all airline fl ight and cabin crews should be provided with effective 

training emphasizing defensive capabilities to address newly identifi ed threats and that these changes 

to security training be incorporated into the annual curriculum for fl ight and cabin crew personnel. 

The team recommended that the airline industry, unions, and the FAA move swiftly to redesign 

security within 30 days, incorporate changes to the annual curriculum within 60 days, and provide 

security training to all crewmembers within six months thereafter. It also recommended that the 

FAA, in coordination with airlines and pilots, identify procedures to respond to attempted hijack-

ings that could be incorporated into pilot training, such as including depressurization and rapid 

descent as defensive maneuvers to control a hijacker. The team also recommended that the airline 

industry work with the FAA to evaluate factors related to the use of nonlethal weapons and tactics 

for in-fl ight security and make recommendations for personal protection within six months. The 

team recommended the implementation of defensive capabilities, such as stun guns or tasers, in 

accordance with the recommendations of this evaluation, within one year after receiving the recom-

mendations regarding how best to proceed. In the discussion of this recommendation, the following 

specifi c factors were presented:

The appropriate type(s) of nonlethal defensive capabilities and the relative effectiveness of • 

each

Domestic and international rules and laws governing the use of nonlethal protective • 

devices, and training and qualifying for all crewmembers in the use of such devices

Weapons control (in a sealed/locked compartment on board the aircraft) and strict account-• 

ability procedures

Standard operating procedures to maintain control of the situation after the device has • 

been used

Recurring maintenance and inspection of the devices• 

Preventing passenger access to these devices• 

The Air Line Pilots Association (ALPA), as part of the team, in addition to these recommenda-

tions regarding nonlethal weapons, urged the FAA to formally present its reasons for or against 

arming pilots with lethal fi rearms.

The team also concluded that airlines should work in cooperation with the FAA to establish a 

system for disseminating government security advisories to crewmembers in a timely manner. It 

recommended that the airline industry develop feasible alternatives for emergency warnings within 

30 days. The team also recommended the formation of a task force to identify methods for ensuring 

that the aircraft’s transponder—a device that sends a unique aircraft identifying code to air traffi c 

control radars—transmits continuously and cannot be shut off by terrorist hijackers, assuring a 

continuous transmission of a hijack signal, even if the fi ght deck-selected code or function is turned 

off. The 9/11 hijackers had disabled the airplanes’ transponders, thus making the task of tracking 

the aircraft and coordinating air defenses more diffi cult.

In summary, the Aircraft Security Rapid Response Team placed a heavy emphasis on the use of 

fl ight deck barriers and procedural modifi cations to better restrict access to the cockpit. The team 

called for studies on the use of nonlethal weapons, on-board security cameras, uninterruptable tran-

sponders, and ALPA, in particular, sought offi cial FAA guidance on the arming of airline pilots. 

Additionally, the team called for enhanced security training for fl ight crew and cabin crew and 

procedural changes to make it easier to detect and deter threatening behavior exhibited by passen-

gers. The team supported the recommendation for a new federal aviation security agency, housed 
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within the DOT, that it believed should assume responsibility for prefl ight security inspections 

of aircraft, as well as the screening functions recommended by the Airport Security Rapid 

Response Team.

The conclusions and recommendations of the two rapid response teams formed the foundation 

on which post-9/11 aviation security policy and strategy in the United States have been built. At the 

core of the rapid response team recommendations was the notion of creating an entirely new federal 

agency within the DOT that would be responsible for aviation security throughout the United States. 

This proposal paralleled ongoing congressional debate over options for strengthening aviation in the 

wake of the 9/11 attacks.

CONGRESSIONAL RESPONSE TO THE 9/11 ATTACKS

The most immediate question facing Congress following the 9/11 attacks was how to strengthen 

aviation security to prevent future suicide hijackings and restore public confi dence in the security of 

the aviation system. A fundamental issue for policymakers was identifying and correcting the fl aws 

in the aviation system that were exploited by the terrorists who carried out the 9/11 attacks. Although 

a complex set of preconditions contributed to the 9/11 attacks, Congress focused most heavily on the 

structure of divided responsibility for aviation security that existed under the system developed 

 during the Nixon Administration, 30 years earlier. Under this system, prior to and on the day of the 

9/11 attacks, airlines had the primary responsibility for screening airline passengers and their 

belongings for threat objects, while airports maintained responsibility for physical security of air-

port property and law enforcement support.

Under this scheme of airline responsibility for passenger screening, and because the commercial 

airport network is set up as a multipoint system where passengers can enter at any airport or airport 

terminal and can generally gain access to sterile areas beyond screening checkpoints at other air-

ports and other airlines, there was no particular incentive for any one airline to invest more heavily 

in security screening than another. In essence, there was a diffusion of responsibility where airlines 

were not compelled to improve security. Some economists refer to this in game theory terms as a 

Nash equilibrium—so named for John Nash, the Nobel Prize-winning mathematician who demon-

strated its generalized mathematical applicability—in which none of the airlines were compelled to 

adopt a strategy of investing in security because the potential payoff or benefi t that could be realized 

by adopting such a strategy could be largely negated by the inaction of another airline to similarly 

invest in security. This phenomenon is often referred to as contagion by economists.

In such a situation, where operational and economic conditions breed inaction or failure to adopt 

an investment strategy among participating entities, some external force or externality must usually 

be introduced to spur investment or action to achieve a particular objective, such as strengthening 

aviation security. Externalities in the context of aviation security may include things such as public 

outcry for improved security or declines in passenger traffi c because of broadly perceived inadequa-

cies in aviation security and negative public reaction to signifi cant security events; regulatory actions; 

or various forms of incentives for investing in security measures. Prior to the 9/11 attacks, the public 

generally gave little thought to airline security and the threat of terrorism, at least within the domestic 

U.S. market. In the international market, concerns still lingered regarding the threat of aircraft bomb-

ings, which was highlighted by the December 1988 bombing of Pan Am fl ight 103 and continued 

public concerns over aircraft bombings raised after the crash TWA fl ight 800 in July 1996 following 

an in-fl ight explosion later determined to have been the result of accidental causes. Hijackings, how-

ever, were largely regarded as a thing of the past, particularly among domestic fl ights in the United 

States. Thus, while there was some public pressure to enhance checked luggage screening for explo-

sives, particularly along international routes, there was no particular public concern over the threat of 

hijackings of domestic fl ights or the adequacy of screening of passengers for threat objects.

With regard to regulatory actions to strengthen passenger screening and airline security, the 

FAA was moving slowly in this area, despite congressional mandates to establish and implement 
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regulatory standards for screening companies. The FAA had only issued proposed rulemaking in 

the spring of 2001, fi ve years after the statutory requirement for establishing such standards and 

oversight of aviation screening companies was set forth.27 Therefore, prior to and on the day of the 

9/11 attacks, the FAA had no regulatory framework in place for directly regulating, overseeing, or 

inspecting the operations of aviation screening companies that were under contract to the airlines to 

staff airport screening checkpoints with screening personnel. Although the FAA was slowly deploy-

ing EDSs for targeted and random screening of checked baggage on international fl ights, it had no 

specifi c programs in place to provide incentives to the airlines for otherwise improving existing 

aviation security screening measures. Thus, prior to the 9/11 attacks, there really were no particular 

external forces that would have compelled airlines in any way to improve the aviation security 

screening functions that they had responsibility for.

EXPANDING THE FEDERAL ROLE IN AVIATION SECURITY OPERATIONS

Following the 9/11 attacks, policymakers were faced with considerable pressure to consider the 

federalization of aviation security functions, particularly passenger screening functions. While an 

expanded federal role in aviation security had been considered previously, in the early 1970s and in 

the mid-1990s, operational responsibility for aviation security had been left in the hands of the air-

lines and the airports within the United States.

The Federal Aviation Authorization Act of 1996 (P.L. 104-264) had required the FAA to study 

and assess whether and, if so, how to transfer certain responsibilities, such as passenger screening, 

from air carriers to either airport operators or the federal government or to provide for a shared-

responsibility model involving air carriers, airport operators, and the federal government. During 

the ensuing debate, proposals to either federalize security screening operations or make airport 

operators responsible for security screening were both evaluated but were ultimately dismissed for 

a variety of reasons.28

From the perspective of airport operators at the time, placing airports in charge of screening 

operations introduced logistic complexities and diffusion of responsibility among airports that they 

believed would erode security and increase the risk of terrorist infi ltration of the aviation system. In 

1996, Richard Marchi, Senior Vice President for technical and environmental affairs for the Airports 

Council International-North America (ACI-NA), speaking for his organization and the AAAE, the 

two primary trade organizations representing airports in the United States, summarized the air-

ports’ collective position on airport involvement in passenger screening at the time, stating that

By interposing another controlling entity—an airport or federal employee—into the midst of the 

check-in process continuity is lost, and the suspect person and/or their baggage would have the oppor-

tunity to evade security measures such as a positive passenger/baggage match º [Airline-managed 

screening] works because a single entity—in this case, the airline—is responsible for controlling all 

aspects of that passenger’s screening process. If airport or federal government employees were to 

become responsible for effective screening of suspect passengers and/or baggage, they would multiply 

the number of points in the system where there must be a hand-off of responsibility and, in turn, multiply 

the number of opportunities for a miscue.29

Ultimately, the FAA elected to retain the system of airline-controlled screening operations while 

proposing increased federal involvement in research and acquisition of screening technologies such 

as EDSs and regulatory oversight of screening companies. Both the airlines and the airports sup-

ported this evolutionary approach that maintained the status quo with regard to airline responsibil-

ity for conducting screening operations while increasing federal involvement in the deployment of 

screening technologies and oversight of screening operations. However, to critics, maintaining the 

status quo was viewed as an indication that the FAA was simply too cozy with the aviation industry 

that it was charged with regulating.

In 1999, there were 66 private screening companies providing airport screening at the nation’s 

commercial passenger airports.30 Many of these contracts were on a month-to-month basis. 
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Furthermore, at some larger airports, multiple contracts were in place at a single airport, with multiple 

screening companies providing screening at security checkpoints in different parts of the passenger 

terminal. In 2000, the FAA reported that the average hourly wage for airport screeners was $5.75, 

and not all screeners received additional benefi ts. The FAA further noted that average annual turn-

over rates for screeners exceeded 100% in many locations. Also, at that time, there were no uniform 

standards for the selection, training, performance, and certifi cation of private screening companies 

and their employees.31 Such standardization had been recommended by the White House Commission 

on Aviation Safety and Security, and a requirement to certify screening companies and develop 

uniform performance standards was included in the Federal Aviation Authorization Act of 1996 

(P.L. 104-848). However, the FAA was still working through the regulatory process to develop these 

standards when the 9/11 attacks occurred. Following the attacks, the policy debate largely charac-

terized FAA efforts in this area as a failure, and policymakers immediately shifted their focus 

toward examining options for federalizing airline passenger screening operations.

POST-9/11 DEBATE OVER FEDERALIZING PASSENGER SCREENING

Following the 9/11 attacks, those who advocated for federalizing aviation security functions, 

particularly passenger airline screening, predicated their position on two underlying arguments. 

First, they argued that the interconnected nature of the aviation system results in all airports and all 

system users benefi ting from the security measures implemented at any particular airport. In the 

view of those advocating for a federalized screening force, this provided a compelling rationale for 

establishing a single entity responsible for security across the entire national aviation system. 

Second, in the aftermath of the 9/11 attacks, the potential positive benefi ts of effective aviation 

security for protecting the nation as a whole from future terrorist attacks became the focal issue for 

citizens, who collectively expressed a strong social demand for steps to be taken to improve aviation 

security. This provided an argument that aviation security could be viewed as a public good that all 

persons living in the United States could derive a benefi t from, much like the security benefi t derived 

from a strong national defense provided by the United States’ armed forces.

Critics, however, voiced concerns that greatly expanding the federal role in aviation security 

could create a vast and ineffective bureaucracy that, in the end, would provide little or no improve-

ment, but would cost signifi cantly more.32 While these concerns lingered in the minds of some, the 

post-9/11 debate centered on the need for strong and effective standards and practices for aviation 

security across the entire aviation system and the role of the federal government in either directly 

providing for that security or ensuring that it would meet or exceed a high standard for preventing, 

deterring, and detecting hijackings, bombings, and other potential threats to the aviation system.

It was argued that, without stringent regulatory requirements or other compelling external pres-

sures, both airlines and airports would likely skimp on aviation security if given the responsibility 

to carry out operational security functions. For air carriers, this argument was based largely on the 

perceived inadequacies of airline-managed security screening before and at the time of the 9/11 

attacks, and by examination of effective security practices in other countries around the world, 

almost all of which had put responsibility for aviation security either in the hands of the airport 

operators or the government, instead of the airlines.33

However, these arguments rested largely on a comparison of a proposed federalized system of 

aviation security to the way things were, rather than to the way aviation security could potentially 

be implemented in a more effective manner by airlines or airports under a more robust regulatory 

regime. These arguments did not fully explore the possibility that, with tighter regulatory control 

and oversight by the FAA, airline- or airport-managed aviation security screening functions could 

be effectively implemented. Problems with second party screening companies and their employ-

ment and management practices were a more central issue in the public policy debate and media 

 coverage following the terrorist attacks of September 11, 2001, than the inadequacies of the FAA in 

establishing a more robust regulatory structure for aviation security and implementing better oversight 
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and regulatory enforcement. The FAA had faced such criticisms with regard to safety following the 

crash of the ValuJet DC-9 in 1996. However, through various reforms to create a better regulatory 

and oversight system for aviation safety, the FAA has established a much more effective system of 

safety oversight that has resulted in a signifi cant improvement in safety-related metrics over the past 

15 years, despite some recent criticisms of that oversight system. We can, however, only speculate 

whether a similarly effective regime for regulating airline- or airport-operated security screening 

functions could have been equally effective as the system of federalized screening that was ulti-

mately adopted in response to the 9/11 attacks. In any case, following the 9/11 attacks, airlines 

clearly viewed security operations as a signifi cant liability, and they no longer wanted any specifi c 

responsibility for passenger screening functions.

With regard to airport operators taking over the aviation security screening function, some 

argued that airports, like airlines, would be likely to skimp on fully implementing effective security 

measures, largely because additional security measures at one airport would be seen as having lim-

ited benefi t across the entire aviation system unless all airports adopted these measures uniformly. 

This viewpoint largely maintains that the airports, functioning largely in an autonomous fashion in 

setting up their aviation security screening programs, would all arrive at the lowest common denom-

inator based on the supposition that the incremental costs of implementing additional security mea-

sures would be undermined by the fact that other airports had not taken similar steps. This view, 

however, ignores three important considerations. First, in the intense scrutiny of aviation security 

practices following the 9/11 attacks, airports would have been under considerable pressure from the 

public, the media, and policymakers to implement the best available practices and technologies for 

aviation security screening. Second, it fails to recognize the opportunity for the federal government 

to establish a robust and effective system-wide regulatory structure and regulatory oversight of 

airport-operated aviation security screening to ensure high levels of performance at all airports 

within the system, as has been done in several European countries.34 Third, these arguments fail to 

fully consider that airports and airport authorities, unlike airlines, are typically run as not-for-profi t, 

quasi-governmental entities without the competitive pressures faced by the airlines to keep operat-

ing costs to a minimum. Also, unlike the airlines, airports would likely have easier access to federal 

grants and bond revenue sources for raising the capital needed to improve security infrastructure 

and support airport-run security operations. Nonetheless, a conversion to airport-controlled secu-

rity screening would likely have raised the hackles of the airlines, since they would have had to 

relinquish their control over these operations and would likely have faced increased costs passed on 

by airports in the form of PFCs, increased landing fees, or other facility charges to pay for addi-

tional airport-managed security measures.

Following the 9/11 attacks, the media focused intensely on airline passenger screening opera-

tions, exposing signifi cant weaknesses in the hiring, retention, training, and performance of screen-

ers working for third party security companies contracted by the airlines to operate airport screening 

checkpoints. Faced with the growing public concern over loss of public confi dence in the airline-run 

passenger screening system, Congress moved swiftly to bring legislation to the fl oor that would 

require the federal government to takeover responsibility for the aviation security screening func-

tions across the entire aviation system within the United States. Although policymakers and those 

in the airline industry largely agreed that the federal government should have responsibility for avia-

tion screening, two issues remained. The issues were (1) what should the extent of the federal role 

in security screening operations be? and (2) which federal agency should have responsibility for 

screening functions?

In Congress, debate over the establishment of what would become the TSA focused heavily on 

the extent of federal involvement in screening operations and whether responsibility for aviation 

security should put in the hands of the DOT, which had more extensive knowledge of the aviation 

industry, or be placed with a law enforcement agency that may be more capable of integrating secu-

rity with existing law enforcement functions. Whereas legislation considered in the House of 

Representatives, the Secure Transportation for America Act of 2001 (H.R. 3150, S. 1447 Engrossed 
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Amendment as Agreed to by the House, 107th Congress), proposed the creation of the TSA, to be 

housed within the DOT, it would have only required those supervising screening operations to be 

federal employees. In contrast, the Aviation Security Act (see S. 1447, 107th Congress), as passed 

by the Senate, sought to establish a federal screening workforce housed within the Department of 

Justice (DOJ). Provisions in the conference substitute that became the cornerstone of the Aviation 

and Transportation Security Act (ATSA; P.L. 107-71) created the TSA within the DOT and estab-

lished the requirement for the TSA to assume existing screening contracts and convert to a security 

screening workforce composed entirely of federal workers, not just federal supervisors, within 

one year.

AVIATION AND TRANSPORTATION SECURITY ACT (ATSA, P.L. 107-71)

Following the 9/11 attacks, Congress moved swiftly to enact legislation to improve aviation security, 

and more broadly, security in all modes of transportation. As noted above, the focus of legislative 

debate centered on whether the security screening workforce at airports should be federalized. 

Although there was widespread agreement that the federal government should take on a more sig-

nifi cant and direct role over security screening for passenger airline operations, there was consider-

able debate regarding whether the screeners themselves should be federal employees or whether 

they should be employed by contract fi rms under the direct control and supervision of federal secu-

rity managers and coordinators. A related issue centered on what law enforcement powers would be 

given to any federal aviation security forces deployed to airports across the nation.

Just over two months after the 9/11 attacks, Congress passed the ATSA legislation that was 

signed into law by President Bush on November 19, 2001. Designed to correct weaknesses in avia-

tion security exploited by the 9/11 hijackers as well as other potential vulnerabilities in transporta-

tion systems, ATSA established the TSA as a new organization within the DOT responsible for 

security matters across all modes of transportation. Highlights of ATSA included

Establishing a federal security screener workforce under the TSA at airports• 

Requiring explosive detection screening of all checked bags• 

Deploying air marshals on all high-risk fl ights• 

Hardening cockpit doors• 

Requiring background checks for foreign fl ight students seeking advanced pilot training in • 

large aircraft.

To pay, at least in part, for these new initiatives ATSA created two fee mechanisms to offset the 

costs of federal aviation security. The fi rst of these, familiar to airline travelers, the passenger secu-

rity fee was set at $2.50 per fl ight segment, with a cap of $5.00 per one-way trip. The second of these 

fee mechanisms, called the Aviation Security Infrastructure Fee (ASIF), is collected directly from 

the airlines. It is based on the infl ation-adjusted amount airlines collectively paid for passenger 

screening in 2000, when they had responsibility for these functions. The TSA determines the 

 proportional amount each airline is required to pay in ASIF fees based on its proportion of total 

passenger enplanements. The amounts collected from these two fee sources from 2002 to 2007 are 

shown in Figure 2.1. While collections in FY2007 totaled more than $2.5 billion from these two 

sources, these revenues cover less than 50% of the total amount spent by the TSA on aviation secu-

rity and Federal Air Marshals. Various efforts by the Bush Administration and some in Congress to 

increase these fees have failed to garner widespread support in Congress. As a consequence, more 

than half of the total federal spending on aviation security each year is paid for out of the Treasury 

General Fund, which is supported by other revenue sources such as personal income taxes and cor-

porate taxes. As previously mentioned, the notion that everyone in the United States has benefi ted 

in some way from strengthened aviation security, and it, therefore, provides a public benefi t that 

should be funded, at least in part, by all, has been a central issue implicit in much of the post-9/11 
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public policy debate. However, the debate over an appropriate balance between the contributions 

from the General Fund and aviation-related security fee collections remains as a signifi cant and 

complex issue. On the one hand, the amounts provided from the General Fund has come under 

scrutiny on account of increased defi cit spending by the federal government. On the other hand, 

options to increase security fee revenues have met with resistance largely over concerns regarding 

the potential impact to the troubled airline industry, which has had to weather the post-9/11 down-

town in passenger activity followed by rapidly escalating fuel prices. Many have argued that the 

airlines simply cannot afford increased security fees imposed on them directly or increases in secu-

rity fees imposed on passengers that could make it more diffi cult for airlines to raise fares to cover 

fuel cost increases.

ATSA gave the newly created TSA broad authority to assess threats to security in all transporta-

tion modes, primarily focusing on aviation, and to implement appropriate security measures. In this 

regard, ATSA was seen as a comprehensive legislative vehicle for addressing transportation security 

with a specifi c emphasis on aviation security. ATSA established a Transportation Security Oversight 

Board, comprised of senior government offi cials responsible for transportation, law enforcement, 

national defense, and intelligence policy to oversee TSA’s implementation of security regulations, 

review aviation security policies and plans, and facilitate the coordination and sharing of intelli-

gence information with those responsible for aviation security. The Board was also charged with the 

task of exploring the technical feasibility of developing a common database of individuals who may 

pose a threat to transportation or national security.

In addition to establishing a federal screening workforce under the auspices of the TSA, ATSA 

required more stringent hiring qualifi cations and training requirements for aviation security screen-

ers. While the Act made the screening workforce part of the federal government, it gave the TSA 

extensive fl exibility in creating a personnel system and setting wage rates and benefi ts for screeners. 

While screeners were not given all of the benefi ts provided for other federal workers, the wages and 

benefi ts, including health and retirement benefi ts and paid leave, were a marked improvement over 

the low hourly wages that contract aviation security screeners were paid, often without additional 

benefi ts, under the airline passenger screening system in place prior to ATSA.

While ATSA federalized the screening workforce, it also included two provisions allowing air-

ports to be staffed with private screeners. First, under a pilot program, fi ve airports, one from each 
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FIGURE 2.1  Revenues from passenger security fees and the ASIFs collected from airlines (FY2002–

FY2007). (Data obtained from Transportation Security Administration, TSA Historical Fee Collection Data.)
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of the fi ve designated airport risk categories (Category X, I, II, III, and IV), were selected to adopt 

a system using private screening companies closely supervised by the TSA. The pilot program was 

to run for a period of three years. Second, under an opt-out program, two years after the conversion 

to a federal screening workforce was completed, airport operators could, on an airport-by-airport 

basis, request conversion to TSA-approved private screening directly overseen by and under con-

tract to the TSA. While all of the airports that participated in the pilot program elected to retain 

their private screeners, the option to privatize the screening workforce has not been popular with 

airports that were staffed with TSA screeners, and only a few smaller-sized airports have pursued 

this option.

Under both the private screening pilot program and the opt-out program, the pay and benefi ts 

provided to private screeners was required to be substantially the same as that provided to TSA 

screeners. Also, refl ecting one of the recommendations of the Airport Security Rapid Response 

Team, ATSA gave the TSA the authority to establish a voluntary trusted traveler program to “expe-

dite the security screening of passengers who participate in such programs, thereby allowing secu-

rity screening personnel to focus on those passengers who should be subject to more extensive 

screening.”35

With respect to the screening of checked baggage, ATSA established an ambitious deadline, 

requiring that all checked baggage be screened using EDSs or other acceptable electronic screening 

methods by December 31, 2002, roughly 13 months after enactment. The deadline was eventually 

extended by the Homeland Security Act of 2002 (P.L. 107-296) for an additional year when it 

became apparent that the TSA would be unable to acquire and deploy enough EDS systems to meet 

this deadline.

ATSA’s related provisions regarding air cargo screening and security have been the subject of 

considerable concern and debate over the interpretation of the legislative language. With respect to 

commercial airline operations, ATSA directed the TSA to assume responsibility for the screening 

of cargo and mail, along with passenger baggage. It stated that the screening of such items shall be 

carried out by TSA federal screeners, but it granted a specifi c exception to cargo items screened 

under known shipper programs. These known shipper programs—established in the late 1990s 

based on recommendations of an industry working group convened by the FAA to examine options 

for improving air cargo security—relied on databases maintained by airlines and freight forwarders 

listing established shipping customers whose supply chain security practices had been determined 

to meet acceptable criteria. In interpreting this aspect of the legislation, the TSA established proce-

dures in which only cargo received from known shippers could be placed on passenger aircraft. This 

practice was frequently decried by critics who regarded the lack of routine physical screening of 

cargo placed on passenger aircraft as a gaping hole in passenger airline security. Under this inter-

pretation, responsibility for securing and inspecting cargo shipments placed on passenger airliners 

was left in the hands of the airlines and freight forwarding companies, and cargo shipped on 

 passenger aircraft was largely exempted from routine physical inspection. Security for all-cargo 

operations was also left largely in the hands of the airlines and freight forwarding companies. 

ATSA, however, called for the implementation of a system to screen, inspect, or otherwise ensure 

the security of shipments transported in all-cargo as soon as practicable. Citing the impracticality 

of screening all mail placed on passenger aircraft, the TSA kept in place the FAA’s post-9/11 prohi-

bition on carrying U.S. mail items weighing more than one pound on passenger airplanes as an 

operational means to provide for the screening of mail required under ATSA.

The Federal Air Marshal Service (FAMS) was greatly expanded under ATSA and organization-

ally placed in the new TSA. The TSA was given broad powers to deploy appropriately trained and 

equipped federal air marshals on all scheduled passenger fl ights. Under the requirements of ATSA, 

FAMS must be deployed on every “high-risk” fl ight, which may include nonstop, long-distance 

fl ights, such as those targeted on September 11, 2001, even if the fl ight is fully booked. Specifi c 

determination of which fl ights are regarded as high risk was left up to the TSA Administrator. 

FAMS coverage of airline fl ights, as well as the specifi c number of FAMS and details of their 
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 operations, is a closely guarded secret. What is known is that there are thousands of air marshals 

who work in teams to cover both domestic and international fl ights. This is in stark contrast to the 

33 air marshals who were employed by the FAA on September 11, 2001.36 However, in terms of the 

size of this force relative to the number of daily passenger airline fl ights, FAMS coverage today is 

probably less than what it was in the early 1970s when the air marshals served as a single line of 

defense against hijackers. It should be recognized, though, that today, FAMS are one element of a 

multilayered strategy that includes passenger name checks against lists of known and suspected ter-

rorists, physical screening of all passengers and baggage, hardened cockpit doors, and so on.

While ATSA established the TSA and gave it full responsibility for assuming the operational 

functions to carry out passenger screening and deploy federal air marshals, most other commercial 

aviation security responsibilities remained in the hands of the airlines and airport operators. ATSA 

created the positions of federal security managers within the TSA, now known as federal security 

directors or FSDs, assigned to commercial passenger airports to coordinate day-to-day security 

functions between the TSA, the airports, and the airlines. ATSA called for various actions to 

improve access controls to secured areas of airports, and it directed the airlines to implement 

expanded fl ight and cabin crew security training. ATSA also required airlines to enhance their fl ight 

crew and cabin crew security training. Although the Act did not outright authorize the controversial 

proposal to arm airline pilots to protect aircraft against attempted hijackings, it did order a DOJ 

study on the potential application of less-than-lethal weapons, like tasers, for in-fl ight security. 

Pending the results of this study, ATSA authorized the arming of fl ight crews with less-than-lethal 

weapons. The Act left the more controversial proposal for arming of pilots with lethal fi rearms up 

to the decision of the TSA and the individual airlines, allowing pilots to be armed only if the TSA 

approved and administered the training, and only if the air carrier employing the pilot agreed. 

However, at the time, the Bush Administration did not support the concept, and airlines largely 

opposed it out of concerns over liability.

HOMELAND SECURITY ACT OF 2002 (P.L. 107-296)

While the Bush Administration remained skeptical of the proposal to arm pilots, many in Congress 

backed the concept, spurred, in part, by widely held perceptions that missteps in standing up the 

TSA and implementing the requirements of ATSA had left commercial airliners still considerably 

vulnerable to another terrorist attack. Amid continuing debate in Congress over the implementation 

of ATSA and consideration of additional options to strengthen aviation security, there was broad 

bipartisan support of a measure to allow trained pilots to carry fi rearms to defend the fl ight deck 

against potential hijackers. Initially, a provision to set up a two-year test program that would limit 

participation to 2% of eligible airline pilots was proposed. However, this measure was later amended 

to allow all passenger airline pilots to participate in a permanent program to train and arm pilots. 

This provision was ultimately incorporated into the Homeland Security Act of 2002 (P.L. 107-296) 

in provisions referred to as the Arming Pilots Against Terrorism Act. This Act established the 

Federal Flight Deck Offi cer (FFDO) program for training, deputizing, and arming passenger airline 

pilots. The Act also redefi ned the requirements for airline crew security training based on com-

plaints that the programs developed by the airlines to meet the training requirements mandated by 

ATSA were minimal and did not provide adequate information or development of security-related 

skills that would help thwart a real-world hijacking attempt.

The Homeland Security Act of 2002 (P.L. 107-296) is, however, more widely recognized for 

mandating the largest reorganization of government agencies and functions since World War II by 

creating the DHS. Under ATSA (P.L. 107-71), the TSA had been placed in the DOT, although there 

was considerable debate over whether it should be more appropriately aligned with law enforcement 

functions, such as under the auspices of the DOJ, where it would be more closely tied to the investi-

gative, law enforcement, domestic intelligence, and infrastructure protection and domestic pre-

paredness functions of the FBI. The fact of the matter was that, across the entire federal government, 
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law enforcement functions and other functions related to homeland security were broadly divided 

across the various cabinet-level departments. The U.S. Customs Service, which had a signifi cant 

role in international aviation operations and air and marine interdiction along the U.S. borders, was 

housed in the Department of the Treasury. However, Immigration and Naturalization Services, 

which often had a closely coordinated role in vetting international airline passengers, fell under the 

DOJ. Like the TSA, the U.S. Coast Guard, which often took on a role similar to the U.S. Customs 

Service air and marine interdiction operations, was housed in the DOT. Other functions related to 

homeland security were similarly spread across the federal government in arrangements that often 

had more historical and political meaning than functional signifi cance.

The question of where to best house the newly created TSA was a matter of considerable debate 

during the development of legislation to create the DHS. While the Bush Administration sought to 

bring the TSA into the proposed DHS, alternative legislative proposals had a more narrow view of 

the role of DHS, limiting its role to border security, emergency preparedness, and response func-

tions, leaving the TSA within the DOT.37 The arguments for keeping the TSA within the DOT were 

largely predicated on the belief that this would allow for better integration with the DOT’s aviation 

policy offi ce and the FAA, which had primary responsibility for the regulation of airlines and air-

ports. Critics of this view, however, argued that, in the post-9/11 context, more stringent steps were 

needed to effectively implement aviation security, and more closely aligning aviation security func-

tions with law enforcement and border protection functions would enhance these efforts. This view 

ultimately won out.

However, another issue emerged: whether to keep the TSA intact as a distinct entity or merge 

some or all of its functions with other components of the newly created DHS. At the time, consider-

able concerns had been raised over whether the structure and management of the newly created TSA 

was capable of executing the tasks mandated under ATSA. Several policymakers therefore contem-

plated whether it would be better to start anew and viewed the creation of the DHS as a possible 

opportunity to assimilate the TSA functions into another more capable entity. Apparently, much of 

this was spurred by widespread disagreements that quickly emerged between the man chosen to 

head the TSA, former Secret Service Director John Magaw, and both senior White House offi cials 

and key Members of Congress over how the TSA should be run. There was considerable concern 

expressed by Secretary Mineta and several Members of Congress that Magaw’s law enforcement 

style approach to aviation security was alienating the airlines and their customers, the fl ying public 

whose confi dence the DOT and the airlines were trying desperately to restore.38 Magaw saw things 

differently and believed that the tactics used by his former agency, the Secret Service, to protect the 

President and the White House could be adopted to protect passengers and airliners from future 

terrorist attacks, and he viewed the mandates contained in ATSA as clear indications that Congress 

intended for this kind of approach.

In Congress, however, there was growing concern that moving the TSA into the proposed DHS 

and potentially integrating it into a law enforcement agency, like the Customs Service for example, 

could compound the perceived problems encountered during the TSA’s fi rst year under Magaw’s 

leadership. As the situation played out, Magaw was asked to resign immediately following the July 

4, 2002 shooting at LAX by a lone gunman, the fi rst incident of aviation terrorism occurring within 

the United States following the 9/11 attacks, which drew criticism and debate over the TSA’s ability 

and responsibility to protect airports and respond to such attacks. Magaw was replaced by former 

Coast Guard Commandant Admiral James Loy, who remained at the helm of the TSA through the 

completion of its task of hiring and training the new federal screening workforce nationwide, an 

effort that was in high gear by the summer of 2002, as well as the deployment of explosives detec-

tion equipment for screening 100% of checked baggage at all airports nationwide.

Congress was put somewhat more at ease by Loy’s style and approach and agreed to adopt the 

Administration proposal to place the TSA within the DHS. However, the Homeland Security Act 

provided specifi c protections to keep the TSA intact for at least two years, rather than dismantle it 

and start a new, a move that could have potentially integrated the TSA with another component of 

AU7029_C002.indd   63AU7029_C002.indd   63 8/12/2009   7:56:37 AM8/12/2009   7:56:37 AM



64 Airport and Aviation Security: U.S. Policy and Strategy in the Age of Global Terrorism

the DHS that may not have been as sensitive to the concerns of the airports and the airlines, nor 

particularly familiar with the operational constraints and considerations of the commercial airline 

environment. By November 2002, the fl edgling TSA had grown in size to almost 60,000 employees, 

including about 53,000 federal screeners deployed at airports nationwide, thus meeting the statutory 

mandate in ATSA to stand up the federal screening workforce within one year. The large workforce 

of frontline screening personnel made TSA the largest entity within the DHS. While the TSA met 

the one-year deadline for deploying the federal screener workforce nationwide, the Homeland 

Security Act gave the TSA a one-year extension on the deadline to screen all checked baggage using 

explosives detection equipment, recognizing that there simply was not enough time to produce and 

deploy enough systems to meet the original December 31, 2002 deadline.

By December 31, 2003, the TSA had for the most part, met the deadline for EDS screening at all 

but a few large airports. At a few large airports, the TSA continued to rely on alternative methods, 

like hand searches and passenger bag matching procedures, but by the late spring of 2004, almost 

all checked bags were routinely passing through EDS machines. However, to meet this statutory 

requirement, bulky EDS machines were haphazardly placed wherever space could be found in air-

ports, often in the middle of passenger terminals. The result was far from optimal and the placement 

of EDS equipment was ineffi cient and often unsightly. The long-term solution was to integrate the 

EDS machines with airport baggage handling conveyer systems, particularly at larger airports in an 

approach known as in-line EDS. However, Congress received testimony that the price tag for com-

peting in-line EDS solutions at all airports across the United States would be in the range of $3 

billion to $5 billion.39 Airports began raising concerns that spending for modifi cations to accom-

modate EDS equipment as well as other security projects would take priority over, and take money 

away from, needed capacity expansion projects. Therefore, coming up with a mechanism for fund-

ing these efforts became a priority for Congress.

VISION 100: THE CENTURY OF AVIATION 
REAUTHORIZATION ACT (P.L. 108-176)

The solution that Congress came up with for funding in-line EDS projects at airports was the 

Aviation Security Capital Fund (ASCF). This fund was created under a provision in the 2003 FAA 

Reauthorization Act, called Vision 100—the Century of Aviation Reauthorization Act of 2003 (P.L. 

108-176), a title recognizing the 100th anniversary of powered fl ight and the Wright brothers fi rst 

fl ight at Kitty Hawk, North Carolina on December 17, 1903. The Act authorized up to $500 million 

per year through FY2007 to be appropriated to this fund and required that the fi rst $250 million in 

aviation security fee collections, established under ATSA, be deposited in this fund each year 

through FY2007. Authorization for the fund was later extended through 2028 by the Implementing 

Recommendations of the 9/11 Commission Act of 2007 (P.L. 110-53). Vision 100 gave the TSA the 

authority to issue grants to airports for projects to integrate baggage EDSs with baggage conveyer 

systems; reconfi gure terminal baggage areas as needed to install EDSs; deploy EDSs behind the 

ticket counter, in baggage sorting areas, or in line with baggage handling systems; and for other 

aviation security-related capital improvement projects. Vision 100 set the federal share of costs for 

such projects at 90% for large and medium hub airports, and at 95% for all other airports, and set 

guidelines for the allocation of ASCF monies for these projects. However, in contrast to authoriza-

tion language in Vision 100, appropriations language from FY2005 to FY2007 limited the federal 

share of these project costs to 75% for medium and large hub airports and 90% for other airports.

Establishing the ASCF as a funding stream for airport security-related projects, Vision 100 

repealed the existing authority to use AIP grants or PFCs collected by airports to fund airport secu-

rity projects. There had been growing concerns that security spending would take AIP grant money 

away from needed projects to expand airport capacity and address airline delays and congestion. 

The ASCF was seen as a separate, dedicated stream of funding for airport security enhancements, 

particularly modifi cations to baggage handling systems to accommodate and streamline checked 
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baggage screening systems and operations. However, recognizing that the ASCF could not provide 

for suffi cient funding in the near term to fund all airport projects to accommodate and integrate the 

EDS equipment, Vision 100 formally endorsed the use of letters of intent (LOIs), which are essen-

tially promises to reimburse airports in part for costs incurred for in-line EDS construction projects 

according to a prioritization lists as future year funding becomes available. The LOIs were viewed 

as a means to encourage near-term airport investment in in-line EDS integration with reimburse-

ment from the TSA to follow.

Another growing concern within Congress was the size of the TSA workforce. Faced with intense 

pressure to meet the deadline to stand up the federal screening workforce and considerable uncer-

tainty about increased staffi ng needs, particularly for baggage screening operations, and screener 

schedules, the TSA over-hired. Also, because the TSA’s staffi ng allocations across airports had not 

been optimized, some airports were signifi cantly overstaffed while others, particularly large air-

ports in major metropolitan areas, had staffi ng shortages that contributed to long delays at security 

checkpoints during peak travel periods. Congress pressed the TSA to develop a more optimal staff-

ing allocation among the airports and placed a cap of 45,000 on the total number of full-time-

equivalent (FTE) screener positions. The cap actually became a sore point between congressional 

authorizing committees and appropriators. In the view of the authorizing committees, the cap was 

seen as an artifi cial constraint that limited the TSA’s ability to determine appropriate staffi ng levels. 

Appropriators, however, viewed the cap as a necessary measure for maintaining an effi cient work-

force and concentrating on improved procedures and technologies that would further improve upon 

the effi ciency of screening operations. Although Vision 100 included a provision lifting the cap, it 

was soon put back in place in subsequent appropriations legislation.

Vision 100 authorized fl ight crewmembers of all-cargo airlines to voluntarily participate in the 

FFDO program implemented to train and deputize armed pilots to guard aircraft cockpits against 

hostile attacks. The FFDO program was initially limited to pilots working for passenger airlines, 

but cargo pilots had pointed out that large cargo airplanes could be an attractive target for suicide 

hijackers and that security for all-cargo aircraft was not as elaborate as the security in place for pas-

senger airliners. Vision 100 also expanded the FFDO program to include other fl ight crewmembers, 

such as fl ight engineers, in addition to pilots. In addition, Vision 100 expanded the security training 

of airline fl ight and cabin crewmembers by including a TSA-administered advanced self-defense 

training program that fl ight and cabin crew could voluntarily attend. Under these provisions, the 

airlines remained responsible for providing mandatory basic security training, while the TSA was 

required to develop and provide a voluntary advanced self-defense training course for airline 

crewmembers.

Amid growing concerns over the privacy implications of various homeland security initiatives to 

detect known and suspected terrorists, and particular concerns over the use of airline passenger 

data, Vision 100 required the Government Accountability Offi ce (GAO) to review the proposed 

Computer-Assisted Passenger Prescreening System II (CAPPS II) passenger prescreening system 

and prevented the TSA from fully implementing this program until the TSA certifi ed that a variety 

of issues pertaining to civil liberties, privacy, data protection, system security, system performance, 

and system oversight had been adequately addressed. The TSA has since scrapped the CAPPS II 

program and is developing an alterative prescreening system called Secure Flight. However, through 

various other acts of legislation, these same requirements, as well as additional requirements restrict-

ing the use of commercial data collected on individuals, such as databases used by the consumer 

credit industry, have been placed on whatever passenger prescreening system the TSA ultimately 

deploys.

Vision 100 also modifi ed the background check requirements for foreign pilots seeking fl ight 

training in the United States. The Act transferred the duties of conducting these background checks 

from the DOJ to the TSA. The provisions require fl ight schools or instructors to provide notifi cation 

and identifi cation information for individuals seeking training in smaller aircraft, weighing less 

than 12,500 pounds, and require background checks be completed before training can be initiated 
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in larger aircraft. The legislation also authorized fee collections to offset the costs of conducting 

these background checks. It also established a specifi c redress process for pilots, mechanics, or 

other licensed aviation professionals whose certifi cation is denied, suspended, or revoked on the 

grounds that they pose a risk to aviation security. It also required the implementation of security 

programs for air charter operations involving aircraft weighing more than 12,500 pounds and the 

promulgation of regulations to ensure the security of foreign and domestic aircraft repair stations. 

Further, the Act required the TSA, in coordination with the FAA, to complete a security review and 

audit of foreign repair stations that work on air carrier aircraft and aircraft components. It also 

required the FAA to provide a justifi cation to Congress for establishing an Air Defense Identifi cation 

Zone (ADIZ) around a city where pilots are required to use special communications and operating 

procedures to enable air traffi c controllers to identify potential security threats. While the congres-

sional authorizing committees were more sympathetic to the concerns of GA pilots and imple-

mented this measure in response to these concerns, appropriations legislation had taken action to 

place additional fl ight restrictions over Disney theme parks and over venues for major sports events, 

drawing the ire of GA groups who noted that these specifi c measures provided no real security but 

created considerable hassles for pilots.

By the end of 2003, an extensive statutory framework had been established through ATSA, the 

Homeland Security Act of 2002, and Vision 100. While the TSA had made considerable strides to 

address the statutory mandates of these laws, efforts were heavily focused on passenger and bag-

gage screening. Concerns remained over other aspects of aviation security, including airport access 

controls, air cargo security, and the security of GA operations. Even with regard to screening opera-

tions, which were a major focus of the TSA in the two years following the 9/11 attacks, considerable 

concerns remained over the challenges in screening passengers and carry-on items for explosives 

and the need to better optimize explosives screening operations for checked baggage. Moreover, the 

United States had not yet devised a comprehensive strategy for addressing these numerous chal-

lenges. These continuing challenges and the need for a central strategy for addressing them repre-

sent a major focus of the bipartisan 9/11 Commission’s fi ndings and recommendations regarding 

aviation security, which are discussed in Chapter 3.
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3 Policy Refi nement in 
Response to the Evolving 
Terrorist Threat

In the spring and early summer of 2004, nearly three years after the 9/11 attacks, many policy-

makers seemed to be growing increasingly frustrated with what they perceived as the slow pace at 

which aviation security improvements mandated in legislation were being implemented. There was 

also growing concern among some lawmakers that the TSA lacked a clear direction and strategy for 

fulfi lling its duties to identify and implement transportation security needs. Various threats, inci-

dents, and gaffes related to screening operations concerned some that signifi cant vulnerabilities 

may still exist in the aviation security system, which was proving costly to operate. Policymakers in 

Washington wanted to see demonstrable improvements from the TSA. They also eagerly awaited 

the release of the 9/11 Commission’s fi ndings and its recommendations for improving aviation secu-

rity with the hopes of turning these recommendations into actionable items that could be drafted 

into legislation for Congress to consider.

THE 9/11 COMMISSION AND ITS IMPACT ON AVIATION SECURITY POLICY

Congress had established the independent 9/11 Commission and charged it with the tasks of exam-

ining the facts and circumstances of the 9/11 attacks and making recommendations to strengthen 

aviation security and counterterrorism efforts to prevent future terrorist attacks. In November 2002, 

shortly after passing the Homeland Security Act of 2002 (P.L. 107-296), Congress included lan-

guage in the FY2003 Intelligence Authorization Act (P.L. 107-306) that established the National 

Commission on Terrorists Attacks Upon the United States (commonly known as the 9/11 

Commission). The bipartisan 9/11 Commission, led by former New Jersey Governor Tom Kean and 

former Indiana Congressman Lee Hamilton, was charged with the responsibilities of examining and 

reporting on the facts and causes of the September 11, 2001, terrorist attacks and presenting its fi nd-

ings, conclusions, and recommendations for corrective measures to prevent future acts of terrorism 

to the President and the Congress.

The 9/11 Commission concluded its investigation and released its fi nal report on July 22, 2004.1 

Its fi nal report was widely disseminated and was generally held in high regard by the public and 

Members of Congress. While some have questioned whether the 9/11 Commission fully and dili-

gently carried out the objectives of its charter, the most widely held criticisms have centered on 

whether the 9/11 Commission was given suffi cient time to conduct an in-depth investigation and 

fully consider the fi ndings and recommendations offered by its staff, and whether the Commission 

was unencumbered by political pressures.2 Despite some criticism, the work of the 9/11 Commission 

has served a signifi cant role as a basis or justifi cation for subsequent aviation policy decisions. 

Although the formal 9/11 Commission completed its work upon release of its fi nal report in July 

2004, some members of the Commission and Commission staff established the 9/11 Public Discourse 

Project, a privately funded initiative to continue the work of the Commission, largely by focusing on 

public education and dissemination of key elements of the Commission’s investigation. The 9/11 
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Public Discourse Project provided an unoffi cial forum for the 9/11 Commission members to voice 

their observations and views on homeland security matters, including the federal response to the 

Commission’s recommendations. This project concluded in December 2005, although some 

 members of the Commission have remained active in advocating for reforms to further enhance 

homeland security and intelligence functions.

Upon release of the 9/11 Commission’s fi nal report in July 2004, Congress took an immediate 

interest in examining the report, holding hearings regarding the Commission’s fi ndings, and crafting 

actionable recommendations made by the Commission into legislative proposals. While Congress 

had already addressed aviation security issues, mostly through The Aviation and Transportation 

Security Act (ATSA; P.L. 107-71) and Vision 100 (The Century of Aviation Reauthorization Act; P.L. 

108-176), the recommendations of the 9/11 Commission provided additional options for Congress to 

consider for enhancing aviation security. Crafting these recommendations into law became a top 

priority immediately following the release of the Commission’s fi nal report. Again, when Democrats 

took over majority control of Congress at the beginning of 2007, they made revisiting the 9/11 

Commission report and implementing 9/11 Commission recommendations that had not yet been fully 

carried out a top priority. Thus, in terms of recent U.S. policy regarding aviation security and coun-

terterrorism, the work of the 9/11 Commission has played a pivotal role.

AVIATION SECURITY-RELATED RECOMMENDATIONS 
OF THE 9/11 COMMISSION

The 9/11 Commission delineated its recommendations regarding aviation security in a section of its 

fi nal report titled “A Layered Security System.” As suggested by this title, the 9/11 Commission con-

cluded that the TSA should implement a multilayered security system that takes into consideration the 

full array of possible terrorist tactics. The 9/11 Commission noted that these various layers of security 

must each be effective in their own right and must be coordinated with other layers in a manner that 

creates redundancies to catch possible lapses in any one layer. This conclusion closely parallels avia-

tion security mandates under ATSA and the TSA’s concept of “concentric rings of security” and its 

layered approach to aviation security, which are discussed in detail in Chapters 4 and 5 of this book.3

The 9/11 Commission made recommendations in six areas pertaining to aviation security: (1) enhanc-

ing passenger prescreening; (2) improving measures to detect explosives on passengers; (3) addressing 

human factors issues at screening checkpoints; (4) expediting deployment of in-line baggage screening 

systems; (5) intensifying efforts to identify, track, and screen potentially dangerous cargo; and (6) 

deploying hardened cargo containers on passenger aircraft to protect against explosives threats from 

cargo and checked baggage. In addition to these six aviation-specifi c recommendations, the 9/11 

Commission also issued an overarching recommendation for transportation security policy to set priori-

ties based on risk and implement the most practical and cost-effective deterrents, assigning appropriate 

roles and missions to federal, state, and local authorities, as well as to private stakeholders. In addition, 

the 9/11 Commission concluded that “[m]ajor vulnerabilities still exist in cargo and GA security. These, 

together with inadequate screening and access controls, continue to present aviation security challenges.”4 

While the Commission identifi ed potential threats posed by inadequate access controls to secured areas 

of airports and GA operations, it  did not issue any specifi c recommendations pertaining to these risks. 

Also, while the 9/11 Commission acknowledged concerns raised by previous and current administra-

tions over possible shoulder-fi red missiles attacks against commercial airliners, it did not make any 

specifi c recommendations regarding this threat. In the following discussion, the six aviation-specifi c 

recommendations of the 9/11 Commission are discussed in depth.

ENHANCING PASSENGER PRESCREENING

On September 11, 2001, passenger prescreening consisted of three measures: the CAPPS; answers 

to two security-related questions asked by airline ticketing and gate agents (namely, “Have your 
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bags been under your control since you packed them?” and “Has anyone unknown to you asked you 

to carry any items aboard this fl ight?”), and the presentation of photo identifi cation to airline 

 personnel. More than half of the 9/11 hijackers were identifi ed as “selectees” based on CAPPS cri-

teria. However, there was little consequence to their selection because, at the time, prescreening was 

used solely as a tool to screen for individuals that might try to bomb a passenger jet using methods 

similar to those employed in the bombing of Pan Am fl ight 103 by conducting PPBM or explosives 

detection screening of checked baggage for elevated risk travelers. The procedures were not set up 

to defend against either a suicide bombing or a suicide hijacking. While the CAPPS system is still 

in use, its purpose has since been expanded to screen for these threats as well by triggering secondary 

screening of passengers and carry-on items. CAPPS is maintained directly by the airlines as part of 

their security programs and uses computer algorithms to identify “selectees” based on matching 

 passengers’ behaviors tied to their ticket purchase and passenger name record (e.g., paying by cash, 

paying with someone else’s credit card who is not traveling with the individual or has a different last 

name, and/or buying a one-way ticket) to hijacker and bomber profi les.

The 9/11 Commission recommended that improved passenger prescreening capabilities should 

not be delayed while the argument about a successor to CAPPS continues. The 9/11 Commission 

further recommended that the prescreening system should utilize the larger set of watch lists 

maintained by the federal government. Developing a government-run system to vet passengers 

against terrorist watch lists has been a long-delayed and controversial endeavor that remains 

uncompleted more than four years after this recommendation was issued by the 9/11 Commission. 

Under current implementation plans, the TSA began rolling out domestic passenger prescreening 

against a consolidated terrorist watch list in FY2009, and it will eventually integrate this with 

prescreening of passengers on international fl ights, a function currently performed by the Bureau 

of Customs and Border Protection (CBP).

IMPROVING MEASURES TO DETECT EXPLOSIVES ON PASSENGERS

Heightened concerns over the potential use of IEDs to destroy passenger airliners were brought to 

public attention soon after the 9/11 attacks, by the December 2001 attempted shoe bombing incident 

aboard an American Airlines fl ight from Paris to Miami. Concerns over IEDs were again raised by 

the media in October 2003 when a college student, Nathaniel Heatwole, sneaked banned items and 

materials resembling plastic explosives aboard passenger jets. While neither of these high-profi le 

incidents was cited in the 9/11 Commission report, the 9/11 Commission acknowledged persisting 

weaknesses in the ability to detect explosives on passengers by formally recommending that the 

TSA and Congress give priority to improving detection of explosives on passengers. The 9/11 

Commission further recommended that, as a start, all individuals selected for secondary screening 

undergo explosives screening.

The need to address these recommendations was punctuated by terrorist attacks that occurred 

one month after the release of the 9/11 Commission’s fi nal report, just as Congress was convening 

hearings to assess the policy implications of the 9/11 Commission’s recommendations. On August 

24, 2004, two Russian passenger jets were destroyed by IEDs believed to have been carried aboard 

by two female suicide bombers with ties to Chechen rebel forces. As the U.S. Congress convened 

hearings to consider the fi ndings and recommendations of the 9/11 Commission, these bombings 

brought the threat posed by IEDs in the airline cabin, and the vulnerabilities of the current passen-

ger screening system in the United States to such attacks, to center stage during the ensuing policy 

debate over options for addressing the 9/11 Commission’s recommendations through legislative 

action. On the following day, the House Subcommittee on Aviation convened one of many congres-

sional hearings on the fi ndings and recommendations of the 9/11 Commission, this one looking 

specifi cally at the recommendations to improve aviation security. At that hearing, John Lehman, a 

member of the 9/11 Commission, testifi ed to the “. . . very real threat of a suicide bomber now that 

the whole protocol of dealing with hijackings makes the concept of gaining control of an airplane 
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far more diffi cult. The likelihood of a suicide bombing is commensurately higher.”5 The TSA 

 concurred that that threat of explosives carried by passengers demanded immediate attention to 

improve the capability to detect explosives at passenger checkpoints.

However, at the time, checkpoint screening technologies and procedures had changed little since 

the early 1970s and provided quite limited capabilities to detect explosives carried on passengers. 

While carry-on items, and now shoes as well, are being x-rayed as a matter of routine and could be 

subjected to secondary chemical trace detection screening methods, passengers are typically only 

screened using metal detectors that are incapable of sensing the presence of explosives and other 

nonmetallic threat items. In response to the 9/11 Commission recommendations and the growing 

threat of aircraft bombings, the TSA expedited the development and testing of technologies to address 

the specifi c vulnerability of the screening system to the threat of IEDs carried through passenger 

checkpoints, although signifi cant questions remain regarding the TSA’s deployment strategy for these 

technologies. Initially, the TSA quickly commenced operational tests of walk-through explosives 

trace detection (ETD) portal systems that offer the capability to detect bomb-making chemicals on 

individuals using chemical trace detection methods. These systems have been operationally tested in 

various transportation settings including airport passenger screening checkpoints, but have suffered 

from reliability issues that have raised questions about their wide-scale deployment. Other possible 

methods for detecting explosives on passengers involve the use of whole body imaging (WBI) sys-

tems using either low-dose x-ray backscatter or other techniques, such as millimeter wave imaging 

technologies. WBI technology, however, has been slow in gaining acceptance and is considered 

somewhat more controversial because these technologies are capable of rendering a nude or seminude 

image of the scanned individual, which is regarded by some as being overly intrusive. To address 

these concerns, the TSA has worked with systems developers to incorporate modesty or privacy 

 fi lters that degrade the images generated by these systems to protect individual identities and prevent 

imaging of private areas in a manner that attempts to strike a balance between effective screening 

and respect for individual privacy. The TSA has also established policies and procedures for remote 

viewing and analysis of screened images and immediate deletion of images to ease fears over indi-

vidual privacy. Alternatives to using these technologies include the use of bomb-sniffi ng dogs and 

pat-down searches of individuals, both of which are also viewed objectionably by some.

Of these various alternatives, the TSA appears to be moving forward with a strategy of deploying 

WBI systems at large airports. In fi eld tests of these systems, the TSA has offered them as an alterna-

tive means for conducting secondary screening, allowing passengers to choose WBI screening instead 

of a physical pat-down search. In the interim, until a suitable technology is identifi ed and deployed 

system-wide to screen passengers for explosives threats, pat-down searches of elevated risk passen-

gers continue to be the primary method for explosives screening at passenger checkpoints.

ADDRESSING HUMAN FACTOR CONSIDERATIONS AT SCREENING CHECKPOINTS

The 9/11 Commission also recommended that the TSA conduct a human factors’ study to under-

stand problems in screener performance and set attainable objectives for improving performance at 

screening checkpoints. Screener performance defi ciencies have been highlighted by various audits 

and investigations that have revealed poor screener performance among both federal and contract 

screeners during covert testing at screening checkpoints.6 The TSA has launched several initiatives 

to address these concerns. For example, the TSA has greatly expanded the use of threat image pro-

jection (TIP), a system that tests screener on-the-job performance by projecting images of threat 

objects on x-ray monitors. Using data from TIP, researchers can assess certain human performance 

needs in aviation security. The TSA has also been examining ways to improve recurrent training for 

screeners. Key human factors issues that pose signifi cant challenges to optimizing the performance 

and effi ciency of passenger and baggage screening include screener selection and training, fi tness 

for duty factors such as fatigue and alertness, and human interaction with screening technologies. In 

addition to these factors, workplace ergonomics and occupational safety have become signifi cant 
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issues, particularly among baggage screeners, because of high rates of on-the-job injuries that have 

led to high costs for workers compensation and lost work that impacts screener staffi ng and training, 

particularly at larger airports.

EXPEDITING DEPLOYMENT OF IN-LINE BAGGAGE SCREENING SYSTEMS

The 9/11 Commission recommended that the TSA expedite the installation of in-line baggage 

screening systems. Since the total cost of integrating and optimizing EDS equipment deployment at 

all passenger airports is estimated to exceed $4 billion, it is anticipated that it could be more than 

15 years to complete the integration of baggage screening systems nationwide given the historic 

funding levels of $250 million annually provided since the Aviation Security Capital Fund (ASCF) 

was created for this purpose in 2003. To address the funding challenges of improving airport infra-

structure to accommodate EDS equipment, letters of intent (LOIs) issued to airports by the TSA 

were established as a vehicle to leverage limited federal funding by stretching obligations over 

 several years. LOIs were initially authorized in appropriations legislation as a means for TSA to 

convey to airports its intent to obligate future funds for the purpose of EDS integration. In addition 

to streamlining the baggage screening process, making it more effi cient and capable of meeting the 

increased demand for air travel anticipated in the future, it is hoped that the completion of in-line 

EDS integration will reduce staffi ng needs for baggage screeners and mitigate on-the-job injuries 

associated with repeatedly lifting and moving heavy baggage.

The 9/11 Commission also recommended that “[b]ecause the aviation industry will derive sub-

stantial benefi ts from [in-line EDS] deployment, it should pay a fair share of the costs.”7 However, 

defi ning that fair share has been a signifi cant point of contention. Airlines already indirectly pay the 

federal share of EDS integration, because the fi rst $250 million annually must come directly from 

aviation security fees paid by the airlines and their passengers. Airports also pay a portion of the 

costs. Under the scheme adopted by Vision 100, large- and medium-sized airports contribute 10% of 

the cost while small airports contribute 5%. However, the TSA has sought to instead set this airport 

share at 25% for large- and medium-sized airports and at 10% for small airports, an approach that 

airports oppose, arguing that the federal government should fully cover the cost of the federally 

imposed mandate for explosives screening of checked baggage. In FY2006 and FY2007, these higher 

percentages for airport contributions were set in appropriations language, as sought by the adminis-

tration in FY2006 and for large- and medium-sized airports in FY2007. In FY2008, appropriations 

language was silent on the matter, leaving the airport share of costs at the lower level set by Vision 

100. The 9/11 Commission did not specifi cally say what they would consider to be a more equitable 

contribution from industry. However, the recommendation implies that members of the Commission 

believed that industry had not been paying its fair share of the costs for in-line EDS. It can, however, 

be argued that the funding mechanisms put in place do require the industry to pay a considerable 

amount of the cost. It can also be argued that, given other economic pressures, such as rising fuel 

costs, the airline industry, in particular, is not well positioned to take on additional security-related 

costs. The economic pressures on the airline industry may also make it increasingly diffi cult for air-

ports to raise capital to provide additional funding for these security-related projects.

INTENSIFYING EFFORTS TO IDENTIFY, SCREEN, AND TRACK CARGO

The 9/11 Commission recommended that the TSA intensify its efforts to identify suspicious cargo 

and appropriately screen and track potentially dangerous cargo in aviation as well as in maritime 

operations. Stemming from recommendations of the Aviation Security Advisory Committee (ASAC), 

a standing committee of aviation stakeholders representing labor and industry, the TSA unveiled a 

strategic plan for cargo security in November 2003. That plan consists a multilayered risk-based 

approach with four key strategic objectives: (1) enhancing shipper and supply chain security; (2) 

identifying elevated risk cargo through prescreening techniques; (3) identifying technologies for 
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 performing targeted air cargo inspections; and (4) securing all-cargo aircraft through appropriate 

facility security measures.8 Goals of the plan include prescreening air cargo shipments in order to 

determine their level of relative risk; working with industry and federal partners to ensure that 100% 

of items considered to pose an elevated risk are inspected; developing and ensuring that new informa-

tion and technology solutions are deployed; and implementing operational and regulatory programs 

that support enhanced security measures. The 9/11 Commission recommendations seem to imply 

that it concurs with TSA’s overall approach as outlined in this strategic plan but feels that progress 

toward achieving these objectives must be accelerated, and perhaps, augmented.

Debate in Congress over air cargo security has focused on the level of physical screening or 

inspection of cargo needed to adequately mitigate the risks posed by cargo placed on passenger 

aircraft. This debate culminated in the passage of legislation in 2007, as part of the Implementing 

Recommendations of the 9/11 Commission Act of 2007 (P.L. 110-53), that requires the physical 

screening or inspection of all cargo placed on passenger aircraft by August 2010, with an interim 

requirement that 50% of all such cargo be physically screened or inspected by January 2009. The 

technologies and procedures to meet this mandate are currently a matter of considerable debate and 

concern among affected entities in the air cargo industry. In coordination with efforts underway to 

address these screening requirements, the TSA and the air cargo industry are implementing tech-

nologies and procedures to improve the tracking of air cargo and prevent tampering along the sup-

ply chain, particularly after cargo items have been inspected and cleared for placement on aircraft.

DEPLOYING HARDENED CARGO CONTAINERS

In addition to these various steps designed to improve cargo security, the 9/11 Commission specifi -

cally recommended the deployment of at least one hardened cargo container on every passenger 

aircraft that also hauls cargo to carry suspicious cargo. This concept had been previously considered 

by the FAA and the National Research Council (NRC) of the National Academies. While containers 

able to withstand blasts from bombs of the size that took down Pan Am fl ight 103 have been avail-

able for some time, the cost and weight of these units have been deterrents to implementing them in 

airline operations. Moreover, using just one hardened cargo container per passenger aircraft still 

leaves the system open to potential vulnerabilities. From a policy standpoint, it remains unclear 

what criteria would be used to permit shipment of elevated risk cargo in hardened cargo containers 

instead of simply preventing those items from being shipped on passenger aircraft altogether.

RISK-BASED PRIORITIZATION AS THE BASIS FOR TRANSPORTATION SECURITY POLICY

In addition to the aviation-specifi c recommendations discussed above, the 9/11 Commission also 

issued an overarching recommendation to establish risk-based priorities for protecting all transpor-

tation assets. Based on this assessment of risks, the 9/11 Commission recommended that the TSA 

select the most practical and cost-effective approaches for implementing defenses of transportation 

assets and develop a plan, budget, and funding to implement this effort. The plan, according to the 

9/11 Commission, should assign roles and missions to federal, state, and local authorities, as well as 

to private stakeholders.

While the risk-based approach to aviation security is nothing new, in the post-9/11 context, it 

came to be viewed as the principal policy tool for effectively allocating limited resources. What was 

lacking at the time the 9/11 Commission made this recommendation, however, was a unifi ed strate-

gic plan for aviation security. To a large extent, ATSA, and subsequent legislation amending ATSA, 

set the strategy for aviation security following the terrorist attacks of September 11, 2001. The TSA’s 

initial focus was on meeting the mandates of ATSA, particularly deploying air marshals and federal 

screeners. Once the TSA had stood up its operational components, met key legislative mandates, 

and had achieved some level of normal operations, it was able to devote additional time and resources 

to developing a comprehensive strategy for aviation security, which is considered in detail in Chapter 4. 
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While this strategy has now been set forth, it is most appropriately viewed as an evolving strategy, 

requiring continual attention to adapt to shifting adversary threats and tactics as well as any advances 

in security technologies and capabilities, and any changes to U.S. policy regarding homeland and 

aviation security.

The 9/11 Commission fi ndings and the subsequent aviation security strategy developed by the 

TSA and the DHS duly note that, while aviation security relies extensively on cooperation and the 

integration of shared responsibilities, challenges persist in defi ning roles and allocating resources for 

state and local participation and industry involvement. At airports, the local role is defi ned in the 

airport security program, which includes access control measures, badge and identifi cation systems, 

and physical security plans. These security programs are tailored for each airport location. Physical 

security of the airport site is ultimately the responsibility of airport operators, whereas the TSA 

maintains the overall role of aviation security oversight and regulatory enforcement as well as direct 

responsibility for passenger and baggage screening. The role of local governments, and in some cases 

state authorities, in aviation security involves both law enforcement support for airport site security 

and law enforcement presence at screening checkpoints, provided through arrangements with the 

airport as laid out in each airport’s TSA-approved security plan. Passenger air carriers must also 

participate in security through procedures and training for ground operations and in-fl ight security, 

carrying out security inspections of aircraft, securing aircraft, and so on. In air cargo and GA, secu-

rity measures rely heavily on the direct participation of aircraft owners and operators, while the 

federal role is one of oversight and enforcement of aviation security requirements.

While implementing aviation security already involves federal, state, local, and industry partici-

pation, what the 9/11 Commission observed was a clear need for a unifi ed strategy for assigning 

roles and missions to each stakeholder based on careful consideration of costs and logistics, and 

adopting a systems approach to defi ne how each element contributes to the overall security strategy. 

In light of these 9/11 Commission recommendations, attention has been devoted to improving the 

strategic planning, resource allocation, and integration of federal, state, local, and private sector 

resources for aviation security. Continuing efforts in these areas may be needed as the national 

strategy for aviation security continues to evolve.

NATIONAL INTELLIGENCE REFORM AND TERRORISM 
PREVENTION ACT OF 2004 (P.L. 108-458)

The National Intelligence Reform and Terrorism Prevention Act (IRTPA) of 2004 (P.L. 108-458) 

addressed through legislation a large number of the recommendations made by the 9/11 Commission, 

as well as additional provisions to strengthen homeland security. The Act, which was signed into 

law on December 17, 2004, contains numerous provisions related to aviation security, many directly 

addressing the concerns and recommendations of the 9/11 Commission discussed above.

The IRTPA of 2004 required the DHS to develop, prepare, implement, and update as needed a 

National Strategy for Transportation Security as well as modal-specifi c security plans, including a 

plan for aviation security. It required the modal security plan for aviation to include a threat 

matrix outlining each threat to the U.S. civil aviation system and the corresponding layers of secu-

rity in place to address these threats. It also required the development of a plan for mitigating 

impacts and reconstituting the aviation system in the event of a terrorist attack.

As previously noted, the threat of explosives carried through passenger screening checkpoints 

was a particular concern of the 9/11 Commission and a focus of congressional interest, intensifi ed 

by the bombings of two Russian airliners in August 2004, shortly after the release of the 9/11 

Commission report. In response to these concerns, the IRTPA of 2004 directed the TSA to give a 

high priority to developing, testing, improving, and deploying airport checkpoint screening tech-

nologies to detect nonmetallic, chemical, biological, and radiological weapons, and explosives on 

passenger and carry-on items. It also required the DHS to create a formal strategic plan for the 

deployment and use of explosive detection equipment at airport screening checkpoints. The Act 
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required the TSA to initiate a pilot program to test advanced airport checkpoint screening systems. 

The Act also required the TSA to prohibit airline passengers from carrying butane lighters and any 

other objects considered by the TSA to be inappropriate carry-on items. This was the fi rst time a 

specifi c prohibited item had been named in statute, and it refl ected a particular concern in Congress 

over speculation that Richard Reid may have been successful in detonating his shoe bomb had he 

had a lighter instead of just matches. Two years later, Congress, though an appropriations provision, 

gave the TSA the authority to lift the ban on butane lighters, which it subsequently did based on its 

assessment that other actions taken had suffi ciently reduced the risk posed by butane lighters.

The IRTPA of 2004 also required the TSA to conduct a human factors’ study to better under-

stand problems with screener performance and take such action as may be necessary to improve the 

job performance of airport screening personnel. It also required the TSA to develop and report to 

Congress on standards for determining appropriate screener staffi ng levels at airports that provide 

necessary levels of security and keep passenger wait times to a minimum. The Act also called for 

a study to assess the feasibility of integrating operations of the screening workforce and other 

 aviation security-related functions, to coordinate these activities and increase their effi ciency and 

effectiveness.

With regard to baggage screening, the Act authorized the TSA to take necessary action to expe-

dite the installation and use of in-line baggage screening equipment at airports. It also required the 

TSA to establish a schedule to expedite this activity and study cost-sharing options among federal, 

state, and local governments, and the private sector for integrating in-line baggage screening sys-

tems. The Act increased the authorization for the ASCF by authorizing up to $400 million per year 

through FY2007, in addition to the initial $250 million deposited from aviation security fee collec-

tions as established by Vision 100. It also authorized the expenditure of $100 million for research 

and development of improved EDSs and directed the TSA to develop a plan and guidelines for 

implementing these next generation systems.

In recognition of the 9/11 Commission recommendation to move forward with a federally oper-

ated system to check passenger names against terrorist watch lists, the IRTPA of 2004 required the 

TSA to begin testing of an advanced passenger prescreening system by January 1, 2005. Although 

the Act did not provide a deadline for the completion of testing this prescreening system, it requires 

the TSA to begin to assume the role of passenger prescreening and checking  passenger names 

against terrorist watch lists no later than 180 days after such testing is completed. The Act also 

required the TSA to establish redress and remedy procedures for passengers who are delayed or 

denied boarding because of being falsely identifi ed or targeted by the system, and required the TSA 

to ensure that the number of such false positives is minimized. The Act also required the TSA to 

establish an oversight board and implement other safeguards to ensure the security and integrity of 

the system and to address and resolve privacy concerns. The Act also required that the DHS pre-

screening of international fl ights to or from the United States be conducted prior to departure rather 

than after the aircraft is already airborne and en route to the United States. It further required that 

individuals seeking FAA certifi cates, such as pilot and aircraft mechanic ratings, as well as indi-

viduals seeking to obtain unescorted access to airport secure areas and air operations areas be 

screened against the consolidated and integrated terrorist watch list. The Act also required the TSA 

to establish a process allowing air charter and leasing companies to voluntarily submit information 

regarding prospective customers seeking to use aircraft weighing more than 12,500 pounds for 

prescreening.

With respect to furthering the use of biometric technologies for aviation security applications, 

the Act required the TSA to issue guidance for the use of biometrics in airport access control sys-

tems. It also required the TSA to establish a biometric credential and authentication procedures for 

identifying LEOs authorized to carry fi rearms on board passenger aircraft. The Act authorizes $20 

million, in addition to any other authorized amounts, for research and development of biometric 

technologies for aviation security. Further, it required the FAA to begin issuing  tamper-resistant 

pilot licenses with a photograph of the bearer. The license is to be capable of accommodating a 
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digital photograph, a biometric, or any other unique identifi er considered necessary for identifi ca-

tion purposes. The Act also authorized $1 million to establish a center of excellence in biometric 

technologies.

The IRTPA of 2004 required the Federal Air Marshal Service (FAMS) to continue operational 

initiatives to protect the anonymity of Federal air marshals. The Act also provided for the training 

of LEOs who are authorized to carry fi rearms on passenger aircraft on in-fl ight counterterrorism 

and weapons handling procedures and in the identifi cation of fraudulent identifi cation documents 

such as passports and visas. The Act also encourages the President to pursue international agree-

ments to enable the maximum deployment of FAMS on international fl ights, and authorizes the 

DHS to provide air marshal training to foreign law enforcement personnel. In addition, it directed 

the TSA to study the application of readily available wireless communication technologies to enable 

cabin crewmembers to discreetly notify the pilot in the case of a security breach or safety issue 

occurring in the cabin.

The IRTPA of 2004 also contained several provisions for mitigating the threat from shoulder-

fi red missiles to commercial aviation, a continuing concern that was not specifi cally addressed in 

any of the 9/11 Commission recommendations. Specifi cally, the Act directed the President to 

urgently pursue international treaties to limit the availability, transfer, and proliferation of Man-

portable Air Defense Systems (MANPADSs), such as shoulder-fi red missiles, worldwide. The Act 

also directed the President to continue to pursue international arrangements for the destruction of 

excess, obsolete, and illicit MANPADS stockpiles worldwide. It also required the DHS to assess the 

vulnerability of aircraft to MANPADS attacks and to develop plans for securing airports and air-

craft from this threat. The Act also required the FAA to establish a process for expedited certifi ca-

tion of missile defense systems for commercial aircraft.

With regard to air cargo security, the IRTPA of 2004 authorized $200 million each year through 

FY2007 for improved air cargo and airport security related to the transportation of cargo on both 

passenger aircraft and all-cargo aircraft, and $100 million per year through FY2007 for the research, 

development, and deployment of technologies to better identify, track, and screen air cargo. The 

Act established a grant program to encourage the development of advanced air cargo security tech-

nology. It also required the TSA to issue a fi nal rule on its proposed regulations to strengthen the 

security of air cargo operations for both passenger and all-cargo aircraft. It required the DHS, in 

coordination with the DOD and the FAA, to report on the threats posed by international cargo 

shipments bound for the United States and provide an analysis of the potential for establishing 

secure facilities along established international aviation routes for the purposes of diverting and 

securing aircraft believed to pose a security threat. It also mandated a pilot program to evaluate the 

use of blast-resistant cargo containers and authorized $2 million for this purpose. In addition to 

these air cargo security provisions in the IRTPA of 2004, the Department of Homeland Security 

Appropriations Act for FY2005 (P.L 108-334, Sec. 513) directed the DHS to research, develop, and 

procure certifi ed systems to inspect and screen air cargo on passenger aircraft at the earliest date 

possible and amend security directives and procedures to, at a minimum, triple the percentage of 

cargo placed on passenger aircraft that is physically inspected. Subsequent appro priations acts have 

included language seeking further investment in technologies to increase the percentage of air cargo 

placed on passenger aircraft that is subject to physical screening.

TSA REGULATIONS TO STRENGTHEN AIR CARGO 
AND THE PUSH FOR 100% CARGO SCREENING

Congress had continued to push the TSA to move forward with its strategy for securing both air cargo 

placed on passenger aircraft and operations involving all-cargo aircraft, as required under ATSA. 

Many critics of the TSA’s approach, however, had voiced concerns that existing air cargo security 

regimens largely amounted to a framework for the air cargo industry to police itself using the known 

shipper framework, with little oversight from the TSA. Legislation passed by the Senate in the 108th 
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Congress (see the Air Cargo Security Act, S. 165 [108th Congress]) had sought to create a consoli-

dated known shipper database (KSD), require the vetting of air cargo workers, and strengthen physi-

cal security measures and security training for air cargo operations. The Senate had originally 

included the provisions of this legislation in the IRTPA of 2004. However, while the bill was being 

debated, the TSA introduced proposed rulemaking in the fall of 2004 that proposed to accomplish 

these same objectives.9 Therefore, Congress settled on language setting a deadline for TSA to fi nalize 

and implement these rules for the air cargo industry. Despite the requirement, the TSA missed the 

deadline by over a year, and even then, had to grant specifi c extensions and waivers to the industry to 

meet background check and training requirements for air cargo handlers and agents of freight for-

warding companies. Nonetheless, the objectives originally sought to strengthen air cargo security 

outlined in the original Senate bills are now largely being achieved though implementation of the 

TSA’s air cargo security regulations.10

While these air cargo regulations were largely viewed as the framework for industry to carry out 

its security responsibilities as envisioned under the TSA’s risk-based air cargo strategy, critics con-

tinued to voice concern that the risk-based model left a large percentage of air cargo carried on pas-

senger aircraft unchecked for explosives threats. A particularly outspoken critic of the TSA’s 

approach to air cargo security was Representative Ed Markey of Massachusetts, who pushed for 

legislation to require 100% screening of all air cargo placed on passenger aircraft. While 

Representative Markey’s legislative proposals for air cargo screening had gained considerable bipar-

tisan support in the House, they were adamantly opposed by the air cargo industry and the TSA, 

which warned that imposing a requirement to physically screen or inspect all air cargo placed on 

passenger aircraft would require screening technologies with capabilities that did not yet exist, in 

order to meet this requirement without signifi cantly impacting delivery schedules and logistics and 

without imposing a signifi cant cost and operational burden on the air cargo industry. While these 

concerns prevented the legislation proposed by Representative Markey from moving forward in the 

108th and 109th Congresses (2003–2006), the concerns he raised were shared to some degree by 

appropriators who included language in appropriations measures calling for tripling the amount of 

air cargo screened in FY2004, and thereafter, incrementally improving the technology and capabil-

ity to screen more and more cargo placed on passenger airplanes. Congressional appropriators also 

secured funding for additional TSA air cargo regulatory compliance inspectors and the research and 

development of explosives screening technologies tailored to the need of air cargo operations and 

shipments. In Congress, air cargo has remained a particularly salient issue in discussions and debate 

over aviation security.

LINGERING CONGRESSIONAL POLICY CONCERNS

Democrats in Congress, as well as some Republican members of Congress, had continued to voice 

concerns over the Bush Administration’s efforts on homeland security, including the TSA’s progress 

on implementing the legislative mandates set forth to strengthen aviation security. Identifi ed gaps in 

aviation security noted by Democratic Members of the House Committee on Homeland Security 

included perceived lapses in screening capabilities and performance that allowed dangerous items 

to continue to pass through checkpoints and aboard passenger airliners; the lack of routine screen-

ing for cargo placed on passenger airplanes, the lack of routine screening or physical inspection of 

airport workers having access to restricted and secured areas of airports and to aircraft, and the lack 

of effective measures to protect aircraft against an attack using a shoulder-fi red missile.11 In response 

to these perceived gaps, Democrats in Congress set forth a strategy for homeland security that 

included, among other things, establishing a unifi ed terrorist watch list, setting priorities based on 

threats and vulnerabilities, keeping track of foreign nationals that enter and exit the United States, 

and providing for comprehensive aviation security including a screening process for cargo placed 

on passenger airplanes, improved airport perimeter security, and the deployment of missile protec-

tion systems for passenger aircraft as soon as technically feasible.12
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In many regards, the objectives set forth were generally in line with Bush Administration poli-

cies and goals for aviation security, but there were some important differences. While both sides 

generally agreed that priorities should be based on threats and vulnerabilities, a fundamental tenet 

of the risk-based approach to aviation security views on the allocation of resources and the need for 

certain measures to reduce vulnerabilities often differed widely. Regarding both the need for coun-

termissile technologies and the need to enhance cargo screening, Democrats in Congress and the 

Bush Administration held considerably different views, although both sides acknowledged that vul-

nerabilities continued to exist in these aspects of commercial aviation operations. Whereas positions 

expressed by Democratic party policies and writings have characterized countermissile systems as 

a much needed defense for protecting passenger airliners, the Bush Administration has favored 

near-term efforts to reduce existing stockpiles of these weapons worldwide, but nonetheless, agreed 

to pursue a multiyear research, development, test, and evaluation (RDT&E) program to examine the 

feasibility of adapting military countermissile technologies for use on civilian aircraft. Now that 

this program has concluded, how to proceed and whether passenger airliners should be equipped 

with these systems, which are costly to acquire and maintain, remain a rather controversial policy 

issue. While this issue remains unresolved, the debate over approaches to screening cargo has 

resulted in legislative action mandating the screening of all cargo placed on passenger aircraft, 

rather than the risk-based approach of selective screening advocated by the Bush Administration 

and the TSA. By August 2010, all cargo placed on passenger screening must undergo some form of 

physical screening or inspection, although the procedures through which this will be accomplished 

and the impacts it will have on air cargo operations and logistics remain as issues of particular 

 concern among entities in the air cargo industry.

Another key difference of opinion between Democrats in Congress and the Bush Administration 

centered on their positions regarding whether TSA screeners and other security personnel, now col-

lectively known as Transportation Security Offi cers (TSOs), should be given the right to collective 

bargaining. Under ATSA, the TSA Administrator was given broad authority to set up a personnel 

management system for screeners separate from the personnel management system for other TSA 

employees, whose personnel system was modeled after the FAA personnel management system: a 

system that grants considerable power to labor organizations to negotiate salaries and other benefi ts. 

Since the creation of the TSA, the Bush Administration has maintained that granting collective 

bargaining rights to screeners would be detrimental to homeland security because it would likely 

lead to long-running and costly contract negotiations, and possible impasses between the TSA and 

labor offi cials, that would detract from the organization’s mission. The continued strife between the 

FAA and air traffi c controllers over labor contracts has served as a case-in-point, in the Bush 

Administration’s view, that collective bargaining would be a considerable hindrance to creating an 

effective screening workforce.

During the 108th and 109th Congresses (2003–2006), the Republican majority not only  supported 

this view, but had unsuccessfully sought legislative options to restructure the TSA and provide 

incentives for airports to adopt the model of TSA-managed contract screening operations, using 

private screeners, as provided for under the opt-out provision of ATSA. In particular, legislation 

considered by the House Committee on Homeland Security in 2006 sought to create a separate 

Airport Screening Organization within the TSA to carry out the operational functions of passenger 

and baggage screening. By separating out TSA’s regulatory oversight function of aviation security 

from screening operations and promoting the use of private screening partners, the bill was crafted 

to address, in part, a concern expressed by some over the TSA’s dual role as both the policymaker 

and regulator of aviation security and the provider of airport security screening.13 The bill also 

sought to create various performance goals for private screening operations as well as incentives for 

private screening entities that meet or exceed performance expectations. Additionally, to provide 

airports with an incentive to request private screeners, the measure (H.R. 4439, 109th Congress) 

sought to authorize grants to airports to cover aviation security costs of up to 90% of the annual cost 

savings realized by converting to private screeners, subject to the availability of appropriations, as 

AU7029_C003.indd   79AU7029_C003.indd   79 8/12/2009   7:57:33 AM8/12/2009   7:57:33 AM



80 Airport and Aviation Security: U.S. Policy and Strategy in the Age of Global Terrorism

an incentive to pursue private screening alternatives that would result in cost savings to the federal 

government. However, when Democrats gained majority party status in both the House and the 

Senate in 2007, the attention shifted toward options for providing additional incentives to, in their 

opinion, improve job satisfaction within the existing structure of the TSA screener workforce. 

Toward this objective, they immediately sought to modify ATSA to bring TSA screeners under 

the personnel management system covering other TSA employees, and in so doing, extend collec-

tive bargaining rights to the screener/TSO workforce.

As previously noted, another long-standing difference in policy views has centered on the 

approach to securing cargo placed on passenger airliners. In 2003, the TSA established a strategic 

plan for air cargo security predicated on continued use of known shipper programs coupled with 

tightened physical security around air cargo operations areas and the air cargo supply chain, and 

additional risk-based tools for selecting high-risk shipments either for further screening and inspec-

tion for preventing certain shipments from being placed on passenger aircraft. To implement these 

initiatives, in 2006 the TSA established new regulations for the air cargo industry to create an 

industry-wide database of known shippers, required background checks for air cargo workers and 

certain employees of freight forwarding companies that arrange for the shipment of items on pas-

senger aircraft, and increased physical security measures and security training for air cargo opera-

tions.14 The TSA’s slow progress in fi nalizing these regulations and stepping up its enforcement 

efforts with respect to air cargo became a continuing source of frustration for both Republicans 

and Democrats in Congress, who used appropriations legislation as a vehicle to require increased 

screening of cargo placed on passenger aircraft and to expand the workforce of TSA regulatory 

compliance inspectors assigned to air cargo operations. Through appropriations legislation, 

Congress also pressed for additional research and testing of explosives screening technologies for 

screening cargo placed on passenger aircraft. In response, the TSA had increased the amount of air 

cargo that was physically screened, and was at work trying to conceptualize and develop a risk-

based tool to conduct targeted screening of such cargo. Some in Congress, however, continued to 

view the lack of mandatory physical screening of air cargo placed on passenger airliners as a sig-

nifi cant vulnerability and pushed for legislation to mandate 100% physical screening of air cargo 

placed on passenger aircraft.

This issue, along with additional proposals to address uncompleted recommendations of the 9/11 

Commission and strengthen other aspects of aviation and homeland security was touted as a top 

priority when the 110th Congress convened in January 2007. Legislation moved swiftly through the 

House and Senate, but stalled out when the White House Offi ce of Management and Budget (OMB) 

issued strongly worded statements of administration policy on both bills, indicating that if a bill 

presented to the President included provisions allowing TSA screeners to unionize and requiring the 

screening of all air cargo placed on passenger aircraft, the President’s senior advisors would recom-

mend that he veto the bill. Congress heeded this warning by stripping out the provisions that would 

have granted TSA screeners collective bargaining rights and reworded provisions regarding screen-

ing requirements for air cargo, providing additional fl exibility that appears to allow shippers to 

perform the screening functions using TSA-approved methods of screening and inspection. Satisfi ed 

with these concessions and compromises, the Implementing Recommendations of the 9/11 

Commission Act of 2007 moved through the bicameral conference to resolve differences between 

the House and Senate versions of the bill in the early summer of 2007, and President Bush signed 

the measure into law (P.L. 110-53) on August 3, 2007.

IMPLEMENTING RECOMMENDATIONS OF THE 9/11 
COMMISSION ACT OF 2007 (P.L. 110-53)

The Act requires that by August 2010, three years from enactment, the TSA must screen 100% of 

all cargo placed on passenger aircraft, with an interim requirement that 50% of such cargo must be 

screened by January 2009. The legislation specifi es that the screening must involve some sort of 
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physical examination or nonintrusive observation methods, such as the use of x-ray, EDS and/or 

ETD technology, or the use of explosives-sniffi ng canine teams or physical searches combined with 

manifest verifi cation. The legislation allows for the implementation of a TSA program to certify 

shipping methods used by shippers to meet these requirements, thus providing the option of approved 

screening and inspection programs carried out by shippers, rather than TSA screening of all pieces 

of cargo placed on passenger aircraft. While this would eliminate the need for expanding the TSA 

workforce to handle cargo screening, it may place a considerable burden on the air cargo industry 

that may signifi cantly impact cost and schedules. Implementation of this requirement remains a 

central issue in ongoing aviation security policy debate.

Addressing the 9/11 Commission recommendation for expediting in-line EDS integration, the 

Act reauthorized the ASCF through FY2028, and further authorizes additional discretionary funds 

of up to $450 million annually from FY2008 through FY2011 for in-line EDS integration projects. 

The Act also addressed the 9/11 Commission recommendation for improving the detection of 

explosives and passenger screening checkpoints by establishing an Airport Checkpoint Screening 

Fund, providing $250 million security fee collections for use in conducting research and develop-

ment and procuring and deploying technologies for detecting explosives at screening checkpoints. 

However, this fund, unlike the ASCF, was only authorized for one year in FY2008. The TSA 

has generally not favored the use of these types of dedicated funding mechanisms because they 

can impose considerable constraints on budget planning and execution. In FY2009, the funding 

of checkpoint technology and support reverted back to the discretionary funding mechanisms 

favored by the TSA. The Act also required the TSA to submit the strategic plan for deployment 

of checkpoint explosives detection technologies, originally required by the IRTPA of 2004 (P.L. 

108-458), to Congress within 30 days, and required the TSA to begin implementing the plan by 

August 2008.

The Act also addressed the 9/11 Commission recommendations for enhancing passenger pre-

screening by requiring a plan for the TSA to assume responsibility for checking airline passenger 

names against the consolidated terrorist watch list maintained by the federal government, provid-

ing a timeline for testing the system to accomplish this function, explaining how prescreening of 

domestic and international fl ights will be integrated, and describing how the system will comply 

with privacy rights pertaining to information collected by the federal government on individuals. 

The legislation calls on the GAO to independently review the process though which passengers 

wrongly placed on the no-fl y and terrorist watch lists can appeal and seek remedy, how the TSA 

will protect private passenger information, progress toward integrating domestic and international 

passenger prescreening functions, and an assessment of when the domestic passenger prescreening 

system will realistically be completed. The Act also requires the DHS to establish an Offi ce of 

Appeals and Redress to provide passengers wrongly identifi ed as a threat with a timely and fair 

process to correct erroneous information and maintain records to authenticate the identity of the 

individual and mitigate future delays or travel disruptions that result from being falsely identifi ed 

as a threat.

As highlighted by this most recent major piece of legislation addressing aviation security, the 

issues of passenger prescreening, cargo screening and security, the detection of explosives at pas-

senger checkpoints, and the completion of in-line EDS integration efforts stand out as the most 

prominent policy issues regarding aviation security. Along with these issues, policymakers remain 

keenly interested in efforts to improve airport access controls and perimeter security, as well as 

ways to protect commercial passenger aircraft from the threat posed by shoulder-fi red missiles and 

other standoff weapons, and options for strengthening the security of GA operations, particularly 

operations involving large aircraft and GA aircraft fl ying into the United States from foreign coun-

tries. It is expected that these will remain central policy issues for aviation security and specifi c 

topics for congressional oversight in the years to come. Evidence of a continuing terrorist threat to 

the aviation system within the United States, and to U.S. airlines operating in foreign countries sug-

gests that a continually evolving national strategy and robust national aviation security policies are 
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needed to address the shifting terrorist threat, reduce existing vulnerabilities in the aviation system, 

and prepare to respond swiftly and effectively to mitigate the consequences of a possible attack and 

reconstitute the operations of the aviation system.

CONTINUING TERRORIST THREAT

As discussed above, aviation security has been a signifi cant policy issue for the U.S. federal govern-

ment in the seven years since the 9/11 attacks. Since the 9/11 attacks, the United States and its allies 

in the war against terrorism have faced a continuing threat from al Qaeda as well as other global and 

domestic terror threats. A detailed timeline of signifi cant terrorist attacks, including major terrorist 

acts against aviation, along with signifi cant aviation security legislation and regulatory action is 

presented in Figure 3.1. While various threats exist, al Qaeda remains the most signifi cant threat to 

aviation security globally. Within the U.S. homeland, there has been growing concern over home-

grown terrorists, particularly among those who might share ideological objectives with al Qaeda 

and others who espouse radical Islamic views and animosities toward the U.S. government and its 

policies. In addition to these threats from Sunni Muslim radicals supporting al Qaeda, there is also 

concern that growing tensions between Israel and Lebanon may heighten the risk of terrorist attacks 

from the Lebanese Shia Muslim group Hezbollah, which has been historically associated with 

numerous terrorist attacks against aviation targets.

The United States is faced with a broad range of continuing threats to aviation. While the great-

est threat is perceived to be from potential bombings of aircraft, suicide hijackings and attacks using 

aircraft as weapons against ground targets remain a risk not only for commercial passenger and all-

cargo airlines, but for GA operators as well. Both airports and aircraft may be targeted by chemical 

2001

2002

2003

2004

2005

2006

2007
JFK airport fuel storage plot

9/11 commission report released

Glasgow international airport attack

ATSA (P.L. 107-71)

Russian aircraft bombings

Vision 100 (P.L. 108-176)

Homeland Security Act of 2002 (P.L. 107-296)

Intel. Reform and Terrorism Prevention Act of 2004 (P.L. 108-458)

Madrid train bombings

London transit bombings

9/11 Commission Recommendations Implementation Act of 2007 (P.L. 110-53)

Attempted shoe bomb attack
9/11 attacks

LAX airport terminal shooting

TSA air cargo regulations 

Missiles fired at Israeli passenger jet

TSA liquids restrictionsU.K. liquid explosives plot

Terrorist Incidents Legislation and
Regulatory Action

Anthrax attacks

FIGURE 3.1 A timeline of signifi cant terrorist incidents and aviation security-related legislation and regula-

tory action since the September 11, 2001 attacks.
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or biological weapons attacks, and unsecured areas of airport terminals are particularly vulnerable 

to these types of threats as well as to shootings and bombings using conventional munitions and 

explosives. Additionally, faced with enhanced security measures surrounding passenger airline 

operations, terrorists may resort to the use of shoulder-fi red missiles or other standoff weapons to 

target passenger aircraft. Present-day aviation policy and security must fully consider this broad 

array of potential terrorist attack scenarios to assess the overall risk picture and determine the most 

appropriate course of action. The continued campaign of terror since the 9/11 attacks suggests that 

al Qaeda and others have a continued interest in attacking aviation and transportation targets 

throughout the world using a broad range of terrorist weapons and tactics. The following discussion 

provides a brief synopsis of key terrorist attacks since 9/11 that illustrate the range of potential 

threats to aviation. Many of these key events have been directly linked to al Qaeda. However, some, 

such as the anthrax mail attacks of September and October 2001, in particular, are not believed to 

be linked to al Qaeda, but nonetheless highlight the continuing threats and potential vulnerabilities 

in homeland and aviation security.

POST-9/11 ANTHRAX ATTACKS

On the heels of the 9/11 attacks, the U.S. Congress, along with various media outlets were targeted 

by anthrax attacks using the U.S. mail system. In August 2008, a civilian scientist at the U.S. Army 

Research Institute of Infectious Diseases (USAMRIID), Fort Detrick, Maryland, who was under 

investigation by the FBI for possible involvement in the anthrax attacks committed suicide. While 

the FBI contends that this individual, Bruce Ivins, acted alone in carrying out the anthrax attacks 

largely based on a considerable amount of circumstantial evidence,15 the case remains both intrigu-

ing and controversial. The fi rst mailings of fi ve anthrax-laced letters were postmarked September 

18, 2001, one week after the 9/11 attacks. Two more anthrax-laced letters were mailed in early 

October 2001. The attacks killed fi ve out of the more than 20 confi rmed victims of the attacks. 

While these attacks have not been linked to al Qaeda, their timing immediately after the 9/11 

attacks suggests that whomever was responsible wished to further exploit the acute public concern 

over terrorism immediately following the 9/11 attacks, either to continue the campaign of terror 

begun on 9/11 or to highlight the vulnerabilities of the United States to biological attacks of this 

kind. While most experts believe that the attacks have no apparent connection to al Qaeda and the 

9/11 attacks, the anthrax attacks most certainly had the effect of broadening policymakers views 

regarding the potential threats that the United States and its allies may face in the war against ter-

rorism, and brought the risk of chemical and biological attacks to the forefront of the debate, along 

with efforts to strengthen security in the air transportation system. Recognizing the air transporta-

tion system’s unique vulnerabilities to chemical and biological attacks has been part of the policy 

discussion on aviation security ever since. However, considerable vulnerabilities to chemical and 

biological attacks remain in the air transportation system.

ATTEMPTED SHOE BOMBING OF AMERICAN AIRLINES FLIGHT 63

While al Qaeda did not appear to play any role in the anthrax attacks of 2001, three months later it 

became clear that al Qaeda sought to continue its campaign of terror against the United States, again 

by targeting the air transportation system. On December 22, 2001, Richard Colvin Reid, a 28-year-

old British national, boarded American Airlines fl ight 63, a Boeing 767 with scheduled service from 

Charles de Gaulle Airport in Paris, France to Miami, Florida. As the airplane cruised above the 

Atlantic Ocean en route to Miami, Reid lit a match in an attempt to ignite a fuse attached to an 

explosive device hidden in his shoes.16 A fl ight attendant, Hermis Moutardier, alerted by passengers 

who had smelled smoke, observed Reid’s actions. Thinking that he was trying to light a cigarette, 

she informed him that smoking was not permitted on the aircraft. A few minutes later, she again 

observed Reid acting suspiciously and asked him what he was doing. He grabbed her, at which point 
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she observed a lit match and a shoe with a fuse attached in his hands. He began to fi ght with her, and 

she yelled for help. A second fl ight attendant, Christina Jones, came to her aid, trying to subdue Reid 

who continued to resist. Observing the altercation, some passengers assisted the two fl ight atten-

dants, eventually subduing and restraining Reid, who was then sedated by a medical doctor who 

was a passenger on the fl ight. The fl ight diverted to Boston Logan Airport in Massachusetts, where 

Reid was placed under arrest.

The FBI determined that both of Reid’s shoes contained a mixture of pentaerythritol tetra-

nitrate (PETN) high explosive compound, one of the ingredients in Semtex, and triacetone triper-

oxide (TATP), a high explosive that has been linked to other terrorist bombings. While some have 

noted that the peroxide-based TATP has become popular among terrorists because it cannot be 

detected by explosives detection equipment designed to look only for nitrate-based explosives, 

this clearly was not the reason Reid and his accomplices selected it, since his shoes also contained 

PETN, a nitrate-based high explosive. Rather, the TATP in Reid’s shoe was intended as a primary 

explosive or trigger for the shoe bomb devices because of its propensity to detonate when ignited. 

The FBI determined that the explosives in Reid’s shoes were present in suffi cient quantities to 

easily destroy the aircraft if ignited in the pressurized aircraft cabin. Reid, who was linked to al 

Qaeda—reportedly having trained alongside Ahmed Ressam, the would-be LAX millennium 

plot bomber, in 1998, and issued his assignment to bomb American Airlines fl ight 63 by Khalid 

Sheikh Mohammed—was tried and convicted in federal court in Boston for the attempted air-

craft bombing and was sentenced to life in prison. It was later determined that a second bomber, 

22-year-old British national Said Badat, was to carry out an identical shoe bombing attack against 

another U.S.-bound airliner.17

Soon after, Wall Street Journal reporter Daniel Pearl traveled to Pakistan with the objective of 

investigating and reporting on Richard Reid’s ties to al Qaeda, but he was captured, tortured, and 

executed by terrorists. At a March 10, 2007, military tribunal at the U.S. Naval Base, Guantanamo Bay, 

Cuba, Khalid Sheikh Mohammed—who was captured in 2003 and held as an enemy combatant—

provided a written statement claiming that he had personally decapitated Pearl.18

AL QAEDA’S POST-9/11 AMBITIONS

At that tribunal, Khalid Sheikh Mohammed also admitted to serving in various senior leadership 

positions in al Qaeda, serving as a member of the al Qaeda Council and as the director for al Sahab 

(the Clouds), an al Qaeda media outlet that fed al Qaeda-sponsored information and propaganda to 

the Al Jazeera Arab-language media network. His testimony provides a glimpse into al Qaeda’s 

extensive set of plans for attacking the United States and Israel following the 9/11 attacks, including 

numerous operations targeting aviation.

Khalid Sheikh Mohammed stated that he personally directed and planned the 9/11 attacks and 

the “shoe bomb operation to down two American airplanes.”19 He admitted responsibility for the 

November 2002 attempted downing of an Israeli charter jet using two shoulder-fi red missiles, both 

of which missed their intended target. He also indicated that he had personally orchestrated a plot 

involving a second wave of suicide attacks using aircraft to target the Library Tower (the U.S. Bank 

Tower) in Los Angeles, the Sears Tower in Chicago, the “Plaza Bank, Washington State [sic]” 

(a possible reference to a skyscraper in Seattle), and the Empire State Building in New York City.20 

He also claimed to be planning a similar attack against the Israeli city of Elat, using aircraft leaving 

from Saudi Arabia. Other plots against aviation targets described in his statement included the 

planned destruction of an El-Al aircraft in Bangkok, Thailand, and an attack against London 

Heathrow Airport.

Hitting aviation targets was just part of the continued campaign of terror that Khalid Sheikh 

Mohammed and other al Qaeda terrorists had allegedly been contemplating following the 9/11 

attacks, including numerous planned attacks in the U.S. homeland. Khalid Sheikh Mohammed 

indicated that, under his direction, the group also plotted to assassinate former U.S. Presidents, 
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bomb suspension bridges in the New York City area, destroy the New York Stock Exchange and 

other fi nancial targets, destroy the Sears Tower in Chicago using fuel trucks, and had also conducted 

surveillance to assess the feasibility of attacking nuclear power plants in the United States. He indi-

cated that he was also responsible for various al Qaeda plans to attack signifi cant targets throughout 

the world including: U.S. Naval vessels and merchant ships in the Strait of Hormuz, the Strait of 

Gibraltar, and the Port of Singapore; the Panama Canal; signifi cant targets in the United Kingdom 

including the Houses of Parliament (Big Ben); the United States and Israeli embassies in India, 

Asia, and Australia; and targets within Israel.

While Khalid Sheikh Mohammed’s testimony provides an eye-opening glimpse into the breadth 

of the sinister plotting against aviation and other targets being contemplated by al Qaeda, it is dif-

fi cult to say how advanced the planning for these attacks was or whether these admissions largely 

refl ect the boasting of an individual seeking to establish the importance of his role in the al Qaeda 

organization. In any case, U.S. military action in Afghanistan immediately following the 9/11 

attacks was likely effective in disrupting the core command and control functions of al Qaeda, at 

least temporarily, thus preventing any ongoing planning and preparation for further planned attacks 

against the U.S. homeland. One thing that appears certain from publicly available sources is that the 

airline shoe bombing plot in December 2001 was part of a second wave of attacks against U.S. avia-

tion targets that was orchestrated by al Qaeda’s central command. The fact that al Qaeda again 

chose to attack aviation targets immediately following the 9/11 attacks—when there was an acute 

focus on strengthening aviation security both within the United States and in Europe, where the 

aircraft were targeted—suggests a continued fi xation on carrying out terrorist attacks against avia-

tion. This long-standing fi xation on attacking aviation was further demonstrated by the attempted 

shoot down of an Israeli charter jet in Mombasa, Kenya the following year, in November 2002, and 

in the number of planned or conceptualized attacks, gleaned from the claims of Khalid Sheikh 

Mohammed, specifi cally targeting aircraft and airports.

It is interesting to note that while Khalid Sheikh Mohammed claims to have hatched the 9/11 

plot, the concept of attacking prominent landmarks and buildings with aircraft may have been on al 

Qaeda’s plan books for some time before he pitched the idea to Osama bin Laden. For example, an 

Egyptian radical named Mohammed Ibrahim Makkawi, a former colonel in the Egyptian special 

forces, reportedly warned an Egyptian lawmaker of a plot to crash an airliner into the Egyptian 

parliament building right before he left Cairo in 1987 to join forces with Dr. Ayman al Zawahiri in 

Afghanistan. At the time al Zawahiri was the leader of the Egyptian Islamic Jihad, an extremist 

group in Egypt that sought to overthrow the Egyptian government. He was banished from Egypt in 

1985 after the Egyptian government failed to link him to the assassination of President Anwar 

Sadat. Al Zawahiri is generally regarded as being the ideological leader of al Qaeda, and second in 

command behind bin Laden. Mohammed Ibrahim Makkawi is thought to have assumed the nom de 
guerre Saif al Adl (Sword of Justice), and is considered to be a senior military commander and 

weapons and tactics expert in the al Qaeda organization. He was indicted for his role in the 1998 

U.S. Embassy bombings and is on the FBI’s list of most wanted terrorists. His early warnings of an 

attack against the Egyptian Parliament using a commercial airliner provide evidence of a long-

standing desire among Islamic radicals tied to al Qaeda to not only attack aviation targets, but also 

to use aircraft as weapons against strategic ground targets.

While al Qaeda clearly had ambitions to carry out additional terrorist attacks against the United 

States, including specifi c plans to attack aviation targets after the 9/11 attacks, the U.S. homeland 

has been spared from additional terrorist attacks against aviation attributed to al Qaeda. The only 

attack within the U.S. homeland involving aviation, in the seven years since the 9/11 attacks, for-

mally classifi ed as a terrorist attack, was the July 4, 2002, shooting attack at LAX. In that incident, 

a lone gunman, Hesham Mohamed Hadayet, opened fi re at the El Al ticket counter using a .45- 

caliber handgun killing two and wounding four others before being shot and killed by an El Al 

security guard. While Hadayet was never linked to any terrorist group, the incident was regarded as 

a terrorist act because he was motivated, in part, by anti-Israeli views and opposition to U.S. Middle 
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Eastern policies. While this remains an isolated incident, shootings as well as bombings in the unse-

cured areas of airports remain as specifi c concerns because these areas of airports may be regarded 

as soft targets compared to aircraft and secured areas that are more tightly guarded by stringent 

screening procedures and access control measures.

This incident highlighted the persisting vulnerability of unsecured areas of airports, including 

curbside drop-off and pickup locations and ticketing counters to shootings, bombings, and other 

possible terrorist attacks, including attacks using chemical weapons or biological agents. Following 

the LAX shootings, many were reminded of the terrorist attacks at Rome, Italy and Vienna, Austria 

airports in December 1985. On December 27, 1985, terrorists opened fi re on passengers using 

assault rifl es and threw hand grenades into the crowds around the El Al and TWA ticket counters in 

coordinated attacks at these two airports. In Rome, four terrorists killed 16 people and injured about 

one hundred others before police returned fi re killing three of the perpetrators and wounding and 

capturing the fourth. In Vienna, three assailants opened fi re killing two and injuring many others. 

They escaped by car, with police in pursuit. The police caught up with the three, killing one and 

capturing the other two. The men were believed to have been a part of the Abu Nidal Organization. 

The incidents were the deadliest attacks targeting an airport, although numerous other shootings 

and bombings of airports, as well as airline ticket offi ces, are included among offi cial databases of 

worldwide terrorist incidents.21

While airports, and aviation targets in general, have often been attacked in historic terrorist 

incidents, since the 9/11 attacks, further attacks or even unveiled plots and attempted attacks against 

aviation targets within the United States have been relatively limited in number. While much of the 

policy discussion regarding aviation security in the United States since the 9/11 attacks has focused 

on perceived weaknesses in aviation security policies, strategies, and measures, little acknowledg-

ment has been given to the fact that the U.S. aviation system has remained a highly secure mode of 

transportation.

The success in preventing additional terrorist attacks since 2001 has been the topic of consider-

able debate and speculation. Have the military actions of the United States in Afghanistan and Iraq 

had an impact on disrupting the al Qaeda command structure and diverting their efforts to support-

ing insurgents in Iraq and Afghanistan? Have U.S. foreign policies been effective in isolating and 

neutering state sponsors of terrorism? Have the United States’ controversial domestic intelligence 

efforts had an impact on disrupting terrorist activity within the homeland? Have efforts to better 

track terrorist travel had an impact on preventing terrorists from entering the United States? Have 

law enforcement and counterterrorism efforts been effective in detecting terrorist activity and pre-

venting terrorist acts from being carried out? Have the extensive resources and investments to 

improve aviation security made the aviation system in the United States highly resilient to the full 

spectrum of terrorist plots and tactics? Or have we simply been lucky?

While the prevention of terrorism appears to be the result of more than just luck, it is impossible 

to pinpoint what the impact of these specifi c policies and initiatives, either individually or in com-

bination, have been. What most experts do agree on, however, is that for this success to continue, 

aviation security policies, strategies, and approaches must continually evolve and adapt to new 

 terrorist threats and tactics, because most experts also agree that the U.S. aviation system and U.S. 

air carrier aircraft operating abroad remain high-profi le targets in the eyes of terrorist groups.

EVOLVING TERROR THREAT

This long-standing terrorist fi xation on aviation appears to pose a continuing threat despite the con-

siderable policy and strategy focus on enhancing aviation security, both within the United States 

and among our allies in the war against terrorism, in the years since the 9/11 attacks. This continued 

threat was clearly demonstrated in August 2006 when a plot to attack U.S.-bound airliners from 

the United Kingdom using improvised liquid explosive devices was detected and disrupted by 

British authorities.
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THE UK AIRPLANES BOMBING PLOT

On August 10, 2006, a plot to bomb seven U.S.-bound passenger airliners from the United Kingdom 

using improvised liquid explosive devices was uncovered and broken up by British authorities. 

Operating from a fl at in east London, a group of eight terrorists planned to disguise peroxide-based 

liquid explosives in plastic soft drink bottles to smuggle them on board the aircraft. They intended 

to extract the soft drink and inject the liquid explosive into the bottles using syringes, sealing the 

needle holes so that the bottle tops would remain unopened. The terrorists planned to inject a mix-

ture of hydrogen peroxide and other organic compounds, combined with Tang, providing a sugar 

content to produce a hotter and more powerful explosion. Each of the terrorists intended to carry 

two of these bottles, one to serve as a backup in case security screeners confi scated one of the bot-

tles. The men planned to detonate the liquid explosive using a hexamethylene triperoxide diamine 

(HMTD) detonator rigged to some sort of electric spark trigger from an electronic device, such as a 

disposable camera fl ash bulb, while the airliners were cruising at altitude above the Atlantic Ocean.22 

Scientists at the Sandia National Laboratory, working in cooperation with the DHS, conducted test-

ing of the liquid explosive and detonation methods the terrorists planned to use and found the impro-

vised explosive to be extremely powerful.23

The plot bore many striking similarities to the Bojinka plot and the attempted shoe bombing by 

Richard Reid, but provided insight into new terrorist tactics designed to elude tightened security 

measures at screening checkpoints. The fact that the plotters intended to use hydrogen peroxide-

based explosives and detonators appears to refl ect a deliberate attempt to elude possible chemical 

trace detection methods in use at the time, which were designed to search exclusively for nitrate-

based explosives. Also, the plot, like the London transit bombings, pointed to a continued threat 

from so-called homegrown Islamic radicals, living in major western cities and countries.

A total of seven fl ights bound for the United States and Canada were targeted by the plot. The 

plot, by design, targeted fl ights that would all be airborne and over the Atlantic Ocean at the same 

time, in a coordinated fashion, offering little chance to prevent any of the bombings once the tar-

geted fl ights had departed. Shortly before their arrest, several of the suspects made martyrdom 

videos describing their motivations for the attack as revenge against the United States, and British 

and Jewish accomplices, for actions in Iraq, Afghanistan, and Palestine.24 The making of the videos, 

which was observed by British intelligence agents, who had placed listening devices inside the fl at 

being used as the group’s operational headquarters, tipped British authorities off to the fact that the 

plot was entering an advanced stage of planning and the attacks could be imminent. British authori-

ties subsequently moved in and apprehended the members of the group, thus averting what could 

have been the most signifi cant terrorist attack since 9/11.

Following the plot, the TSA took immediate action to ban liquids carried through airport screen-

ing checkpoints and deployed Federal Air Marshals on board of all U.S.-bound fl ights from Heathrow 

for a period after the attacks, out of fear that there may have been additional terrorists who had not 

been apprehended that could follow through with the execution of the plot. While the plot was bro-

ken up by effective British intelligence work before it could be executed, the incident stands out as 

a stark reminder of the capabilities, resourcefulness, and reach of U.S. adversaries in the ongoing 

war with global terrorists. The plot also stands out as a clear indicator that terrorist groups continue 

to have a keen interest in attacking commercial passenger aviation targets, contrary to some specu-

lation that terrorists would shift their focus to attacks against softer targets as was the case with the 

March 11, 2004, Madrid passenger rail bombings and the July 7, 2005, London transit bombings.

Terrorists in the United Kingdom again demonstrated a continued fi xation on attacking aviation 

targets in the June 30, 2007, bombing attack of the passenger airline terminal at Glasgow International 

Airport in Glasgow, Scotland. In that attack, terrorists rammed a sport utility vehicle (SUV) loaded 

with propane canisters through the main airport terminal entrance in an attempted suicide bombing. 

While one of the assailants died from burns sustained in the attack no one else was killed, although 

about fi ve people in the airport terminal were injured in the attack. British authorities connected the 
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attack at Glasgow International Airport to IEDs found in vehicles parked in central London two 

days prior, indicating that the attack was likely part of a larger plot to carry out coordinated attacks 

against prominent sites in the United Kingdom.25 While plots of this sophistication have not been 

detected within the U.S. homeland, various incidents and investigations have pointed to a growing 

threat from homegrown terrorists operating within the United States as well.

HOMEGROWN TERRORIST THREATS IN THE UNITED STATES

In June 2007, a group of aspiring terrorists in New York were arrested after their group was infi l-

trated by an undercover LEO following leads provided by an informant about the group’s aspira-

tions. The men were allegedly conspiring to blow up a fuel farm and pipeline that supplied jet fuel 

to the John F. Kennedy International Airport (JFK) and other New York area airports. The alleged 

ringleader of the group had previously worked at JFK. While the group had conducted extensive 

surveillance and planning, they had not acquired explosives, and many experts have brought into 

question the seriousness of the threat posed by this group as well as the likelihood that the type of 

attack they were planning would have had any degree of success in destroying jet fuel storage and 

distribution systems for the New York area airports.

As exemplifi ed by this plot, the continuing terrorist threats to civil aviation are complicated by 

an apparent rise in domestic sympathizers with terrorist movements like al Qaeda. While such 

domestic terrorist plots that have been detected to date have often failed to establish solid links 

between these homegrown groups and al Qaeda, the growth of a domestic insurgency is both alarm-

ing and indicative of a shifting global trend toward a more decentralized terror network, where the 

historic core of al Qaeda and its radical Islamic teachings serving more as an inspiration, providing 

general guiding principles and broad objectives for loosely knit terrorist cells and like-minded indi-

viduals and groups, rather than a center for planning and execution of terrorist attacks.

At the same time, recent national intelligence estimates warn that the core al Qaeda organization 

is again strengthening its capability to pre-9/11 levels, and it desires to carry out attacks within the 

United States as well as in Europe.26 Central elements of al Qaeda have apparently found safe haven 

in the tribal areas of Pakistan, along the Afghan border, where they have been able to strengthen 

their core command and control functions. Additionally, U.S. intelligence sources consider Hezbollah 

in Lebanon a growing threat that may be contemplating carrying out attacks against U.S. interests 

overseas, or even an attack within the United States. Intelligence analysts surmise that attacks 

within the United States would most likely target locations of political or economic importance, or 

critical infrastructure with the objectives of “producing mass casualties, visually dramatic destruc-

tion, signifi cant economic aftershocks, and/or fear among the US population.”27 Since both al Qaeda 

and factions of Hezbollah have targeted aviation in the past, and since aviation targets offer the 

potential to achieve all of these terrorist objectives, the air transportation system should be regarded 

as a prime target for these terrorist organizations.

While numerous steps have been taken since the 9/11 attacks to strengthen aviation security both 

within the United States and internationally, the terrorist threat remains high. While various reports 

of terrorists casing U.S. domestic fl ights have surfaced since the 9/11 attacks, the August 2006 inter-

diction of the terrorist cell near London Heathrow airport that was plotting to bomb U.S.-bound 

fl ights with improvised liquid explosive devices has provided clear and compelling evidence of the 

continuing terrorist threat to civil aviation. In addition to plotting domestic attacks, such as the 

foiled plot to attack fuel farms at JFK airport, domestic sympathizers and affi liates of al Qaeda may 

aid foreign terrorists in gaining access into the United States and may provide them with resources 

to carry out attacks within the United States.

An analysis by the New York City Police Department (NYPD) concluded that the terrorist threat 

in the post-9/11 climate comes predominantly from radicalized homegrown terrorists and terrorist 

groups.28 The analysis notes that worldwide terrorist plots carried out since the 9/11 attacks have 

been conceptualized, planned, and carried out by “unremarkable” individuals who have attacked 
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within their country of residence using al Qaeda and radical Islamic ideologies as their inspiration 

and motivational framework. The pressures for radicalization appear to be more pronounced in 

foreign countries, particularly countries in Europe, where second and third generation Muslims 

have often failed to assimilate into the culture and society of their country of residence and have 

become disenfranchised. In contrast, within the United States, immigrant populations have typi-

cally had an easier time assimilating into mainstream culture, thus reducing, to some degree, these 

incubators for radicalization. The analysis, however, concludes that radicalization pressures are also 

present to a certain degree within the United States, and extremist views and social networking 

capabilities with like-minded individuals through the Internet may facilitate the radicalization 

 process throughout the world, including within the United States. The NYPD report concludes that 

“[t]he internet is now a tactical resource for obtaining instructions on constructing weapons, 

 gathering information on potential targets, and providing spiritual justifi cation for an attack.”29

Besides fact gathering and social networking with like-minded individuals on the Internet, the 

radicalization process may be facilitated by various informal venues for camaraderie and socializa-

tion that the NYPD study refers to as “radicalization incubators.” These sites where like-minded 

individuals often congregate may include cafes, cab driver hangouts, fl ophouses, prisons, student 

associations, hookah (water pipe) bars, and book shops. Initially, during an exploratory self- 

identifi cation phase, otherwise “unremarkable” individuals leading ordinary lives may begin to 

explore radical Islamic views through use of the Internet and by seeking out the camaraderie of 

 others at these various venues. This exploration is often triggered by a variety of catalytic events—

such as the loss of a job or a perceived lack of opportunity for upward mobility; alienation and isola-

tion; experiencing real or perceived racism; political unrest or hostile actions against Muslim 

populations; or personal losses such as the death of a close family member or friend—although 

experience indicates that this is not always the case.

As individuals become more radical in their views and beliefs, they may enter an indoctrination 

phase of radicalization in which beliefs are intensifi ed and solidifi ed, culminating with fi rm belief 

in the ideological conclusion that militant jihad is necessary to support and further the cause. The 

solidifi cation of this view may then be followed by a process referred to as “jihadization” in which 

a group of like-minded indoctrinated individuals accept their duty to carry out jihad, and as a group 

begin the process of operational planning to participate in jihad or carry out a terrorist attack, 

including possible suicide missions. The NYPD report notes that, while the self-identifi cation and 

indoctrination phases of radicalization are relatively slow and can evolve over a period of two to 

three years, the jihadization process can occur in a relatively short time span of only a few months, 

or in some cases, in a matter of weeks. Particularly in the case of suicide missions, or martyrdom 

operations as they are viewed and referred to by these terrorist groups, group leadership will often 

seek to execute these plans quickly after they are divulged to the participants to avoid possible attri-

tion from those who have second thoughts about the prospect of dying for their cause. This provides 

a compelling explanation for why British authorities moved so swiftly to apprehend those involved 

in the liquid explosives plot in 2006, recognizing that the recording of martyrdom videos suggested 

that the plot was very close to being carried out.

Since the 9/11 attacks, counterterrorism operations have identifi ed numerous terrorist groups 

and individuals with links to al Qaeda operating within the United States. Examples include the 

so-called Lackawanna Six terrorist cell, based near Buffalo, New York, whose members were 

found guilty of providing terrorist support to al Qaeda; a Detroit-based sleeper cell that may have 

be planning to carry out an attack against Disneyland in Anaheim, California; and a group of radi-

cal Islamists living in New Jersey who were planning to attack the Fort Dix military installation 

using automatic weapons, as well as the previously discussed group that was plotting the attacks of 

the fuel storage and distribution facilities at JFK airport. As previously noted, linking these groups 

to al Qaeda or a common terrorist movement has proven diffi cult for prosecutors. Nonetheless, 

these cases serve to illustrate the potential threat of attacks that may be launched from within the 

United States. This evidence of a continued interest among terrorists to conduct operations within 
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the United States and to specifi cally target aviation assets provides evidence that, while the United 

States has not experienced a major terrorist attack within the U.S. homeland in the seven years 

since 2001, those responsible for aviation security must be constantly vigilant. Moreover, the U.S. 

aviation security policies and strategies should seek the most effective and effi cient means possible 

to detect, deter, prevent, and respond to the evolving terrorist threat and possible future attacks 

targeting the aviation system.

AN ASYMMETRIC THREAT INTENT ON DIMINISHING OUR RESOLVE

In addition to becoming an increasingly homegrown threat, terrorism, whether it be spawned by 

global movements like al Qaeda or carried out by homegrown groups espousing radical ideologies, 

has been described as posing an asymmetric threat. The term asymmetric threat generally refers to 

various potential attacks that can be made by an adversary whose funding, manpower, and resources 

is vastly smaller than the entity it seeks to attack or wage war against.

Faced with such an asymmetric threat, security strategies and approaches must become argu-

ably more complex to address the increasingly uncertain nature of the threat. The various secu-

rity measures put in place to protect and defend against terrorist threats must be both comprehensive 

to  protect against the full range of potential threats and also effective against these various threats. 

While aviation security has always had to deal with the uncertain nature of threats posed by ter-

rorists seeking to carry out bombings and hijackings, the tactics and objectives of the 9/11 attacks, 

the shoe bombing plot, and the liquid explosives plot indicate that present-day terrorist adversar-

ies desire to execute well-thought-out plans and methods for defeating elaborate security mea-

sures and sophisticated threat detection technologies. While asymmetric threats posed by 

terrorists pose a continuing risk to aviation security, the notion of asymmetric threats is nothing 

new. Military history is rife with examples of asymmetric warfare, including the tactics of the 

Continental Army during the Revolutionary War and those of the Viet Cong during the Vietnam 

confl ict.30 What these experiences suggest is that, while asymmetric warfare in various forms has 

been around for a long time, these tactics have proven to be highly effective in eroding the morale 

and weakening the resolve of forces with superior technologies, training, and capabilities com-

pared to their adversaries.

Perhaps the clearest example of the use of terrorism as an asymmetric tactic was the widespread 

use of bombings, including some bombings of civilian targets, by the Provisional Irish Republican 

Army (IRA), in addition to sniper attacks and other guerilla tactics carried out by the IRA against 

British forces. Beginning in the mid-1970s, the Provisional IRA adopted a strategy known as the 

“Long War,” designed to include an enduring campaign of attacks carried out by numerous small, 

self-suffi cient terrorist cells that could not be easily identifi ed, infi ltrated, or stopped by British 

forces. Despite periodic truces and cease fi res, the IRA’s “Long War” spanned more than 20 years, 

until the Belfast Agreement or Good Friday Agreement of 1998 brought about constitutional change 

and power sharing in Northern Ireland.

In his 2006 State of the Union Address, President Bush described the ongoing confl ict with 

Islamic extremists as “a long war against a determined enemy.”31 While the term “long war” has 

often been used in describing military confl icts and its use by the Bush Administration appears to 

have no specifi c connection to the Provisional IRA’s adoption of the term in the 1970s,32 from the 

standpoint of terrorist tactics, the parallels between strategies and methods employed by the 

Provisional IRA and those adopted by al Qaeda, particularly in terms of the use of small, stealthy 

cells to carry out attacks, are striking and capture the essence of the asymmetric threat posed by 

these groups. The groups also appear to share a common strategy in the sense that their tactics are 

largely designed to primarily have a psychological and social impact, rather than a signifi cant mili-

tary impact. Again, the objective of asymmetric terrorist tactics appears to be largely one of weak-

ening the resolve of the superior power. However, in the case of al Qaeda, and like-minded Islamic 

radicals, the ultimate objective of their campaign of terror is less clear, but appears to be tied to 
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loosely defi ned goals of lessening or eliminating western and U.S. infl uences in the Islamic world, 

and the elimination of Israel.

Whereas the Provisional IRA targeted aviation only on a limited basis, aviation has long been a 

primary target of Middle Eastern and radical Islamic terrorist groups, including al Qaeda. Attacks 

against aviation targets arguably offer a considerable degree of psychological and social impact, the 

type of impact and attention sought by terrorist organizations. Intense media interest in aviation 

disasters offers terrorists a global audience for voicing their message and seeking support for their 

cause. The 9/11 attacks and the various al Qaeda plots and attacks since, including several plots and 

attempted attacks against aviation targets, refl ect the asymmetric nature of the terrorist threat to 

aviation and the terrorist’s continued interest in attacking aviation targets.

Arguably, the notion of a “long war” or a protracted campaign of terror provides a strategic 

advantage to terrorist adversaries in the sense that they can wear down the resolve of security forces 

by behaving unpredictably and at irregular intervals over long periods of time, breeding compla-

cency during periods of calm intermingled with potentially demoralizing defeats if security mea-

sures are breached allowing attacks to be successfully carried out. For this reason, many policymakers 

argue that terrorism cannot be defeated by security measures alone, regardless of how effective 

those security measures may be. These policymakers argue that security must be complemented by 

sanctions against those states that harbor or otherwise provide aid to terrorist groups, and/or mili-

tary action to eliminate terrorist threats and disrupt or disable the command and control structure 

of terrorist organizations. The use of military force to combat al Qaeda and the Taliban regime in 

Afghanistan immediately following the 9/11 attacks exemplifi es the overwhelming view among 

federal policymakers in the Bush Administration and in Congress that military action was a neces-

sary part of the global war against terrorism, along with enhanced security measures and expanded 

counterterrorism efforts. Thus, aviation security is but one small part of the overall U.S. strategy to 

combat global terrorism, and spending on aviation security is relatively small compared to national 

defense and counterterrorism efforts tied to the global war on terrorism. Nonetheless, spending on 

aviation security since the 9/11 attacks has been considerable, and future directions for enhancing 

and optimizing approaches to security seek even larger investments over the next 15 years to further 

strengthen aviation security against terrorist threats.

COST OF PROTECTING AVIATION

While terrorists groups appear to have a specifi c interest in continuing to target the aviation system, 

defending and protecting this system and its assets against asymmetric threats is complex and 

resource intensive because terrorist adversaries behave in ways that can be diffi cult to predict and 

diffi cult to detect. Terrorists apparently achieve and maintain these stealthy, unpredictable charac-

teristics by operating in small, close-knit cells or groups, and by observing defensive postures of 

security systems through probing and other observational techniques and adapting their strategies 

accordingly, all characteristics of an asymmetric threat. In terms of aviation security, what this 

means is that security systems need to be robust against a wide array of threats and be capable of 

quickly adapting to new potential threats based on intelligence information. Robust security  systems, 

however, tend to be extremely costly and can be resource and labor intensive because policymakers 

and strategists typically seek to make these systems highly capable of defending against the entire 

gamut of potential threats.

Additionally, the widely held view that security can largely be achieved through a variety of 

technology solutions can have the effect of perpetuating a cycle of costly research, development, 

testing, acquisition, and deployment of the latest security technologies. A careful evaluation of the 

threats and existing vulnerabilities of the aviation system to these threats can help direct technology 

investment using a risk-based framework. The risk-based framework will be discussed in greater 

detail later in this book, but generally involves a deliberative examination and prioritization of 

threats and available vulnerability reduction measures based on the likelihood and severity of 
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 possible attack scenarios. While risk-based analyses can help to defi ne aviation security technology 

investment strategies, the breadth of potential threats and the diffi culty in detecting and defending 

against various types of threats, like the threat of explosives in particular, point to a conclusion that 

effective, robust security is often unavoidably costly and resource intensive.

The extensive spending by the United States on aviation security since the 9/11 attacks, none-

theless, raises considerable policy questions over how future funds and resources should be best 

allocated in a risk-based fashion, as well as what revenue sources should be used to pay the cost of 

effectively securing the air transportation system in a manner that demonstrates fi scal responsibi-

lity and accountability to taxpayers and users of the aviation system. To address these policy ques-

tions, it is useful to examine more closely the costs incurred by the United States to protect its 

aviation system.

The extensive measures to protect aviation following the 9/11 attacks have been extremely costly. 

TSA spending on aviation security between FY2002 and FY2008 totaled nearly $40 billion dollars, 

more than $6 billion annually. Additionally, airports, airlines, air cargo companies, and other 

elements of the aviation industry have collectively spent billions of dollars to improve physical 

security and surveillance capabilities, administer security training to employees, and comply with 

new federally mandated security regulations.

Prior to the 9/11 attacks, aviation security was primarily funded by the airlines. It is estimated 

that the airlines were spending about $450 million annually for passenger screening contracts.33 In 

addition, the FAA received appropriations totaling about $180 million annually in FY2000 and 

FY2001. The majority of this funding was going toward the research, acquisition, development, and 

deployment of EDSs, primarily for targeted use on international routes and, on a limited basis, for 

screening the baggage of domestic passengers selected by passenger prescreening procedures under 

the CAPPS. These funds also went to fund the FAA’s aviation security intelligence and oversight 

functions, and the FAA’s air marshals program, which had just 33 marshals operating solely on 

international fl ights. Estimated expenditures by the FAA and the airlines for passenger and baggage 

screening and related security activities, such as law enforcement support and security checkpoints, 

from 1996 to 2001 are summarized in Figure 3.2. These amounts are estimated based on FAA 
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FIGURE 3.2 Estimated pre-9/11 expenditures for aviation security screening operations, FAA aviation 

security activities, and related federal research, development, and procurement of screening technologies 

(1996–2001).
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appropriations and analysis by the U.S. GAO* of air carrier costs for passenger and property screen-

ing in 2000.34 Following the 9/11 terrorist attacks, ATSA mandated that these functions be transi-

tioned to the newly created TSA.

Annual spending on aviation security following the 9/11 attacks increased more than 10-fold 

compared to estimated spending on aviation security in FY2000 and FY2001. Much of this spend-

ing has been driven by the mandates of ATSA, particularly the mandates requiring federalization of 

passenger and baggage screening operations, and the mandate that 100% of all checked baggage be 

subject to electronic screening or acceptable alternative screening methods. Not surprisingly, pas-

senger and baggage screening operations make up 50% of the total appropriations to the TSA for 

aviation security (Figure 3.3). Figure 3.3 displays the breakout of aviation security spending over the 

years from FY2003 to FY2008 and provides some interesting insights into aviation security policy 

and its budgetary implications. More detailed appropriations amounts for all TSA budget activities 

in FY2007 and FY2008 are provided in Table 3.1.

It is not particularly surprising that direct costs for passenger and baggage screening operations 

comprise 50% of the TSA total budget given that these functions are extremely labor intensive and 

these budget activities primarily represent the salaries and benefi ts paid to the TSA screener/TSO 

workforce that includes almost 45,000 full-time equivalent (FTE) positions. A sizable portion of 

the additional TSA aviation security budget is spent in support of these day-to-day screening 

* The U.S. government agency known as the GAO changed its name from the General Accounting Offi ce to the Government 

Accountability Offi ce in 2004. The fi rst time Government Accountability Offi ce appears (for a cited report from 2004 or 

later) it should be spelled out. (Everyone in public policy just knows the organization as the GAO).
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 operations. Baggage screening equipment accounts for about 13% of the TSA’s total budget. This 

budget activity includes the purchase and installation of expensive explosives detection machines, 

primarily full-sized EDS machines that range in price from $900,000 to $1.3 million a piece. 

Redesigning airport baggage handling systems to accommodate these EDS machines and integrate 

them in line with baggage conveyors has also been a costly endeavor, and this 13% slice of the TSA 

aviation security budget also includes funds placed into the special ASCF established specifi cally to 

provide federal funds and federal reimbursements to airports for construction projects to accom-

modate and optimize the installation of EDS equipment. This does not, however, refl ect the full cost 

of these activities between FY2003 and FY2008 because airports are expected to pay a share of the 

cost, and also because many airports are still awaiting reimbursement for the anticipated federal 

share of projects initiated during this time frame, that are expected to be covered by future year 

funding of either the ASCF or, possibly, additional appropriations amounts to cover costs related to 

in-line EDS integration and optimization.

In addition to the costs of baggage screening equipment, another 3% of the TSA budget has gone 

toward the cost of passenger checkpoint equipment and supplies. This cost is largely driven by 

screening equipment needs, such as magnetometers and x-ray machines, but also refl ects costs for 

various consumable supplies, such as disposal inspection gloves worn by TSOs, as well as certain 

TABLE 3.1
Appropriations for TSA Aviation Security-Related Budget Activities 
(FY2007–FY2008)

Budget Activity FY2007 FY2008

$ Millions

Aviation security

 Screening partnership program (private screening contracts) 149 143

 Passenger and baggage screeners salaries and benefi ts 2470 2636

 Screener training and equipment 244 224

 Human resource services 207 182

 Checkpoint support (equipment and supplies) 173 250

 Explosives detection equipment purchase and installation 279 294

 Screening technology maintenance 222 264

 Operations integration 23 25

 Regulation and enforcement 218 256

 Airport management, IT, and support 666 652

 FFDOs program and crew training 25 25

 Air cargo security 55 73

 Airport perimeter security 0 4

 ASCF 250 250

FAMS 714 770

Transportation Threat Assessment and Credentialing (TTAC)

    Secure fl ight 15 50

    Crew vetting 15 15

    RT program (fees) 3 4

Transportation security support functions

    Intelligence 21 21

    HQ administration 294 293

    Information technology 210 209

Totals 6253 6640
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durable items, such as plastic bins for placing coats, shoes, and laptop computers in to move through 

the x-ray machines. In the coming years, this aspect of the TSA budget may experience a push for 

specifi c increases as the TSA seeks to attain improved capabilities for detecting explosives on pas-

sengers and to better streamline and modernize passenger screening checkpoints. In addition to 

these costs, the cost of training screeners accounts for about 4%, and human resources functions 

tied to the screening workforce account for another 3% of the TSA budget for aviation security. All 

totaled, functions directly tied to passenger and baggage screening account for nearly 75% of the 

TSA’s aviation security spending.

Another 12% of TSA aviation security spending has gone toward airport management, informa-

tion technology systems installation and upkeep at airports, and other airport support functions. These 

budget activities also support the TSA’s screening functions, but more broadly encompass the TSA’s 

coordination and oversight of airport-wide security. The TSA itself, however, is not responsible for 

airport perimeter security, surveillance, and access controls, as these are primarily the responsibilities 

of each individual airport and airport operator. Airports’ spending on these functions has increased 

signifi cantly since the 9/11 attacks, but because this spending is not tied to federal appropriations for 

TSA budget activities or funded out of federal accounts, it is not refl ected in Figure 3.3 or Table 3.1. 

The federal government has, however, reimbursed some airports for their law enforcement presence 

and support at screening checkpoints, and these reimbursement agreements are refl ected as a rela-

tively small part of the TSA’s regulation and enforcement functions. These arrangements have been 

made in lieu of creating a large law enforcement force within the TSA to deploy to airports, and law 

enforcement at airports remains primarily a local or state agency responsibility. The TSA, however, 

has overall regulatory responsibility of the security aspects of all airports, airlines, and other elements 

of the aviation industry, and these regulatory functions account for the majority of spending on regu-

lation and enforcement activities that account for roughly 5% of the TSA budget. This funding pri-

marily pays for the salaries and benefi ts of the TSA’s workforce of regulatory inspectors. Regulation 

of the air cargo industry, however, has been treated separately, and these air cargo regulatory activities 

as well as spending on various pilot programs for screening cargo placed on passenger aircraft 

accounts for another 1% of TSA spending. While the new mandate to screen all cargo placed on pas-

senger aircraft by January 2010 will likely increase spending on air cargo regulatory activity to some 

degree, under current plans, the actual screening functions are to be conducted by shippers and cargo 

freight forwarding companies, and therefore, air cargo security functions will largely be paid for and 

carried out by industry partners and not the TSA. Therefore, the impact on the overall TSA budget for 

these activities is likely to be relatively limited and air cargo security is likely to remain a consider-

ably small component of the overall TSA budget.

As the above discussion has suggested, while the TSA’s regulatory and oversight functions are a 

limited part of the overall TSA budget, aspects of aviation security that the TSA has operational respon-

sibility for, such as passenger and baggage screening, impose much more signifi cant costs on the fed-

eral budget. In addition to its screening functions, the TSA also has operational responsibility for the 

FAMS that has accounted for about 7% of the overall TSA budget over the years from 2003 to 2008. 

However, it should be noted that for some portion of this time frame, the FAMS was taken out of the 

TSA and placed inside the CBP. For the purposes of this budget analysis, appropriations for FAMS 

were included as part of the total federal funding for aviation security-related budget activities.

Following the 9/11 attacks, the FAMS expanded dramatically from a small group of 33 marshals 

to a forces of thousands. Funding for the air marshals service has accounted for about 7% of federal 

aviation security funding. In contrast to the relatively costly measures of passenger and baggage 

screening and FAMS, the related initiative of training and deputizing airline pilots to carry fi rearms 

to defend cockpits against possible hijacking attempts under the Federal Flight Deck Offi cer (FFDO) 

program and training fl ight attendants in self-defense carries a comparatively small price tag of 

about $25 million annually, much less than 1% of the overall TSA budget. While the FFDO pro-

gram remains controversial, as some still continue to question the safety and security aspects of 

arming pilots, it stands out as a particularly cost-effective layer of security, primarily because it 
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utilizes pilots who are already salaried by the airlines, thus requiring only limited federal invest-

ment in training and issuing fi rearms to pilots who voluntarily participate in the program.

In addition to these various aviation security budget activities, various threat assessment and 

credentialing functions are conducted by the TSA to strengthen aviation security. These include 

work on the long-delayed and controversial Secure Flight program to replace passenger no-fl y and 

secondary screening selection (selectee) lists, as well as programs to vet foreign students who apply 

for fl ight training in the United States and foreign and domestic airline crews and pilots. These func-

tions account for roughly 2% of TSA spending. In addition to this, the TSA is involved in coordinat-

ing the background checks required of all airport and airline employees and air cargo workers with 

unescorted access to secured areas of airports and aircraft. However, this program is funded entirely 

through fees paid by the workers or their prospective employers and imposes no additional cost to 

the federal government.

The fees paid by airports and airlines is but a small part of the overall spending by the aviation 

industry and related entities for establishing aviation security programs and complying with federal 

regulations pertaining to aviation security. Every airline, airport, and air cargo freight forwarder, 

along with several other aviation entities, such as companies that charter business jets, are required 

to set up and implement TSA-approved security programs. Each of these programs is tailored to the 

particular airport, airline, or operator, and therefore, the costs of establishing and implementing 

these programs vary widely, although each must adhere to a certain set of TSA-established stan-

dards. These security programs will be examined in more depth in chapters covering airport secu-

rity, in-fl ight security, and air cargo, as well as to some degree with regard to those GA operators, 

such as companies that charter business jets, that are subject to federally mandated aviation security 

regulations. The total cost of these various programs, however, is diffi cult to gauge but has certainly 

totaled billions of dollars in the years since the 9/11 attacks.

One particular concern over all this aviation security spending that has taken place since the 

9/11 attacks is how it is all being coordinated and prioritized in a cohesive fashion to ensure that 

the money is well spent. The next chapter examines in depth the U.S. strategy for aviation security 

that has slowly emerged following the 9/11 attacks and was fi rst put into a comprehensive frame-

work in 2006 and 2007. This strategy and the underlying policy continue  to evolve and are likely to 

play an important role in determining future directions for investment intended to further strengthen 

aviation security.

REFERENCES

 1. National Commission on Terrorist Attacks upon the United States. The 9/11 Commission Report, New 

York: W.W. Norton & Co., 2004.

 2. For example of a work criticizing alleged political infl uencing and manipulation of the work of the 9/11 

Commission see Philip Shenon, The Commission: The Uncensored History of the 9/11 Investigation, 

New York: Twelve, Hachette Book Group USA, 2008.

 3. Transportation Security Administration. Budget Estimates: Fiscal Year 2004, March 2003.

 4. National Commission on Terrorist Attacks upon the United States. The 9/11 Commission Report, 
p. 391.

 5. Transcript of Hearing Before the Subcommittee on Aviation, Committee on Transportation and 

Infrastructure, House of Representatives, 108th Congress, 9/11 Commission Report: Review of Aviation 
Security Recommendations, August 25, 2004, p. 26.

 6. See, for example, Statement of Clark Kent Ervin, Inspector General, U.S. Department of Homeland 

Security, before the Committee on Transportation and Infrastructure, Subcommittee on Aviation, U.S. 

House of Representatives, April 22, 2004.

 7. See note 4, p. 393.

 8. Transportation Security Administration. Air Cargo Strategic Plan, November 2003.

 9. Department of Homeland Security, Transportation Security Administration. Air Cargo Security 

Requirements; Proposed Rule, Federal Register, 69(217), November 10, 2004, pp. 65258–65291.

AU7029_C003.indd   96AU7029_C003.indd   96 8/12/2009   7:57:33 AM8/12/2009   7:57:33 AM



Policy Refi nement in Response to the Evolving Terrorist Threat 97

 10. Department of Homeland Security, Transportation Security Administration. Air Cargo Security 

Requirements, Final Rule, Federal Register, 71(102), May 26, 2006, pp. 30477–30517.

 11. Democratic Members of the House Select Committee on Homeland Security, Jim Turner, Ranking 

Member. America at Risk: The State of Homeland Security, Initial Findings. Washington, DC, January 

2004.

 12. Democratic Strategy on Homeland Security, Making America Safer: Closing the Security Gap.
 13. See, for example, Robert W. Poole, Jr. Airport Security: Time for a New Model. Policy Study 340, 

Los Angeles, CA: Reason Public Policy Institute, January 2006.

 14. See note 10.

 15. Lara Jakes Jordan and Matt Apuzzo. “US: Ivins Solely Responsible for Anthrax Attacks.” The Associated 
Press, August 6, 2008.

 16. United States District Court, District of Massachusetts. United States of America v. Richard Colvin Reid, 

a/k/a Abdul-Raheem, a/k/a Abdul Rareem, Abu Ibrahim.

 17. Michael Jacobson. “They Trained. They Plotted. Then They Bailed.” The Washington Post, March 23, 

2008, p. B3.

 18. United States Department of Defense. Verbatim Transcript of Combatant Status Review Tribunal Hearing 
for ISN 10024 (Unclassifi ed), March 10, 2007.

 19. Ibid., p. 18.

 20. Ibid.

 21. For a comprehensive database of terrorism incidents see National Consortium for the Study of Terrorism 

and Responses to Terrorism (START), Global Terrorism Database, available at http://www.start.umd.

edu/data/gtd/.

 22. Peter Wright, Congressional Quarterly, “Chilling Details Emerge from Trans-Atlantic Terror Plot 

Hearing,” Reprinted in Transportation Security Administration News & Happenings, Updated April 8, 

2008.

 23. “Plot Would Have Killed Thousands.” ABC News, August 6, 2007.

 24. “‘Bombers’ made martyr videos.” The Sun (UK), April 4, 2008.

 25. “Terror Plot: Glasgow and London Attacks Were Carried Out by Same Men.” The Daily Mail, July 3, 

2007.

 26. National Intelligence Council. National Intelligence Estimate: The Terrorist Threat to the US Homeland, 

July 2007.

 27. Ibid.

 28. Mitchell D.Silber and Arvin Bhatt. Radicalization in the West: The Homegrown Threat. Police Department, 

City of New York, 2007.

 29. Ibid.

 30. Michael Rubin. “Asymmetrical Threat Concept and Its Refl ection on International Security,” Presentation 
to the Strategic Research and Study Center (SAREM) Under the Turkish General Staff, Istanbul, Turkey, 

May 31, 2007.

 31. President George W. Bush, State of the Union Address by the President, United States Capitol, Washington, 

DC, January 31, 2006.

 32. See Bradley Graham and Josh White, “Abizaid Credited with Popularizing the Term ‘Long War’.” The 
Washington Post, February 3, 2006, p. A8, for background on the use of the term “Long War” in reference 

to the war on terrorism.

 33. See U.S. Government Accountability Offi ce, Aviation Fees: Review of Air Carriers’ Year 2000 Passenger 
and Property Screening Costs, April 2005, GAO-05-558.

 34. Ibid.

AU7029_C003.indd   97AU7029_C003.indd   97 8/12/2009   7:57:33 AM8/12/2009   7:57:33 AM



AU7029_C003.indd   98AU7029_C003.indd   98 8/12/2009   7:57:33 AM8/12/2009   7:57:33 AM



99

4 The U.S. Strategy for 
Combatting Terror Threats 
to the Aviation Domain

The U.S. strategy for aviation security that has emerged as part of the global war on terrorism is 

predicated on two principal goals: (1) deterring or mitigating security risks and (2) minimizing 

disruption to the fl ow of passengers and goods that travel by air. The strategy employs a risk-based 

and multidimensional, multilayered approach to securing aviation assets from attack and exploita-

tion by terrorists and criminal elements. While the strategy is evolutionary in its thinking, building 

upon preexisting approaches to aviation security, it seeks to provide a unifi ed framework for imple-

menting aviation security policies that largely did not exist prior to the September 11, 2001, terror-

ist attacks.

In the years leading up to the terrorist attacks of September 11, 2001, the United States lacked a 

comprehensive national policy and strategy for aviation security. The approach to aviation security 

was largely shaped by past events—such as the bombing of Pan Am fl ight 103 in December 1988 

and aviation security policy debate in the aftermath of the TWA 800 accident—rather than a com-

prehensive evaluation of the full range of security risks. The 9/11 Commission concluded that the 

terrorist attacks of September 11, 2001, revealed failures of imagination, policy, capabilities, and 

management by both the FAA and the U.S. intelligence community.

Following the September 11, 2001, attacks, U.S. aviation security policy and strategy was closely 

linked to the mandates of ATSA (P.L. 107-71), which emphasized sweeping changes to the security 

of passenger airline operations. While the importance of strategic planning was recognized, it was 

not a priority. The 9/11 Commission Report1 concluded that the TSA had failed to develop an inte-

grated strategy for the transportation sector and mode-specifi c plans, prompting Congress to man-

date the development of these strategies and plans in the IRTPA of 2004 (P.L. 108-458). While the 

TSA has developed these strategies and plans, the documents have been considered security sensi-

tive limiting public discourse on the DHS strategy for aviation security. However, in June 2006, 

President Bush directed the DHS to establish and implement a national strategy for aviation security 

and an accompanying set of supporting plans.

Under the framework for national aviation security policy established by the President, the DHS 

has developed a publicly available national strategy for aviation security that addresses threats to 

aviation using a risk-based methodology to complement the overarching National Infrastructure 

Protection Plan (NIPP) and seeks to deter and prevent terrorist attacks against aviation, mitigate 

damage and expedite recovery, and minimize the impact of a future terrorist attack to the aviation 

system. The strategy seeks to achieve these objectives by engaging domestic and international 

partners and carrying out specifi c actions set forth in a series of supporting plans for operational 

security, surveillance and intelligence, threat response, system recovery, and coordination.

Questions, however, remain regarding whether these plans are comprehensive, adaptable, 

 sustainable, and adequately coordinated with budgetary decisions and resource allocation. Specifi c 

issues include the validity of the strategy’s underlying risk assumptions, the capability of security 

technologies and programs to meet future needs and system demands, whether the strategy is 

suffi ciently forward-looking and not reactive in its approach, the extent to which the strategy provides 
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a comprehensive framework for a robust aviation security system, and the degree to which strategic 

objectives and approaches align with budget priorities and resource availability.

PRE-9/11 APPROACHES TO AVIATION SECURITY

Before the terrorist attacks of September 11, 2001, the U.S. approach to aviation security had largely 

been shaped by past events such as the bombing of Pan Am fl ight 103 in December 1988 and the 

aviation security policy discussions in the aftermath of the TWA fl ight 800 accident. During the 

1990s and up until the 9/11 attacks, the U.S. approach to aviation security was undergoing a reactive 

shift in strategy, placing an emphasis on addressing the threat of aircraft bombings aboard com-

mercial airliners, albeit with limited resources and a much slower time frame compared to actions 

taken following the terrorist attacks of September 11, 2001. Based on past incidents and events and 

intelligence analysis of the terrorist threat to aviation, the hijacking threat was not seen as signifi -

cant and took a backseat to efforts addressing the threat of aircraft bombings.

In April 2001, the FAA issued a strategic plan for civil aviation security titled “A Commitment 

to Security.” The vision was for the FAA and the U.S. aviation security system to be “[r]ecognized 

as the world leader in civil aviation security—identifying and countering aviation-related threats to 

U.S. citizens worldwide.”2 The strategic goal stated in the plan was to ensure that “[n]o successful 

attacks against U.S. civil aviation” occur.3 In comparison to the breadth and depth of the post-9/11 

focus on aviation security, the desired key results stated in this document in retrospect seem quite 

modest and this goal tragically unattained. The pre-9/11 strategic plan sought to improve on checked 

baggage and checkpoint screening performance and utilize a combination of EDS screening and 

PPBM techniques to vet 100% of checked baggage. In addition to improving technical capabilities 

to detect explosives in checked baggage, strategies identifi ed by the FAA included

Establishing security screening operations and training standards which, at that time, did • 

not exist

Ensuring that federal air marshals were available to protect selected high-risk fl ight, • 

although their number had dwindled to 33 at the time of the 9/11 hijackings4

Ensuring that certifi ed explosives canine teams were available at major U.S. airports• 

Establishing preparedness and crisis management to respond to incidents that may occur• 

The FAA Civil Aviation Security Strategic Plan also sought to improve air cargo security, pri-

marily to reduce the transport of dangerous goods, a response to concerns raised by the May 11, 

1996, crash of ValuJet fl ight 592 in the Florida Everglades caused by improperly transported oxygen 

generators that ignited an intense cargo fi re. The strategic plan sought to achieve this objective 

largely through industry training and education and targeted inspections of dangerous goods trans-

portation areas. Despite the emphasis on preventing aircraft bombs carried in passenger luggage, 

the potential threat of a bomb placed in air cargo was not mentioned in the strategic plan. Also, 

while the strategic plan addressed internal FAA security, the emphasis of this strategic element was 

on handling and protection of sensitive information and maintaining up-to-date background checks 

and clearances for employees in security-sensitive positions. While the strategic plan did identify 

the completion of facility security assessments and the protection of information systems among 

key results sought, it did not convey any insight regarding the potential threats and vulnerabilities 

of air traffi c facilities to physical attack or FAA information systems to physical or cyber attack.

The FAA’s pre-9/11 strategic plan also identifi ed several key results regarding external relation-

ships including improved communications with Congress, the aviation industry, foreign govern-

ments, the OMB, and the Department of Transportation, Offi ce of Inspector General (DOT OIG). 

The strategic plan, however did not specifi cally address relationships with federal law enforcement 

agencies and the intelligence community, factors that became a central focus of post-9/11 homeland 

security policy debate. The strategic plan also did not address relationships and coordination with 
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the military for incident response, a major defi ciency in the FAA’s response to the hijackings on 

September 11, 2001, and an area of considerable focus during post-9/11 strategic planning.

While the FAA strategic plan for aviation security failed to adequately consider all security risks, 

the 9/11 Commission concluded that the terrorist attacks of September 11, 2001, revealed failures in 

imagination, policy, capabilities, and management both on the part of the FAA and the U.S. intel-

ligence community. Although the brunt of the criticism levied by the 9/11 Commission was directed 

at the U.S. intelligence community, it faulted the FAA for focusing too heavily on the threat of 

bombings and for not involving the FAA’s Civil Aviation Security intelligence functions in the 

FAA’s policy-making process. The 9/11 Commission pointed out that the suicide hijacking threat 

was imaginable, and it was in fact imagined by FAA Civil Aviation Security intelligence analysts in 

1999 but largely dismissed as being unlikely.5 The 9/11 Commission faulted Congress as well for 

becoming entrenched in debate over airline passenger service issues while failing to focus attention 

and resources on the terrorist threat to the aviation system. The FAA Civil Aviation Security 

Strategic Plan released in April 2001 serves as evidence that the FAA did not create a comprehen-

sive strategy for protecting the aviation domain from the full spectrum of terrorist threats and did 

not effectively prioritize and allocate resources to reduce the vulnerability of the aviation system to 

possible terrorist attacks.

POST-9/11 ACTIONS ADDRESSING AVIATION 
SECURITY POLICY AND STRATEGY

Immediately following the terrorist attacks of September 11, 2001, aviation security policy and 

strategy debate was closely linked to the legislative process leading to the swift passage of the ATSA 

(P.L. 107-71). With regard to strategy and policy, ATSA gave the newly created position of 

Undersecretary of Transportation for Security (now known as the TSA Administrator or more for-

mally as the Assistant Secretary of Homeland Security, TSA) specifi c authority and responsibility 

for assessing threats to transportation and developing policies, strategies, and plans for dealing with 

these threats to transportation security.6 However, the primary emphasis of ATSA was on the secu-

rity of passenger airline operations, and the immediate focus of the newly created TSA was to meet 

congressionally established requirements and deadlines for deploying air marshals, federalizing air-

port security screeners, and implementing 100% EDS screening of checked baggage. While the 

importance of establishing a comprehensive policy and strategy for aviation security was recognized 

by many policymakers, a strategic plan for protecting the aviation domain was slow to take shape.

In 2002, as these mandates for enhancing passenger airline security set forth in ATSA were 

being carried out and while Congress debated legislation to create the DHS, the Bush Administration 

began examining U.S. policies for protecting the homeland against future terrorist attacks in a 

broader context, considering other infrastructure and assets beyond the aviation domain that may be 

at risk. In July 2002, President Bush issued the National Strategy for Homeland Security and in 

February 2003, the President issued the National Strategy for the Physical Protection of Critical 

Infrastructures and Key Assets. However, neither of these strategies offered specifi c details on avia-

tion security strategy nor did they specify how aviation security plans and programs fi t into these 

broader strategies for protecting the homeland and its critical infrastructure and key resources 

(CI/KR) from terrorist attacks.

On July 22, 2004, the 9/11 Commission released its fi nal report, concluding that the TSA had 

failed to develop an integrated strategy for the transportation sector and mode-specifi c plans to carry 

out this strategy. The 9/11 Commission recommended that the U.S. strategy for transportation secu-

rity should be predicated on a risk-based prioritization for allocating limited resources to protect 

transportation infrastructure in a cost-effective manner, assigning roles and responsibilities for fed-

eral, state, regional, and local authorities, as well as private stakeholders.7 Following the release of the 

9/11 Commission’s fi nal report, Congress made addressing the recommendations of the report a key 

legislative priority, refl ecting many of the Commission’s recommendations in the IRTPA of 2004 
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(P.L. 108-458). The Act specifi cally required the DHS to develop, prepare, implement, and keep up-

to-date a comprehensive national strategy for transportation security and mode-specifi c security 

plans. Refl ecting 9/11 Commission recommendation language, the Act required the strategy to assign 

risk-based priorities and realistic deadlines for implementing practical and cost-effective defenses 

against security threats, setting forth agreed-upon roles and missions for federal, state, regional, and 

local authorities and mechanisms for private sector cooperation and participation.

Under the requirements established in the Act, the National Strategy for Transportation Security 

was to be accompanied by mode-specifi c security plans, including an aviation mode-specifi c plan. 

The modal security plan for aviation was required to include a threat matrix outlining each threat to 

the U.S. civil aviation system and the corresponding layers of security in place to address these 

threats. The plan was also required to include details for mitigation and reconstitution of the avia-

tion system in the event of a terrorist attack. As required by law, updates to the strategy and the 

mode-specifi c plans must be transmitted to Congress every two years. These strategy documents 

have been designated as security-sensitive information as provided for in the Act. Consequently, 

they have had limited distribution beyond the DHS and the homeland security committees in 

Congress and limited public discourse on the DHS approach to developing a national strategy for 

aviation and transportation security.

However, in June 2006, President Bush issued policy guidance directing the DHS to establish 

and implement a national strategy for aviation security and a series of supporting plans for imple-

menting this strategy.8 Unlike prior strategies and plans that were either too broad in scope or lim-

ited in distribution, the policy, strategy and supporting plans developed under this Presidential 

directive have been made available to the public, thus offering unique insight into the strategic 

direction and approach to aviation security being pursued by U.S government. These documents are 

also much more comprehensive in their consideration of security in the aviation domain compared 

to prior strategy documents and therefore provide a more thorough picture of U.S. policy and strat-

egy for mitigating threats involving aviation.

THE NATIONAL AVIATION SECURITY POLICY

The National Aviation Security Policy represents the overarching aviation-specifi c components of 

The National Strategy for Homeland Security. That strategy call for the DHS to serve as the focal 

entity for managing and coordinating border and transportation security initiatives “. . . to prevent the 

entry of terrorists and the instruments of terror, while facilitating the legal fl ow of people, goods, and 

services on which our economy depends.”9 The policy, however, addresses a broader spectrum of 

threats to the air domain that include not only specifi c threats to the homeland, but also threats to 

national security interests both within the United States and abroad. Therefore, in addition to the 

overall responsibility for homeland security and aviation security for which the DHS and the TSA are 

directly responsible, the National Aviation Security Policy also involves matters concerning the 

DOD, the Department of State, the DOJ, and a variety of other federal, state, and local agencies and 

private entities, and relies on close coordination with and continued cooperation from other nations.

On June 20, 2006, President Bush issued Homeland Security Presidential Directive 16 [HSPD-

 16/National Security Presidential Directive 47 (NSPD-47)] establishing new U.S. policy, guidelines, 

and implementation of actions to address threats to the air domain. The document broadly defi nes 

the air domain as the global airspace and all aircraft operating within that airspace including both 

manned and unmanned vehicles, as well as all people and goods being transported by such aircraft, 

and all supporting aviation infrastructure. The policy objectives set forth in HSPD-16 endeavor to 

prevent terrorist acts and other hostile actions either directed at or exploiting elements of the avia-

tion domain while also minimizing the impact on air commerce and fostering the economic growth 

and stability of the aviation industry. The statement of policy notes that

[t]he United States must continue to use the full range of its assets and capabilities to prevent the Air 

Domain from being used by terrorists, criminals, and other hostile states to commit acts of  terrorism 
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and other unlawful or hostile acts against the United States, its people, property, territory, and allies 

and friends, all while minimizing the impact on the Aviation Transportation System and continuing to 

facilitate the free fl ow and growth of trade and commerce in the Air Domain. These efforts are critical 

to the global stability and economic growth and are vital to the interests of the United States.10

The stated policy specifi es that the United States, in cooperation with international partners, will 

take all necessary and appropriate actions, consistent with applicable laws, statutes, and inter-

national agreements, to enhance the security and protect the United States and U.S. interests in the 

air domain. The implementation of this policy is to be consistent with a risk-based prioritization of 

aviation security strategies and tactics. Activities to support this policy objective specifi cally cited 

in this directive include

Protecting critical transportation networks and infrastructure from terrorist attacks and • 

other hostile, criminal, and unlawful acts and reducing the vulnerability of the air domain 

to these types of possible attacks or exploitation

Improving situational awareness of security issues affecting the air domain and facilitating • 

and enhancing information sharing to improve detection of threats and appropriate respon-

sive actions

Ensuring seamless, coordinated efforts relating to aviation security among federal, state, • 

tribal, and local agencies and authorities

Enhancing the resilience of the air transportation system to a terrorist attack, including the • 

capability to rapidly recover from such an attack and minimize impacts on economic, 

transportation, social, and governmental systems

Countering the proliferation of standoff weapons, such as shoulder-fi red missiles, that pose • 

signifi cant risks to both civilian and military users of the air domain by terrorists, crimi-

nals, and other hostile groups and individuals

Enhancing international relationships and promoting the integration of other nations and • 

private sector partners in an improved global aviation security framework

Implementation of this policy is to be coordinated through the President’s Homeland Security 

Council (HSC) Border and Transportation Security Policy Coordination Committee (BTS PCC). 

The policy established a requirement for the Secretary of Homeland Security to develop an over-

arching national strategy for aviation security and supporting plans to carry out this strategy.

HSPD-16 directed the DHS to implement this policy through the creation of an overall national 

strategy for aviation security. The directive explicitly called for the development of a national strat-

egy for aviation security that is adaptive to changing threat levels and types of threats, and it is 

rooted in a risk-based, multidisciplinary, and global approach to aviation security. The directive 

required that the national strategy, along with its supporting plans, include, at a minimum, risk-

based approaches to address the following threats:

Attacks using aircraft against ground-based targets, including possible attacks using air-• 

craft to deliver or transport chemical, biological, radiological, nuclear, or explosive (CBRNE) 

weapons

Attacks using standoff weapons, such as shoulder-fi red missiles or other MANPADS• 

Attacks using on-board explosive devices and other conventional and nonconventional • 

weapons to directly target aircraft

Hijackings and air piracy• 

Physical or cyber attacks on aviation critical infrastructure and facilities, such as air traffi c • 

control facilities and networks and navigation systems

The policy gives the Secretary of Homeland Security the leadership responsibility for developing 

the national strategy for aviation security and coordinating federal agency activities for protecting 
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the aviation domain. The directive also identifi es several specifi c action items to be addressed in 

supporting mode-specifi c plans to implement the national strategy for aviation security. The required 

plans include

The Aviation Transportation System Security Plan• 

The Aviation Operational Threat Response Plan• 

The Aviation Transportation System Recovery Plan• 

The Air Domain Surveillance and Intelligence Integration Plan• 

The International Aviation Threat Reduction Plan• 

The Domestic Outreach Plan• 

The International Outreach Plan• 

The National Strategy for Aviation Security, along with several of these supporting plans was 

publicly released on March 26, 2007. The International Aviation Threat Reduction Plan and the 

Aviation Transportation System Recovery Plan were not released at that time, but may be released 

to the public in the future.

SECURITY THREATS TO AVIATION

The National Strategy for Aviation Security identifi es three origins or sources of threats to the air 

domain: terrorist groups, hostile-nation states, and criminals. The strategy document points out that 

while physical attacks from terrorist groups pose the most prominent threat, terrorists may also use 

criminal tactics to move operatives, weapons, explosives, or possibly weapons of mass destruction 

(WMDs) through the aviation system. The strategy notes that “[s]uch threats are particularly worri-

some in areas of the world where governments are weak or provide safe haven to terrorists.”11 

Further, hostile-nation states may directly sponsor international terrorism directed against aviation 

by providing funding, training, weapons, explosives, supplies, and other material support to carry 

out attacks against the air domain. Also, the presence of criminal elements with extensive knowl-

edge of the aviation sector, both within the United States and in foreign countries, poses a persistent 

threat to aviation and could provide potentially violent domestic groups or international terrorists 

with specifi c capabilities to exploit weaknesses in aviation security. Therefore, these three threat 

origins or sources cannot be viewed as being mutually exclusive, as they may combine in various 

forms to carry out attacks either directly against aviation assets or by exploiting elements of the air 

domain to prepare for or carry out attacks against the homeland or U.S. interests abroad.

The strategy document defi nes three primary categories of threats against the aviation domain 

based on the target of the threat. These consist of threats involving aircraft; threats to aviation infra-

structure; and threats involving hostile exploitation of air cargo. A variety of tactics may be used to 

attack these targets including hijackings, bombings, shootings, and criminal tactics such as smug-

gling of persons and weapons. A synopsis of the relationships between threat origins or sources, 

aviation targets, and tactics for attacking these aviation targets is presented in Figure 4.1.

AIRCRAFT-RELATED THREATS

Aircraft threats may be directed at aircraft or may involve the use of aircraft to attack other targets, 

as was the case in the terrorist attacks of September 11, 2001. The strategy document notes that 

large passenger aircraft have historically been at the greatest risk from terrorist attacks, including 

both hijackings and bombings, because terrorists have perceived that attacks against such aircraft 

have signifi cant potential to cause catastrophic damage and mass casualties and disrupt the aviation 

system. The document, however, notes that terrorists may also seek to attack all-cargo aircraft, 

especially large all-cargo aircraft that are considered attractive as weapons to attack ground-based 
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targets in 9/11-style attacks. All-cargo aircraft, and the air cargo system in general, may also be 

attractive to terrorists or criminals as a means of conveyance for weapons, explosives, or other sup-

plies. The strategy considers large transport aircraft, both passenger airliners and to a lesser extent 

all-cargo aircraft, to be at risk from possible attacks using shoulder-fi red guided missiles or other 

standoff weapons.

The strategy also indicates that small aircraft face both the threat of direct attack as well as the 

threat that they may be used as weapons to attack ground targets. While the strategy notes that small 

aircraft appear to be relatively unattractive targets for attacks by themselves because they carry few 

passengers, it cautions that terrorists may use a wide variety of small aircraft, such as business jets 

and helicopters, to destroy ground targets, especially critical assets and infrastructure. The most 

formidable threat comes from the potential use of small aircraft to either transport or deliver a 

WMD payload. The strategy also notes that small aircraft are also used by transnational criminal 

elements to carry out illegal activities, such as drug and weapons smuggling, and pose a consider-

able challenge for border protection.

Finally, the strategy recognizes that nontraditional aircraft, such as unmanned aircraft, ultra-

lights, and aerial-application aircraft (i.e., crop dusters), may be used as either weapons or means of 

conveyance for WMDs. The strategy states that terrorists may employ such aircraft for missions that 

are limited in range, require limited accuracy, and have a specifi c and small target. For example, 

crop dusting aircraft have been regarded as a potential threat for dispersing a chemical or biological 

agent. The strategy notes that such tactics deserve very close monitoring.

THREATS TO AVIATION INFRASTRUCTURE

The strategy maintains that reported threats to aviation infrastructure, including airports and air 

navigation facilities are relatively few. The strategy notes that air navigation facilities, in particular, 

have a low public profi le and are resilient to attack due to a robust multilayered design that can be 

quickly reconstituted, thus limiting psychological and economic impacts stemming from an attack. 

The strategy, however, notes that there is a wide variety of potential threats to aviation infrastruc-

ture. The strategy notes in particular the potential threat to concentrations of individuals at major 

airport passenger terminals. Terrorists may attack passenger terminal buildings with explosives, as 
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Aviation transportation 
system infrastructure

Exploitation of air cargo
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FIGURE 4.1 Aviation security threat sources, tactics, and targets.
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was attempted at Glasgow International Airport, Scotland in June 2007 and in several other histori-

cal incidents.12

The strategy concludes that attacks against other facets of aviation infrastructure, such as GA 

airports and air cargo handling areas, are less likely to materialize, largely because attacks against 

these facilities would generally not offer the opportunity to target large number of people and 

would therefore have a more limited psychological impact. The strategy, however, was released 

a few months before U.S. law enforcement authorities arrested members of a suspected home-

grown terrorist cell who were plotting to bomb jet fuel storage tanks at New York’s JFK and the 

network of jet fuel distribution pipelines in the New York City area. While the actual vulnerability 

of this infrastructure to such an attack remains debatable, the plot highlighted the possibi lity that 

aviation jet fuel storage facilities and distribution systems at major U.S. airports may be at risk. 

While the sophistication of this particular plot has been questioned,13 in general, the potential 

threat to fuel farms and pipelines and other critical aviation infrastructure—where an attack could 

have a dramatic effect capturing considerable public attention and potentially disrupting the avia-

tion system on a large scale—may deserve further attention from policymakers and aviation secu-

rity strategists.

THREATS INVOLVING EXPLOITATION OF AIR CARGO

The strategy recognizes that the large scale, diversity, and complexity of the air cargo industry make 

it potentially vulnerable to exploitation by terrorists. The strategy, however, concludes that post-9/11 

actions to enhance air cargo security have been effective in reducing the threat of stowaways aboard 

air freighters that could carry out a 9/11-style suicide hijacking and the threat of explosives. 

Nonetheless, the strategy recognizes that the enhanced regulatory framework for air cargo security14 

is not immune to exploitation, and the air cargo system, in general, has been exploited for years by 

criminal elements. In addition to possible threats to all-cargo aircraft noted above, the threat of ter-

rorist infi ltration of air cargo handling operations and facilities remains a threat that could lead to 

exploitation of the air cargo system as a means of conveyance for terrorist operatives, and conven-

tional weapons, WMDs, explosives, weapon components, and other terrorist items. While not dis-

cussed specifi cally by the strategy, it should be noted that all sorts of criminal activities, possibly 

including cargo-related crimes in the aviation domain, could provide revenue sources to support 

terrorist organizations, particularly in regions where government oversight and security measures 

are weak.

THE RISK-BASED FRAMEWORK

The U.S. National Strategy for Aviation Security is predicated on a risk-based, multidisciplinary, 

and global approach to ensure that resources allocated at the federal, state, and local levels and by 

private sector aviation interests provide the greatest potential to detect, deter, and prevent attacks 

against aviation and mitigate the consequences if an attack does occur. This risk-based approach or 

methodology is described in detail in the NIPP and the NIPP Transportation Sector Specifi c Plan 

(TSSP), which were made available to the public in May 2007.15 The NIPP is designed to be a com-

prehensive, integrated plan for protecting critical infrastructure and was required under Homeland 

Security Presidential Directive Number 7 (HSPD-7) as a mechanism for establishing uniform poli-

cies, approaches, guidelines, and methodologies for infrastructure protection and risk management 

activities across various sectors of homeland security including the transportation sector and avia-

tion, which falls under the responsibility of the TSA. In general, the NIPP serves to defi ne a com-

mon framework for identifying critical assets, conducting risk assessments, and developing and 

implementing a risk reduction and mitigation initiatives based on the results of these assessments. 

The TSSP applies this risk-based framework across the entire transportation sector, including the 

aviation domain.
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The system-based risk management framework outlined in the TSSP describes risk as a func-

tion of threat, vulnerability, and potential consequences and analyzes security risk by taking into 

account all three of these factors. Specifi c methods for assessing risk will be considered in more 

detail in Chapter 5. The TSSP highlights the interdependencies of the transportation system, and 

the aviation sector as an element of this broader multimodal transportation network in examining 

the vulnerabilities to attack as well as the planning, coordination, and collaboration of resources 

for protecting against attacks and responding to attacks if they occur. The plan also highlights 

various dependencies of the transportation sector on other critical infrastructure sectors, most 

notably the energy sector. The plan also recognizes that the criticality of the transportation sector 

is due, in part, to the fact that so many other sectors of the economy are dependent on it for the 

movement of goods and people. The TSSP consequently emphasizes the identifi cation and mitiga-

tion of strategic risks, defi ned as those risks that can cause disruption among multiple groups of 

stakeholders and can have far-reaching, long-term effects on the economy, the environment, and 

public confi dence. Examples of strategic risks to transportation include disruption of a major node 

in the transportation network, use of the transportation network to deliver a WMD, or release of a 

biological agent at a major passenger facility. From these examples, it is relatively clear that certain 

elements of the aviation domain, particularly those facilities that handle large number of passen-

gers and large volumes of high-value cargo, have signifi cant strategic security risks associated with 

them. Also, with regard to maintaining public confi dence, continued confi dence in the security of 

the passenger airline industry as a strategic risk element has been a major focus of post-9/11 avia-

tion security policy.

The transportation sector approach to risk management adheres to an underlying vision for risk-

based decision making that seeks to establish a balance between security and freedom. The approach 

involves a systematic process for protecting CI/KR that involves

Identifying CI/KR and associated risks• 

Analyzing and prioritizing plans of action based on analysis and assessment of risk• 

Implementing protective programs• 

Measuring the effectiveness of actions taken• 

Continually improving plans and initiatives to enhance protection of CI/KR based on the • 

analysis of measured effectiveness

Across the transportation sector, and with regard to applying the system-based risk management 

framework to aviation, the approach is intended to manage threats, vulnerabilities, and conse-

quences across both the physical and the cyber (i.e., information technology space) domains. The 

approach is intended to address both system-level risks that affect the interconnections and inter-

dependencies of elements that comprise the entire aviation system, as well as asset-specifi c risks 

that focus more specifi cally on risks associated with specifi c facilities and resources. The goals 

outlined in the TSSP include

Preventing and deterring terrorist acts against transportation systems• 

Enhancing the resilience (i.e., the ability to absorb damage without catastrophic failure) of • 

the U.S. transportation system

Improving the cost-effective use of resources allocated to transportation security• 

The risk-based methodology seeks to achieve these three overarching goals by prioritizing 

resources based on risk. This approach is designed to include inputs from global, state and local, 

and private sector entities in developing programs for CI/KR protection and for coordinating and 

prioritizing research and technology development using risk-based priorities and methods.

The TSSP calls for setting evolving strategic risk objectives (SROs) that address the overarching 

goal of “º continuously improving the risk posture of the national transportation system º.”16 
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The process of setting these SROs relies on inputs from the intelligence community, expert judg-

ment, and futures analysis related to the impact or consequences of various threat scenarios on 

human health and safety, the economy, and the ability to carry out critical missions such as deliver-

ing public services, as well as the potential effects on public confi dence. The DHS defi nes the mate-

riality of a potential risk as a function of threat likelihood and the relative size of potential impact 

taking into consideration these various factors (Figure 4.2). Strategic risks are those risks considered 

to meet some criterion level based on the combination of event likelihood and consequence or extent 

of potential impact. While strategic risks represent those threats with greatest materiality (i.e., high-

likelihood, high-impact events), the DHS notes that threats having high likelihood but lower relative 

consequence and threats having a high potential consequence but a low likelihood still represent 

signifi cant areas of consideration for homeland security policy and strategy development. Ultimately, 

determination of materiality is recognized as a qualitative or subjective process, and the TSSP indi-

cates that techniques to assess threats in this manner will draw upon a wide array of technical and 

policy experts from government, industry, and academia using focus groups, interviews, and ana-

lytic sessions.

After identifying system risk objectives, the risk-based methodology includes a multistep system-

based risk management process to identify available action-oriented countermeasures. These options 

can then be prioritized, and based on this prioritization, security programs can be developed and 

implemented. Progress can be measured using a variety of core metrics including tallies of assets 

and asset risk ratings, and the percentage of assets reduced from high risk. Also, assessment of the 

alignment of sector and mode-specifi c security needs and research and development plans can help 

to determine the extent to which these efforts are addressing existing and emerging risk-based needs 

and requirements.

A wide variety of risk-based transportation sector security assessment tools have been developed 

to assist security strategists and planners. These consist of self-assessment tools and government site 

evaluations, reviews, and analytic tools examining either risk as a whole or specifi c risk elements 

and subcomponents. Some specifi c tools being implemented to assess risk in the aviation domain 

include government-facilitated site visits and comprehensive reviews, web-based Vulnerability 

Identifi cation Self Assessment Tool (VISAT) modules for airports, and the FAA’s Information 
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FIGURE 4.2 An illustration of materiality mapping of potential threats highlighting examples of aviation-

specifi c threats. (Data obtained from Department of Homeland Security, Transportation Systems: Critical 
Infrastructure and Key Resources Sector-Specifi c Plan as Input to the National Infrastructure Protection 
Plan, May 2007, p. 48.)
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Systems Security Program (ISSP) for air traffi c control systems and related functions. Communi-

cation and dissemination of this information to sector stakeholders is seen as a critical component 

of the risk-based strategy.

STRATEGIC OBJECTIVES

Relying on the risk-based framework, the National Strategy for Aviation Security identifi es fi ve 

strategic objectives to guide aviation security activities. These include

Deterring and preventing terrorist attacks and criminal or hostile acts in the air domain• 

Protecting the homeland and U.S. interests in the air domain• 

Mitigating damage and expediting recovery if an attack against aviation occurs• 

Minimizing the impact of an attack on the aviation system and the broader U.S. economy• 

Actively engaging domestic and international partners• 

According to the strategy for aviation security, terrorist attacks will be deterred and prevented by 

maximizing shared awareness of domestic and international airspace, aviation infrastructure, and 

individuals having access to the aviation system. This shared information will be used to detect 

adversaries seeking to attack aviation, denying them safe havens where they can operate unob-

structed, denying them freedom of movement, preventing them from entering the United States, and 

identifying, disrupting, and dismantling their capabilities to attack aviation targets. It is believed 

that terrorists and criminals will continue to target the air domain as a means of attacking the 

United States and U.S. assets. An attack may cause casualties and damage to specifi c nodes of criti-

cal infrastructure within the aviation system, but could also have broad-reaching impacts on the 

economy, and perhaps the ability to deploy military forces. Therefore, the strategy seeks to establish 

a system of protection that considers not only individual elements of the aviation system, but also 

their connections and interdependencies.

While the principal goals of the strategy are to deter and prevent attacks, the strategy also seeks 

to prepare for and have in place contingencies for mitigating damage and expediting recovery. In the 

event of an attack, it seeks to minimize impacts, possibly by isolating portions of the aviation trans-

portation system, to ensure public safety while maintaining continuity of air commerce and mini-

mizing any ripple effects that could impact other transportation modes or other sectors of the 

economy. For example, the ability to expeditiously detect and identify possible WMD agents, react 

swiftly without endangering fi rst responders, treat those that may be injured, contain and minimize 

damage, rapidly reconstitute operations, and mitigate long-term consequences through effective 

decontamination measures are viewed as critical steps that must be carried out effectively to mini-

mize the impacts of a possible attack.

The strategy also identifi es a need for diverse and fl exible response options, for example, allow-

ing for the selective restriction or suspension of air traffi c on local or regional levels as necessary, 

and providing decision makers with tools and resources to effectively close and reconstitute the 

aviation system and take other appropriate steps to prevent further attack. In general, the strategy 

seeks an overall approach to implementing security measures whose normal operations will mini-

mize impacts on the fl ow of goods and people through the air transportation system while at the 

same time providing a high level of protection tailored to the unique needs of the aviation sector. 

The current strategy indicates that it will rely on the use of new and emerging technologies, such as 

biometric solutions for access controls, and will also increasingly rely on partnerships between 

government and the private sector to collaborate and coordinate on the planning and implementa-

tion of security measures and incident response. The strategy also seeks to foster cooperative 

 partnerships and alliances with other nations and private entities abroad to improve global aviation 

security by strengthening international efforts.
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STRATEGIC ACTIONS

The strategy notes that specifi c actions to protect aviation assets are necessary because the air 

domain is uniquely susceptible to exploitation and disruption. This vulnerability is primarily a 

 consequence of the air domain’s global span, the volume of air traffi c handled, and the fast pace of 

aviation operations. According to the strategy, terrorists have a continued desire and have the capa-

bility to exploit vulnerabilities and adapt to changes in aviation security to carry out attacks either 

within the United States or against U.S. interests throughout the world. The strategy concludes that 

“security of the Air Domain can be accomplished only by employing all instruments of national 

power in a fully coordinated manner in concert with other nation states.”17 The strategy defi nes fi ve 

broad strategic actions:

Maximizing domain awareness• 

Deploying layered security• 

Promoting a safe, effi cient, and secure aviation transportation system• 

Enhancing international cooperation• 

Assuring continuity of the aviation transportation system• 

In the following discussion, each of these broad strategic actions will be explained and briefl y 

discussed.

MAXIMIZING DOMAIN AWARENESS

Initiatives to maximize domain awareness center on improving abilities to collect, analyze, inte-

grate, and disseminate information from intelligence, law enforcement, and surveillance data, as 

well as open source data from industry, the public sector, and international partners. Also, develop-

ing a more complete shared situational awareness of the air domain hinges on expanding ongoing 

efforts to make available operations information such as data on aeronautical and navigational 

 systems and fl ight operations in addition to intelligence, surveillance, and reconnaissance of these 

various operations. Ongoing initiatives to improve domain awareness include improvements to 

fl ight surveillance and the monitoring of integrated information regarding a fl ight, such as aircraft 

type, crew and passenger information, air marshals and armed pilots and any domestic and foreign 

law enforcement that may be on board, and also possible remote monitoring of data from on-board 

sensors. Also, with regard to supply chain security, the DHS plans to create more robust information 

collection and dissemination regarding persons and cargo through regulatory actions and private 

industry initiatives. Further, the DHS hopes to improve supply chain awareness worldwide through 

cooperative efforts with international partners.

The strategy indicates that the U.S. government is committed to continually improving sensor 

technologies, analytical capabilities, human intelligence (HUMINT) collection, and the integration 

of various information processing tools for monitoring security in the air domain. The strategy 

endeavors to improve processes for disseminating information to public and private partners to 

improve overall security situation awareness. With the cooperation of international partners, a key 

strategy objective seeks to monitor aircraft, air cargo, and persons of interest from the point of 

 origin, during a fl ight, and at the point of entry into the United States to ensure security and, if 

needed, interdict or divert aircraft.

DEPLOYING LAYERED SECURITY

Layered security has been a linchpin of the U.S. approach to aviation security, and the strategy 

identifi es the layered approach to aviation security as a critical enabler for deterring and preventing 

terrorist attacks and reducing the vulnerability to other potential threats to the air domain. The TSA 
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has described the layers of aviation security as concentric circles protecting the core elements of the 

air domain, whether aircraft or CI/KR.

As shown in Figure 4.3, multiple layers of protection exist to protect passenger airliners from 

hijackings and bombings, including: passenger prescreening and airline employee vetting; airport 

surveillance and law enforcement; physical screening for threat objects on passengers, carry-on and 

checked baggage; and various on-board measures such as air marshals, armed pilots, and hardened 

cockpit doors. These layers, according to the strategy, can operate in combination to serve as a force 

multiplier that can deter potential attacks. Similarly, multifaceted layered approaches are being 

implemented to protect the aviation domain from other threats, such as threats posed by air cargo 

operations, and threats from shoulder-fi red missiles and other standoff weapons.

The strategy calls for several actions to continually build upon the existing layered framework 

for aviation security. These actions include aligning aviation security programs and initiatives to 

create a more comprehensive and cohesive system based on scalable, layered security measures with 

enhanced capabilities to identify, intercept, and defeat threats to the aviation system either in the air 

or on the ground. The strategy calls for action to expand partnerships with public- and private sector 

entities to train and equip security forces to provide physical security for key assets and critical avia-

tion infrastructure on the ground. In collaboration with state and local governments, the strategy 

seeks to prioritize critical facilities, infrastructure, and venues based on risk. The strategy also 

seeks to sponsor further development of emerging capabilities for detecting WMDs, as well as capa-

bilities for reducing aircraft vulnerability to attack and increasing the survivability of aircraft that 

may come under attack. The strategy calls for enhancing procedures for identifying or targeting 

designated fl ights of interest and coordinating procedures for monitoring such fl ights and initiating 

any necessary operational response. The strategy also seeks to enhance and expand capabilities to 

assess risks posed by individuals with access to the air domain, such as airport workers, air cargo 

Reservation process
CAPPS
No-fly lists
Secure flight (TBD)

Airport security
Bomb sniffing dogs
Law enforcement officers
Biological/chemical detectors
Closed circuit TV

Security checkpoint
Screening passengers by observation techniques
Boarding pass check
Identification check
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Trace portals/puffers
Carry-on baggage screening
Checked baggage screening
Secondary screening of individuals

Airplane security
Federal flight deck officers
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Federal air marshal service
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FIGURE 4.3 The layered approach to passenger airline screening. (Data obtained from Transportation 

Security Administration.)
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workers, and airline crewmembers. Additionally, applying risk-based methods, the strategy seeks to 

develop effective techniques for detecting and preventing possible attacks against aircraft using 

standoff weapons, such as shoulder-fi red missiles.

PROMOTING A SAFE, EFFICIENT, AND SECURE AVIATION SYSTEM

The strategy seeks to promote an aviation security system that protects the U.S. homeland and inter-

ests in the air domain while, at the same time, is effi cient and minimizes impacts on the aviation 

transportation system and the broader U.S. economy. The strategy seeks to accomplish several 

actions to promote a safe, effi cient, and secure aviation transportation system. The strategy calls for 

the U.S. government to assume the function of checking passenger names against terrorist watch list 

information prior to departure, a function that has been carried out domestically by the airlines 

using government-supplied no-fl y and selectee lists. The utility of checking passenger manifests of 

fl ights that overfl y, but do not land in, the United States against terrorist watch lists will also be 

assessed and implemented if deemed necessary. The strategy also seeks the furtherance of air cargo 

security measures for all-cargo carriers, passenger airlines, and freight forwarders (i.e., indirect air 

carriers) for both domestic and international routes. The strategy also calls for action to improve 

airspace security and security measures pertaining to air traffi c management. Further improve-

ments in aviation and aviation supply chain security will be examined using a risk management 

strategy and various outcome-based standards, incentives, and market mechanisms may be contem-

plated to encourage private sector self-assessments and initiatives to improve supply chain security 

practices. The strategy also calls for action to strengthen the detection of individuals with malicious 

intent who may try to obtain clearance or credentials granting access to secured or restricted areas 

of the aviation transportation system.

FOSTERING INTERNATIONAL COOPERATION

The strategy recognizes that improved cooperation with international partners will be a critical 

enabler for achieving strategic objectives to deter and prevent attacks in the air domain. It concludes 

that new initiatives are needed to ensure that all nations fulfi ll agreements to prevent and respond to 

terrorist or criminal actions. Specifi c actions to promote international cooperation include initia-

tives to improve sharing of information regarding aircraft registry and owner information and more 

transparency of the air cargo supply chain. The strategy also calls for enhancing mechanisms for 

responding to threats to the air domain that may span international boundaries and jurisdictions 

including implementation of anti air piracy conventions and other international aviation security 

arrangements. The strategy seeks to promote adoption of international standards and best security 

practices among international partners through international organizations, such as the ICAO and 

global industry participation. The strategy calls for the United States to continue its efforts to 

 provide aviation and airport security assistance, training, and consultation to international partners 

to enhance aviation security capabilities worldwide.

ASSURING CONTINUITY OF OPERATIONS

The strategy notes that actions to assure the continuity of operations address strategic objectives of 

mitigating the consequences of an attack and expediting the recovery of the aviation transportation 

system. Assuring continuity of operations relies on effective development and dissemination of, 

training on, and coordination of contingency plans for response, recovery, and reconstitution. 

Specifi c actions called for include the development of response and recovery protocols for aviation 

consistent with the Federal Emergency Management Agency’s (FEMA’s) National Incident 

Management System (NIMS). These efforts will also be aligned with the National Preparedness 

Goal (NPG) to establish readiness priorities, targets, and metrics. The strategy calls for action to 
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enhance emergency preparedness, including prestaging of resources, coordinating and planning 

exercises for fi rst responders, and planning to reconstitute the aviation system following an attack or 

other signifi cant incident.

The strategy also calls for developing effective means for mitigating the operational and eco-

nomic consequences of an attack, including plans for suspending or restricting fl ight operations in 

segments of the national airspace system (NAS), and developing near-term as well as long-term 

recovery strategies for implementation following an attack. Working with public, private sector, and 

international partners, participating federal agencies will seek to identify and address any gaps in 

recovery capabilities in an effort to reduce direct and indirect costs stemming from a terrorist attack 

against aviation. By coordinating contingency and continuity plans, the strategy endeavors to reduce 

or prevent any prolonged and systemic disruption to the aviation system following a possible attack 

or other security-related incident.

STRATEGIC ROLES AND RESPONSIBILITIES

The complexity and scope of the global aviation transportation system requires cooperation among 

federal, state, and local government entities, international agreements and cooperation, and the 

participation of various industry and other private sector stakeholders to prevent, respond to, and 

recover from possible attacks involving aviation assets. The leading and supporting roles and 

responsibilities of these various entities are guided by existing laws and regulations, specifi c author-

ities to act, desired outcomes or objectives, and the availability of assets and capabilities to address 

aviation security needs and requirements.

At the highest levels of federal government (i.e., among cabinet-level leadership), the Secretary 

of Homeland Security has responsibility for coordinating national aviation security programs. In 

general, responsibilities of the DHS include risk analysis and reviews of aviation security programs; 

coordination of aviation security law enforcement operations; border protection including monitor-

ing of cross-border aviation operations and inspections and controls at all ports of entry including 

airports; coordinating efforts to assess and prioritize security measures for CI/KR; developing 

security technologies to protect against threats such as explosives, carry-on weapons, and shoulder-

fi red missiles; coordination of aviation security measures and incident response; and information 

sharing to support and improve the global aviation security network.

Within the DHS, the TSA has the statutory responsibility for security across all modes of 

transportation, including aviation where it has extensive operational responsibility for passenger 

airline security screening activities as well as strategic planning and regulatory responsibilities 

for all other aspects of security. The TSA collaborates with DOT entities, and in particular the 

FAA, on transportation and aviation infrastructure protection and security issues. The TSA 

administers a variety of programs to support aviation security including: the National Explosives 

Detection Canine Team Program that trains and deploys canine teams for explosives detection in 

aviation and other transportation modes; the FFDO program that trains and deputizes armed 

pilots to defend commercial airliner fl ight decks from hostile actions; checkpoint and baggage 

screening carried out by TSA-employed TSOs; the use of aviation security inspectors to ensure 

regulatory compliance among aviation operators and related industries; the FAMS and the 

 explosives operations division to respond to potential explosives threats. Additionally, the TSA 

maintains an intelligence function to coordinate and provide notice regarding threats to transpor-

tation, vetting passengers and aircrews, foreign students seeking fl ight training in the United 

States, airport workers, and other populations that may pose a threat to aviation or transportation 

security. During a national emergency, the TSA has the responsibility of coordinating transporta-

tion security-related responsibilities and activities of other departments and agencies in all modes, 

including aviation.

The TSA’s Offi ce of Intelligence (OI) plays a central role in the transportation threat assessment 

process. It is the only federal entity focused solely on transportation and aviation security threat 
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assessment. As such, it has developed a wide range of threat assessment products, based on analysis 

of intelligence information provided by the National Counterterrorism Center (NCTC) and other 

components of the intelligence community. These include a transportation intelligence gazette; 

comprehensive transportation-related threat assessments; annual modal threat assessments for all 

transportation modes including aviation; special threat assessments for specifi c events; weekly 

intelligence reports; suspicious incident reports; intelligence notes on transportation-related terror-

ist trends, incidents, and tactics; and transportation situational awareness notes on notable transpor-

tation-related terrorist information.

While the TSA has broad authority and responsibility for both domestic and international avia-

tion and transportation, CBP has the specifi c primary mission of preventing terrorists and terrorist 

weapons from entering the United States. CBP also provides radar tracking and monitoring to sup-

port the FAA and the DOD in protecting airspace around Washington, DC and throughout the 

continental United States. The United States Coast Guard (USCG) conducts aviation operations for 

law enforcement and national security, including the specifi c mission of providing aerial patrols and 

aircraft interdiction in the National Capital Region around Washington, DC. The DOD is, however, 

ultimately responsible for deterring, defending against, and if necessary, defeating aviation threats 

within the United States and to U.S. interests globally. To meet this mission, the DOD operates as 

part of the NORAD Command to monitor, deter, and detect potentially hostile actions. The DOD 

also maintains a capability to respond to aerial threats by keeping a signifi cant number of fi ghter 

aircraft on alert, carrying out airborne fi ghter patrols over the homeland, and deploying ground-

based missile defense systems around Washington, DC and other areas as warranted.

Whereas the DOD has responsibility for airborne threats, potential criminal and terror threats to 

aviation by individuals or groups of individuals is primarily the responsibility of the law enforce-

ment arm of the DOJ, the FBI. The FBI’s Civil Aviation Security Program (CASP) and counterter-

rorism units have been involved extensively in efforts to uncover and prevent terrorist operations to 

attack or exploit civil aviation in the United States. The FBI has deployed over 500 airport liaison 

agents (ALAs) to about 450 airports with commercial passenger service to respond to aviation- 

related incidents and threats and participate in vulnerability assessments and planning at the airport 

level of analysis.

There are a myriad of other agencies and organizations that play important roles in operational 

aviation security. The intelligence community, coordinated through the Offi ce of the Director of 

National Intelligence (ODNI), plays an important role in assimilating and assessing intelligence—

including signal intelligence (SIGINT), imagery intelligence (IMINT), and human intelligence 

(HUMINT) collection and analysis—regarding threats to aviation security. Additionally, other 

DHS components, including the FEMA, the Domestic Nuclear Detection Offi ce (DNDO), and the 

Offi ce of Infrastructure Protection (OIP) have various responsibilities related to infrastructure pro-

tection and critical incident response in the aviation domain. Also, the Department of Energy pro-

vides scientifi c and technical expertise regarding nuclear weapons, radiation detection capabilities 

at airports to detect possible nuclear weapons or radiological materials, and coordinating response 

to any radiological contamination resulting from a possible nuclear or radiological attack.

The DHS Science and Technology (S&T) Directorate maintains research and development pro-

grams to enhance aviation security, especially to address explosives threats and threats to aircraft 

from shoulder-fi red missiles. Also, the multiagency Joint Planning and Development Offi ce (JPDO) 

has responsibility for designing and overseeing the implementation of the future air transportation 

system, including its security components. In addition to these efforts, the Department of State has 

overall responsibility for outreach and coordination with foreign governments to enhance coopera-

tion in improving aviation security. Ongoing State Department efforts include initiatives to improve 

data sharing for advance passenger prescreening, and programs to reduce stockpiles of standoff 

weapons, including shoulder-fi red missiles, which pose a threat to civil aircraft. Also, the Department 

of Commerce and the DOT play a role in international trade negotiations and by developing U.S. 
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policy and regulation regarding international fl ight operations, aviation trade, and negotiating 

related security issues.

In addition to the federal role, a variety of industry advisory groups have been established to 

provide insight and recommendations for guiding transportation security policy and practice. Most 

notably, the ASAC exists to support the TSA by providing advice and developing recommendations 

for improving aviation security methods, equipment, and procedures. The ASAC has been in exis-

tence since before September 11, 2001, and advised the FAA on aviation security matters, and has 

continued in this role, now supporting the TSA in its role as the lead federal agency for aviation 

security issues. Also, the NRC and the Transportation Research Board (TRB), components of the 

National Academies, provide venues for information sharing and analysis of transportation security 

policies and practices among researchers, practitioners, and other subject matter experts. Additionally, 

airports, airlines, and other aviation industry stakeholders as well as state and local security and law 

enforcement entities play an important role in shaping and carrying out the national aviation security 

policy and strategy, largely by working in cooperation and coordination with the TSA to design and 

execute aviation mode-specifi c security plans and fulfi lling various aviation security roles and 

responsibilities.

AVIATION MODE-SPECIFIC PLANS

The DHS had developed a suite of aviation mode-specifi c plans that serve as a general framework 

for implementing the National Strategy for Aviation Security under normal operating conditions, 

during the transgression of a terrorist attack involving the aviation domain, and during recovery and 

reconstitution of aviation system functions and services following a potential attack (Figure 4.4).18 

Specifi cally, the Aviation Transportation System Security Plan most directly addresses the day-to-

day security measures and programs to reduce the vulnerability of the air transportation system to 

terrorist actions or other criminal acts. This plan is augmented by the Air Domain Surveillance and 

Intelligence Integration Plan that coordinates intelligence gathering, analysis, and dissemination 

within the air domain. In addition, the International Aviation Threat Reduction Plan and the 

International Outreach Plan provide a framework for working with other nations to improve the 

global aviation security network with an emphasis on outreach to promote the implementation of 

effective security practices worldwide.

Aviation
transportation

system
security plan

Aviation
operational

threat
response plan

Aviation
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system
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integration

plan

Pre-attack and continuing routine security operations
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FIGURE 4.4 Applicability of aviation mode-specifi c supporting plans and their interrelationships.
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Upon recognition that a terrorist or criminal attack targeting or using aviation assets is trans-

gressing (i.e., entering a trans-attack period), the Aviation Operational Threat Response Plan would 

be activated. This plan considers specifi c actions and concepts of operations for mitigating the con-

sequences of a broad array of attack scenarios. This plan is augmented by the Domestic Outreach 

Plan that considers the involvement and coordination of state, local, and tribal government resources 

and private sector entities in responding to such an event, focusing most specifi cally on strategies 

for incident communications as well as the dissemination of threat information during routine oper-

ations. An Aviation Transportation System Recovery Plan is also being developed by the DHS to 

facilitate rapid recovery following a possible terrorist attack or similar disruption to the air transpor-

tation system. The goal of the recovery plan is to mitigate the operational and economic impacts of 

such events on the aviation system.

AVIATION TRANSPORTATION SYSTEM SECURITY PLAN

The DHS notes that the Aviation Transportation System Security Plan builds upon the existing 

system of interdependent, interlocking layers of security. These interdependent layers involve 

numerous federal roles, including identifying threats and threat countermeasures; identifying and 

mitigating vulnerabilities and risks to the air domain; establishing and enforcing regulations, poli-

cies, and procedures for aviation operators and related industries; and applying security measures 

for passenger airline operations. Airlines and other aircraft operators, airports, the shipping indus-

try, law enforcement agencies, and others all play important roles in this multilayered system.

The plan emphasizes the need for the aviation security system to be both scalable and fl exible, 

providing capability to address a broad array of current and future threats, including attacks using 

aircraft as weapons against ground-based targets; the use of aircraft to transport or deliver CBRNE 

agents; attacks against aircraft using standoff weapons such as shoulder-fi red missiles; aircraft 

bombings; hijackings; and physical attacks and cyber attacks against aviation infrastructure such as 

airports and air traffi c control facilities. The plan categorizes vulnerabilities to such threats in three 

broad categories: passenger, employee, and crew security assurance; threat object detection and 

interdiction; and infrastructure protection.

The plan relies upon a risk-based, layered approach to prevent the air domain from being attacked 

or from being exploited to commit attacks against U.S. infrastructure and assets. The plan seeks to 

develop enhancements to the existing security system that will better facilitate secure and effi cient 

travel and commerce, both nationally and internationally. These objectives are intended to support 

the fi ve broad strategic actions outlined in the National Strategy for Aviation Security.

Guiding Principles
The plan is predicated on a variety of guiding principles. First, it is acknowledged that effective 

aviation security involves a multilayered system, with each layer effectively reducing the likeli-

hood or probability of a successful attack. While any one of the layers could potentially be com-

promised, together they combine to reduce overall risk and enhance security. Under the plan, the 

DHS intends to address, enhance and further strengthen all major layers and systems critical for 

reducing security risks to aviation. At each level or layer in the overall system, the objective is to 

maintain a degree of randomness or unpredictability in order to prevent discovery of security mea-

sures and techniques and to provide an alternative means of disrupting terrorist plots and criminal 

acts. The plan recognizes that aviation security is vital to the national interests of the United States. 

It also recognizes that the aviation security system must be continuously assessed and modifi ed to 

address changes in the “highly dynamic and adaptive terrorist threat.”19 The goal, however, is to be 

proactive rather than reactive emphasizing the importance placed on accurately predicting how 

terrorist strategies and tactics may evolve over time and adapting security approaches to address 

emerging threats. While the Aviation Transportation System Security Plan is focused on reducing 

the vulnerabilities to attacks against the air domain, the plan asserts that recommendations and 
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plan components must take into consideration all three risk elements (i.e., threat, vulnerability, and 

consequence). The plan also asserts that scalable, fl exible security measures will help build the 

resiliency of the air domain. The plan seeks continued cooperation among various federal agencies, 

state and local authorities, and with foreign partners to further enhance the strength of aviation 

security measures pursued.

Goals and Requirements
The plan categorizes aviation system vulnerabilities in three broad categories: passenger, employee, 

and crew security assurance; threat object detection and interdiction; and infrastructure protection. 

The plan identifi es numerous goals to build upon existing aviation security infrastructure and 

operations in these three key areas.

Passenger, Employee, and Crew Security Assurance
The plan calls for adequate and effective methods for identifying and appropriately vetting all 

individuals accessing the aviation transportation system, including airline passengers, airline and 

airport employees, and aircraft crewmembers. While the plan notes that broad challenges exist, 

particularly with regard to assuring the security of those individuals having on-the-job access to 

aircraft and airport air operations areas, it sets forth several specifi c objectives and planned actions 

for enhancing current measures to vet individuals accessing the air transportation system.

The plan specifi cally addresses the goal of implementing predeparture vetting of international 

passengers and crews against no-fl y and selectee lists, a mandate set forth in the IRTPA of 2004 

(P.L. 108-458) which was fully implemented in the summer of 2007. The plan also set a target of 

implementing Secure Flight—the long-delayed system for the TSA to assume the role of screening 

passenger names against consolidated terrorist watch lists from the airlines—by December 31, 

2008. The plan also called for the consolidation of all DHS redress programs by the end of FY2007, 

a task that has now been accomplished. The plan calls for the enhanced use of biometrics for 

employee and airport vendor identifi cation to improve airport physical security programs. The 

plan also calls for the TSA to assume responsibility for verifi cation of passenger identifi cation 

when passengers present themselves at airport checkpoints, a function previously carried out 

largely by airport contractors, and to implement behavioral observation techniques both at and 

beyond the security checkpoint, an objective that may require considerable personnel resources to 

fully implement.

In coordination with these DHS initiatives, the DOJ will work to consolidate watch list data and 

watch list vetting processes and work to ensure that the Terrorist Screening Database (TSDB) is 

thorough, accurate, and continuously up-to-date. Additionally, the Department of State will work 

with foreign nations to negotiate agreements regarding access to passenger data for U.S.-bound 

fl ights prior to aircraft departure. On this issue, successful negotiations with the European Union 

(EU) led to formation of a formal agreement between the United States and the EU in 2007 allowing 

for the sharing of passenger name record (PNR) data for fl ights from EU countries to the United 

States in a manner that meets the operational and technical requirements set forth by DHS to appro-

priately vet passengers on such fl ights against the consolidated TSDB prior to departure.

Threat Object Detection and Interdiction
The detection of threat objects carried by passengers has been a central focus of U.S. policy and 

strategy for aviation security following the 9/11 terrorist attacks. Key statutory changes included the 

federalization of the passenger and baggage screening workforce and a mandate for 100% EDS 

screening of all checked baggage. More recently, a requirement for implementing physical screen-

ing of all cargo placed on passenger aircraft by August 2010 was included as part of the Implementing 

Recommendations of the 9/11 Commission Act of 2007 (P.L. 110-53). In addition to these statutory 

obligations, the plan identifi es several objectives for enhancing threat object screening at passenger 

checkpoints, for checked baggage, for air cargo, and on board aircraft, as well as generally  applicable 
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initiatives to improve threat detection capabilities across the entire air domain. Specifi c actions 

called for in the plan are listed below:

 1. Passenger checkpoints

Improving checkpoint and baggage screening technologies to detect a broader array of • 

CBRNE threats as well as exploring on-board aircraft detection, identifi cation, con-

tainment, and mitigation technologies

Exploring the use of future modular, interchangeable checkpoint detection units that • 

can be quickly reconfi gured to adapt to changes in the threat picture while minimizing 

the space requirements or “footprint” of passenger checkpoints and designing for easy 

maintainability

Deploying in-line EDS for screening carry-on items• 

 2. Checked baggage

Working to harmonize checked baggage screening processes and standards with • 

Canada and, more broadly, seeking to harmonize passenger and baggage screening 

technologies and protocols internationally

 3. Air cargo

Strengthening the vetting process for shippers and other elements of the air cargo sup-• 

ply chain and enhancing physical security of the cargo supply chain by improving 

indirect air carrier (i.e., freight forwarder) security programs and working thorough 

international supply chain security initiatives covered under the Customs-Trade 

Partnership Against Terrorism (C-TPAT)

Using risk-based prescreening measures to identify elevated risk international cargo • 

shipments and utilizing technology, canine teams, and inspections procedures to carry 

out 100% inspection of targeted air cargo

Expanding the use of the Automated Commercial Environment Advanced Trade Data • 

Initiative to vet international air cargo shipments and supply chain information

Exploring possible recommendations for statutory, regulatory, organizational, or pol-• 

icy changes to increase the advanced notice period for electronic cargo manifest data 

for inbound air freight shipments to the United States

 4. In fl ight

Conducting further research on terrorism tactics, such as the use of small explosive • 

charges, to breach secured areas of an aircraft, such as the fl ight deck

 5. Broadly applicable elements of the plan

Developing and implementing strategies to prevent CBRNE attacks against airports • 

and critical air traffi c control facilities and coordinating the development of CBRNE 

detection capabilities for the air domain

Establishing national explosives detection canine team standards and expanding the • 

use of canine teams for explosives detection throughout the air transportation system

Developing a risk assessment methodology for chemical and biological threats and • 

issuing guidance to aviation facilities and stakeholders for mitigating chemical and 

biological threats in the air domain

Developing an evaluation system for assessing layered approaches to threat detection • 

and interdiction

Aviation Infrastructure Protection
In addition to enhancements to current practices for vetting individuals accessing the air transporta-

tion system, and improvements to detecting and preventing the introduction or use of threat objects 

in the air domain, the Aviation Transportation System Security Plan seeks to strengthen protections 

of air transportation system infrastructure such as airports and air traffi c control facilities. While 

post-9/11 aviation security legislation and policy has emphasized measures to protect against threats 
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to commercial airliners, the threat to aviation infrastructure, including airports and CI/KR necessary 

for maintaining a safe, secure, and effi cient air transportation system, has also been recognized.

The plan seeks to protect aviation infrastructure from a wide array of attacks, and other disrup-

tions, including cyber attacks or sabotage to remotely located navigation and communications facil-

ities through multilayered, cooperative approaches to security. The threat posed by shoulder-fi red 

missiles and other standoff weapons is identifi ed as a particular concern, and various initiatives to 

mitigate this threat are included in the consideration of protecting aviation infrastructure and sys-

tem operational elements.

The plan calls for a variety of specifi c actions, including improving the vetting of persons board-

ing U.S.-bound fl ights; examining options to enhance airspace security and establish security 

 programs for GA aircraft; pursuing options to counter the smuggling of and terrorist attacks using 

shoulder-fi red missiles and other standoff weapons; continuing efforts to assess vulnerabilities to 

standoff weapons attacks at U.S. airports and expanding the program to assess these vulnerabilities 

at foreign airports; continuing the ongoing exploration of various technologies to counter the threat 

posed by shoulder-fi red missiles; developing criteria for designating or targeting high-risk fl ight or 

“fl ights of interest”; and increasing the ability to detect and monitor aircraft, including GA aircraft, 

entering U.S. territorial airspace. The plan also calls for cooperative research and development of 

technologies to address cyber attacks, radio-frequency jamming, electromagnetic pulse attacks and 

other related threats to aviation information technology, communications, and navigation systems.

As a participant in implementing the National Strategy for Aviation Security, the FAA has 

committed to enhancing security measures to protect critical air traffi c control and navigation 

infrastructure from both physical attacks and possible cyber attacks. The FAA is also working 

with the DHS, particularly CBP and the TSA, to strengthen vetting procedures and monitoring of 

inbound international fl ights, including GA fl ights. Further, the FAA is engaged in efforts to 

enhance its capability to rapidly reconfi gure airspace based on changing security requirements. 

The FAA indicates that it will support DHS aviation security and DOD defense operations through 

restructuring airspace, diverting aircraft, imposing ground delays and stops, and implementing 

other air traffi c management and airspace security strategies to fi t operational needs. The FAA 

will also seek to improve the existing notifi cation system, the Notices to Airman or NOTAM sys-

tem, to provide greater capability to support the need to quickly disseminate aviation security-

related information to aircraft and airport operators and other stakeholders who may require such 

information.

The FAA also seeks to improve its systems and processes for tracking and monitoring actions 

and sanctions for security-related airspace violations to better ensure consistency and the appropri-

ate use of punitive measures to deter future airspace violations. The FAA will also continue to 

explore options for enabling access to certain fl ight restricted areas, such as the airspace around 

Washington, DC, for properly vetted aircraft and fl ight crews. Additionally, the FAA will continue 

to examine strategies for further improving the use of fl ight data and aircraft operator information 

to enhance situational awareness of air traffi c for security purposes. To aid in positive identifi cation 

and monitoring of aircraft operations, the plan calls for statutory or regulatory action to reinforce 

aircraft operator’s use of aircraft call signs or registration numbers including provisions for enforce-

ment action in cases of noncompliance. Also, the FAA, in coordination with the JPDO and other 

partners in the initiative to modernize air traffi c control technologies and procedures, will seek to 

identify and leverage communications, navigation, and surveillance (CNS) technologies and infra-

structure to strengthen aviation and airspace security.

In addition to these initiatives, the plan calls upon the DOD to maintain its state of alert to protect 

aviation assets. Also, the plan will rely on continuing efforts initiated by the State Department to 

strengthen controls over standoff weapons that pose a threat to civil aircraft, especially shoulder-

fi red missiles. Additionally, the plan calls on the intelligence and law enforcement communities to 

coordinate efforts for establishing intelligence indicators and warning criteria for standoff weapons 

attacks and the sharing of threat information, thus enabling effective responses to threats. The plan 
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also seeks to foster continuing interagency cooperation and assistance from private sector partners 

in developing aviation security components of the Next Generation Air Transportation System 

(NGATS or NextGen).

The plan concludes that, in addition to a need for continued coordination, cooperation, and infor-

mation-sharing among federal, state, local, and private entities involved in operating and securing 

the air transportation system, “. . . funding and resources must be allocated to maintain and enhance 

current security measures, and resources must be available to research and employ new measures as 

appropriate.”20

THE AIR DOMAIN SURVEILLANCE AND INTELLIGENCE INTEGRATION PLAN

In addition to the Aviation Transportation System Security Plan that outlines the core strategic 

actions and day-to-day aviation security functions to implement the aviation security strategy, the 

Air Domain Surveillance and Intelligence Integration Plan outlines the strategic actions pertaining 

to the collection, analysis, and dissemination of intelligence to establish persistent situational knowl-

edge and awareness of air domain security-related threats, vulnerabilities, and capabilities. The 

plan calls for close coordination and integration of aviation security-related intelligence, informa-

tion, and surveillance data to facilitate shared situational awareness of air domain security among 

federal, state, and local agencies and foreign governments.

The plan seeks to improve and develop new capabilities to allow for persistent, effective monitor-

ing of all aircraft, cargo, people, and infrastructure of interest when needed, in a manner that is 

consistent with the protection of civil liberties and privacy rights. The aim is to collect, analyze, and 

disseminate information regarding terrorist-related threats, tactics, and potential targets to a wide 

range of policymakers and operational decision makers through various integrated domain aware-

ness and information sharing solutions. This is anticipated to be achieved through the development 

of a shared U.S. government air domain awareness capability that can be tailored to user require-

ments and is compatible with approaches being developed for other domains.

Guiding Principles
The guiding principles of the Air Domain Surveillance and Intelligence Integration Plan include the 

detection and prevention of threats at early stages of development; a unifi ed, coordinated effort among 

federal, state, local and private entities, and international partners; the ability to provide accurate, 

real-time information sharing and integration capabilities with adequate safeguards to protect indi-

vidual privacy and proprietary information; and enhancement of the safe and effi cient fl ow of com-

merce in the air domain through active, responsible use of information sharing capabilities.

Considerations and Assumptions
The plan recognizes that threats are continually evolving and thus require constant monitoring and 

adaptation of collection and analysis methods and timely dissemination of up-to-date intelligence 

information. The plan also recognizes that information sharing initiatives must comply with laws, 

directives, and other plans and policies as well as international obligations and agreements, par-

ticularly those regarding the rights and freedoms of individuals. As needed, laws and policies may 

need to be assessed to determine if they present any specifi c obstacles to achieving desired plan 

objectives. The plan also seeks to develop solutions that are compatible with overall future visions 

and plans for modernizing the NAS under the NGATS. Also, the plan seeks to harmonize efforts 

for surveillance and intelligence information sharing in the air domain with ongoing and planned 

initiatives for other transportation modes to achieve an overall goal of an integrated domain aware-

ness architecture.

The plan acknowledges that threats may emerge with little or no warning and may involve sin-

gular or multiple attacks that could be geographically dispersed. Also, threat actors may exhibit 

complaint behavior—going along with rules, procedures, and norms and, in general, blending in 
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with others—prior to an attack, thus adding to the unpredictability and diffi culty in identifying 

threats. The plan assumes that the various federal, state, local, and international participants in avia-

tion security will act collaboratively and cooperatively to improve information sharing and pooling 

or resources. The plan also assumes that systems will evolve to refl ect changes in technology and 

policy as well as changes in the threat environment.

Achieving Air Domain Awareness
The overarching objective of the plan is to achieve the capability to provide those having operational 

aviation security responsibilities with a comprehensive, robust, shared awareness and understanding 

of activity, threats, and signifi cant security-related events taking place in the air domain. Achieving 

this capability hinges on extensive collaboration and cooperation among federal, state, and local 

entities as well as private sector stakeholders and international partners. The plan considers the fol-

lowing components to be essential elements for realizing this objective:

Air domain intelligence and information• 

Air domain surveillance• 

Integration and analysis of intelligence and surveillance data• 

Sharing of air domain awareness• 

Air Domain Intelligence and Information
Air domain intelligence and information consists of data gathered regarding aircraft, cargo, people, 

and infrastructure in the air domain in concert with intelligence information, including information 

gathered from SIGINT and HUMINT, and other information regarding current and emerging 

threats. Specifi c actions sought to enhance the security picture in the air domain include improving 

the collection and dissemination of data on passengers, crews, aircraft, air cargo, and aircraft own-

ership; refi ning intelligence collection and analysis requirements and methods in the air domain 

through periodic reviews; aligning regulatory and information technology requirements of passen-

ger prescreening systems—including the Advance Passenger Information System (APIS) and Secure 

Flight—for vetting passengers and crews; utilizing biometric identifi cation technologies to assist in 

positively identifying airline and airport employees; expanding the use of prescreening system to 

vet fl ight manifests of aircraft that overfl y, but do not land in, the United States; and partnering with 

other cooperative nations to identify and monitor transnational aviation threats.

Air Domain Surveillance
With regard to surveillance within the air domain, the plan seeks to integrate and facilitate the shar-

ing of air surveillance data. The plan seeks to identify, develop, and deploy new detection and 

 surveillance technologies to address current and future threats, including threats from cruise mis-

siles, low-altitude low-observable aircraft, including both manned and unmanned aircraft, as well 

as standoff weapons such as shoulder-fi red missiles. The plan seeks to refi ne efforts and capabilities 

to detect, monitor, track, and identify all aircraft operating within U.S. airspace in a manner that 

enhances security as well as safety. The plan calls for the FAA and the DHS to review air surveil-

lance capabilities, any existing limitations in these capabilities, and identify critical surveillance 

coverage areas. The plan also seeks to ensure that surveillance capabilities provide adequate cover-

age of aircraft ground movement on airport surfaces, including the monitoring of potential standoff 

weapon launch sites around airports. The plan considers options for improving surveillance capa-

bilities to include not only ground-based radar systems, but a variety of sensor capabilities including 

ground-based, elevated, and airborne radar and electro-optical and infrared (EO/IR) systems. The 

plan also seeks improvements in portable WMD and standoff weapons detection capabilities, which 

may include radiation detection capabilities as well as a broad array of radar, electronic, and optical 

sensing and imaging platforms. The plan seeks to integrate these various capabilities across all of 

North America under the Security and Prosperity Partnership for North America.
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To support the development of technologies and processes to achieve these strategic objectives, 

an air surveillance implementation and integration plan is sought. The plan is expected to provide 

details regarding the maintenance and enhancement of existing surveillance capabilities; options 

for improving low-altitude surveillance in areas of national interest; interagency responsibilities for 

monitoring, tracking, and identifying both cooperative and noncooperative aircraft; solutions for 

addressing any identifi ed gaps in surveillance coverage; initiatives for developing next generation 

surveillance capabilities; options for transitioning to future surveillance technologies; and stan-

dards, technical requirements, and resources for integrating and disseminating air surveillance data 

and coordinating this data with multimodal geospatial surveillance and intelligence data.

Integration and Analysis of Intelligence and Surveillance Data
By integrating intelligence information with air domain surveillance data, the plan hopes to achieve 

an improved awareness of the air domain thereby providing policymakers and operational leader-

ship with the capability to make better informed decisions regarding the allocation of resources and 

specifi c measures to protect the aviation domain from perceived threats. The plan calls for inter-

governmental coordination to support the sharing of intelligence information and other data related 

to aviation security. To achieve this integration, the plan seeks to network existing surveillance 

systems to achieve shared situational awareness capabilities. The plan also recognizes that existing 

regulatory barriers to information sharing and systems interoperability also need to be addressed to 

optimize integration and fusion of intelligence and surveillance data. In addition to addressing pos-

sible regulatory barriers, the plan seeks to clarify legal authorities, policies, and interagency agree-

ments to allow for the processing, fusion, and sharing of intelligence, law enforcement, and 

commercial aviation security data. The plan also seeks to establish a common information technol-

ogy architecture for processing and integrating intelligence and surveillance data in a manner com-

patible with similar initiatives, such as the Defense Department’s Global Information Grid network 

and information management architecture. As part of this objective, the plan envisions an auto-

mated system for data integration of fl ight information and tracking and databases from aviation, 

law enforcement, and intelligence sources. The plan also calls for a review of how to best align intel-

ligence resources and capabilities with aviation security operations centers. The plan also seeks 

advancements in the automation of processes and tools to facilitate collaborative analysis and fusion 

of fl ight operational data to better detect anomalies and aid human analysis efforts. Similarly, the 

plan seeks capabilities for aiding in the detection of anomalies that may be indicators of a potential 

threat among data pertaining to aircraft, cargo, and people in the air transportation system. Also, 

the plan seeks specifi c capabilities to correlate and merge sensor data to identify potential threats 

and generate automated alerts.

Sharing of Air Domain Awareness
These integration initiatives are intended to facilitate the development of a comprehensive aware-

ness of air domain operations and potential security threats related to those operations. Sharing of 

this awareness, however, is also dependent on the development of a secure, accessible, common 

architecture for data networking and information sharing. The plan seeks to establish an informa-

tion sharing framework that provides authorized users with access to net-centric or network- enabled, 

secure information in real-time or near-real-time. To achieve this objective, the plan calls for the 

development of a data sharing architecture with standards for web-based information storage and 

access, interoperable communications standards, information assurance capabilities across all 

access and classifi cation levels among the various authorized participating entities, and interopera-

ble system capabilities that allows for the transfer of data between sensors, platforms, and  personnel. 

It is envisioned that achieving this network-centric shared information awareness capability will 

allow for effective exploitation of intelligence and surveillance information to defend the air domain 

against attack and provide the capability to expose and defeat any identifi ed weaknesses or vulner-

abilities among terrorist groups or other adversaries.
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In summary, the Air Domain Surveillance and Integration Plan provides guidance for maximiz-

ing the awareness and understanding of the air domain and actual or potential security threats to the 

air domain. The plan seeks to achieve this objective by enhancing both intelligence and surveillance 

capabilities, as well as the tools and techniques for integrating and fusing this information and dis-

seminating it to policymakers and aviation security operational leadership to allow for better pre-

paredness and response to security threats.

THE INTERNATIONAL OUTREACH AND INTERNATIONAL AVIATION THREAT REDUCTION PLANS

The International Outreach Plan has been developed in recognition of the global nature of inter-

national aviation, and recognition that weaknesses in aviation security in other countries could 

jeopardize U.S. interests and national security both beyond the borders of the United States as well 

as within the homeland. In recognition of this, the International Outreach Plan emphasizes the key 

role of the State Department to use its diplomatic resources and infl uence to promote and improve 

cooperation with foreign countries, international and regional organizations, and international pri-

vate sector entities engaged in aviation operations to enhance global aviation security. The key 

underpinnings of the plan include a consistent, coordinated U.S. policy regarding aviation security 

activities and enhanced outreach to foreign governments and entities for improving global aviation 

security practices.

To foster improved international relations addressing aviation security issues, the plan calls for 

establishing unifi ed, consistent U.S. foreign policy positions emphasizing aviation security as a key 

priority for international policy and promoting initiatives for bilateral and multilateral discussions 

and agreements to advance aviation security. The plan seeks to promote international best practices 

in aviation security on a global scale, and it encourages the use of U.S. diplomatic missions abroad 

to build support for U.S. aviation security initiatives and establish partnerships with foreign govern-

ments and international stakeholders. The plan seeks to establish mechanisms for coordinating 

technical assistance, training, and resources to promote effective aviation security in developing 

nations and critical regions. The plan also seeks to establish effective mechanisms for information 

sharing among cooperating nations to facilitate the detection of threats and appropriate operational 

and law enforcement responses to these threats.

These actions are intended to align international efforts with objectives and actions specifi ed in 

the International Aviation Threat Reduction Plan, a plan that has not been made publicly available. 

The International Outreach Plan is also designed to coordinate with the elements of the Domestic 

Outreach Plan to establish protocols for communicating and coordinating resources with foreign 

partners to respond to threats or security-related events that may occur in the air domain. While the 

International Outreach Plan emphasizes operational aviation security, surveillance, and intelligence 

integration and sharing, the Domestic Outreach Plan, discussed later focuses primarily on incident 

communications strategy and critical incident management, and therefore it is more closely aligned 

with the objectives and actions set forth in the Aviation Operational Threat Response Plan.

THE AVIATION OPERATIONAL THREAT RESPONSE PLAN

The Aviation Operational Threat Response Plan provides the overarching guidance for directing 

immediate actions in response to the full range of potential terrorist threats to components of the 

aviation system. Elements of the plan would be put into action upon receipt of actionable intelli-

gence, surveillance, or other information indicating that a security-related incident is transpiring or 

an imminent threat exists. The plan does not address the steady-state or day-to-day operational 

aspects of aviation security that are covered primarily in the Aviation Transportation System 

Security Plan. Examples of events that could trigger implementation of the Aviation Operation 

Threat Response Plan include transpiring attacks to use aircraft as weapons against ground targets, 

attacks using standoff weapons such as shoulder-fi red missiles, and attacks against aviation 

AU7029_C004.indd   123AU7029_C004.indd   123 8/12/2009   7:59:11 AM8/12/2009   7:59:11 AM



124 Airport and Aviation Security: U.S. Policy and Strategy in the Age of Global Terrorism

 infrastructure such as airports and air traffi c control facilities, including the potential use of WMDs 

at these sites. The plan covers strategic objectives and actions to immediately counter and react to 

transpiring threats against aviation, but does not consider system recovery that is covered by the 

Aviation Transportation System Recovery Plan.

The purpose of the plan is to coordinate response to threats in the air domain and augments the 

general framework of the National Response Plan (NRP), which is now known as the National 

Response Framework (NRF). The NRP or NRF establishes a broad-based all-hazards approach for 

critical incident management that establishes the structure for interagency coordination and inte-

gration with state, local, and tribal governments and the private sector in responding to large-scale 

domestic incidents. The framework sets incident management priorities such as saving lives and 

protecting property, mitigating damage, and ensuring continued homeland security, emphasizing 

local response by fi rst responders. The framework outlines the federal role in large-scale events 

that can exceed local or state response capabilities and provides a general coordination structure 

for multiagency coordination and integration of response.21 The Aviation Operational Threat 

Response Plan, along with the associated Domestic Outreach Plan, provides specifi c objectives 

and actions for implementing this response framework to large-scale threats and other events in the 

air domain.

Specifi cally, the plan orchestrates the coordinated effort of various entities that play a role in 

protecting aviation infrastructure and assets, and people in the aviation system. These may include 

military and homeland security airborne interception and interdiction of threat or suspect aircraft; 

surface-to-air weapons systems operations for ground-based defense of critical sites; on-board law 

enforcement response on fl ights; aviation law enforcement and counterterrorism response at air-

ports and other ground-based sites; and responsive security measures pertaining to airspace and air 

traffi c management, such as security-related ground holds and diversions.

Guiding Principles
The plan is predicated on the assumption that any airborne threat within U.S. airspace or approach-

ing U.S. borders is a potential threat to national security which the U.S. government must be pre-

pared to meet using an appropriate, coordinated response. The plan maintains that coordination and 

responsive action should be swiftly initiated upon receipt of suffi cient intelligence or other informa-

tion indicating that a threat is transpiring. Frontline operators and entities that encounter threats 

should take appropriate actions within their capacity and authority to eliminate or mitigate the iden-

tifi ed threat, including the use of deadly force if appropriate. The plan also directs those entities 

encountering threats to notify, consult with, and coordinate continued or follow-up response with 

other agencies and entities if the threat continues or for postresponse recovery actions if the threat 

is neutralized. In responding to threats, the plan places priority on the preservation of life and mini-

mizing related risks to the public; preventing and defeating transpiring attacks; minimizing impacts 

on the air transportation system; apprehending perpetrators of threats and attacks against aviation; 

and gathering threat-related intelligence and evidence to aid in the prosecution of attackers and to 

aid in improving aviation security measures to prevent future threats and attacks.

Considerations and Assumptions
The operational threat response plan envisions that information sharing among various agencies 

and entities will be maximized to take full awareness of shared situational awareness and facilitate 

the coordination of actions. The plan recognizes the strategic importance of international trade and 

commerce. Like the Air Domain Surveillance and Intelligence Integration Plan, the Aviation 

Operational Threat Response Plan recognizes that threats and attacks may occur with little or no 

warning or indicators of an impending threat or attack. The plan assumes that private industry 

stakeholders and other nations will support and cooperate in carrying out appropriate threat response 

actions outlined in the plan to the extent that they are capable.
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Concept of Operations
The operational threat response plan is intended to utilize the capabilities and resources of the 

 existing integrated national command centers of the various participating agencies and entities and 

interoperable communications tools to facilitate effective information exchange. A lead agency 

would be designated based on the nature of the threat and the specifi c response. DHS agencies, 

including the TSA, are expected to be prepared to take on either a leading or supporting role. It is 

likely that the TSA would assume a primary role in coordinating domestic threats to the air domain, 

although this may not necessarily be the case in all circumstances. CBP may also take on a leading 

role in response to certain airborne threats, particularly those involving inbound international 

fl ights. Also, the USCG has been given responsibility for airborne interdiction in the National 

Capital Region around Washington, DC, and therefore may play a signifi cant role in the response to 

airborne threats in that area of operations, while the Secret Service may play a leading role in 

response to possible airborne threats involving movements of the President or other special events 

of national security interest. Upon determination that a threat to aviation infrastructure or other 

 elements of the aviation domain involves nuclear or radiological materials, the DNDO may take on 

a more central role in coordinating an operational response.

The lead agency would be responsible for coordinating the full range of aviation security activi-

ties in response to a threat or attack in a manner that would ensure unity of effort among the various 

entities, and in a manner that will allow for the orderly transition of leadership to other agencies, 

such as FEMA and the FBI, for follow-on activities such as recovery, mitigation, and postevent 

investigation. The lead agency would be responsible for tactical planning and mission execution as 

the threat response is carried out, and coordination across the various agencies and entities involved 

in the response. The lead agency would also be expected to maintain close coordination with intel-

ligence sources for the development and dissemination of evolving threat assessments, and involve 

the Department of State to assess the role of foreign affairs in the threat response. The lead agency 

would also be responsible for public affairs activities, except in cases where consideration of foreign 

affairs issues would make it more appropriate for the Department of State to take on the primary 

role in coordinating public affairs regarding the event and the response.

The various federal agencies serving in a supporting role during an operational threat response 

would provide expertise to aid in crisis management and coordination activities orchestrated by the 

lead agency. Supporting agencies would be responsible for keeping the lead agency apprised of their 

support and response capabilities and lend support for intelligence gathering, investigation, mitiga-

tion, and recovery activities as part of the coordinated response. Supporting agencies would be 

expected to coordinate with the lead agency on all public affairs matters, an issue of particular con-

cern in recognition of past missteps by DHS agencies in handling public affairs during the opera-

tional response to signifi cant events.22

Various agency protocols have been established or are being developed for coordinating opera-

tional response under this plan. These protocols include details of how agency contact informa-

tion would be continually updated and shared by integrated command centers; processes for 

information fl ow and senior-level decision making by government offi cials; guidelines for coor-

dinating activities and conferences; considerations for maintaining continuity of operations; a 

matrix of agency participation and roles; and guidance on coordination with the aviation industry. 

It is anticipated that various aviation threat scenarios will be incorporated into future DHS 

national threat exercises. Under this plan, the DHS, in coordination with other federal depart-

ments and agencies, is expected to develop methods for observing and evaluating vulnerabilities 

and consequences, agency capabilities, airspace control measures, and communications and coor-

dination effectiveness. The plan notes that operational threat response is not simply a “last line 

of defense,” but can serve to enhance the deterrent effects of the overall aviation security strategy, 

and signifi cantly mitigate the potential consequences of terrorist actions that threaten the 

air domain.
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THE DOMESTIC OUTREACH PLAN

The Domestic Outreach Plan augments the Aviation Operational Threat Response Plan by outlining 

a framework for incident communications in the aviation domain, focusing most specifi cally on 

incidents that are more specifi c and limited in scope for which major elements of the NRP/NRF, 

such as the external affairs annex, are not activated. The plan is designed to fulfi ll the role of opening 

communications channels with aviation stakeholders and the public in the event of a threat or attack 

against the air transportation system. It builds upon lessons learned regarding communications and 

coordination from efforts carried out under HSPD-5, The Management of Domestic Incidents, 

HSPD-7, Critical Infrastructure Identifi cation, Prioritization, and Protection, and HSPD-8, National 
Preparedness, tailoring the elements of these directives to the aviation community.

The strategic objectives include facilitating stakeholder engagement in strategic planning and 

operational response, and implementing a communications strategy to be activated in the event of a 

threat or attack to the aviation system that is capable of providing rapid transmission of information 

to state, local, and tribal governments, and private sector entities. Stakeholder engagement is cen-

tered around the use of two coordinating bodies as called for in HSPD-7: the Aviation Government 

Coordinating Council (AGCC) and the Aviation Sector Coordinating Council (ASCC). Whereas the 

AGCC, under the guidance of the TSA, would conduct outreach and coordinate stakeholder involve-

ment in implementing the plan among federal and state offi cials, the ASCC, a self-organized body 

of owners and operators in the aviation industry, is expected to develop and coordinate a private 

sector plan and strategy for responding to aviation threats and coordinating threat response with 

private entities in other critical infrastructure sectors. Under the plan, both the AGCC and the 

ASCC are expected to work cooperatively to educate and inform stakeholders regarding all aspects 

of the National Strategy for Aviation Security and the various supporting plans, although the empha-

sis appears to be on operational threat response. Various messages and materials to support stake-

holder education and engagement are anticipated under this initiative, some which may also be used 

for public education and media relations.

The plan also calls for the development of communications strategies to respond to threats, attacks, 

and other critical incidents in the aviation sector. The communications strategy seeks to provide and 

receive accurate, timely information to and from aviation industry stakeholders and maintain active 

participation in the coordinated response among the various entities that play a  critical role in operat-

ing the air transportation system. Communications channels and key federal entities engaged in this 

initiative include the DHS Offi ce of Public Affairs and Offi ce of Legislative and Intergovernmental 

Affairs, as well as the DHS Offi ce of State and Local Government Coordination and the DHS Private 

Sector Offi ce. These offi ces are expected to provide coordination and support to DHS operational 

agencies including: the TSA—which will be primarily responsible for intelligence dissemination, 

policy, operational decision making and coordination with industry partners during critical incidents 

as well as during day-to-day aviation security operations—as well as CBP, the USCG, and Immigration 

and Customs Enforcement (ICE), which are anticipated to support these efforts. The FAA will play 

a key role in the federal government response to prevent, respond to, and recover from attacks against 

the aviation domain in its role in oversight and operation of the NAS. This will involve close coordi-

nation and collaboration both with DHS as well as with local, state, and private sector entities. 

Other federal agencies involved in law enforcement and counterterrorism (e.g., FBI, DOJ), intelli-

gence gathering and dissemination (e.g., CIA), and economic regulation (e.g., Department of 

Commerce, DOT) also play important roles in  coordinating with the private sector and are repre-

sented on the AGCC. The AGCC, in coordination with private sector entities working on the ASCC, 

is the primary vehicle for establishing and maintaining the policies and plans for effective informa-

tion dissemination to state, local, and private entities regarding air transportation security and the 

coordination of communications and critical incident response.

The fi nal component of the overall aviation mode-specifi c supporting plans is the Aviation 

Transportation System Recovery Plan. This plan would be put into action following an attack to 
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reconstitute the air transportation system and minimize the impacts of an attack on air transportation 

and the broader economy. While the details of this plan have not yet been made available to the public, 

a DHS synopsis indicates that the plan incorporates recommended measures to mitigate the operational 

and economic effects of an attack in the air domain. Refl ecting on the impacts of the 9/11 attacks, it 

is likely that a considerable focus of such a plan would be placed on restoring confi dence among 

airline passengers that adequate measures can be quickly and effectively implemented following an 

attack to prevent future attacks against aviation. The plan may also consider various operational mea-

sures available to quickly, safely, and effectively reconstitute routine operations of the NAS so as to 

minimize the impact on air commerce.

ISSUES FOR CONSIDERATION

While the national policy and strategy for aviation security and the supporting mode-specifi c plans 

provide an important framework for structuring aviation security measures in the United States, 

these documents themselves should be viewed with a critical eye to identify potential shortcomings 

in underlying assumptions and approaches. Potential weaknesses in the U.S. policy and strategy for 

aviation security fall into fi ve broad issue areas:

The validity of underlying risk assumptions made in developing the aviation security pol-• 

icy, national strategy, and mode-specifi c plans.

The adequacy of considerations regarding the sustainability of the aviation security system • 

and its various components.

Whether the policy and strategy are forward-looking (i.e., proactive), or rather, do they • 

perpetuate a reactive approach to security planning in the aviation domain.

The extent to which the policy and strategy provide a comprehensive framework for devel-• 

oping and maintaining a robust aviation security system.

The extent to which objectives and approaches outlined in the national strategy align with • 

budgetary processes and resource availability to ensure that strategic objectives can be 

adequately met.

These issues are discussed in further depth below.

THE VALIDITY OF UNDERLYING RISK ASSUMPTIONS

Determining the validity of the various risk models and assumptions that have been used to set avia-

tion security policy and strategy is a diffi cult task. These risk determinations have largely arisen 

from restricted access intelligence information and other limited distribution sources, thus con-

straining the ability to engage in open public discourse on the validity of their underlying evidence 

and assumptions. Nonetheless, some critics have argued that these risk assumptions and resulting 

policy and strategic decisions may be based on inaccurate and incomplete analysis. For example, 

some have noted that federal intelligence and security agencies are “inexperienced with and 

 uninterested in statistics.”23 This has led some to argue that the use of statistical techniques to study 

terrorism data is sorely needed, although it has been questioned whether the federal government has 

necessary capability and expertise to assess the reliability of available data, and use reliable meth-

ods to perform statistical analyses.24 Instead, some have argued that “security agencies seem to 

advance policies without any empirical basis,” relying instead on anecdotal evidence, political 

 pressures, or “gut feelings.”25 Such a basis for setting policy and establishing strategies for home-

land security and aviation security can result in inappropriate estimates of risk—overstating the risk 

of certain scenarios while underestimating the risk of others. While it appears that efforts are being 

made to better document global terrorism incidents and perform statistical analyses to identify risk 

trends, more comprehensive efforts to look specifi cally at security risk across the aviation domain 
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still appear to be needed to provide better guidance for developing and refi ning aviation security 

policies and strategies.

CONSIDERATION OF SYSTEM SUSTAINABILITY

One seemingly unavoidable reality for aviation security strategists is the continued growth in 

demand for air travel and air commerce. The FAA estimates that the number of airline passengers 

will increase at an annual rate of about 3.4% domestically and about 4.7% for international fl ights 

over the next 12 years.26 This anticipated growth could strain passenger and baggage screening 

operations in the future if it is not adequately planned for. Similarly, growth in air cargo volume is 

expected to increase at an average annual rate of 3.5% domestically and by 6.7% on international 

routes through 2020. Strategies and initiatives to enhance the security of air cargo operations and 

screen air cargo shipments must, therefore, also consider these growth projections in carrying out 

policies, strategies, and plans for enhancing air cargo security. Air traffi c is also expected to 

increase about 3.8% with a growth of about 3.7% in GA operations expected. Airspace security 

strategies and approaches may need to consider this growth in fl ight operations in devising effec-

tive security programs and procedures for protecting airspace over areas considered critical for 

national security.

It remains unclear, however, whether this anticipated growth in aviation operations is being ade-

quately planned for in the context of national strategies and mode-specifi c plans for aviation secu-

rity. The strategies indicate that they will evolve with shifting threat and vulnerability characteristics 

on the basis of ongoing risk assessments. However, the degree to which the changing nature, size, 

and scope of aviation and air travel is being considered in these risk assessments remains a signifi -

cant issue for policymakers and aviation security strategists.

With regard to the sustainability of aviation security technologies, specifi c strategies for main-

taining deployed technologies and phasing-in next generation screening technologies have not yet 

been clearly defi ned. While plans for enhancing aviation security under the comprehensive NGATS 

initiative envision extensive improvements to aviation security by 2025, the roadmap to achieving 

these capabilities has not yet been fully defi ned. According to the future concept of operations for 

aviation and airport security, signifi cant security transformations will include

Integrated dynamic risk management solutions• 

Biometric technologies for airport access controls• 

Smaller footprint, multithreat detection capabilities for screening passengers and • 

baggage

Network-enabled environmental sensors to detect and warn of CBRNE threats at • 

airports

Rapidly deployable, reconfi gurable screening systems to meet temporary and intermittent • 

screening requirements

On-board aircraft safety modifi cations and ground-based systems and procedures to pro-• 

tect fl ights from shoulder-fi red missiles

Network-centric information sharing capabilities for data mining and decision support to • 

aid security operations personnel and security analysts

Capabilities to allow for CBRNE screening of all air cargo items not packed in secured • 

areas or securely conveyed to aircraft27

While all of these objectives are refl ected to some degree in the National Strategy for Aviation 

Security and the supporting plans. Congress may have a particular interest in how the strategic plan 

aligns with NGATS aviation security initiatives and the vision for aviation and airport security over 

the next 18–20 years.
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A PROACTIVE OR A REACTIVE APPROACH?

Some experts have expressed concern that the DHS may be relying too heavily on “gut feelings” and 

anecdotal evidence in pursuing certain courses of action refl ected in aviation policies, strategies, 

and plans. Similarly, some have questioned whether the DHS and the TSA approach to aviation 

security has taken on too much of a reactive stance, failing to strategically plan resource allocation 

based on robust and thoughtful risk analysis, instead allowing high-profi le events and media reac-

tion to potentially infl uence decision making.

For example, using the TSA’s response to the foiled liquid explosives plot in August 2006 by 

restricting carry-on liquids, some critics have argued that the Administration is allowing single 

events and the media and public attention they generate to shape policy decisions.28 The TSA has 

defended its actions in response to the liquid explosives threat, making available to the public docu-

mentation and demonstrations of the formidable threat posed by improvised liquid explosive devices. 

However, liquid explosives have long been known by security experts to pose a formidable threat to 

aircraft, yet U.S. aviation policy and strategy before this plot was uncovered had not included any 

specifi c near-term measures to screen passengers for liquid explosives.

Critics argue that reacting to single events is nearsighted and goes against the very purpose of 

developing strategies and plans in the fi rst place, which is to be proactive in assessing threats and 

directing resources to mitigate associated vulnerabilities. On the contrary, if these strategies and 

underlying plans are to be adaptive, they should be able to shift rapidly in response to changing 

threat characteristics and changing threat levels. Reviewing the TSA response to the liquid explo-

sives plot may provide more specifi c insights into whether this response was a reasonable adaptive 

approach to mitigate unforeseen risks or a case of taking immediate, and arguably questionable, 

actions in an effort to restore and maintain public confi dence in aviation security. If it is determined 

that the TSA’s actions in response to the liquid explosives plot represented a well–thought-out exam-

ple of an evolving strategy that can respond quickly and effectively to emerging threats, then per-

haps additional questions need to be asked regarding why the emerging threat of liquid explosives 

was not foreseen prior to widespread public disclosure of information regarding the failed liquid 

explosives plot in the United Kingdom. A more detailed examination of the deliberations and deci-

sion making regarding liquid explosives, both before and after receiving knowledge of the foiled 

plot can perhaps provide unique insights and “lessons learned” to aid security analysts and senior 

policymakers in developing strategic and tactical decision-making tools to improve upon the U.S. 

response to future emerging threat situations.

Critics argue that the government must replace its practices of responding to single threats with 

more systematic approaches for improving homeland security. A lingering concern is that if aviation 

security policies and practices, and more broadly homeland security policies and practices, remain 

too reactionary, terrorists may be able to exploit this approach. Terrorist may be able to trigger reac-

tionary responses by providing misinformation about intended targets or attack methods. This may 

lead to haphazard allocation or reallocation of resources that could be wasteful and ineffi cient and 

could even result in resources being redirected in a manner that could make the system more vulner-

able to attack. In other words, terrorists may be able to more easily exploit a reactionary approach 

to aviation security by using diversionary tactics that may increase vulnerabilities in other areas or 

aspects of the air domain.

CONSIDERATION OF WHETHER THE STRATEGY IS COMPREHENSIVE AND ROBUST

In 2004, the GAO issued recommendations regarding the desired characteristics of national strate-

gies to combat terrorism.29 The desired elements of such strategies identifi ed by the GAO included

A purpose, scope, and methodology• 

A defi nition of the problem and an assessment of the associated risk• 
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An identifi cation of the goals and supporting or subordinate objectives and activities to • 

meet these goals, and performance measure to evaluate progress toward achieving these 

goals

An identifi cation of resources, costs, and a risk management analysis to determine where • 

resources and investments should be targeted

A clear defi nition of organizational roles, responsibilities, and coordination• 

A discussion of how a particular strategy relates to other strategies and how plans, activities, • 

and objectives will be integrated to meet the stated goals of the various related strategies

While the GAO used these criteria to evaluate various national security, homeland security, 

counterterrorism, and infrastructure protection strategies that had been developed prior to 2004, the 

National Strategy for Aviation Security had not been developed at that time and has not subse-

quently been evaluated against these desired elements. At fi rst glance, the aviation security strategy 

appears to contain or address many of these desirable characteristics. Where the strategy and 

supporting plans may be lacking, however, is in

Fully defi ning the methodology for evaluating risk and carrying out the strategy• 

Fully documenting associated cost estimates and resource requirements• 

Providing suffi cient detail regarding roles, responsibility, and coordination, particularly • 

among nonfederal entities that are expected to participate in execution of the various mode-

specifi c plans

Clearly indicating how the various components fi t into the hierarchy of national security, • 

homeland security, and counterterrorism strategies and plans and how the elements of 

these various plans may be integrated both within and beyond the aviation domain

Additionally, one of the key required features of the National Strategy for Aviation Security is 

that it must be adaptive. Consequently, the national strategy and its supporting plans and documents 

are likely to evolve over time to address changes in threats, intelligence, terrorist tactics and capa-

bilities, as well as new security technologies and capabilities. It is also likely that the strategy and 

its supporting plans will sometimes need to change quickly in the face of imminent threats.

ALIGNMENT OF STRATEGIC OBJECTIVES WITH BUDGETARY PLANNING 
AND RESOURCE ALLOCATION PROCESSES

As a fi nal consideration, within the federal government, there is a particular interest in assessing 

how the national strategy and supporting plans align with budgetary decisions and resource avail-

ability, particularly in the context of the annual budget and appropriations process. This could be a 

key consideration as elements of the current strategy call for some considerable expansion of the 

TSA’s roles and responsibilities. For example, DHS objectives for the TSA to assume passenger 

identifi cation functions and carry out behavioral observation both at and beyond airport screening 

checkpoints is likely to be human resource intensive and therefore may need further scrutiny in the 

context of budget and resource prioritization. Also, technology advancements for checkpoint, baggage, 

and cargo screening are also being sought by both Congress and the Administration. Additionally, 

new and proposed statutory requirements may also expand the functions of the TSA and other fed-

eral agencies. For example, provisions in the Implementing the 9/11 Commission Recommendations 

Act of 2007 (P.L. 110-53) require the swift phase in of air cargo inspections to achieve 100% inspec-

tions of all cargo carried on passenger air carrier aircraft within three years. This mandate is likely 

to have signifi cant cost and resource implications not only for the federal government, but also for 

the airline and air cargo industries. Aligning this initiative with ongoing strategic plans for risk-

based profi ling and targeting of cargo shipments and investment in cargo screening technologies is 
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likely to be a topic of considerable interest in the context of the federal budget process over the next 

several years. As new threats emerge and the U.S. aviation security strategy evolves,  policymakers 

and aviation security strategists will likely face continuing challenges to ensure that adequate funds 

are available to support new aviation security needs and requirements and adequate resources are 

available to carry out new roles and responsibilities assigned to the various entities involved in 

implementing the National Strategy for Aviation Security.
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5 Evaluating and Managing 
Security Risks

As discussed in the previous chapter, the U.S. strategy for aviation security is built upon a general 

risk management framework and applies a multilayered approach to mitigating security risks. This 

framework recognizes that terrorist threats and other threats to aviation security cannot be com-

pletely eliminated. However, through effective management and allocation of security resources 

and available technologies, these risks can be managed and the threat suffi ciently mitigated to what 

most would regard as acceptable levels. Of course, what constitutes an acceptable level of risk has 

been a matter of considerable policy debate. However, most concede that, given limited resources, 

policy decisions based on perceived risk are necessary, not only within the context of aviation secu-

rity by itself but also in the broader context of homeland and national security. That is, at the broad-

est level of policy decision-making, trade-offs between aviation security and other homeland 

security priorities—such as port security, border security, critical infrastructure protection, and 

detection and prevention of CBRNE attacks against major population centers and other critical 

targets—must be evaluated. While the focus of this book is the evaluation and mitigation of security 

risks in the aviation domain, the risk evaluation and mitigation concepts discussed here may be appli-

cable to risk evaluation processes carried out in the broader context of homeland security policy.

RISK ASSESSMENT METHODS

Security risk is generally regarded as a function of the nature of the threat, the vulnerabilities to 

attack inherent in a given system, and the consequences associated with a particular attack scenario. 

In general terms, one can represent this as

 Risk = f(Threat, Vulnerability, Consequence).

That is, risk is some function, f, of the three risk parameters: threat, vulnerability, and consequence.

The threat to a given system as well as the vulnerability of that system can both be defi ned in 

terms of their probability or likelihood of occurrence. Consequence, however, is a variable that is 

more appropriately defi ned operationally in terms of potential impact or severity. In a risk frame-

work, this is often accomplished by developing a scale of consequence severity. Alternatively, in 

developing a cost-benefi t analysis for assessing the economic implications of a policy option, conse-

quence can be framed in terms of monetary impact. In either case, whether consequence is opera-

tionally defi ned in terms of a rating of severity of consequence or a monetary amount associated 

with the projected cost of an event or scenario, the risk equation is often described in terms of the 

multiplicity of the three risk factors. This can be expressed as

 Risk = Threat ¥ Vulnerability ¥ Consequence.

In assessing risk, subject matter experts may utilize a rating scale or evaluation system in which 

threat, vulnerability, and consequence are defi ned by ordinal or interval-scale descriptors of 

these three elements that comprise security risk. An ordinal scale would be one in which the values 

simply represent a rank ordering of the descriptors on the given scale of either likelihood or severity 
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of consequence. In an interval scale, it would be assumed that the steps in between values adhere to 

some constant scale factor. For example, if a likelihood rating of four represented a judgment that 

an event was considered twice as likely as an event given a rating of two, and an event rated a two 

was considered twice as likely as an event rated a one, then the rating scale would be an interval 

scale. In practice, these types of rating scales are really ordinal in nature since risk judgments are 

largely subjective and therefore do not represent consistent differences between rankings. However, 

they are typically treated as interval scales to mathematically evaluate risk scores. Using such a 

 rating method, a risk matrix can be developed. Typically, risk matrices for aviation and industrial 

safety applications only consider two variables: (1) the vulnerability of the system to certain failures 

and (2) the severity of the consequences associated with such a failure.1 This approach can be 

extended to the aviation security domain, or, more broadly, to the homeland security domain, by 

also including a consideration of the fundamental element of security risk: the threat. The result is 

a three-dimensional risk matrix such as the one shown in Figure 5.1. In this risk matrix, categories 

and descriptors from a typical risk matrix used in the aviation safety domain have been adopted for 

analysis of aviation security risk. System vulnerability is evaluated by placing the known or per-

ceived probability of a security breach or system failure into one of six categories, from extremely 

unlikely (i.e., “highly improbable”) to very likely (i.e., “frequent”). The categorical descriptors 

include (1) highly improbable, (2) improbable, (3) remote, (4) occasional, (5) probable, and (6) fre-

quent. These same descriptors can also be used to categorize the perceived security threat. In the 

risk matrix shown, the consequence of a perceived threat exploiting a vulnerability can be rated in 

terms of one of four descriptors ranging from negligible to catastrophic. The specifi c consequence 

descriptors, in order of severity, are (1) negligible, (2) marginal, (3) critical, and (4) catastrophic. 

These scales illustrate the process, although, in practice, scales with fewer or larger numbers of 

categories and different descriptors may be developed to suit the particular needs and preferences 

for conducting a specifi c risk assessment.

Each cell of the risk matrix represents some combination of threat rating, vulnerability rating, 

and severity of consequence rating. In some cases, it may be desirable to compute a single risk score 

that is either the product of these three factors or the product of each factor multiplied by some 

 factor weight. For example, in making a comparative analysis of risk among various threat scenar-

ios, if the vulnerability was regarded as being twice as important in the analysis compared to the 

threat and the severity of consequence, then the vulnerability score would be multiplied by two, the 

weighting factor, before being multiplied by the threat and severity scores. If such an analysis is 

FIGURE 5.1  A three-way risk matrix indicating rating-scale descriptors of threat, vulnerability, and 

consequence.
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performed to derive an overall risk score, then an underlying implicit assumption is being made that 

the ratings for each of the risk parameters are represented by an interval scale, and therefore differ-

ences between rating scores are measured on a ratio scale with an absolute zero value, so that dif-

ferences between numerical scores have some comparative signifi cance.

In performing a security risk assessment, a wide variety of scenarios could be evaluated by sub-

ject matter experts along these dimensions of threat, vulnerability, and consequence. Each scenario 

could be rated and placed into one of the (Threat ¥ Vulnerability ¥ Consequence) cells in the risk 

matrix. Scenarios based on threats and vulnerabilities that are highly improbable, improbable, or 

remote and have negligible or marginal consequences are likely to be regarded as acceptable risks. 

On the other hand, cases where experts perceive a high probability that terrorists would attempt to 

carry out a particular threat scenario, the probability of a breach or failure of available security 

measures to prevent such an attack is high, and the severity of the outcome or consequence is con-

sidered critical or catastrophic are likely to be viewed as having an intolerable or unacceptable risk. 

When intolerable risks are identifi ed, from a public policy standpoint, there is typically widespread 

agreement that additional risk mitigation is necessary to safeguard the fl ying public and the aviation 

system. In the context of aviation security policy and strategy discussed in the previous chapter, 

these types of risks, which are likely and have a high severity of consequence associated with them, 

are viewed as strategic risks. In between acceptable risks and intolerable, unacceptable, or strategic 

risks, however, is the proverbial “gray area,” where risk is not at fully acceptable levels but it is not 

completely intolerable, either. Typically, in such cases, further action to reduce risk as much as pos-

sible to fully acceptable levels would be prescribed. However, high costs and limited resources 

available to devote to such risk mitigation efforts in the face of competing homeland security needs 

make for diffi cult policy decisions. In such policy debates, risk evaluation methods can serve to 

provide a basis for resource allocation by prioritizing risk mitigation alternatives not only within 

aviation security but also in the broader context of homeland security.

Much of the current aviation security policy debate has been the product of differing views 

regarding the extent to which further mitigation and risk reduction is needed in those gray areas 

where there are considerable differences of opinion regarding the degree and nature of security 

risk. Specifi c areas where risk assessment and related policy have been particularly contentious 

include passenger prescreening, air cargo security, protecting passenger airliners from the threat of 

shoulder- fi red missiles and other standoff weapons, as well as security risks associated with GA 

operations. Each of these issues is discussed in later chapters devoted specifi cally to these particu-

lar topics. The risk model is equally applicable for evaluating the costs and benefi ts of various miti-

gation options for airport security, passenger and baggage screening, and in-fl ight security, which 

are also considered in depth in the context of the risk analysis framework in separate chapters of 

this book.

USING THE RISK-BASED FRAMEWORK TO DETERMINE A RISK VALUATION 
AND ASSESS COSTS AND BENEFITS

The general risk matrix framework—using rating scales of threat, vulnerability, and consequence—

may be particularly benefi cial as a tool for airport managers, airline security coordinators, federal 

security offi cials, and other operational managers to provide a general assessment of security risk 

and rank order–specifi c threat scenarios and vulnerabilities for the purposes of prioritizing resource 

allocations. However, to directly compare the cost of security measures to the expected benefi ts to 

be derived from specifi c security enhancements—an important consideration in policy debate—it 

is necessary to use probability estimates to describe the threat posed by a particular attack scenario, 

as well as the vulnerability to such a scenario, and quantify the severity of the consequences in 

economic terms. So far, the risk elements of threat and vulnerability have been discussed in terms 

of using descriptive ratings or scores to quantify the elements of risk in relative terms. An  alternative 

means of computing risk would be to represent threat and vulnerability in terms of their probability 
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or likelihood of occurrence. Severity of consequence, measured in terms of direct and indirect 

monetary costs associated with an expected outcome of such a terrorist attack scenario being suc-

cessfully carried out, can be incorporated into the equation to yield a cost-based risk evaluation.

In other words, instead of using a fi ve- or seven-point scale or some other rating scheme to 

quantify the level of threat and perceived vulnerability as discussed earlier, these parameters could 

be couched in terms of probability values ranging between zero and one, or 0% to 100%. For 

example, a terrorism expert might conjecture that the probability or likelihood of a terrorist plot to 

attack an airport within the United States using conventional explosives over the next 10 years might 

be 25%. This can be represented as

 PT = 0.25,

where PT is the probability value assigned to a given threat, T, which, in this case, is the threat of an 

airport bombing.

As previously discussed, however, risk is not determined solely by the probability of an attack, 

but it is also dependent on the vulnerability to such a threat. Continuing with the example above, an 

aviation security expert might surmise that, despite stepped-up law enforcement presence and sur-

veillance at airports and placement of physical barriers to prevent attacks using explosives-laden 

vehicles, a moderate vulnerability nonetheless exists because airport terminal drop-off points and 

check-in and ticketing areas are open public spaces. She may consequently assign the vulnerability 

to such an attack among U.S. airports at 50%, meaning that any conceivable terrorist bombing of 

the airport would have a 50% chance of causing notable structural damage or loss of life. This can 

be expressed in terms of probability as

 PV = 0.50,

where PV is the probability that a specifi c vulnerability, V, can be exploited by a terrorist attack or 

other security breach.

In statistical terms, vulnerability expressed in terms of a probability value, PV, is actually the 

conditional probability of a successful attack given that a particular threat scenario has been attempted. 

In this example, the joint or combined probability that an attack using a particular threat scenario, an 

airport bombing, is attempted and is successful is the product of the two individual probabilities.

So, PT and V = PT ¥ PV, and therefore

 PT and V = 0.25 ¥ 0.50 = 0.125 or 12.5%,

where PT and V is the probability of being attacked (the threat) and the attack being carried out suc-

cessfully (the vulnerability). This represents the likelihood of a successful attack being carried out 

compared to the event space of all possible outcomes including no attack, an unsuccessful attack, 

and a successful attack, with the probability of a successful attack being computed to be 12.5%.

As stated previously, the vulnerability expressed as a probability value, PV, is the conditional 

probability of a successful attack given that a particular threat scenario has been attempted. This 

can be expressed by the following relationship:

PVÔT = PT and V /PT = (PT ¥ PV)/PT,

PVÔT = (0.25 ¥ 0.50) / 0.25,

PVÔT = 0.50,

where PVÔT, read as the probability of vulnerability V being successfully exploited given that threat 

scenario T has been attempted, is the conditional probability of a successful attack given a threat 
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attempt.2 Assuming that the threat, T, and the vulnerability, V, are independent of each other—a 

reasonable assumption in most cases—the conditional probability PV|T will always be equal to the 

probability of V alone, PV, as shown by this calculation.

The risk posed by such an event is a function of both the likelihood or probability of a specifi c 

attack scenario, the threat, and the degree of vulnerability measured in terms of the likelihood that 

an attack could successfully exploit known security weaknesses. In the simplest terms, this can be 

represented by the joint probability of the aviation system, or in this case an airport, being vulnerable 

(the vulnerability) and the system or an airport being attacked (the threat). This joint or combined 

probability, calculated above, is simply the product of these two factors. In other words, whereas the 

value representing the threat component is the likelihood of an attack, whether successful or not, the 

product of this threat value times the vulnerability value yields the overall probability or likelihood 

of a successful terrorist attack.

The result of the combined probability of being attacked and the degree of vulnerability, expressed 

as the conditional probability of a successful attack, can then be multiplied by the consequence, 

expressed in monetary terms, to derive a risk valuation. For this example, a monetary valuation of 

risk can be calculated by expressing the severity of consequence in terms of its fi nancial impact. 

This fi nancial impact valuation of severity of consequence would typically refl ect both direct losses, 

including any expected loss of life expressed in monetary terms and direct costs resulting from the 

physical destruction of property as a result of an attack, as well as indirect fi nancial impacts on the 

aviation industry and the broader economy. For the purposes of continuing the example of the air-

port bombing threat described above, assume that economists predict the fi nancial impact resulting 

from a terrorist bombing of an airport to consist of $250 million in direct costs and $750 million in 

indirect economic damage to the airline and tourism industries as well as fi nancial impacts to the 

local economy in the city of occurrence. Thus, the total severity of consequence in terms of fi nancial 

impact would be $1 billion. According to the risk model, the monetary risk, R, tied to an explosives 

attack at an airport can be computed using the following equation:

R = PT ¥ PV ¥ SC,

R = 0.25 ¥ 0.5 ¥ $1,000,000,000,

R = $125,000,000

where SC is the severity of a particular consequence, C, expressed in monetary terms.

The computed risk value, R, may be referred to as either the unmitigated risk or the residual risk 

that remains after currently implemented security measures, such as stepped-up law enforcement 

presence at airports and installed physical barriers, have been taken into account.

So, in this illustrative analysis, the unmitigated or residual risk of an airport bombing is calcu-

lated to be $125 million dollars.

To continue this illustration, let us imagine that a policymaker has learned about initiatives to use 

large-scale x-ray scanning systems specifi cally designed for scanning trucks as a means for screen-

ing for explosives, WMDs, and contraband at border checkpoints. He argues that these systems 

should also be put in place at the busiest 20 airports in the United States to screen large trucks 

approaching the airport terminals. This raises a fundamental policy question: Would it be benefi cial 

to do so? Whether something is benefi cial or not can be a value-laden judgment. However, the ques-

tion can be examined more objectively in the risk-based cost-benefi t framework by examining how 

much of the residual or remaining risk of an airport bombing would be reduced or mitigated by 

implementing this proposal.

Continuing this example, imagine that a team of homeland security analysts are asked to deter-

mine the projected monetary risk reduction that can be achieved by implementing this proposal. 

The team’s research indicates that the primary benefi t would be a reduction in the direct costs of an 

attack, based on their conclusion that most large truck bombs would be effectively stopped and 
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detected at a proposed x-ray screening checkpoint. Instead of an estimated $250 million in direct 

costs before implementation, the analysts believe that the direct costs of an attack would drop to 

$100 million, based on the premise that if the truck scanners were put in place, the threat would 

most likely involve smaller vehicles that would cause less damage. Also, the indirect costs, which 

are primarily derived from a collective psychological response to an event, would also drop 

because the event would likely be less severe in nature and would not deter air travel to the same 

extent. The analysts may conclude that the indirect costs would drop from $750 million to $400 

million. Thus, the severity of consequence tied to the proposed action would total $500 million 

($100 million in direct costs and $400 million in indirect costs), which is $500 million less than, 

or half of, the estimated $1 billion severity of consequence based on the hypothetical analysis of 

current security measures.

In addition to reducing the severity of consequence, the vulnerability itself would also decrease 

as a result of the proposed action. In this example, the analysts may determine that the vulnerability 

may diminish from a 50% chance that an explosives attack at an airport would be successful to a 

30% chance. In other words, PV would drop from 0.50 to 0.30. Finally, the probability of an attack, 

the threat component, may also change based on terrorists’ perceptions of how effective this 

approach would be at thwarting an attempted airport bombing. In this example, the analysts may 

assume that the initiative will be perceived as being a moderately effective measure, and it would 

reduce the threat of an airport bombing over the next 10 years from 25% to 20%. In other words, 

PT would be reduced from 0.25 to 0.20. This refl ects the deterrent effects of the proposed action. 

The analysts are now able to compute a new projected risk valuation based on implementing the 

hypothetical proposed action to deploy x-ray truck scanners at major airports. This can be expressed 

in the following equation, where the subscript A is used to indicate that this is the risk valuation 

being computed for a given alternative or action:

RA = PT(A) ¥ PV(A) ¥ SC(A) ,

RA = 0.20 ¥ 0.30 ¥ $500,000,000,

RA = $30,000,000.

So, in this example, the analysts would estimate the residual risk after deployment of the truck 

x-ray scanners to be $30 million. The risk reduction, or benefi t, B, associated with implementing 

this proposal would simply be the difference between the estimated residual risk or unmitigated risk 

before implementation of the proposed action (i.e., the deployment of truck x-ray scanners) and the 

estimated residual risk after implementation. That is,

BA = R ¥ RA,

BA = $125,000,000 - $30,000,000,

BA = $95,000,000,

where BA is the benefi t tied to alternative or action A, which in this example is the proposed deploy-

ment of truck x-ray scanners.

In this example, the total benefi t associated with the proposal would be $95 million over the 

10 year time span used as the basis for the calculation. Thus, if the costs of implementing the pro-

posal, amortized over 10 years, are less than $95 million, the proposal would be regarded as being 

cost benefi cial. However, if the 10-year costs exceed $95 million, the proposal may be regarded as 

exceeding the risk reduction benefi t that it would yield. Given that 20 airports were slated to get the 

systems under the proposal, the per airport cost for system acquisition, operation, and maintenance 

over the 10-year time span should not exceed $4.75 million, an average (mean) cost of $475,000 per 

airport per year, if the proposal is to be considered cost benefi cial. This type of analysis for  computing 
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risk using a probability-based cost valuation is mathematically no different than the risk matrix 

model and computation of risk scores described previously. However, it offers the advantage of 

establishing a monetary valuation for risk. In this regard, risk can be evaluated not only on a com-

parative basis but also in monetary terms that can be compared and contrasted with funding for 

security mitigation measures in a cost-benefi t framework. Risk-based cost-benefi t analysis is an 

important tool for assessing aviation security policy and strategy alternatives.

It should be noted, however, that often—including in the many policy and strategy debates cited 

in this book—risk valuation is not fully assessed or calculated in this fashion. The primary reason 

for this is that considerable uncertainty exists and there could be widespread policy disagreement 

regarding the extent of the threat and the degree of vulnerability. Therefore, the potential monetary 

costs representing the severity of an expected outcome are sometimes the only parameter formally 

estimated in examining the costs and benefi ts of a given security strategy. The discussion of threat 

and vulnerability is frequently couched mostly in descriptive terms. Nonetheless, the risk-based 

framework, both for the purpose of general strategic risk assessment and also for assessing the 

costs and benefi ts of various policy options or approaches, has important conceptual underpinnings 

for understanding risk in the context of aviation security and, more broadly, homeland security. 

Presently, the TSA, the DHS, and others are working to develop more sophisticated analytical 

models for better understanding the dynamics of threats, vulnerabilities, and program costs within 

the context of the risk-based analytical framework.

APPROACHES FOR DEVELOPING COMPLEX MODELS OF RISK 
IN THE AVIATION SECURITY DOMAIN

While the example provided above considered risk only in terms of the basic elements of probability 

theory to illustrate the application of the basic risk model framework, more complex models of risk 

can be developed to examine threats and vulnerabilities and to address resource allocation among 

existing and proposed approaches to aviation security. The TSA, in cooperation with the Boeing 

Corporation, has undertaken a research initiative aimed at developing more complex risk models 

under a program it calls the Risk Management Assessment Tool (RMAT). The system relies on 

Monte Carlo simulation methods to estimate risk probabilities.3 The Monte Carlo method derives its 

name from the world-renowned gambling casinos located in the city of Monte Carlo, Monaco. Like 

repetitive rolls of the dice at Monte Carlo’s gambling tables, the Monte Carlo method uses repeated 

probabilistic or stochastic simulations of events and possible outcomes. In the case of the TSA’s 

RMAT, the primary purpose is to assess the vulnerability of the aviation security system to a wide 

array of threat scenarios, so the focus is primarily looking at security vulnerabilities in the aviation 

domain. The RMAT is being developed under the auspices of the United States Commercial Aviation 

Partnership (USCAP), a government–industry partnership applying operations research solutions to 

aviation security challenges.

The RMAT is part of a larger set of risk-based systems engineering and econometric modeling 

tools that have been used to provide “what if” analyses to support aviation security policy decision-

making.4  Over the past several years, these modeling tools have been used to evaluate the impact 

of public fear on passenger demand for air travel, the impact of security fees on passenger demand, 

security screener staffi ng requirements and impacts of staffi ng levels on passenger checkpoint 

throughput, and the operational and economic impacts of expanding airport worker credentialing 

and screening requirements and implementing enhanced security measures for air cargo operations. 

The developers of these tools assert that the application of operations research techniques and 

econometric models to aviation security policy analysis under this program has helped policymak-

ers make better informed decisions resulting in effective use of limited resources to improve secu-

rity while identifying multi-billion-dollar savings compared to less effi cient alternatives. Nonetheless, 

it is important to note that policy decisions are made based on a broad array of considerations, 

including political and economic considerations that do not always favor an optimal solution based 
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on models such as these that attempt to defi ne operational parameters and determine probable out-

comes using objective, empirical methods of analysis.

Another theoretical framework that can be used to more specifi cally model and evaluate threats, 

but may also provide insights regarding vulnerabilities, is game theory. Game theory applies math-

ematical models to understanding strategic decisions in response to opponents’ or competitors’ 

decisions and actions. Game theory studies optimal decision behavior in an interactive system. In 

the context of aviation security, and more generally homeland security, game theory appears to be 

most applicable to understanding how terrorist tactics may evolve in response to U.S. homeland 

security and aviation security strategies. For example, it is intuitive that if suffi cient security mea-

sures to protect commercial airliners from passenger hijackings were implemented, terrorists would 

seek alternative methods of attack or might seek out alternative targets to attack. However, what 

specifi c shifts in terrorist strategy would occur would largely depend on the terrorists’ assessment 

of vulnerabilities to various attack scenarios across the aviation system, which can be represented 

mathematically in probabilistic or stochastic terms. Various game models of homeland security ter-

rorist threats and security risks have been developed. For example, researchers at Stanford University 

have constructed game models based on the perception of terrorist knowledge and perceptions and 

likely responses of the U.S. government and societal responses.5 Also, the DHS has conducted vari-

ous simulations of hypothetical terrorist attack scenarios. For example, the TOPOFF 2 project 

examined the response and impact of a combined radiological “dirty bomb” attack in Seattle and 

the release of a biological agent at ORD.6 Examining possible terrorist tactics within the framework 

of game theory can help security strategists better understand potential terrorist threats and threat 

dynamics in response to an evolving system for aviation and homeland security.

A combination of approaches such as Monte Carlo techniques and game theory can be utilized 

to determine values for quantifying the probability of a given threat scenario as well as the vulner-

abilities to such scenarios. In addition to these methods, complex risk models can be constructed to 

examine and compare the relative risk of various threat scenarios both within aviation as well as in 

comparison to security risks associated with other transportation systems and other critical infra-

structures and assets.

The diffi culty in this process, however, is estimating the parameters of the equation. Operationally 

defi ning the threat element is particularly problematic and particularly contentious. The nature 

and extent of a particular threat may be diffi cult to establish and even more diffi cult to quantify in 

probabilistic terms. Vulnerabilities may often be underestimated, either because the extent of the 

vulnerability inherent in a system is not fully understood or because inherent vulnerabilities could 

be downplayed for political reasons to avoid criticism and challenges over the presence of unmiti-

gated vulnerabilities and the policy implications associated with acknowledging such unmitigated 

vulnerabilities. On the other hand, vulnerabilities may, in some cases, be exaggerated in order to 

justify or gain support for implementing a particular security measure or course of action. While the 

risk-based cost-benefi t approach provides a useful framework for analyzing policy decisions, it is 

nonetheless susceptible to limitations in estimating cost and benefi t parameters or outright gaming 

of the process to achieve a result consistent with a particular policy viewpoint or position on a 

particular course of action. Policy analysts sometimes refer to this as the “garbage in, garbage 

out” phenomenon, because providing unreliable or slanted parameter estimates into the risk-based 

cost-benefi t framework will yield unreliable, biased results that could lead to poor policy decisions 

and the pursuit of an inappropriate course of action.

These concerns aside, risk estimates can be made for specifi c attack scenarios using the risk 

equation, or, by summing or averaging the risk estimates for all possible risk scenarios considered, 

one can derive an overall risk estimate for the entire system. For example, risk estimates can be 

derived for the potential of a shoulder-fi red missile attack against a civilian airliner in the United 

States. This risk estimate, along with risk estimates for hijackings, bombings, and other scenarios 

with various outcomes and consequences, could be used to derive an overall risk picture or risk 

estimate for the civil aviation domain. Despite the diffi culty associated with quantifying the risk 
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posed by specifi c attack scenarios, these activities play an important role in developing aviation 

security policy and strategic approaches.

Defi ning the threat element of the equation is largely a matter that falls in the realm of the 

intelligence community. Understanding vulnerability and adapting security systems to minimize 

vulnerabilities, on the other hand, are largely the responsibility of those charged with the task of 

overseeing and implementing aviation security functions. Without specifi c intelligence information, 

however, an accurate picture of the threat variable is diffi cult to establish, and consequently a com-

prehensive risk picture for determining policies and strategies for deploying aviation security 

resources cannot be fully developed. Nonetheless, from an operational standpoint, the threat ele-

ment is often put aside, and the focus of operational security reviews is typically on conducting 

vulnerability assessments. For example, the TSA has conducted vulnerability assessments to exam-

ine the vulnerability of large airports in the United States and some major overseas airports to 

shoulder-fi red missile attacks targeting airliners. Also, the TSA has created vulnerability self-

assessment tools for operators of GA airports to assess site security. Absent a formal consideration 

of threat, risk is generally regarded as the combination of vulnerability and consequence. In 

examining a GA airport, for example, the security risk of an airport that handles large business jets 

that is in close proximity to a major urban center is intuitively greater than the risk associated with 

a small, short grass strip airport in a rural part of the country. Specifi c vulnerabilities and conse-

quences associated with particular facilities or aviation infrastructures can be identifi ed through 

formal vulnerability assessment tools and processes.

While vulnerability assessments are important activities at the operational level, some consider-

ation of the nature and extent of the perceived threats to aviation security operations is needed to 

evaluate and set policies regarding aviation security, determine how resources and funds will be 

apportioned to aviation security among the various homeland security needs, and identify how 

these resources and assets can be applied within the context of aviation security to address specifi c 

vulnerabilities that could be exploited under various perceived threat scenarios. However, because 

the nature of the threat is often ambiguous, considerable debate and disagreement among policy-

makers with regard to aviation security resource allocation have resulted. For example, various 

policymakers have called for additional steps to be taken: to protect airliners from shoulder-fi red 

missile attacks, to mitigate the risks associated with explosives introduced in air cargo placed on 

passenger airplanes, and to reduce the risk of attacks against critical infrastructures and population 

centers carried out using GA aircraft. These specifi c issues and the policy debate surrounding them 

will be examined in detail in designated chapters of this book focusing specifi cally on these ongoing 

aviation security challenges.

MITIGATING AVIATION SECURITY RISK

So far, methods to measure and assess aviation security risk have been discussed at length. Based 

on assessments of risk, using the risk evaluation tools and cost-based risk valuation methods 

described above, policymaker and security strategists can evaluate risk across a wide variety of 

threat scenarios and allocate resources to mitigate risk in a manner commensurate with the degree 

of assessed risk. Approaches to deterring and preventing attacks and mitigating the consequences 

of a potential attack have involved multiple layers or facets of protection to reduce the chances of a 

successful attack based on the predicate that systems having built-in redundancies or multiple layers 

of protection tend to be more resilient to failures, human errors, or deliberate attacks.

In addition to incorporating multiple layers of protection, distributed networks or decentralized 

systems also tend to be highly resilient to failures among elements or nodes of the system, because 

the entire system is not wholly dependent on the functioning of each of its elements. To some degree, 

modern complex technological systems have some degree of independence as well as a certain lim-

ited amount of interdependence. In general, such systems have been extremely vulnerable to attacks, 

but the impact of an attack on the entire system is typically limited.7
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Many aspects of modern, large-scale systems, including many components of the aviation trans-

portation system, exhibit these decentralized but interdependent characteristics. Therefore, the air 

transportation system and its component systems, like other complex distributed systems, are rela-

tively tolerant or resilient to externalities, such as accidents, errors, and malicious attacks, that can 

disrupt these systems but are nonetheless vulnerable to the consequences of these events. For exam-

ple, well-coordinated cyberattacks and cyberterrorism threats may be capable of crippling the 

Internet computing capabilities of a specifi c corporation or government agency. If large enough, 

such an attack could have ripple effects that could slow performance for other Internet users, but it 

would be highly unlikely that an attack could be of such a scale to cause major disruption to the 

entire Internet, which is highly distributed and, for the most part, highly decentralized. So too is the 

case with aviation. Consider, for example, a catastrophic accident that shuts down a major U.S. air-

port for a length of time over the course of a day. Air traffi c to and from that airport would, of 

course, be disrupted until the airport reopened and traffi c fl ows and fl ight operations could be 

reconstituted. Traffi c to other airports may also be disrupted to some degree, particularly if the 

closed airport is the principal hub for a major airline. In such a case, the inability to position aircraft 

to meet later fl ight schedules may have a cascading effect, resulting in delays and cancellations at 

other airports. However, the U.S. aviation system is suffi ciently large and highly distributed. 

Therefore, such an event, while catastrophic to those whose lives are directly impacted, would typi-

cally have a rather limited impact on the aviation system as a whole, at least from a systems perspec-

tive. Typically, the aviation system has been capable of quickly reconstituting operations following 

such catastrophes. Notwithstanding the complete air traffi c system shutdown following the 9/11 

 terrorist attacks, past experience suggests that even after relatively signifi cant catastrophes, the 

aviation system as a whole can be reconstituted in a matter of hours at most, and fl ight operations 

at directly impacted airports and facilities can typically be reconstituted in a few days, time. The 

distributed and redundant, multilayered nature of the aviation system and safety and security features 

built into that  system make it relatively tolerant or resilient to disruption. In addition to the distrib-

uted nature of the aviation system, its multilayered approach to safety and security not only makes 

it more resilient to attack but also makes it less likely that an attack could be successfully carried 

out. The multi layered strategy involves a deliberate strategic approach to engineering complex 

 systems to make them less prone to failures and attacks that exploit inherent weaknesses or gaps that 

cannot easily be eliminated in a cost-effective manner.

THE MULTILAYERED APPROACH TO AVIATION SECURITY

In James Reason’s discourse on risk management, Reason notes that all complex systems are prone 

to certain weaknesses and gaps in defensive layers that are designed for safety or security.8 While 

Reason focuses most of his discussion on safety risk posed by gaps or vulnerabilities in complex 

systems, his model for risk reduction is equally relevant in discussing complex security systems 

such as aviation security. In his view of complex systems, Reason compares the various weaknesses 

and gaps in complex systems to the holes in a stack of sliced Swiss cheese. In this metaphor, each 

slice of cheese can be considered a layer of protection designed into a system, and the holes in the 

cheese represent gaps or weaknesses in these layers.

Complex systems are typically designed to have multiple or redundant layers, so that a failure or 

breach of one layer, because of its inherent weaknesses or gaps, does not result in a catastrophic 

failure to the entire system. Systems engineers sometimes talk of failures at one level or layer that 

are catastrophic to the system as single point failures, and it is always a design objective to either 

eliminate or mitigate the consequences of such single point failures on the system. This is often 

accomplished by multiple or redundant layers of defense or protection that serve to nullify or lessen 

the severity of a failure at another layer in the system. Strictly from the standpoint of probability 

or likelihood, then, the fewer layers that are built into a system, the greater the chance that a failure 

or breach of a single layer will be catastrophic to the system. Thinking back to the Swiss cheese 
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metaphor for a second, imagine stacking various numbers of slices together. If one were to stack just 

two slices together, chances are probably pretty high that one or two of the holes in each of the slices 

might overlap so that there is a contiguous hole through the stack. But, if someone were to stack 10 

slices of cheese together, then the probability that there would be a contiguous hole through the 

entire stack of slices is likely to be quite low. Thus, the more slices that are placed on top of each 

other, the less likely it would be that the holes in slices would all line up so that something, an ant 

for example, could fi nd its way through the entire stack. Similarly, in a security system, the more 

layers of protection that exist, the less chance that the entire system would be compromised by an 

attack. Thus, failures by one layer of the system to thwart an attack that slips through a hole in that 

particular layer would likely be trapped or captured by some other layer of security built into the 

system, provided that suffi cient effective layers of security exist.

Reason fashioned his Swiss cheese model largely as an explanation for accidents in complex 

systems, and Reason refers to the potential paths through his layers of metaphorical Swiss cheese as 

accident trajectories. Similarly, experts in the aviation security domain speak of threat trajectories 

when discussing terrorist tactics or methods of operation that have been attempted or may be used 

by terrorists or criminal elements actively seeking to commit intentional acts to attack or exploit 

aviation assets or disrupt air commerce. While Reason focused primarily on system vulnerabilities 

that could lead to accidental system failures, the underlying causes he identifi es that give rise to 

system vulnerabilities, or what he calls active failures and latent conditions, have important impli-

cations for security as well.

In Reason’s model, active failures are the more immediate lapses or failures of a system that can 

have near-term adverse effects. Active failures can be the result of either accidental causes, such as 

human errors, or intentional violations. Examples in the aviation security realm might include the 

accidental disruption of power at a screening checkpoint metal detector that goes unnoticed, or the 

intentional propping of an access door leading to secured area, an intentional violation of security 

rules to facilitate access for a parcel delivery. Intentional violations may also be the result of criminal 

or terrorist acts. That intentionally propped door might not have been the result of someone trying to 

facilitate access for a benign purpose, but might have been left in that state to allow criminals’ access 

to commit theft. Similarly, an airport worker permitted to bypass checkpoint screening procedures 

might illegally carry a weapon into a secured area of an airport. That worker may do so because he 

or she may feel threatened by a coworker, or may do so to pass the weapon on to a terrorist intending 

to carry out an attack against an aircraft. Thus, various threats to aviation security may exploit the 

same vulnerabilities in the system. These threats can thus be described as sharing a common threat 

vector, although the motives behind these specifi c threats may be quite different. The motive behind 

the exploitation of a given security vulnerability thus plays into both the nature of the threat and the 

consequences of the event in defi ning the overall risk picture of a given scenario.

In Reason’s model, these active failures predominantly occur at what he calls the “sharp end” of 

the system, in other words by front line personnel like security checkpoint screeners or airport ramp 

workers. Reason’s model includes another class of vulnerabilities, which he refers to as latent condi-

tions. Reason asserts that these latent conditions are the product of strategic and top-level policies 

and decisions made by governments, regulators, systems designers, and managers who set local 

policies and practices. These latent conditions often do not manifest themselves unless combined 

with more immediate factors and circumstances such as active failures by front-end operators. In 

the case of security threats, latent conditions that become known to attackers can be exploited to 

defeat a security system. In the case of aviation security, take for example the “common strategy” 

used across the airline industry for responding to hijackings prior to and on September 11, 2001. 

That strategy, predicated on past history of hijackings that largely ended peaceably through negotia-

tion, was to acquiesce to hijacker demands while airborne in an effort to reach a peaceable negoti-

ated resolution to the hijacking situation on the ground. The 9/11 hijackers were able to exploit this 

latent condition, presumably knowing that they would meet minimal resistance from the fl ight and 

cabin crew when they carried out their hijackings. Similarly, a policy of allowing short-bladed 
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knives, like box cutters, through airport screening checkpoints and on aircraft allowed the 9/11 

hijackers to either carry or have passed to them weapons to carry out their attacks on the fl ight crews 

of the commandeered aircraft. Latent conditions identifi ed as being factors in the 9/11 terrorist 

attacks include

Lack of an extensive list or database of terrorist names for vetting airline passengers• 

Limited use of behavior-based passenger prescreening only to positive bag match proce-• 

dures (i.e., assuring that the elevated risk passenger boarded the aircraft prior to placing 

his/her baggage on board) and not requiring that targeted passengers undergo additional or 

secondary screening at passenger checkpoints

Lack of direct regulatory oversight of aviation screening companies• 

High turnover and limited training of aviation security screeners• 

Permitted items’ list that included dual use items, such as box cutters, which could easily • 

be used as lethal weapons

A very limited number of air marshals or sky marshals (reported as being fewer than 40 at • 

the time of the 9/11 attacks) and limited deployment of those marshals on fl ights

The common strategy training and procedures used by fl ight and cabin crews for handling • 

hijacking situations that emphasized passive nonresistance

Inadequate procedures and training for interagency coordination of response and airspace • 

control between the FAA and the military

In the previous chapter, the various elements of aviation security to protect from threats to com-

mercial passenger aircraft were described in terms of the TSA’s onion metaphor, with each succes-

sive layer of the onion representing a protection, whether passenger prescreening, physical screening 

measures, or in-fl ight protections. These elements can similarly be viewed in terms of Reason’s 

Swiss cheese metaphor as shown in Figure 5.2. In this metaphor, each layer has inherent weaknesses 

or holes that could potentially be exploited by attackers. For example, passenger prescreening suf-

fers from the fact that passenger name lists may be incomplete and may not include all terrorists or 

terrorist aliases. It may also suffer from an inability to accurately identify fraudulent or stolen iden-

tities in all cases, thereby potentially allowing a terrorist operative to elude this element of security. 

Also, physical screening may have holes or weaknesses stemming from technology limitations that 

FIGURE 5.2  The Reason “Swiss cheese” model as a metaphor for the multilayered approach to passenger 

airline security.
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do not allow for accurate screening of all threat types—such as nonmetallic weapons and certain 

types of explosives, including liquid explosives—carried by persons passing through screening 

checkpoints or in carry-on items. In-fl ight measures also have limitations that can be viewed as 

holes in these layers of defense. For example, air marshals cannot cover every fl ight leaving many 

fl ights without this layer of on-board protection. Also, while hardened cockpit doors are a deterrent, 

they are not impenetrable. In addition, the surrounding bulkhead is not reinforced, and on some 

aircraft, there are other means to access the cockpit. Like air marshals, armed pilots cannot be 

placed on all fl ights, leaving additional holes that could potentially be exploited. Based on these 

considerations, it is apparent that many holes exist, despite numerous initiatives to enhance these 

various security layers. But, what are the chances that all of these vulnerabilities could be success-

fully exploited in an attempted attack? To answer this question, basic probability theory can again 

be used to quantify the joint or combined probability of an outcome in which all of these layers are 

defeated in a single attack, assuming that the probabilities that the various layers of defenses could 

individually fail can be reasonably estimated. To illustrate, the following hypothetical values will be 

used to assess vulnerability of passenger airliners to a hijacking:

The probability that prescreening against terrorist watch lists and for behavioral indicators • 

of terrorist activity failing to detect an attacker is 50% (prescreening failure).

The probability of an attacker getting needed weapons or explosives to carry out the hijack-• 

ing plot past airport screening is 20%, and the probability that he could have a cohort air-

port or airline employee circumvent screening and pass these threat items to him undetected 

beyond the checkpoint is 30% (weapons and explosives).

The chance of an air marshal team being on a targeted fl ight is 25% and the probability that • 

that air marshal team could successfully stop an attack is 95% (air marshal failure).

The probability that a hardened cockpit door fails to suffi ciently delay an attack to prevent • 

a successful hijacking is 20% (cockpit door failure).

The probability of an armed pilot being on board the targeted fi ght is 10% while the prob-• 

ability that he or she could successfully stop an attack if on board is 90% (armed pilot 

failure).

Based on these estimates, the overall probability, P, or likelihood of a successful breach of all 

layers can be found by the following equation:

P =  p(prescreening failure) ¥ p(weapons and explosives) ¥ p(air marshal failure)

  ¥ p(cockpit door failure) ¥ p(armed pilot failure),

P = (0.50) ¥ (0.20 + 0.30) ¥ (1 - (0.25 ¥ 0.95)) ¥ (0.20) ¥ (1 - (0.10 ¥ 0.90)),

P = 0.025

or roughly a 2.5% chance that an attempted attack would successfully breach all of these layers of 

protection.

This computed probability of breaching all the layers can be regarded as the overall system vul-

nerability to a passenger hijacking and could be used as the vulnerability value in assessing risk 

using the risk equation discussed earlier. Note that, based on the descriptions above, the overall 

probability of a breach of any given layer may be either additive or the product of the various factors 

considered for that particular security layer, depending on how the factors were framed or dis-

cussed. For example, regarding a checkpoint breach, a threat item could get beyond the checkpoint 

either because there was a failure to detect the object during screening or because screening was 

circumvented by a cohort such as an airport or airline employee. In this “either, or” case, the prob-

abilities are additive. In the case of the air marshal protection and also in the case of armed pilots, 

the overall probability of these particular layers successfully thwarting an attack is dependent on the 
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air marshal team or armed pilot being on board the aircraft and the air marshal team or armed pilot 

successfully defending the aircraft against an attack. In such a case, the two independent factors 

(being on board and successfully defending against an attack) comprise an overall joint probability 

that the given layer of protection will effectively thwart a terrorist attack on board and is found be 

calculating the product, or multiplying, the two probability values associated with these two factors. 

Because the overall equation seeks to calculate the probability that these various layers are success-

fully breached in an attack instead of the probability of successfully defending against an attack, in 

cases where the calculated probability of a successful defense is given, this value is subtracted from 

one (1) to determine the estimated probability that the given layer—either the air marshal protection 

or the use of armed pilots, for example—would be defeated. This calculation assumes that all of the 

layers and security measures are independent of each other, which turns out to be a reasonable 

assumption for consideration of most layered security applications including the security measures 

in place for protecting passenger airliners.

What is particularly notable about this illustration is that while the probability of breaching any 

single layer is seemingly quite high, the probability of successfully defeating all fi ve layers is rela-

tively low. In fact, so long as additional layers have some capability to prevent an attack and so long 

as they are not completely redundant or duplicative of other layers, then the more layers of security 

added will continue to increase the chances of a successfully stopping an attack and the odds of a 

successful attack will continue to decrease. The problem, of course, is that each layer of security 

adds incremental operational cost but has a diminishing marginal or incremental return on invest-

ment in terms of the additional threat reduction it will provide. Also, each incremental layer of secu-

rity potentially imposes additional delays and hassles on air travelers and other users of the system. 

Therefore, a key policy objective is determining what combination of security layers or measures 

offers the most cost-effective and least disruptive approach to providing effective security to prevent 

terrorist attacks or other exploitations of aviation security systems by terrorists or criminals.

EVALUATING THE EFFECTIVENESS OF MITIGATION MEASURES 
AND SECURITY SYSTEMS

Using the tools described above to assess risk policymakers can make better informed decisions 

regarding the allocation of resources to mitigate risk to acceptable levels. However, understanding 

the elements of risk alone does not provide an adequate picture of whether and specifi cally how 

these risks can be dealt with. Upon examining aviation security risk using techniques such as those 

described above, questions remain regarding whether effective technologies and operational proce-

dures are available to mitigate the identifi ed risks based on policy and strategic priorities. Questions 

may also arise regarding whether available options are cost effective, and what combinations of 

available options would provide an optimal solution for mitigating identifi ed security risks in the 

most effective and effi cient manner, taking into consideration factors such as

The effectiveness of available security measures in deterring terrorists and preventing • 

attacks against aviation assets

The availability of technologies and security measures to address policy objectives and • 

strategic priorities

Any ineffi ciencies in the fl ow of passengers and goods through the air transportation sys-• 

tem resulting from implementation of specifi c security measures

The cost of implementing security measures under consideration• 

The potential benefi t that can be obtained from an available option or alternative course • 

of action

Assessments of the costs and benefi ts tied to specifi c security measures have previously been 

discussed in the context of the risk management framework. In the following discussion, methods 
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for evaluating the effectiveness of security measures and their impact on aviation system effi ciency 

will be considered. Systems engineering and operations research provides an array of tools and 

methods for addressing system performance and effi ciency. The following discussion provides a 

broad overview of selected approaches for examining the performance of aviation security systems 

in terms of their effectiveness and effi ciency, explaining how examining risk mitigation strategies 

from a systems perspective can benefi t from careful engineering and economic analysis. The dis-

cussion focuses on a limited number of specifi c models and tools that are particularly well suited for 

explaining and examining strategies, technologies, and operational procedures for implementing an 

effective aviation security system. One particularly useful approach to examining and understand-

ing the performance of aviation security from a systems perspective is signal detection theory 

(SDT), which is particularly useful for describing the ability of aviation security measures to detect 

threats in the context of an imperfect, uncertain environment where threats are often diffi cult to 

distinguish from nonthreats. Besides the ability to detect threats, aviation security systems are also 

evaluated on their effi ciency because minimizing the impact of these security measures on the fl ow 

of goods and people through the air transportation system is often regarded as a competing objec-

tive with implementing effective security. Therefore, tools and approaches for evaluating the impact 

of security measures on aviation system effi ciency will also be briefl y considered.

APPLYING SDT TO EVALUATING THE PERFORMANCE OF AVIATION SECURITY SYSTEMS

In evaluating the performance of technological systems, the theory of signal detection is a particu-

larly useful tool. SDT provides a specifi c analytic framework for evaluating situations in which a 

decision must be made between two alternatives in the face of uncertainty. Aviation security is well 

suited for signal detection analysis because it involves numerous decision points or nodes where a 

choice between two alternatives must be made in an uncertain environment. In signal detection 

parlance, the item to be detected is the “signal,” and uncertainty regarding the presence of a signal 

arises because of “noise.” This “noise” is not necessarily acoustic noise, although SDT is often 

applied to experiments involving human ability to detect sounds in a noisy environment. Rather the 

“noise” refers to both items in the environment, referred to as external noise, that might resemble 

the signal of interest as well as imprecision in the equipment or techniques being used or limitations 

in human performance that can be regarded as internal noise.

SDT concepts that will be introduced here are broadly applicable to various scenarios in security 

and law enforcement as well as more specifi cally in the assessment of aviation security practices. A 

listing of signal detection terms presented in a matrix of possible system states and decision out-

comes in presented in Table 5.1. These concepts and terms will be more fully discussed below, but 

TABLE 5.1
System States and Terminology Used in the Application of SDT to Aviation and Homeland 
Security Applications

Reality/Actual State of World

System Response/Diagnosis Threat Nonthreat

Signal “Threat” Hit False alarm

True positive False positive

Correct detection Type I error

Signal “Not a Threat” Miss Correct rejection

False negative True negative

Type II error
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in general SDT applies when there are two possible states and two possible decision outcomes, 

 producing a two-by-two matrix of possible system state-decision response combinations.

Security and law enforcement personnel evoke signal detection concepts frequently in carrying 

out their jobs without even realizing it, particularly in reference to using criminal and terrorist data-

bases and threat detection technologies. Law enforcement personnel, for example, often speak of 

getting a “hit” when running a name through a criminal database, although in the fi eld, LEOs and 

security screeners rarely differentiate a true “hit” from a “false positive.” In the context of such 

databases, false positives, which occur when individuals are misidentifi ed by a targeting system, 

have become a major concern for policymakers as well as privacy rights advocates because high 

levels of these false positives can snarl a system and may also cause undue hassle for individuals 

erroneously fi ngered by these systems.

Both “hits” and “false positives,” which are sometimes also called “false alarms,” are central 

elements of the SDT framework. Essentially, SDT is a mathematical model for examining a sys-

tem’s capability to accurately detect something. In the case of criminal or terrorist databases, the 

database systems are designed to detect criminals or terrorists. SDT is a means for evaluating how 

well those databases do their job of detecting these elements. In the context of security systems, 

and aviation security in particular, SDT’s applicability is far reaching. Besides couching criminal 

and terrorist databases in a SDT framework, SDT can be used to analyze baggage screening sys-

tems, checkpoint screener human performance, automated airport perimeter monitoring systems, 

canine explosives detection teams, passenger prescreening systems and protocols, passenger 

behavioral observation methods, and so on. Further, application of SDT is scalable, so researchers 

can examine the detection performance of an entire system or the performance of individual com-

ponents of that system within the SDT framework. For example, passenger screening checkpoints 

consist of various technologies including magnetometers, passenger bag x-ray machines, explo-

sives detection portals, ETD machines, and other new technologies to detect weapons and explo-

sives that are being developed and fi eld tested. SDT can be used to describe the performance of 

the entire passenger checkpoint or any of these individual components. Most typically, however, 

systems engineers will apply SDT at the component level of analysis. At this level of analysis, 

parameters can be more tightly controlled under test conditions to determine and compare the 

performance of a given piece of equipment, either to other competing or alternate systems or to 

established benchmarks.

In the signal detection framework, systems or components are analyzed at the level of a binary 

decision—a choice between two alternatives. Aviation security systems are readily adaptable to 

such an analysis because they typically involve decisions of this kind. Any person purchasing an 

airline ticket either poses a potential threat or does not. Any bag passed through an x-ray scanner or 

an automated explosives detection machine contains either an explosive device or a threat object or 

it does not. Any notable, suspicious action taken by a passenger and observed by an air marshal 

either constitutes a valid threat to the fl ight or it does not. Each of these examples has two possible 

states, either there is a threat or there is not, and the security task involves a binary, or two-choice, 

decision—deciding whether a threat exists or not.

In classic SDT discussions, researchers speak of detecting signals among a cacophony of 

background noise. For example, an early application of SDT was the evaluation of naval sonar 

operators’ ability to detect enemy ships on a sonar screen amid varying degrees of background noise 

or clutter on the sonar display. In applying signal detection to security applications, valid threats to 

security, such as the enemy ships on the sonar screens, are regarded as the signals that are to be 

detected, and everything else is considered noise. For example, in the case of checked baggage 

screening, explosives materials or explosives devices are the signals that are to be detected, and 

everything else—clothing, toiletries, food items, gifts, and other items placed in checked luggage—is 

considered noise. In this context, an EDS must thus make a binary choice—deciding whether a piece 

of baggage contains explosives materials or does not in the context of picking out a threat among 

distractors or noise that can potentially confuse the system.
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To illustrate the application of signal detection concepts to aviation security, consider the task of 

detecting a fi rearm in carry-on baggage. At present, this task is performed by human screeners who 

interpret x-ray images of these carry-on items. The signal to be detected is the fi rearm as well other 

prohibited items. The uncertainty in performing this task is introduced by a variety of external and 

internal noise sources. In terms of the x-ray equipment, external noise largely comes from the clutter 

of the display from the variety of personal effects that people carry on airplanes. Electronic devices 

and nonthreat metallic objects can make the image particularly cluttered or noisy. Noise internal to 

the x-ray equipment used includes limitations in the ability to effectively penetrate certain materials 

and the limited capability to resolve or distinguish between subtle differences in the density of vari-

ous materials. For the human screener, external noise would include distractions in the environment 

created by passengers, fellow screeners, acoustical noise and other distractions at the checkpoint, 

external pressure to keep wait times to a minimum, and so on. For the human screener, internal 

noise in the decision process could be caused by fatigue, emotional state, limitations of visual 

 acuity, and so on.

Each component of the larger aviation security system makes thousands or tens of thousands of 

decisions of this kind every day. Given that there are two possible states of reality—the object in 

question is a threat or it is not—and a decision must be made whether a threat exists or not, then 

there are four possible outcomes or system states for any decision (see Table 5.1). If there really is a 

threat, and the system indicates a threat, then the system is said to have made a “hit,” which is some-

times also referred to as a “true positive” or a “correct detection.” If there is no threat and the system 

does not indicate a threat, then the system is said to have made a “correct rejection” or indicated a 

“true negative.” In either case, the system made a correct diagnosis. Given that threats are rare 

events, the “true negative” case is the most common outcome. In fact, “true negatives” are typically 

so routine that they are rarely given very much thought at all. For checkpoint screeners working the 

x-ray scanner for carry-on items, clearing a bag diagnosed to not be a threat becomes the normal 

fl ow of operations. On the other hand, “hits” are big deals; they are rare but signifi cant events. For 

example, detecting a weapon or banned item at a checkpoint requires intervention and possible law 

enforcement action. Similarly, getting a valid hit on the “no-fl y” list when someone checks in for a 

fl ight is a relatively rare occurrence, but something that warrants immediate action to insure that the 

individual is denied boarding and proper law enforcement authorities are notifi ed to intervene.

DETECTION CRITERIA AND SYSTEM ERRORS

System errors are a matter of particular interest in describing and analyzing aviation security sys-

tems. The consequences of not detecting an explosive device packed in a suitcase, an example of a 

“miss” or a “false negative,” could be catastrophic. On the other hand, having too many “false 

alarms” or “false positives,” where the system indicates a threat when no actual threat exists, could 

snarl and backlog the system and could create considerable nuisances and hassles for both screeners 

and system operators, as well as for passengers and other users of the aviation system. False posi-

tives are sometimes referred to as Type I errors, while false negatives are sometimes referred to as 

Type II errors. This designation stems from the application of inferential statistical nomenclature. 

Specifi cally, diagnoses made by a system, such as an EDS can be viewed as testing one of two 

hypotheses: A null hypothesis (denoted H0) against an alternative hypothesis (denoted H1). In the 

case of security systems, the statistical null hypothesis is that no threat is present, whereas the alter-

native or test hypothesis is that a threat is present. Type I errors occur when the null hypothesis, H0, 

is falsely rejected. In the case of security systems, this occurs when the system signals a threat, but 

no threat is actually present. On the other hand, Type II errors occur when the null hypothesis, H0, 

is not rejected, but is, in fact, false. In security systems, this occurs when the system fails to signal 

a valid threat.

While both types of errors have their inherent drawbacks, from an operational standpoint there 

is a tradeoff between these two kinds of errors. If the system has a very low threshold for signaling 
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a threat, referred to in signal detection parlance as a “liberal” criterion, then the system will be 

capable of detecting most threats, but it will also generate more “false positives.” If the criterion is 

set too liberally, the number of false positives may become an intolerable nuisance to both system 

operators, such as security screeners, and users of the system, primarily airline passengers. Everyone 

that has gone through a metal detector at an airport security checkpoint is probably familiar with 

this, at least on a conceptual level. If the criteria used by the metal detector are set too low, or too 

liberally, then it can be set off by belt buckles, coins, and other small metallic objects that are not 

threats. If, on the contrary, the system is more permissive in letting items by, that is, more “conser-

vative” in its decision criteria for signaling that something is a threat, then such a system will gener-

ate fewer false positives but also fewer hits or correct detections. In other words, the system will 

have more misses or failures to detect a valid threat.

In an aviation security system, the potential consequences of a failure to detect a valid threat 

could be catastrophic, and therefore, setting the system to be too conservative in its decision crite-

rion is not likely to be acceptable. For any given system, then, there are two ways to mitigate the 

possibility of failing to detect a valid threat—either by (1) setting a more liberal decision criterion 

for signaling a threat or by (2) building in additional layers of security so that other systems can 

serve to catch any threats that a given system might miss. Both of these techniques are used in 

aviation security systems to varying degrees. In the case of security checkpoints, secondary screen-

ing using hand-wand metal detectors and pat-down searches are applied on certain passengers as 

a redundant layer of security. In practice, these secondary screening methods are also used to 

resolve alarms during primary screening to differentiate a valid hit from a false positive. However, 

in this context, the reference is more specifi cally made to redundant secondary screening carried 

out based on either random or targeted selection of passengers to provide a second layer of screen-

ing to lower the probability that threat objects missed during primary screening will make it 

beyond screening checkpoints. Also, the criterion used on metal detector machines may be shifted 

to a more liberal decision criterion to change the security posture in light of intelligence informa-

tion indicating an elevated threat level. These are examples of the two ways for mitigating potential 

failures to detect valid threats for existing, already deployed systems. There is a third way to 

reduce the potential for such errors and that is to deploy improved systems that have a greater 

capability to detect a threat.

SYSTEM SENSITIVITY

This capability of a given system to detect a threat is referred to in signal detection terminology as 

a system’s sensitivity. Sensitivity is a measure of a system’s performance, and SDT provides a spe-

cifi c means for mathematically determining the sensitivity of a given system. Conceptually, the 

sensitivity metric is arrived at fi rst by plotting the number of “hits” on the y-axis against the number 

of “false positives” or “false alarms” on the x-axis thus generating a plot of hits as a function of false 

positives or false alarms. Recall that if the criterion of a given system for indicating that a threat 

exists is shifted, to be either more liberal or more conservative, then the number of hits and false 

positives will be altered. If the criterion becomes more conservative, then the system will generate 

fewer false positives, but it will also get fewer hits. Conversely, if the criterion becomes more liberal, 

then the system will generate more hits and more false positives as well. In between, the system will 

strike more of an even balance between the number of hits and the number of false positives it sig-

nals. By shifting the systems decision criteria, one could obtain multiple data points—pairs of hits 

and false alarms generated by the system—at different decision criteria levels. These data points 

could be plotted on the graph of hits as a function of false positives, generating a curve referred to 

as a Receiver Operating Characteristic (ROC) function (Figure 5.3).

An alternative way of generating such a curve without altering the decision criterion is to have 

the system or a human operator provide an indication of the degree of confi dence in making 

the decision to indicate either a threat or a nonthreat. A similar technique is to have the system or 
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the system operator, such as a security screener, use a rating scale to indicate the perceived likeli-

hood that a threat is believed to be present. For engineered systems, the method of shifting the 

system criterion can be more easily employed in tightly controlled laboratory settings to deter-

mine system sensitivity. For example, consider an ETD system that is designed to identify the 

presence of explosives based on chemical analysis of samples obtained by swabbing objects such 

as carry-on baggage. In the laboratory, a researcher could systematically shift the criterion, mea-

sured in parts per million (ppm) of an element found in high explosives, and test the system using 

a variety of samples including both high explosives (valid threats or signals), and other materials 

(nonthreats or noise). Based on this testing, an ROC curve could be generated. In comparing two 

competing systems, ROC curves could be generated for both systems under the same controlled 

experimental conditions.

For human operators, such as checkpoint screeners, however, rating systems are often a preferred 

means for generating ROC curves.9 Consider a human performance evaluation testing the sensitivity 

of screeners viewing x-ray images of scanned carry-on items. Because it is diffi cult to manipulate 

or control a human operator’s criterion used in making judgments, a researcher might instead ask 

the screeners participating in such an evaluation to rate their confi dence or indicate the likelihood 

that sample bags contain threat items using a rating scale, say a one-to-fi ve scale where one indi-

cates only “slightly confi dent” or “highly unlikely” and fi ve indicates “highly confi dent” or “highly 

probable.” The proportion of hits and false alarms that were assigned each confi dence rating can 

then comprise fi ve separate data points, and a curve can be fi tted through these fi ve points.

Once the ROC curve is plotted, the sensitivity of the system can be assessed. Visually, system 

sensitivity is the difference between the ROC curve and what is referred to as the chance diagonal. 

The so-called chance diagonal is the line through the points where the proportion of hits and false 

alarms are equal, which would be the expected outcome if the system had no diagnostic capability 

whatsoever and was just guessing whether items were threats or nonthreats. Sensitivity, then, is 

essentially a measure of how much better the system does compared to just chance alone or simply 

making a random guess as to whether a threat exists or not. Mathematically, there are two common 

ways to compute sensitivity. The fi rst, referred to as the d-prime or d¢ measure of sensitivity assumes 

that the underlying distributions of “signal” and “noise” follow a normal bell-shaped curve. When 

such an assumption can be made, the value d¢ measures the distance between the two distributions. 

In the case of security applications, it measures the average or mean difference between threats and 

nonthreats using some particular assessment measure or technique for quantifying the degree of 

FIGURE 5.3 The ROC curve showing the concepts of system criterion and the comparison of system 

 sensitivity among two alternative aviation security systems.
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threat, such as the amount of an element or compound found in explosives materials detected in a 

sample (Figure 5.4). Note that the value of d¢ is independent of the criterion selected for signaling 

that something is a threat or is not a threat, as the criterion for such a decision can be set anywhere 

within the range of possible threat scores or values depending on system capabilities and system 

objectives regarding the tradeoffs and costs associated with misses and false alarms. Values for d¢ 
can be computed using available computer statistics programs or look-up tables published in various 

texts,10 and are equal to the difference between standardized values of hits and false alarms. Values 

of d¢ range from 0 to around 5–5.5, although in practice, most systems or measures considered in the 

aviation security context for which d¢ scores could be determined or estimated would likely have d¢ 
values that fall in the range between 0.50 and about 3.0.

While normal, or bell-shaped curve, distributions are convenient for describing the conceptual 

approach to SDT, they cannot be readily employed in all applications where SDT can be used to 

describe or evaluate aviation security measures and approaches. In many cases, the underlying dis-

tribution among nonthreats and threats is unknown or would likely violate assumptions of normal-

ity. That is, the distribution of values would not conform to a typical bell-shaped curve. In these 

cases, alternative systems can be compared by determining and comparing the area above the 

chance diagonal formed by connecting the available data points for a given system along with the 

(0,0) and (1,1) points. In some cases, however, only a signal data point of hits and false alarms gener-

ated by a given security system may be available. In these instances, an alternative metric for com-

puting sensitivity called A-prime (A¢), can be calculated using the following equation:

 A¢ = 1 -   1 __ 
4
   (p(False positive)/p(Hit) + p(Miss)/p(Correct rejection)).

As seen from the equation, A¢ has an upper limit or maximum value of 1. Also, somewhat less obvi-

ously, A¢ has a lower limit of 0.5, which falls along the chance diagonal shown on the plot of the ROC 

curves in Figure 5.3. So, any detection system where a hit rate and a false alarm rate can be determined 

can be described by an A¢ sensitivity value ranging between 0.5, a value no better than simply guess-

ing, and 1.0, a score only attainable if the system had 100% hits or correct detections of target items 

FIGURE 5.4  The hypothetical normal distribution of security threats compared to nonthreats along some 

quantifi able threat assessment metric, showing the relationship of a system’s decision criterion to possible 

decision outcomes (hits, misses, correct rejections, and false alarms) and sensitivity as a measure of the sys-

tem’s ability to distinguish threats from nonthreats.
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and no false alarms. In practice, perfect systems and perfect operating conditions rarely exist. While 

actual data on the sensitivity, hit rates, and false alarm rates for aviation security system are not pub-

licly disclosed, depending on the application, A¢ values are likely to range between 0.70–0.95.

Intuitively, sensitivity values for automated screening systems are likely to be higher than sensi-

tivity values for human-in-the-loop systems such as x-ray screening of carry-on bags, although this 

may not necessarily be the case in all circumstances. Certain other aviation security functions per-

formed by human operators and observers, such as behavioral observation techniques to spot suspi-

cious behavior, may be diffi cult to accurately gauge the sensitivity of, even in controlled simulations 

or studies, and are virtually impossible to quantify in real world settings. While it may not be pos-

sible to actually determine sensitivity values for security measures such as these, thinking about 

these approaches conceptually in terms of the signal detection framework may nonetheless be ben-

efi cial for framing policy debate over the tradeoffs between correct identifi cations and false alarms. 

For certain aviation security systems, particularly screening technologies, whether they are fully 

automated or require human-in-the-loop decision-making, SDT provides an essential tool for evalu-

ating and comparing system performance.

For example, assume that a certain model of explosives detection equipment is found to signal a false 

alarm or false positive 20% of the time. The same machine is found to accurately detect sample explo-

sives threats 95% of the time. Based on this, the probability of a correct rejection is one minus the prob-

ability of a false positive, which in this example is 80%, and the probability of a miss is one minus the 

probability of a hit, which is 5%. Thus, the value of A¢ in this example can be calculated as follows11:

A¢ = 1 -   1 __ 
4
    (   0.20 ____ 

0.95
   +   0.50 ____ 

0.80
   ) ,

A¢ = 0.932.

The value of A¢ by itself does not have a lot of meaning; however, it is extremely useful as a single 

metric for making comparisons among competing systems. Say, for example, another EDS is mar-

keted boasting a “98% accuracy” in detecting explosives threats, meaning that it has a hit rate of 

0.98. Compared to the 95% hit rate of the system considered previously, this seems like a consider-

able improvement. However, what this comparison has failed to include is a consideration of the 

false alarm rates between the systems. What if the false alarm rate for this system is 30%? If so, then 

the system sensitivity, measured by A¢, would be

A¢ = 1 -   1 __ 
4
    (   0.30 ____ 

0.99
   +   0.01 ____ 

0.70
   ) ,

A¢ = 0.921.

So, despite the improved accuracy or ability to detect valid explosives threats, this system is not 

more sensitive than the fi rst because of its higher false alarm rate. From a policy standpoint, how-

ever, tradeoffs between hit rates and false alarm rates must be weighed, and in such evaluations, the 

concern over false alarms is often tied not so much to their overall number, frequency, or probability 

of occurrence. Rather, it is often more closely tied to their impact on air transportation system effi -

ciency. In the following discussion, the impact of security measures in general along with impacts 

related to system-generated false alarms will be considered in the context of available measures for 

quantifying their impact on system effi ciency.

ASSESSING THE IMPACT OF SECURITY MEASURES ON AIR 
TRANSPORTATION SYSTEM EFFICIENCY

Although the current discussion is primarily focused on measuring the performance of security 

systems in terms of the risk reduction or risk mitigation, it is widely recognized that many security 
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measures have a broad spectrum of impacts, mostly on air transportation system effi ciency, but also 

potentially on the convenience and privacy of passengers and shippers who rely on the air transpor-

tation system for travel and commerce. In the context of aviation security in the current post-9/11 

climate, considerable attention has been given to the potential impact of additional security mea-

sures on the fl ow of goods and people throughout the air transportation system. A wide variety of 

operations research tools exist for examining the impact of aviation security measures on air trans-

portation system effi ciency.

The aviation security strategy seeks primarily to maximize effectiveness in terms of reducing 

risk to the air transportation system and second to optimize effi ciency of the system. A variety of 

effi ciency metrics exist including passenger wait times at checkpoints and baggage throughput 

through explosives detection screening processes. Staffi ng effi ciency, typically measured in terms 

of required man-hours, is also a key metric as personnel compensation and benefi ts are a primary 

contributor to operating costs in aviation security systems that tend to be very labor intensive. So, if 

a new technology or screening technique provides equivalent levels of performance or effectiveness 

compared to current approaches but can improve effi ciency and reduce workforce demand, such a 

system may provide a benefi t that outweighs its additional cost. For example, more costly EDSs that 

have higher throughput rates may be cost advantageous because at these higher throughput levels, 

fewer machines may have to be purchased to meet the same level of demand for baggage screening. 

Similarly, improved system reliability can reduce maintenance down-time of individual systems, 

thereby reducing the number of backup systems that must be purchased and made available to con-

tinually meet baggage screening demand and 100% baggage screening requirements established by 

law. Finally, tieing this back to the earlier discussion on performance, improved system sensitivity 

can lead to fewer false alarms at an equivalent level of security with no reduction in hit rate or the 

ability to detect true positive threat items. Reduced false alarms may, in turn, allow for improved 

system throughput because fewer alarms would need to be resolved. Fewer false alarms could also 

allow for possible reductions in manpower requirements, because resolving alarms tends to involve 

human intervention and can often be labor intensive. This may also be true in the case of terrorism 

watch lists as additional, more robust details are provided on individuals within PNRs, allowing the 

vetting process to better distinguish between actual persons of interest that would generate hits and 

individuals with identical names or similar personal details that may generate false alarms. Reducing 

false alarms in the passenger prescreening process, where passengers are checked against terrorist 

watch lists, can reduce workforce requirements in terms of law enforcement response to investigate 

signaled threats as well as the processing to provide redress and remedy to adjudicate individuals 

falsely identifi ed by such records check processes. Passenger prescreening will be considered in 

greater depth in the next chapter on exploiting intelligence and counterintelligence information, and 

passenger and baggage screening techniques and technologies will be examined in further detail in 

Chapter 7.

In other applications of the risk-based framework to aviation security measures, the impacts on 

air transportation system effi ciency are highly complex and not easily defi ned, but are nonetheless 

important considerations. For example, in terms of reducing aircraft vulnerability to shoulder-fi red 

missile attacks, the option of equipping commercial aircraft with electronic countermeasures based 

on military technology is under consideration. However, the operations and sustainment costs and 

logistics associated with deploying these systems in the context of commercial airline operations 

remain central issues for determining whether this approach can be cost effective. Similarly, the 

impact of airspace restrictions for GA aircraft on air traffi c control procedures and functions is an 

important consideration in assessing the impact of these actions on fl ight operations and air traffi c 

control effi ciency, but it is extremely diffi cult to quantify and measure. Also, with regard to air cargo 

security, questions remain regarding how and where to apply screening and physical security mea-

sures along the supply chain in a manner that will minimize impacts to the fl ow of goods being 

transported by air while at the same time providing effective security to prevent the introduction of 

explosives or incendiary devices on to aircraft and prevent terrorist and criminal exploitation of the 
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air cargo system. Each of these various topics will be discussed in detail in the context of the risk 

management framework in later chapters.

MITIGATING THE CONSEQUENCES OF AN ATTACK

Besides reducing or mitigating the degree of aviation security risk, largely by reducing vulnerability 

to an attack, policymakers and aviation security strategists are also examining ways to mitigate the 

consequences of a possible attack in order to minimize its potential impact and quickly reconstitute 

the aviation transportation system and its operating capabilities should an attack occur. Resilience 

is a multidimensional construct for assessing the ability of organizations and communities to miti-

gate hazards and contain the impacts of catastrophic events, such as disasters or terrorist attacks, 

that may occur in order to reconstitute activities, minimize disruption, and take actions to mitigate 

the impacts of possible future attacks or other catastrophic events. This has been described among 

disaster preparedness experts in terms of four factors, referred to as the R4 framework of resil-

ience.12 These factors include

Robustness—the ability of the system to withstand attacks or other catastrophic forces • 

without signifi cant degradation or loss of performance

Redundancy—the extent to which alternative systems or system components can substitute • 

for affected facilities and infrastructure following an attack or other catastrophic event

Resourcefulness—the ability to assess and prioritize needs and available solutions and • 

mobilize required resources including monetary resources, equipment, facilities, informa-

tion, technology, and personnel

Rapidity—the capability to quickly restore system functions and minimize losses and • 

 service disruptions

These elements can be examined across four domains of analysis: (1) the technical domain, 

which refers primarily to the actual workings of the system; (2) the organizational domain, which 

refers to the entities and institutions that manage the system, such as airlines, airports, the FAA, and 

the TSA; (3) the social domain, which refers to impacted individuals, such as air travelers and air-

port workers, local communities, and geographic regions and their specifi c vulnerabilities; and (4) 

the economic domain, which can examine economic impacts at various levels of analysis from 

impacts on local communities to broader impacts on global markets. Collectively, these four domains 

of analysis, technical, organizational, social, and economic are referred to by the acronym TOSE.

Various measures of TOSE disruption can be used to evaluate or predict resilience. These mea-

sures can be plotted as a function of time in a time-series analysis, which can provide an assessment 

of how some variable changes over time. In this manner, variables of interest can be examined 

preevent and postevent using either actual data if an event occurs or forecast data based on simula-

tions and other estimates to examine how particular scenarios may impact the aviation system or 

system components, organizational entities involved in air transportation, as well as indicators of 

social and economic impact. For example, using a scenario of an attack on a major air traffi c control 

facility, researchers could examine technical impacts in terms of disruption to the ability to handle 

air traffi c. In this example, organizational impacts may be examined in terms of impacts on FAA 

air traffi c controller staffi ng and the FAA’s ability to shift operations to alternative facilities. Broader 

social impacts could be examined in terms of how the resulting service disruption may effect peo-

ple’s use of air transportation, and fi nally, economic impacts could be examined in terms of direct 

costs associated with the attacks as well as any indirect costs tied to disruptions in air traffi c opera-

tions. A general framework for examining aviation system resilience in the context of the 4R-TOSE 

framework is provided in Table 5.2.

For quantifi able measures, say for example passenger boardings or enplanements as they are 

referred to in the airline industry, resilience can be measured by examining the change in values of 
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this variable over time. Researchers refer to the initial immediate drop off in such a value immedi-

ately after a catastrophic event followed by a gradual recovery to preevent levels as the “resilience 

triangle.”13 This time course specifying the rapidity or pace of recovery to baseline levels that existed 

prior to the event provides a key indicator of resilience. Note, however, that while the air transporta-

tion system may be highly resilient to attack and able to reconstitute operations to preevent levels 

rather quickly, lasting psychological impacts may result in the time course of social and economic 

recovery to proceed at a much slower pace.

ADAPTIVE SYSTEMS APPROACHES TO AVIATION SECURITY

As alluded to in the earlier discussion on risk-based cost valuation, the risk picture is constantly 

shifting as perceived threats evolve and new threats are identifi ed. The risk picture can also change 

as a function of new technologies and new approaches to address existing vulnerabilities and miti-

gate the consequences of potential terrorist attacks. As these measures are implemented, they not 

only alter the vulnerability of the aviation system to certain types of attacks, but may also alter the 

threat based on terrorists’ perceptions of how effective these measures may be. For example, certain 

changes in security measures or security posture may cause terrorists to seek out softer targets, 

either within the aviation domain or perhaps in other transportation modes or other critical infra-

structure sectors. Understanding and modeling these shifting risk dynamics using simulation and 

modeling tools is a critical function for making effective recommendations regarding aviation secu-

rity policy and strategy in the broad context of homeland security and national defense.

TABLE 5.2
 Examples of Elements in the R4-TOSE Framework for Conceptualizing and Evaluating 
Resilience of the Air Transportation System to a Terrorist Attack or other Catastrophic Event

R4 Component Technical (T) Organizational (O) Social (S) Economic (E)

Robustness System 

performance

Staff performance Impact of event on 

behavior of 

affected individuals 

and communities

Response of 

economic markets

Redundancy Availability and use 

of alternative 

systems

Staffi ng fl exibility 

and available 

staffi ng alternatives

Alternative 

transportation 

resources and 

options available to 

a community

Other components of 

the broader 

economy that can 

mitigate sector-

specifi c or 

mode-specifi c 

impacts

Resourcefulness System diagnostics, 

failure protection, 

and error tolerance 

capabilities

Management 

decision-making 

and its impacts on 

system 

performance

Ability of 

communities to 

adapt to alternative 

transportation 

arrangements and 

procedural changes

Market-based or 

regulatory 

protections to 

mitigate impacts on 

economic markets

Rapidity Time course of 

reconstituting 

system operations

Time course of 

shifting 

organizational 

resources to adapt 

and respond to an 

event

Time course of 

changes in social/

behavioral 

indicators (e.g., 

passenger 

boardings)

Time course of 

change in economic 

indicators
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An overarching strategic goal is to build an effective security network consisting of robust, resil-

ient, and adaptable security systems that have a high degree of diagnostic capability and are cost 

effective. In this chapter, a variety of risk-based tools and practices have been considered for assess-

ing how candidate systems and systems-of-systems that comprise the aviation security network will 

effectively function both by themselves and in coordination with other elements of aviation security. 

These tools include

General risk models and risk-based evaluation tools for examining threats, vulnerabilities, • 

and consequences

Risk-based cost valuation tools for assessing the cost effectiveness of various security tech-• 

nologies and approaches using the risk framework

Probabilistic models and simulations using techniques such as Monte Carlo methods and • 

game theoretic approaches to assess complex risk dynamics

Assessing how and to what degree multilayered approaches effectively reduce security • 

vulnerability using probability-based models

Applying the SDT framework to assess the nature of system errors, and system sensitivity • 

and operational performance

Using various metrics and operations research approaches to assessing aviation security • 

system effi ciency

Relying on available models and techniques for conceptualizing and evaluating system • 

resilience to assess the capability of the aviation domain and the aviation security network 

to rapidly reconstitute its systems and organizations and minimize the impact of an attack 

on society and the economy

By continuously applying these various tools and analytic approaches to study the evolving 

 aviation security risk picture and available technologies and resources to protect against and miti-

gate calculated risks, aviation security strategists and policymakers can implement adaptive, multi-

layered, risk-based approaches to aviation security. In the upcoming chapters, these methods, 

 models, and metaphors will be used to examine specifi c aviation security challenges in the age of 

global terrorism. These challenges include

Exploiting intelligence information to effectively direct security resources and using avail-• 

able intelligence and counterterrorism data to adequately vet airline passengers and indi-

viduals with access to the air transportation system in a manner that does not unduly 

intrude upon the privacy and civil liberties of individuals

Effectively utilizing the suite of available technologies and procedures for screening pas-• 

sengers and carry-on possessions and developing effective risk-based investment strategies 

for the research and development of future checkpoint screening technologies to protect 

against a broad array of existing and emerging threats

Continually fostering improvements in the effi ciency and effectiveness of passenger bag-• 

gage screening technologies and procedures to detect explosives, incendiary devices, and 

other evolving threats

Supporting and enhancing available in-fl ight security measures such as the FAMS, armed • 

pilots, cabin crew training, hardened cockpit doors, and fl ight monitoring and surveillance 

technologies

Developing effective risk-based airport security programs, utilizing advanced security • 

technologies and procedures to implement effective physical security measures, surveil-

lance, and robust access control systems to protect aircraft and sensitive areas of the air-

port and critical components of the aviation system

Implementing effective strategies to minimize the terrorist threat posed by shoulder-fi red • 

missiles and other standoff weapons to civil aviation
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Developing and implementing robust risk-based strategies for securing the air cargo supply • 

chain in a manner that balances security requirements with the effi cient and expedient fl ow 

of goods through the air cargo system

Applying effective and cost-effi cient risk-based approaches to securing the broad array of • 

GA operations in a manner that does not unduly impede or restrict access to airports and 

airspace or cause undue economic burdens to specifi c segments of the GA industry

It is important to bear in mind that all of these challenges remain ongoing, unresolved issues as 

evidenced by the continuing policy debates on these specifi c topics. They are diffi cult challenges 

that are critical to address in developing timely and effective policies and strategies for combatting 

the persistent and emerging threats to aviation we face in the age of global terrorism.
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6 Exploiting Intelligence 
and Counterterrorism 
Information

The use or exploitation of intelligence information in the context of aviation security has two 

 principal objectives. The fi rst is to inform security personnel and others with a need to know regard-

ing credible threat intelligence. This information can allow security managers to adapt security 

postures and implement procedures to respond to specifi c threats and alert frontline security per-

sonnel to the potential that certain types of threats or attacks may be imminent. The second use of 

intelligence and counterterrorism information in the context of aviation security is to assess the risk 

of individuals being granted access to the air transportation system, whether they be pilots, air traf-

fi c controllers, mechanics, airport workers, airline employees, or airline passengers. Vetting the 

identities of such individuals against available information on known and suspected terrorists, and 

in some cases against criminal records, provides an essential fi rst layer of defense for identifying 

those individuals who should not be granted access to aircraft or other components of the air trans-

portation system. It also may serve as a means for identifying those individuals who present an 

unknown or elevated security risk and therefore should receive additional scrutiny, either through 

more detailed investigation or through more thorough physical screening procedures before being 

granted access to portions of the air transportation system.

This chapter examines how intelligence and counterterrorism information gathered from a broad 

array of intelligence, law enforcement, and homeland security sources can be analyzed, synthe-

sized, integrated, and disseminated to improve aviation security with a particular emphasis on the 

tracking of terrorist travel and the use of government terrorist watch lists to prescreen airline pas-

sengers and others accessing aircraft and secured areas of the air transportation system. While this 

chapter briefl y discusses the intelligence process, it is primarily concerned with conveying a general 

understanding of how fused, or synthesized, intelligence information is disseminated and how this 

information may be best exploited to improve aviation security.

AN OVERVIEW OF INTELLIGENCE GATHERING AND ANALYSIS

Figure 6.1 provides an overview of how intelligence information is collected, analyzed, dissemi-

nated, and exploited in the context of aviation security. The intelligence community deals with a 

broad array of information regarding potential terrorist threats in various forms that can typically 

be categorized into one of three primary source categories: signal intelligence (SIGINT), imagery 

intelligence (IMINT), and human intelligence (HUMINT). Other forms of intelligence information 

may be categorized as measurement and signature intelligence (MASINT) or open source intelli-

gence (OSINT). While OSINT plays an important role in the context of counterterrorism and home-

land security intelligence, MASINT plays a more limited role in information gathering regarding 

terrorist operatives and nonstate groups. Collectively, these various delineations of intelligence 

based upon its source characteristics defi ne the various intelligence gathering disciplines.

In the context of counterterrorism intelligence gathering, SIGINT refers primarily to the inter-

ception of communications signals such as telephone conversations, e-mails, text messages, and so 
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forth, transmitted over communications channels, including telecommunications networks. Since 

this intelligence gathering primarily deals with communications, it may sometimes be referred to as 

COMINT for communications intelligence, a subset of the broader SIGINT category that also 

includes various forms of electronic intelligence (ELINT). In addition to SIGINT, the intelligence 

community gathers IMGINT from various aerial platforms, including manned and unmanned 

reconnaissance aircraft, and satellites. In reference to intelligence collected on terrorist groups, 

IMGINT may consist of aerial or satellite tracking of activity at suspected terrorist training sites or 

operations bases in places like Afghanistan.

Although IMGINT, and more especially SIGINT, can provide valuable information regarding 

terrorist operatives, their movements, and possible terrorist plots, most intelligence experts believe 

that a richer source of information can be gained through interpersonal interaction or HUMINT 

gathering. HUMINT can be gathered from various sources, such as foreign government and busi-

ness contacts, using a variety of techniques. Although, in the context of dealing with nonstate groups 

such as terrorist organizations, meaningful HUMINT may only be achievable by using clandestine 

means to infi ltrate these groups. Clandestine HUMINT may be able to provide information about 

group membership, group structure, group leadership, and group plans and aspirations to carry out 

acts of terrorism, including possible plots to carry out attacks against aviation targets.

In addition to clandestine intelligence operations, the intelligence discipline of collecting and ana-

lyzing OSINT has a specifi c importance in the context of counterterrorism intelligence, particularly in 

the current age of ubiquitous Internet communications. It is known that terrorist groups have used the 

Internet extensively to disseminate propaganda, recruit new members, exchange information regard-

ing ideologies, conduct fundraising, and to make threats and issue warnings.1 Such information may 

provide important clues regarding ongoing plots or terrorist attacks in the planning stages.

Additionally, terrorist groups may use online chat rooms or other social networking resources 

to discuss ideologies with potential recruits, concoct and coordinate terrorist plots, and exchange 

information on how to plan and carry out attacks. The Internet likely functions as a key training 

FIGURE 6.1  An overview of intelligence information gathering, the intelligence community, and their rela-

tionship to aviation security operations. SIGINT, signal intelligence; IMGINT, imagery intelligence; HUMINT, 

human intelligence; ODNI, Offi ce of the Director of National Intelligence; NCTC, National Counterterrorism 

Center; FBI, Federal Bureau of Investigation; TSC, Terrorist Screening Center; TIDE, Terrorist Identities 

Datamart Environment; TSDB, Terrorist Screening Database; TSA-OI, TSA Offi ce of Intelligence; TSNM, 

Transportation Sector Network Management; CBP, Customs and Border Protection.
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resource for terrorist groups who may be able to gain information online about bomb making, 

information on chemical and biological weapons (e.g., how to make deadly ricin toxin extract from 

castor beans that could be released on board an aircraft), or how to launch a shoulder-fi red missile. 

Therefore, besides providing OSINT, the Internet may provide important SIGINT traces that can 

potentially be followed to try to identify terrorist networks. For example, by looking at Internet 

traffi c to sites that provide specifi c information on constructing IEDs or carrying out attacks using 

deadly chemical or biological agents, as well as chat room and social networking exchanges about 

such topics, intelligence analysts may be able to trace terrorist networks and identify suspect indi-

viduals. However, because computer savvy terrorists may be able to effectively cloak their loca-

tions and identities while using the Internet, sophisticated electronic tracing and forensic techniques 

may be needed to uncover the identities and location of suspected terrorists who communicate and 

disseminate information over the World Wide Web.

Once intelligence information in its various forms is gathered, it is integrated and analyzed by 

the intelligence community. At the federal level, intelligence obtained from foreign sources, per-

taining to foreign nations and overseas groups has historically fallen primarily under the purview of 

the CIA as well as the Department of State’s Bureau of Intelligence and Research (INR). Other key 

intelligence agencies involved in the collection and analysis of foreign intelligence include the 

National Security Agency (NSA), and other military intelligence components of the DOD. Domestic 

intelligence and counterterrorism related to threats and terrorist organizations that operate solely 

within the United States, on the other hand, fall under the jurisdiction of various law enforcement 

agencies and are coordinated at the federal level by the FBI. Since the 9/11 attacks, however, there 

has been a specifi c policy emphasis on facilitating greater interaction and coordination among the 

intelligence community and law enforcement leading to the creation of the NCTC within the ODNI. 

The NCTC is now the central federal entity responsible for coordinating national and international 

counterterrorism intelligence.

INTELLIGENCE REFORMS IN RESPONSE TO THE GLOBAL 
TERROR THREAT

The global war on terrorism and the multinational reach of global terror networks like al Qaeda have 

raised unique policy questions regarding the distinction between international and domestic intelli-

gence. In response, statutory and administrative changes have been made to adapt and modify the 

legal and administrative distinctions and barriers that have historically existed between the inter-

national intelligence community and domestic intelligence and counterterrorism functions carried out 

by federal, state, and local law enforcement. Reshaping the federal intelligence community and fed-

eral counterterrorism law enforcement functions was a central focus of recommendations made by 

the 9/11 Commission and a central policy issue behind the passage of the IRTPA of 2004 (P.L. 108-

458). As the federal government has endeavored to move forward in implementing these changes, 

improving information sharing and coordination among the various federal, state, and local entities 

involved in intelligence and counterterrorism functions remains a central policy issue for addressing 

the global terror threat.

Establishing a clear bridge between intelligence functions and aviation security operations, the 

9/11 Commission concluded that disrupting terrorist travel was as powerful a weapon as targeting 

their fi nancing.2 The 9/11 Commission, however, concluded that, prior to the 9/11 attacks, the intel-

ligence community did not view the use of terrorist watch lists as an integral part of intelligence 

work.3 To prevent future terrorist attacks, the 9/11 Commission recommended that the United States 

signifi cantly expand its intelligence work related to terrorist travel and integrate this work with 

threat countermeasures, such as aviation security initiatives, to prevent future attacks.

In close parallel with the recommendations for reforming the intelligence community made by 

the 9/11 Commission, President Bush had issued Homeland Security Presidential Directive 6 

(HSPD-6) in September 2003. The directive established the multiagency Terrorist Threat Integration 
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Center (TTIC) to consolidate terrorist screening functions that were previously performed across 

various agencies. In 2004, the TTIC was renamed the NCTC under reforms included in the IRTPA 

of 2004 (P.L. 108-458), and it was placed under the direct control of the newly created ODNI.

Under the Act, the ODNI was established to oversee and coordinate the activities of the entire U.S. 

intelligence community, encompassing both foreign and domestic intelligence. As defi ned in the Act, 

it oversees and coordinates the work of: the CIA; the NSA; the Defense Intelligence Agency (DIA); 

the National Geospatial-Intelligence Agency (GIA); the National Reconnaissance Offi ce (NRO); 

other DOD offi ces that specialize in national intelligence through reconnaissance programs; the 

intelligence components of the Army, Navy, Air Force, and Marine Corps, the FBI, the Department 

of Energy, and the Coast Guard; the INR at the Department of State; the Offi ce of Intelligence and 

Analysis (OI&A) at the Department of the Treasury; and the DHS OI&A, which coordinates home-

land security entities concerned with the analysis of foreign intelligence information.

As a key component of the ODNI, the NCTC is charged with maintaining the Terrorist Identities 

Datamart Environment (TIDE), a single repository for all international terrorist-related data main-

tained by the U.S. government, replacing the TIPOFF database previously maintained by the State 

Department. Under the provisions of the IRTPA, the primary functions of the NCTC consist of

Analyzing and integrating all U.S. intelligence pertaining to terrorism, except that relating • 

to purely domestic terrorist groups

Strategic planning for counterterrorism activities across agencies• 

Assigning roles and responsibilities among federal agencies for counterterrorism activities• 

Providing access to intelligence information and intelligence-related support to agencies • 

conducting assigned counterterrorism missions

Serving as the shared central knowledge bank regarding known and suspected terrorists • 

and terrorist organizations and their goals, strategies, capabilities, and social networks

The TIDE provides a centralized repository of intelligence information for carrying out these 

various elements of its mission to coordinate counterterrorism intelligence.

HSPD-6 also created the Terrorist Screening Center (TSC), a component of the FBI, charged 

with maintaining the consolidated terrorist watch list, known as the TSDB. The NCTC shares inter-

national terrorist data stored in TIDE with the TSC, which are culled and included in the TSDB as 

deemed appropriate. In addition to maintaining the TSDB, the TSC is also responsible for dissemi-

nating information about known and suspected terrorists to federal agencies and state and local law 

enforcement as appropriate, handling and coordinating suspected encounters with known and sus-

pected terrorists and their supporters who are reported by various homeland security and law 

enforcement agencies, and for providing around-the-clock support for homeland security and law 

enforcement agencies accessing TSDB records. In the aviation mode, the TSC supports the terrorist 

screening activities of the TSA and CBP, as well as the Department of State’s Bureau of Consular 

Affairs, which provides visa issuances to foreign air travelers.

At the state and local law enforcement levels, state-run information and intelligence fusion cen-

ters perform the role of collecting, analyzing, synthesizing, and, as appropriate, disseminating 

information gathered regarding possible terrorist operatives and their activities in various jurisdic-

tions. Fusion centers have been established in all 50 states and the District of Columbia, as well as 

in several U.S. territories, following the 9/11 attacks in response to state-led initiatives to improve 

intelligence information sharing paralleling federal initiatives to improve coordination among intel-

ligence agencies, federal law enforcement agencies, and DHS components.

Information from these state-run fusion centers is shared with federal agencies, which is coordi-

nated at the federal level by the FBI. Suspected terrorists or other individuals believed to pose a threat 

to homeland security operating within the United States that may come to the attention of law enforce-

ment agencies, and these state-run fusion centers that are brought to the attention of the FBI may be 

nominated for inclusion in the consolidated TSDB. In addition, federal law enforcement, homeland 
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security, and intelligence agencies may nominate individuals who come to their attention for inclusion 

in the TSDB. The TSDB consolidates domestic and international terrorist records into a single data-

base that is accessible to federal agencies, state and local law enforcement, and certain foreign govern-

ments that have entered into terrorism information-sharing agreements with the United States.4

As of September 2008, the TSDB contained data on about 400,000 individuals, of which about 

3% referenced U.S. persons (citizens and legal permanent residents).5 Due to aliases and name vari-

ants, however, the TSDB includes over one million records on these individuals.6 The TSA is one of 

many users of the TSDB records, which are used to generate the “no-fl y” list of individuals who are 

to be denied aircraft boarding, and the “automatic selectee” list of individuals who are required to 

undergo additional security screening prior to boarding a commercial passenger aircraft. While the 

TSA has historically disseminated these lists to the airlines to check PNRs against these lists, the 

TSA is moving forward with implementing a system called Secure Flight, which will require airlines 

to submit PNR data to the TSA so that airline traveler data may be compared against terrorist watch 

list data in checks run by the federal government. Passenger prescreening based on terrorist watch list 

information and the Secure Flight implementation is discussed in further detail later in this chapter.

TSA’S ROLE IN TRANSPORTATION SECURITY INTELLIGENCE

The TSA’s role in transportation security intelligence is, however, much broader than just compar-

ing passenger data to names contained in terrorist watch lists. Although the TSA is not a primary 

intelligence gathering or analysis agency, through its OI (TSA-OI), it works closely with the intel-

ligence community to further analyze and disseminate, as appropriate, intelligence information 

related to threats and vulnerabilities to aviation and other transportation modes. ATSA (P.L. 107-71) 

specifi cally mandated that the TSA receive, assess, and distribute transportation security-related 

intelligence information, and assess threats to transportation systems. The Act established the TSA 

as the primary liaison between intelligence and law enforcement communities with respect to coor-

dinating federal, state, and local response to threats against transportation systems, including threats 

to aviation security. To execute these functions the TSA established the TSA-OI.

The TSA-OI’s objectives are to provide intelligence support to aviation security operations and 

other fi eld level components of the TSA so that appropriate actions can be taken to protect the trans-

portation sector from credible threats. In the aviation mode, actionable intelligence—meaning ana-

lyzed intelligence information indicating a credible threat for which specifi c actions can be taken to 

defend against—may be disseminated to FSDs overseeing airport security, and security offi cials for 

airports and airlines. This information may also be packaged and disseminated to provide informa-

tion to frontline security personnel, such as federal air marshals, TSA screeners, armed pilots par-

ticipating in the FFDO program, and security personnel employed by airports, airlines, and other 

aviation operators as deemed appropriate.

In addition to the primary role of the TSA-OI in analyzing and disseminating intelligence infor-

mation relevant to aviation security, CBP maintains a vital role in assessing potential threats posed 

by passengers on international fl ights with a specifi c focus on its primary mission objective: to pre-

vent terrorists and terrorist weapons from entering the United States. Across the various DHS com-

ponents, including the TSA and CBP, the dissemination and exploitation of intelligence information 

gathered from various sources is coordinated through the DHS OI&A.

While other DHS agencies play an important role in assessing intelligence information about 

terrorist threats, the TSA-OI is the primary DHS entity focused on intelligence directly related to 

transportation security. As such, it coordinates closely with components of the intelligence com-

munity; other DHS entities; other federal agencies, including the DOT and the FAA; state and local 

law enforcement; airport operators; the airlines; and various other transportation industry partners. 

Functionally, the TSA-OI is divided into two distinct components: the Intelligence Watch and 

Outreach (IW&O) Division and the Transportation Intelligence Analysis (TIA) Division (formerly 

known as the Current Intelligence and Assessments Division or CI&A).
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The IW&O Division performs continuous (24/7) monitoring of transportation security intelli-

gence to support security operations, such as passenger screening and FAMS operations, and to 

provide crisis management and critical incident response assistance as needed. To accomplish these 

objectives, the TSA has deployed full-time liaison offi cers at various intelligence community and law 

enforcement centers including the DHS OI and Analysis, the NCTC, the CBP’s National Targeting 

Center (NTC), the NSA, the Drug Enforcement Agency’s El Paso Intelligence Center (EPIC) Air 

Watch, and the TSC.7 The TSA intelligence offi cers detailed to these centers apply their expertise 

regarding the transportation sector to analyze and assess the stream of intelligence information to 

identify credible threats to transportation, including potential terrorist threats to aviation.

The IW&O Division also plays an important role at the TSA’s Transportation Security Operations 

Center (TSOC), which monitors security situations across the entire transportation network on a 

continuous (24/7) basis. In addition to providing intelligence support to unfolding incidents, the 

IW&O presence at the TSOC disseminates warnings and notifi cations of credible and imminent 

threats to the transportation sector through appropriate channels to other components of the TSA 

and to federal, state and local law enforcement, and aviation industry entities.

While the IW&O Division deals with the continual fl ow of intelligence data and provides short-

term intelligence support for unfolding situations, the TSA-OI’s TIA Division provides long-term 

strategic planning based on intelligence assessments and disseminates a wide variety of intelligence 

products for transportation sector security personnel. These products include the Transportation 

Intelligence Gazette (TIG); the Weekly Field Intelligence Summary (WFIS); Suspicious Incident 

Reports (SIRs); specialized analytic assessments on terrorist groups, weapons, tactics, and trends; 

modal threat assessments; and other special reports and intelligence products to support the TSA 

and the intelligence and law enforcement communities.8

Within the TSA, the TIA Division provides intelligence support to the TSA’s Transportation 

Sector Network Management (TSNM) modal offi ces, which serve as the primary liaisons to private 

industry components, such as airports, airlines, and other aircraft operators. The CI&A Division 

also supports TSA security operations, which oversee passenger and baggage screening operations 

and other operational aspects of airport and air cargo security, and the FAMS. The unit also con-

ducts vulnerability assessments of the transportation sector, including the so-called red team testing 

of passenger and baggage screening, airport access controls, and other aviation security measures.

While the primary function of the TSA-OI is to analyze and disseminate intelligence informa-

tion to support aviation security functions, various intelligence gathering efforts in the aviation 

environment can help in tracking the movements of suspected terrorists and analyzing patterns of 

security breaches and other anomalies that could indicate specifi c threats or vulnerabilities. For this 

reason, there has been a particular policy interest in exploiting information available in the aviation 

environment to track terrorist travel. There has also been a specifi c interest in synthesizing and 

exploiting data from diverse security, law enforcement, and intelligence sources working in the 

aviation domain to construct and analyze a robust stream of security sensor and intelligence data 

that may be utilized to identify specifi c patterns indicative of possible threats and vulnerabilities 

that may be otherwise overlooked.

TRACKING TERRORIST TRAVEL IN THE AVIATION MODE

Almost two million passengers travel on domestic and international fl ights during the course of a 

typical day. Detecting and tracking terrorist travel amid this high volume of air passenger traffi c 

has become an issue of considerable interest since the 9/11 attacks, alongside other high-priority 

objectives, such as tracking international terrorist fi nancing and monitoring the communications 

of suspected terrorist operatives. In addition to controversial electronic surveillance initiatives by 

intelligence agencies, intelligence analysis of airline passenger travel patterns could reveal connec-

tions among known and suspected terrorists and others who may otherwise remain unknown to 

the intelligence and law enforcement communities. However, the use of passenger lists, travel 
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 itineraries, and other information contained in PNRs, created by the airlines whenever fl ight 

 reservations are made, for such purposes is also considered highly controversial. Privacy advocates 

have consistently cautioned policymakers and the public over the potential dangers of government-

led data mining of travel records for such purposes, fearing that government-maintained databases 

and data mining techniques present a potential infringement upon privacy rights, that travel records 

and the analysis of such records could be used for purposes other than counterterrorism, that data 

security breaches could potentially compromise private information contained in these records, 

and that innocent individuals could potentially be falsely targeted by systems designed to identify 

suspicious patterns in airline passenger records.

In addition to the TSA, CBP and ICE play a central role in vetting and tracking about 250,000 

international passengers who arrive on international fl ights every day. Passenger prescreening sys-

tems, such as the CBP’s APIS and its Automated Targeting System (ATS), as well as the much dis-

cussed TSA’s Secure Flight system, which are all described in further detail below, could be utilized 

to detect and search for possible trends in terrorist travel. Individual travel patterns available through 

records maintained by these systems could be further analyzed to possibly establish links among 

terrorist operatives and potentially uncover terrorist networks and cells.

For example, close examination of travel itineraries could reveal patterns among individuals with 

suspected ties to terrorism. While not enough intelligence or counterterrorism data may exist to 

establishing reasonable cause for preventing these individuals from boarding passenger airplanes, 

they could be required to undergo more thorough secondary screening at airport checkpoints. The 

travel records of such individuals could be compared to other suspected terrorists, as well as other 

travelers to attempt to identify possible interpersonal connections between suspected terrorists and 

between suspected terrorists and other individuals who may not be known to the law enforcement 

and intelligence communities as being possible threats.

Upon analyzing personal travel data, patterns may emerge. For example, a suspected member of 

a terrorist cell in New York may travel to Seattle via Chicago. The same day, a suspected member 

of a terrorist cell in Los Angeles may travel to Indianapolis via Chicago. They may meet and 

exchange information during their stopovers in Chicago. Amidst the myriad of data collected on 

passengers fl ying on any given day, it would be almost impossible to make any connection between 

these two individuals. If however, the same two individuals have common travel connections months 

later, a pattern may emerge. Say, for example, the same suspected New York terrorist cell member 

travels to Tampa via Atlanta two months later, and the suspected Los Angeles terrorist cell member 

has a return trip from Atlanta to Los Angeles on the same day, having fl own to Atlanta two days 

prior. These two instances of these individuals crossing paths at different airports on different days 

may provide an indication that the two suspects are linked. Travel records provided for passenger 

prescreening would indicate that these two suspected terrorists had overlapping travel plans on two 

separate occasions. This intelligence may allow analysts to infer a possible link between these two 

individuals, particularly if other intelligence collected on these individuals would support such a 

conclusion. Additional intelligence information could be added to these bits of information to 

increase the understanding of the terrorist network and demonstrate how these two hypothetical 

terrorist cells, one in New York and one in Los Angeles, may be collaborating.

While terrorist watch lists and other intelligence data may be utilized in combination with air-

line passenger data and PNR records to track the movements of suspected terrorist operatives 

through the air transportation system, the potential that passenger prescreening system could be 

applied for such purposes has raised considerable concerns among privacy advocates. A number of 

legal questions remain regarding the use of such travel data to detect suspicious patterns without 

specifi c legal grounds for monitoring or surveillance of records detailing the movement of indi-

viduals, particularly when those individuals are U.S. citizens or permanent residents. Although the 

mining of travel records provides a potentially promising yet controversial opportunity for intel-

ligence and counterterrorism agencies, from the standpoint of aviation security, the use of watch 

lists has instead focused primarily on how such systems can be implemented to prevent individuals 
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posing a clear security risk to air transportation from boarding aircraft or being granted access to 

secured areas of airports, and from being granted access into the United States aboard inbound 

international fl ights.

AIRLINE PASSENGER PRESCREENING AND TERRORIST WATCH LISTS

Watch lists have also been used as a means to focus limited aviation security resources by targeting 

additional screening measures on those individuals who have been identifi ed through prescreening 

as posing an elevated risk to aviation security. This is accomplished through the use of an “auto-

matic selectee” list containing the names of those individuals who are required to undergo second-

ary screening.

The use of the “automatic selectee” list has been viewed as one of several tools allowing the TSA 

to focus the additional security resources needed to conduct more detailed secondary screening on 

those passengers believed to pose a greater security risk. To meet these objectives, the DHS has 

developed various systems to check the names and identifying information of passengers, airline 

crews, airport workers, and others seeking access to areas of the air transportation system against 

the TSDB, the federal government’s consolidated repository of records on known and suspected 

terrorists worldwide. The following discussion examines the U.S. policies and strategies for imple-

menting terrorist watch list prescreening of airline passengers in depth. An examination of the use 

of terrorist watch list screening, along with the use of criminal history background checks, to screen 

airport workers and airline crews is provided in Chapter 9 in the context of commercial airport 

access control systems and perimeter security.

One specifi c means for exploiting intelligence information to improve aviation security, and a 

central focus of policy debate regarding the use of intelligence in the context of aviation security, is 

the utilization of terrorist watch lists to prescreen passengers to assess whether those seeking trans-

portation on commercial passenger aircraft may pose a threat or represent an elevated risk to avia-

tion security because of their known or suspected involvement with or ties to terrorist groups. 

Considerable controversy continues to surround U.S. policies regarding air passenger prescreening 

and terrorist watch list checks and the implementation of those policies. These controversies have 

centered on concern over privacy, data security, the potential misuses of traveler personal informa-

tion, and the potential impacts of false positive matches on passengers who are wrongly delayed or 

denied boarding or subjected to additional screening because of misidentifi cations.

Efforts to expand and improve passenger prescreening since the 9/11 attacks have been signifi -

cantly impacted by continuing concerns over the adequacy of measures to protect fl yers’ personal 

information and not infringe upon their civil rights. Critics of passenger prescreening approaches 

have argued that the TSA’s ever-expanding vision for prescreening was to include data mining of 

commercial and government databases to look for indicators that someone may pose a threat, and 

searches of notoriously inaccurate criminal databases. These concerns were spurred by vague state-

ments issued by the TSA as to how it might authenticate passenger identity and check for possible 

links to terrorism along with media reports linking passenger prescreening to controversial propos-

als, such as the DOD’s Total Information Awareness (TIA) program to detect terrorists by mining 

personal data. This controversy ultimately led the TSA to scrap its originally proposed enhanced 

passenger prescreening system, CAPPS II, in August 2004, and pursue enhanced prescreening 

capabilities under a new system called Secure Flight.

While Secure Flight has been touted to be a signifi cantly scaled down approach to prescreening 

compared to the CAPPS II development, concerns over data security and redress procedures for 

passengers falsely identifi ed by the system have also delayed its development and deployment. 

Through appropriations legislation enacted over the past several years, Congress has prohibited the 

TSA from fully deploying the Secure Flight program until these ongoing concerns were adequately 

addressed. The legislation also prohibited the TSA from using commercial data, such as credit 

records or credit scores, or the transfer of passenger data to a nonfederal entity. While commercial 
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databases have the potential to provide a rich set of personal information to help authenticate the 

identity of passengers and minimize the number of false alarms or individuals erroneously targeted 

by the system, concerns have been raised about the TSA’s past handling of passenger data in a 

 manner that was not fully explained to the public. These concerns lead to specifi c restrictions on the 

transfer of personal data between the government and private entities other than the initial exchange 

of selected information from PNRs obtained from the airlines.

Privacy advocates have also raised considerable concerns over the ATS, a data mining program 

for assessing the risk of all international travelers, as well as freight carried on international fl ights. 

Public disclosure regarding the scope of this program and associated data collection and data reten-

tion policies, in November 2006, renewed debate over whether certain passenger information col-

lection and analysis practices unduly infringe upon privacy rights, or whether they are necessary 

actions to assess terrorism risks to aviation.

While recognizing these concerns over fl yer’s privacy rights, expansion of the federal govern-

ment’s efforts and role in effectively utilizing terrorist watch lists and passenger prescreening tools 

to strengthen aviation security has been widely supported by policymakers and aviation security 

experts in response to the 9/11 terrorist attacks. The 9/11 Commission recommended that air pas-

sengers be more comprehensively screened against available U.S. government terrorist watch lists, 

and that U.S. border security systems be expanded and integrated with other homeland security 

systems to expand the network of screening points to include the nation’s transportation systems, 

including the air transportation system, and access to critical infrastructure facilities.9 While inter-

est in passenger prescreening and the use of terrorist watch lists has been a central focus of post-9/11 

U.S. aviation security policy, various passenger prescreening initiatives had been put in place prior 

to the 9/11 attacks as tools to detect possible aircraft bombings.

PRE-9/11 PASSENGER PRESCREENING INITIATIVES

Limited capabilities to prescreen airline passengers existed prior to the 9/11 attacks. These capabili-

ties consisted of a government generated “no-fl y” list and the Computer-Assisted Passenger 

Screening (CAPS) system which applied various rule-based algorithms to ticket purchasing charac-

teristics to assess passenger risk. While these two prescreening tools were available prior to the 9/11 

attacks, they were quite limited in their scope and capability. For example, on September 11, 2001, 

the “no-fl y” list contained only 12 names, even though other government terrorist watch lists contained 

tens of thousands of names.10 Since then, considerable resources have been devoted to expanding 

and improving upon systems and protocols for screening passengers against terrorist watch lists.

COMPUTER-ASSISTED PASSENGER PRESCREENING SYSTEM

The use of terrorist watch lists for prescreening airline passengers was extremely limited prior to 

the 9/11 attacks, in part because of concerns raised by the intelligence and law enforcement com-

munities over disseminating this data to the airlines. As a result, the FAA had instead focused on 

developing a risk-based assessment tool to prescreen passengers based on airline ticket purchasing 

and fl ight reservation information. In the mid-1990s, the CAPS system evolved out of recommen-

dations stemming from reviews of aviation security following the bombing of Pan Am fl ight 103 

in December 1988 and the explosion of TWA fl ight 800 in July 1996. Prior to the 9/11 attacks, the 

primary intent of the system was to assess passenger risk and implement PPBM or explosives 

detection screening of baggage checked by those passengers designated by the CAPS system as 

posing an elevated risk.

The 1996 FAA Act (P.L. 104-264) authorized the development of the CAPS system as a means 

to profi le passengers using tools developed cooperatively by the FAA and the airlines, with the 

assistance of the intelligence and law enforcement communities. In parallel with the legislative 

debate over the 1996 FAA Reauthorization Act, the FAA and airline partners had already initiated 
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the development of the CAPS system, and the FAA’s interest in pursuing an automated passenger 

profi ling system for commercial aviation was refl ected in the recommendations of the Gore 

Commission on aviation safety and security.11 The FAA and Northwest Airlines developed and 

conducted initial tests of the CAPS system in 1996 and 1997. Field testing continued through 1998, 

and in 1999, the FAA required all major U.S. air carriers to implement CAPS on their computerized 

reservation systems.

The operational concept behind CAPS centers on the identifi cation and selection of high-risk 

airline passengers based on certain characteristics identifi able through analysis of data elements 

contained in PNR records. The CAPS systems examine specifi c elements of these PNR records for 

indicators of possible security risk, such as booking a one-way ticket, paying with cash, or paying 

with a credit card issued to someone not traveling on the itinerary. Addressing broad civil rights 

concerns regarding prescreening and profi ling practices in security applications, the DOJ’s Civil 

Rights and Criminal Divisions, along with the FBI, thoroughly reviewed the CAPS system during 

its initial testing in 1998. These assessments found that the risk assessment criteria used in CAPS 

were not based on characteristics related to race, ethnicity, gender, or religion.12 Instead, CAPS 

looks exclusively at ticket purchasing patterns and other unique markers in the PNR, although con-

tinued concern has been voiced by some that the use of certain PNR data elements, such as special 

meal requests, may target specifi c ethnicities. While some CAPS risk criteria have been speculated 

on and discussed in open media sources, the specifi c PNR data elements searched by CAPS and the 

decision criteria used to determine risk have not been made public.

After its initial launch, the CAPS system was renamed CAPPS, presumably to make it clear that 

the system played no direct part in physically screening passengers, carry-on items, or checked bag-

gage. Rather, the system’s purpose at the time was to perform a risk-based prescreening of passen-

gers to apply PPBM and explosives detection screening of checked baggage in a targeted manner. 

Since the 9/11 attacks, the emphasis and purpose of the system has shifted to prescreening passen-

gers prior to arriving at a screening checkpoint to determine which passengers and passenger bag-

gage should undergo more detailed screening and inspection. The CAPPS system is largely invisible 

to the public, and was virtually unheard of before the 9/11 attacks. Since the 9/11 attacks, however, 

much broader public awareness of CAPPS and its risk criteria (such as purchasing a one-way ticket) 

for selecting passengers for additional screening has resulted from media coverage of passenger 

prescreening and related controversies. Nonetheless, the TSA has elected to maintain CAPPS as a 

component of air passenger prescreening and an element of its multilayered strategy for airline secu-

rity. The federal government, however, does not collect, analyze, or maintain records of  passenger 

travel using CAPPS, as the system resides exclusively on the various airline-maintained reservations 

systems, such as Sabre and Amadeus.13

While nine of the nineteen 9/11 hijackers were selected by CAPPS for additional baggage screen-

ing, it is notable that, on September 11, 2001, CAPPS was not used to select passengers or their 

carry-on items for additional screening or inspection at passenger checkpoints.14 This is a direct 

refl ection of pre-9/11 policy decisions emphasizing the threat of aircraft bombings and failing to 

recognize the potential threat of aircraft hijackings. Since the 9/11 attacks, however, the role of 

CAPPS has been expanded to include identifi cation of high-risk passengers for additional check-

point screening as well, recognizing the continued threat of aircraft hijackings.

Some statisticians have also suggested that, in addition to simply prescreening individual pas-

sengers, an entire fl ight could be prescreened using similar criteria. For example, if the number of 

passengers who purchased one-way tickets on a given fl ight is much higher than the norm or if an 

unusually large number of passengers paid cash, then this may be regarded as a fl ight with elevated 

risk based on these and other criteria.15 Policies could be established in terms of how to respond to 

such estimations of heightened risk on a fl ight-by-fl ight basis, such as assigning air marshal teams 

to fl ights based on risk scores for individual fl ights using such criteria in combination with other 

factors such as the size of aircraft, or risk factors associated with the origin, destination, or route 

of fl ight.
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“NO-FLY” AND “AUTOMATIC SELECTEE” LISTS

Although the TSA has elected to continue using CAPPS as an element of passenger prescreening, 

many aviation security experts believe that CAPPS by itself is quite limited as a risk assessment tool 

because of the limited information that can be gleaned solely from selected PNR data, and because 

of open source discussions of the decision criteria used by the system that arguably compromise its 

effectiveness. Security experts have therefore recommended utilizing available government data-

bases and information on individuals with suspected ties to terrorism to the maximum extent pos-

sible during the passenger prescreening process.

Since its creation following the 9/11 attacks, the TSA has provided airlines with the “no-fl y” and 

“automatic selectee” lists for use in identifying passengers who are to be denied boarding or who 

require additional scrutiny prior to boarding. While the FAA also maintained and utilized a “no-

fl y” list prior to the 9/11 attacks, since those attacks, the utilization of terrorist watch lists has grown 

exponentially in size and in importance within the scope of aviation security policy.

The “no-fl y” watch list is a list of persons considered to pose direct threats to U.S. civil aviation. 

Aircraft bombings in the late 1980s, including most prominently the 1988 bombing of Pan Am fl ight 

103, prompted the U.S. government to develop this list in 1990. It was initially administered jointly 

by the FBI and the FAA, but the FAA assumed sole responsibility for maintaining and disseminating 

the list to airlines in November 2001, soon after the 9/11 attacks. At that time, the FAA also instituted 

the “automatic selectee” list. As the names of these lists imply, travelers found to be on the “no-fl y” 

list are to be denied boarding and referred to law enforcement, while those on the “automatic selectee” 

list, like those passengers identifi ed as posing an elevated risk based upon the CAPPS assessment, are 

automatically selected for secondary security screening before being cleared to board.

Under ATSA (P.L. 107-71), the newly created TSA assumed administrative responsibility for 

both the “no-fl y” and “automatic selectee” lists. As the FAA did before TSA, the TSA has continued 

to distribute these lists to U.S. air carriers. In turn, the airlines have been required, as part of their 

TSA-approved security programs, to compare PNR data against these lists at the time of ticketing 

and check-in to assess and indicate to security screeners or airline personnel whether a traveler 

should be subjected to additional screening or denied aircraft boarding. In general, these lists are 

downloaded on a routine basis into a handful of computer reservations systems that are used by 

most U.S. air carriers. However, a few smaller carriers have continued to rely on printouts of the lists 

to manually compare passenger data against these watch lists.

Within the TSA, the TSA-OI is responsible for resolving potential matches to the “no-fl y” list 

when brought to its attention by an airline, a responding law enforcement entity, or an operational 

fi eld component of the TSA. In the case of individuals on the “automatic selectee” list, no further 

action is typically taken if the secondary screening process does not indicate anything suspicious. 

However, fl ights with “automatic selectees” on board may be monitored at the TSOC and any air 

marshals or armed pilots on board may be made aware that these individuals are on board the fl ight 

as a preemptive measure.

According to the FBI, the “no-fl y” and “automatic selectee” lists were consolidated into the 

TSDB sometime in the latter half of FY2004.16 While these two lists have expanded considerably 

since the days immediately following the 9/11 attacks, they still represent a relatively small subset 

of the entire TSDB. Since not all known and suspected terrorists are considered threats to civil avia-

tion, there are a number of ongoing policy issues to be considered in determining what records 

contained in the TSDB should be included in the “no-fl y” and “automatic selectee” lists and estab-

lishing criteria for deciding which list to place an individual on. Moreover the TSC may, in some 

cases, be reluctant to release the full list of known and suspected terrorists to the airlines because of 

data security concerns.

In the fall of 2008, the TSA reported that the “no-fl y” and “automatic selectee” lists together 

contained less than 16,000 names.17 It indicated that fewer than 2500 of these names comprised the 

“no-fl y” list, and less than 10% of these names referred to individuals who reside in the United States. 
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According to the TSA, the larger TSDB from which these lists have been created contains about 

400,000 names, as previously noted. So, while almost two million people fl y on commercial airlin-

ers domestically or on international fl ights to and from the United States on a daily basis (about 700 

million annually), only a very small percentage of these travelers are likely to be selected for addi-

tional screening because they are on the “automatic selectee” list, and even fewer would be denied 

boarding because their name is on the “no-fl y” list (Figure 6.2).

As shown in Figure 6.2, only those whose names are contained on these lists and who fl y on a 

given day would have an additional operational impact on aviation security resources, requiring 

either secondary screening of those individuals identifi ed as being on the “automatic selectee” list 

or a law enforcement response to assess the threat posed by individuals whose names match a “no-

fl y” list record. Since only a small percentage of individuals on these lists reside in the United 

States, most of those selected for additional screening or denied boarding are likely to be the result 

of a false positive match. However, the TSA’s efforts to reduce the size of these lists and the require-

ments for providing additional personal information, including full name and date of birth, as part 

of the Secure Flight system initiatives, discussed in further detail below, are generally regarded as 

positive steps toward minimizing the number of false positives generated by the passenger pre-

screening process.

The TSA has provided the aforementioned statistics on the “no-fl y” and “automatic selectee” 

lists and the TSDB to counter claims made by the American Civil Liberties Union (ACLU) that the 

number of names on these lists and in these databases has now exceeded one million. The TSA has 

noted that the ACLU likely did not distinguish between database records, where there can be mul-

tiples for each name listed in the TSDB, and likely failed to account for a name-by-name scrub of 

the TSDB that took place in the fall of 2007.

Policy disagreements between the DHS and privacy advocates and civil libertarian groups, such 

as the ACLU, regarding the use of terrorist watch lists and airline passenger prescreening systems 

have been a central focus of ongoing controversies. With respect to the “no-fl y” and “automatic 

selectee” lists, these advocacy groups have expressed particular concern over false positives gener-

ated by these lists that can potentially cause aggravation and disrupt the travel of law abiding indi-

viduals with no ties to terrorism. As more and more individuals began to complain about instances 

of being wrongly delayed or denied aircraft boarding because of these passenger prescreening 

 procedures, particularly in the 2003–2004 time period, the “no-fl y” and “automatic selectee” lists 

Daily airline travelers
(about 2 million)

Operational impact:
law enforcement response

TSDB
(about

400,000
individuals)

Automatic
selectee

list
(<15,000)

No-fly
list

(<2500)

Operational impact:
secondary screening

FIGURE 6.2 A comparison of the TSDB and the operational impact of the “automatic selectee” and “no-fl y” 

lists to the number of daily airline travelers. Note: The areas of the representative circles are not to scale.
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became the subject of increased media scrutiny. In some cases, misidentifi cations included  members 

of Congress, such as Senator Edward Kennedy and Representatives John Lewis and Don Young, 

and other prominent individuals, and even a four-year-old boy.18 In other cases, misidentifi cations on 

international fl ights have led to costly diversions in which air carrier fl ights were prohibited from 

entering U.S. airspace or prevented from continuing to their destinations. In the midst of these con-

troversies that accompanied the expansion of the TSA “no-fl y” and “automatic selectee” lists, the 

9/11 Commission recommended that the use of these terrorist watch lists for airline passenger pre-

screening be improved without delay.

To improve aviation security, the 9/11 Commission more broadly recommended that the Congress 

and TSA give priority to screening passengers for explosives.19 At a minimum, the 9/11 Commission 

recommended that all passengers referred for secondary screening be thoroughly checked for explo-

sives. Arguably, the considerable resources needed to implement such an approach would necessi-

tate a robust prescreening process for carefully selecting only those passengers believed to pose the 

greatest risk to aviation security for secondary screening, while minimizing false positives. To 

improve air passenger prescreening, the 9/11 Commission formally recommended that

The “no-fl y” and “automatic selectee” watch lists be improved without delay• 

The actual watch list prescreening process be transferred from U.S. air carriers to the TSA• 

Air passengers be screened against the larger set of U.S. government watch lists (princi-• 

pally the TSDB)

Air carriers be required to supply the needed information to test and implement govern-• 

ment-operated passenger prescreening using terrorist watch lists

THE CAPPS II DEVELOPMENT EFFORT

When the 9/11 Commission report was released in July 2004, the TSA had already been working 

for almost two years on a new passenger prescreening system called the CAPPS II. This system 

was intended to replace the airline-operated systems for checking passenger names against the 

government-issued “no-fl y” watch list and the “automatic selectee” watch list. In addition, some 

proposals for CAPPS II implementation also included sophisticated data mining approaches that 

would query both government-maintained and commercial databases to authenticate the identity 

of passengers and assess their security risk. As such, the CAPPS II concept included watch list 

checks as well as risk-based assessments of passengers, potentially using extensive amounts of 

available data on prospective air travelers that went far beyond the information available solely 

from PNR records and the limited risk-based profi ling techniques available under existing CAPPS 

prescreening methods.

The CAPPS II concept was therefore especially controversial. Critics argued that the TSA’s ever-

expanding vision for prescreening constituted an unprecedented government-sponsored invasion of 

privacy. This and other controversies ultimately led TSA to scrap CAPPS II in August 2004, soon 

after the release of the 9/11 Commission fi nal report, and pursue enhanced prescreening capabilities 

under a new system called Secure Flight. Prompted in part by the 9/11 Commission’s recommenda-

tions, the TSA unveiled plans to discontinue the development of CAPPS II in favor of a new system 

dubbed Secure Flight.20 In parallel with this move, Congress included several provisions related to 

air passenger prescreening in the IRTPA of 2004 (P.L. 108-458), requiring

The TSA to assume the airline passenger prescreening function from U.S. air carriers, • 

after it establishes an advanced passenger prescreening system for domestic fl ights that 

utilizes the watch lists integrated and consolidated in the TSDB

The DHS to prescreen passengers on international fl ights against the TSDB prior to • 

departure
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The TSA and the DHS to establish appeals procedures by which persons who are identifi ed • 

as security threats based on records in the TSDB may appeal such determinations and have 

such records, if warranted, modifi ed to alleviate such occurrences in the future

At least with respect to the mandate for government-run prescreening of domestic airline passen-

gers against the TSDB, the Secure Flight system under development was viewed as the tool for meet-

ing this requirement. For international fl ights, however, CBP was already at work adopting its APIS 

system for predeparture passenger record checks, as described in further detail later in this chapter. 

While CBP currently prescreens international fl ights through the APIS system, the TSA plans to 

eventually incorporate international passenger prescreening under the Secure Flight system as well.

SECURE FLIGHT SYSTEM DEVELOPMENT

While the TSA touted Secure Flight as a signifi cantly scaled down approach to passenger pre-

screening compared to CAPPS II, focused solely on watch list checks of airline passenger data and 

streamlined identity authentication, the program has also been beset with problems and has been 

repeatedly delayed. In March 2005, the U.S. Government Accountability Offi ce (GAO) reported 

that, while the TSA had begun developing and internally testing Secure Flight, it had not fully 

determined “data needs and system functions,” despite ambitious timelines for program implemen-

tation.21 Consequently, the GAO report cast doubt over whether TSA would meet its original initial 

operational deployment date for Secure Flight of August 2005. The TSA, in fact, did not meet that 

deadline, and in February 2006 the TSA announced that it was restructuring or “rebaselining” the 

Secure Flight program.

The Secure Flight program had become bogged down in many of the privacy and data protec-

tion controversies and administrative challenges that had plagued its predecessor, CAPPS II. In 

July 2005, the GAO reported that the TSA had not fully disclosed its use of passenger data during 

its initial testing of Secure Flight.22 The GAO’s critiques of the Secure Flight implementation 

have been of particular interest because Congress, through various appropriations acts, has pro-

hibited the DHS from spending any appropriated funds on the operational deployment of Secure 

Flight, or any successor system used to prescreen aviation passengers, until the GAO reports that 

certain conditions have been met pertaining to data protection, privacy assurances, and the estab-

lishment of an appeals process for passengers. However, the GAO has not been the only govern-

ment watchdog agency fi nding fault with the Secure Flight development. In August 2005, the DOJ 

Offi ce of Inspector General reported numerous problems in coordinating the development of the 

Secure Flight program with the TSC.23 Also, in September 2005, the identity authentication ele-

ment of the Secure Flight program, under which the TSA planned to compare PNR data (for 

domestic fl ights) with commercially available data to verify passenger identities, was dropped 

apparently over privacy concerns. Congress later included language in subsequent appropriations 

acts barring the use of any commercial data in the Secure Flight system and restricted the TSA 

from disseminating any data contained in the Secure Flight system to any commercial entities. 

Adding further controversy and criticism to the TSA’s management of the Secure Flight develop-

ment, the DHS’s Privacy Offi ce issued a report in December 2006, fi nding that the TSA had not 

accurately described its use of personal data under the Secure Flight program in public notifi ca-

tions required under the Privacy Act.

Two and a half years after the TSA announced that it would “rebaseline” the Secure Flight devel-

opment efforts, after having worked through a number of issues and controversies, the TSA pub-

lished the much awaited fi nal rule detailing the planned operational implementation of Secure Flight 

on October 28, 2008.24 Under this fi nal rule, the TSA is now moving forward with the operational 

implementation of Secure Flight to compare passenger data provided by the airlines against the 

TSDB. Operational implementation, however, is proceeding in small steps with no specifi cally 
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defi ned timetable for milestones and could be a rather lengthy process. In the end state, Secure 

Flight implementation is eventually expected to replace the process of providing the “automatic 

selectee” and “no-fl y” lists to the airlines for prescreening passengers.

The Secure Flight program will apply to passenger airlines offering scheduled passenger 

service and public charter fl ights that operate to and from about 450 commercial passenger air-

ports throughout the United States. These airlines will be required to submit passenger data to 

the TSA beginning 72 hours prior to the fl ight and, thereafter, continue to provide passenger 

data as soon as it becomes available. The airlines must also submit this required information for 

any nonemployee seeking access to the sterile area beyond the security screening checkpoint, 

such as an individual assisting a special needs traveler or escorting an unaccompanied minor to 

or from an aircraft.

Operating under Secure Flight, the airlines will be required to collect from all passengers and 

individuals seeking access to the airport sterile area their full name, date of birth, and gender. The 

airline must also request from travelers any known traveler or passenger redress number provided 

by the TSA and, if these numbers are provided by the passengers, then the airline must transmit 

them to the TSA. The TSA Secure Flight fi nal rule explains that this known traveler number would 

be a unique number assigned to a traveler for whom the federal government has already conducted 

a threat assessment and was found to not pose a security threat. Since the TSA eliminated the 

requirement for security threat assessments for passengers participating in the voluntary RT pro-

gram effective July 30, 2008, it does not appear that the known traveler number fi eld will be propa-

gated with RT number data at this point. It is not believed that RT participation will, at present, have 

any impact on the name-based threat assessment process to be conducted under the Secure Flight 

program. The airline must also transmit passport numbers, itinerary information, record locator 

data, and various other reference numbers if these data are available. For a complete list of Secure 

Flight Passenger Data (SFPD) (Table 6.1).

Once received, the TSA will use an automated process to compare this passenger data against the 

consolidated TSDB. A schematic diagram outlining the Secure Flight passenger prescreening pro-

cess is presented in Figure 6.3. The TSA does not maintain its own watch list. Rather, the TSA is a 

customer of the TSC, and in consultation with the TSC compiles the “no-fl y” and “automatic 

selectee” lists from the consolidated TSDB. Under the Secure Flight system, the TSA will similarly 

continue to rely on the TSDB to determine whether to deny a passenger boarding or subject the 

 passenger and his or her property to additional physical screening.

When the Secure Flight process returns an indication of an exact or reasonably similar match, a 

TSA intelligence analyst will review additional available information in an effort to reduce the 

number of false positive matches. If the TSA determines that a probable match exists, it will forward 

these results along with the passenger information to the TSC to provide confi rmation of the match. 

According to the procedures set forth in the Secure Flight fi nal rule, if the TSA or the TSC cannot 

make a defi nitive determination based on the data the airline customer provided at the time of his 

or her ticket purchase or fl ight reservation, notifi cation would be sent to the airline to require the 

passenger to present a verifying identity document (VID)— such as an unexpired driver’s license or 

a passport—when checking in at the airport. If the TSA determines that the passenger data provided 

is a match to the Secure Flight selectee list, it will inform the airline. The airline, in turn, will be 

required to identify the passenger and his or her baggage for enhanced screening. This is typically 

carried out by making a notation on the individual’s boarding pass to indicate to security screeners 

that the individual is to undergo secondary screening procedures. The TSA may also inform an 

airline that a passenger is to be placed in “inhibited status,” meaning that he or she cannot be issued 

a boarding pass and cannot enter the sterile area of an airport. This is equivalent to the current pro-

cedures for handling matches to the “no-fl y” list, and such events would typically trigger a law 

enforcement and/or security response to question the individual further and assess the validity of 

the watch list match.
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OPERATIONAL IMPLEMENTATION OF SECURE FLIGHT TERRORIST WATCH LIST CHECKS

The TSA plans to implement Secure Flight in two distinct phases. The fi rst phase will encompass 

only domestic fl ights, while the second phase will include international departures and arrivals as 

well as commercial international fl ights overfl ying any of the 48 contiguous states. The TSA indi-

cated that it would conduct initial operational fi eld testing in early 2009 to thoroughly test the reli-

ability of data transmission connections for receiving passenger data from the airlines and sending 

screening results back to the airlines, and to assess the performance of the watch list screening 

TABLE 6.1
A Comparison of Available PNR Data Elements Transmitted to DHS for the APIS 
and Secure Flight Passenger Prescreening Systems

PNR Data Elements APIS (International Flights) Secure Flight
Full name X X

Date of birth X X

Gender X X

Redress number If available

Known traveler number Future option

Passport number X If available

Passport country of issuance X If available

Passport expiration X If available

PNR record locator X

Origin—airport code X X

Airport of fi rst arrival (international passengers) X X

Final foreign airport (international passengers) X

Airline carrier code X X

Flight number X X

Date of aircraft departure X X

Time of aircraft departure X X

Date of aircraft arrival X X

Time of aircraft arrival X X

Citizenship X

Country of residence X

Status on board fl ight X

Travel document type X

Alien registration number X

Address while in United States (inbound foreign 

international passengers only)

X

Reservation control number X

Record sequence number X

Record type X

Passenger update indicator X

Traveler reference number X

Source: Department of Homeland Security, Transportation Security Administration, “Secure Flight Program; Final Rule,” 

Federal Register, 72, pp. 64018–64066, October 28, 2008.

Note: Other PNR data fi elds not transmitted to DHS include available frequent fl yer and benefi t information (i.e., free 

 tickets, upgrades, etc.); all available payment/bill information; date of reservation/issue of ticket; baggage informa-

tion; seat information; additional travel status and relevant travel history; ticketing information, including ticket 

 number, one-way tickets and Automated Fare Quote (ATFQ) fi elds; airline code share information; all historical 

changes to the PNR; and so on.
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process under operational conditions. The TSA has not provided specifi c information regarding how 

long operational testing will take or when Secure Flight will become fully operational. However, 

the TSA noted that the phase in is likely to occur at a different pace for different airline operators.

During the time that an airline is participating in operational testing of Secure Flight, it will be 

required to continue the process of checking passengers against the “no-fl y” and “automatic selectee” 

lists provided by TSA. As a result, the TSA will continue to produce these lists for distribution to the 

airlines until all airlines have completed operational testing of the domestic portion of Secure Flight 

and the TSA assumes full responsibility for comparing passenger data against the terrorist watch list.

For international fl ights, CBP will continue to check passenger names against terrorist watch 

lists under the APIS predeparture protocols described below until Secure Flight is fully imple-

mented for international fl ights. The airlines will, however, transmit data for both domestic and 

international fl ights using a single transmission DHS portal, even though the two systems have 

slightly different data requirements and different timetables for the delivery of data. A comparison 

of the required data elements of PNRs for Secure Flight and APIS is provided in Table 6.1.

Overfl ights represent a new category of covered operations that will require transmission of passen-

ger data for screening against the terrorist watch list and will encompass operators who may not operate 

fl ights to and from the United States. Overfl ights refer to fl ights that transit through the airspace above 

a geographic area but do not originate or land at an airport in that area. As noted previously, Secure 

Flight requirements will only be applied to those overfl ights transiting through airspace over the con-

tiguous 48 states, and will not include aircraft overfl ying Alaska or Hawaii. According to the fi nal rule, 

the phase in incorporating overfl ights into the Secure Flight system will coincide with the phase in of 

international fl ights. However, a specifi c time frame for this implementation has not been provided.

PRESCREENING OF INTERNATIONAL PASSENGERS

Under the current plan for Secure Flight, once fully implemented, it will be utilized for prescreen-

ing passengers traveling on both domestic and international fl ights. However, until that occurs, 

FBI

Foreign intelligence Law enforcement

Airlines

Airline passenger

Secure flight
passenger

data (SFPD)—
PNR subset

Flight reservation (PNR Data)

Results (inhibited status,
automatic selectee)

NCTC
Terrorist identities

datamart environment
(TIDE)

Terrorist screening center (TSC)
terrorist screening database

(TSDB)

Secure flight
(TSA)

Nominations

Inclusion

Subset (identity
information only)

FIGURE 6.3  A schematic of the Secure Flight passenger prescreening system for checking passenger data 

against terrorist watch list data derived from the TSDB.
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passengers on international fl ights will continue to be prescreened against U.S. government terror-

ist watch list information through CBP’s APIS. APIS is a component of the CBP’s Interagency 

Border Inspection System (IBIS), a comprehensive system for border inspections and records.

The collection of data on international fl ights is subject not only to U.S. law, but also to the laws 

of countries of fl ight origin, and various international treaties and agreements. Negotiations with 

foreign countries and multinational groups can, and have, proved to be challenging, as various dif-

ferent nations and cultures have differing views and expectations regarding the use of personal infor-

mation for security purposes. After extensive negotiations with the EU, the United States entered 

into a multilateral agreement under which the CBP is being provided with specifi c PNR data ele-

ments, a subset of all available PNR data, for travelers on international fl ights from EU countries. 

On July 26, 2007, the EU and the United States reached a permanent agreement, under which 

selected PNR data may be collected and stored by CBP for up to seven years in an active fi le and 

eight years thereafter in a dormant fi le.25 Since fl ights from EU countries make up a signifi cant por-

tion of international air travel to the United States, this agreement has been viewed as an important 

achievement for strengthening aviation security on international routes, and it has established a 

framework for continued international cooperation in the use of terrorist watch list data in the con-

text of aviation security.

The APIS system requires U.S. fl ag and foreign airlines to transmit selected passenger and crew-

member data for international fl ights in an electronic format to the CBP Data Center. The required 

data includes both personal identity information and other travel information contained in the PNR 

collected during each traveler’s ticket purchase or reservation. The PNR data elements required to 

be submitted to the CBP Data Center include a person’s full name, date of birth, gender, country of 

residence, and country of citizenship. Additional travel data elements, including items such as car-

rier code, airport of fi rst arrival, status on board (e.g., checked-in, boarded), data and time of arrival, 

and foreign airport code, are also required to be submitted. For a complete listing of PNR data ele-

ments required by APIS, and by the TSA’s Secure Flight system, see Table 6.1. Using the APIS 

system, CBP cross references this passenger data against law enforcement, customs, and immigra-

tion databases, as well as terrorist watch list records derived from the TSDB.

Prior to the 9/11 attacks, APIS data had been collected voluntarily from the airlines in an effort 

to streamline and expedite the clearance process for passengers upon arrival in the United States. 

However, following the 9/11 attacks, the collection and transmission of international passenger data 

was mandated by ATSA (P.L. 107-71) for commercial passenger fl ights arriving in the United States, 

and by the Enhanced Border Security and Visa Reform Act of 2002 (EBSVERA; P.L. 107-173) for 

both international arrivals and departures.

Since February 2008, all air carriers fl ying on international routes to and from the United States, 

including U.S. fl ag and foreign air carriers, have been required to provide CBP with the required APIS 

data prior to departure for both inbound and outbound international fl ights.26 Air carriers may provide 

this information either in batch form, no later than 30 minutes prior to securing the aircraft doors for 

departure, or as each passenger checks in for the fl ight, up until the time the aircraft doors are secured. 

Air carriers are encouraged to begin transmitting available APIS data 72 hours prior to a fl ight.

RISK-BASED TARGETING OF INTERNATIONAL AIR TRAVELERS AND SHIPMENTS

While the risk-based targeting of passengers under the existing CAPPS system is only resident on 

the reservation systems of U.S. fl ag air carriers, CBP has established its own risk-based assessment 

tools for prescreening all international passengers as well as cargo and other goods shipped into the 

United States aboard passenger and all-cargo aircraft, as well as by other means of conveyance.

Given the sheer volume of people and goods seeking entry into the United States every day at 

airports and other points of entry, it has been considered impractical to physically inspect all per-

sons and goods entering the United States. Therefore, in the mid-1990s, the U.S. Customs Service 

(now CBP) developed a decision support tool known as the ATS to assist border inspections, with 

AU7029_C006.indd   176AU7029_C006.indd   176 8/12/2009   8:02:22 AM8/12/2009   8:02:22 AM



Exploiting Intelligence and Counterterrorism Information 177

an emphasis on interdicting illegal drugs and other contraband. Prior to the 9/11 attacks, the scope 

of the ATS was limited to the cargo industry, targeting shipment methods that had been linked to 

drug and contraband smuggling. After the 9/11 attacks, however, CBP shifted the focus of the ATS 

program to targeting known and suspected terrorists and terrorist activities and broadened the scope 

of the program to include terrorism risk assessments of both passengers and cargo shipments.

In the context of aviation security, CBP’s NTC uses ATS to analyze trade data and air cargo ship-

ments, as well as airline crew and passenger data to focus its inspection resources on those individu-

als and goods considered to pose the highest risk. The NTC was established on October 21, 2001, 

with the primary mission of providing continuous (24/7) tactical targeting and analytical support for 

CBP’s frontline counterterrorism efforts. Its primary tool for applying intelligence information to the 

border inspections functions is the ATS. At the NTC, bits of intelligence information, referred to as 

“lookouts,” are continually analyzed to provide tactical targeting of border inspection activities.

Within the aviation mode, the NTC relies on the ATS to prescreen inbound and outbound air 

cargo shipments, and inbound and outbound passengers on international fl ights. In some instances, 

ATS targeting assessments and underlying intelligence information may be shared with foreign 

customs authorities who have entered into data sharing agreements with the United States to aid in 

the worldwide tracking and targeted inspections of elevated security risk passengers and goods.

With regard to cargo shipments, the ATS system assigns risk scores to using a weighted scoring 

method that considers data patterns and trends.27 Shipments scoring above a defi ned threshold risk 

score may be selected for further inspection at airports or other ports of entry. The specifi c rules and 

criteria are constantly evaluated and adjusted based on intelligence information. However, these 

details are not made available to the public for security reasons.

For applying risk-based targeting to international airline passengers, CBP requires air carriers 

and vessel operators to transmit PNR data to the NTC, in addition to the APIS data requirements 

discussed above. Through ATS-Passenger, the air passenger module or component of the ATS 

 system, the NTC analyzes PNR data by comparing it to a number of law enforcement, customs, and 

immigration systems and databases. ATS-Passenger, however, does not assign a score to determine 

an individual’s risk as the ATS system does for cargo shipments. Rather, it compares PNR data for 

all travelers against available law enforcement, homeland security, and intelligence and counterter-

rorism systems and databases to identify probable watch list matches as well as suspected patterns 

of suspicious activity. The DHS claims that these efforts have had a measurable success, resulting 

in the identifi cation of known and suspected terrorists and criminals, as well as travelers attempting 

to enter the country using fraudulent documents or stolen passports, all of whom may have other-

wise gone undetected.

IMMIGRATION CONTROLS AT INTERNATIONAL AIRPORTS OF ENTRY

In addition to the use of APIS and ATS, immigration control systems play an important role in 

screening individuals seeking entry into the country, including many travelers from Europe, Asia, 

Africa, the Middle East, and elsewhere who arrive in the United States on commercial airliners. For 

prospective international travelers, the visa issuance process, operated by the Department of State’s 

Bureau of Consular Affairs, provides an initial prescreening opportunity of those individuals seek-

ing entry to the United States, thus allowing for checks of their personal information against the 

TSDB and other available terrorist watch lists and lookouts. Such checks may prevent those posing 

a threat that are known to the U.S. intelligence community from purchasing an airline ticket on a 

fl ight to the United States, at least using their own identity or a known alias.

To facilitate travel and tourism, however, a small number of countries, including several European 

countries along with Australia, New Zealand, Japan, Brunei, the Republic of Korea, and Singapore, 

have entered into agreements with the United States under the Visa Waiver Program (VWP). 

Additionally, citizens from Mexico, Canada, and Bermuda, as well as citizens from the Bahamas 

entering through preclearance facilities at the airports in Nassau and Freeport, do not require visas 
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to enter the United States. Also, citizens of the Federated States of Micronesia, the Marshall Islands, 

and Palau, in the South Pacifi c, may enter the United States bearing only a valid passport.

To enhance homeland security and expedite the entry processing of foreign nationals, the 

DHS has developed the US-VISIT (United States Visitor and Immigrant Status Indicator 

Technology) program. US-VISIT is a primarily intended as a biometric identity verifi cation pro-

gram that relies on digital fi ngerprint records of foreign nationals entering the United States. 

The system relies on a number of databases, maintained primarily by CBP, to identify poten-

tial terrorist threats posed by those seeking entry into the United States. These databases include 

the Arrival and Departure Information System (ADIS), the passenger processing component of 

the Treasury Enforcement Communications System (TECS), and the Automated Biometric 

Information System (IDENT).

ADIS is the central database for storing personal information, biometrics, and entry/exit data on 

non-U.S. citizens.28 The biographic data contained in ADIS is derived from passenger manifests 

and PNR data submitted by the airlines through APIS. TECS is a comprehensive, multipurpose 

law enforcement data repository. The passenger processing component of TECS that feeds data to 

the US-VISIT program includes IBIS, which supports name-based lookouts derived from the 

INTERPOL crime database and the FBI’s National Crime Information Center (NCIC) database, 

as well as CBP’s APIS. Finally, the IDENT system is a repository for digital photograph and 

 fi ngerprint records and biographical information on immigration law violators and non-U.S. citizens 

with serious criminal records. While there appears to be some considerable overlap between 

the US-VISIT process and the APIS process, the US-VISIT system provides additional redundancy 

as well as some new capability for potentially detecting and preventing individuals who pose a 

national security risk from entering the United States through various ports of entry, including 

international airports.

Presently, while US-VISIT plays an important role at international points of entry at airports, its 

signifi cance with regard to aviation security appears somewhat more limited because it is not used 

to screen passengers prior to boarding an international fl ight. However, future expansion of the 

program anticipated to include the use of the system for confi rming a foreign visitor’s exit from the 

United States. Exit tracking may be of particular benefi t to aviation security by alerting security 

offi cials regarding individuals who have overstayed their visa, made unusual changes to their itiner-

ary, or present other unique factors that may be indicative of possible elevated security risk. The 

extent to which exit tracking of foreign visitors will assess such factors under US-VISIT, however, 

has not been defi ned.

As previously noted, all international travelers, including travelers on outbound fl ights, are now 

vetted using the APIS program as mandated by EBSVERA (P.L. 107-173). However, while the 

APIS screening of outbound fl ights compares PNR data to watch list records, it does not appear to 

look for other possible risk factors related to the travel status of the individual. While it is unclear 

whether US-VISIT or some other system may look at travel status and other factors in assessing 

passenger risk prior to aircraft boarding, such an approach may be capable of further enhancing 

aviation security.

Moreover, to prescreen noncitizens visiting the United States temporarily under the VWP, DHS 

has recently issued an interim fi nal rule for the Electronic System for Travel Authorization (ESTA) 

that will allow the department to prescreen travelers from VWP countries against consular records 

and terrorist watch lists. A provision in the Implementing Recommendations of the 9/11 Commission 

Act of 2007 (P.L. 110-53) mandated the creation of ESTA as a tool for enhancing the security of the 

VWP. The system is intended to address the inherent risks associated with allowing visa waiver 

eligible passengers to travel to the United States before making any initial determination of eligibil-

ity to enter the country, as is typically done when foreign citizens apply for a visa.

Under ESTA, which became fully operational in January 2009, individuals traveling under the 

VWP are required to complete an electronic version of the CBP I-94W nonimmigrant visitor form 

prior to travel.29 Historically, this form was typically fi lled out on board the aircraft while en route 
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to a U.S. destination and presented to CBP upon arrival at the airport of entry. Under ESTA, VWP-

eligible individuals seeking to travel to the United States, must submit this information using the 

Internet prior to purchasing a ticket, or a perspective traveler may apply through an airline or travel 

agency at the time of making an airline reservation.

The ESTA system compares the information provided by prospective travelers against the TSDB 

and law enforcement databases, using the TECS system, and against an INTERPOL database of 

lost and stolen passports and travel documents to make a determination regarding travel eligibility 

before the passenger boards a U.S.-bound fl ight. Travel eligibility determinations are typically pro-

vided by ESTA almost instantaneously in response to an application and are valid for multiple 

entries for up to two years or until the traveler’s passport expires, but can be revoked at any time. 

The ESTA determination, however, is just a travel eligibility determination, and it does not guaran-

tee admissibility into the United States upon arrival. If an applicant is found to be ineligible to travel 

to the United States by an ESTA determination, they may apply to a U.S. Department of State 

Consular Affairs offi ce to obtain a visa and remedy any misidentifi cation that may have caused 

them to be found ineligible. By statute, however, ESTA determinations are not subject to judicial 

review by the courts.

For the purposes of aviation security, the ESTA process appears to complement the functions of 

APIS. As such, it may provide an additional layer of security to catch inconsistencies that may indi-

cate an elevated risk that might otherwise go undetected. Thus, while ESTA’s primary purpose is to 

strengthen customs and immigration control at international airports and other ports of entry, it 

appears to have an ancillary benefi t of prescreening certain prospective airline travelers even before 

their records would be subjected to an APIS predeparture inquiry. In this role, ESTA appears to 

provide a redundant layer of security in the passenger prescreening process that may prevent indi-

viduals who pose a risk to aviation security from even seeking to purchase an airline ticket for a 

fl ight to the United States. ESTA may also provide an additional targeting capability by providing 

advance indications regarding ticket purchases by individuals whose travel documents or personally 

identifying information may suggest an elevated risk that may warrant additional scrutiny by avia-

tion security offi cials, although there is no indication at this time that ESTA has been linked to 

airline passenger prescreening and risk assessment processes.

PRESCREENING OF AVIATION WORKERS AND GENERAL AVIATION PASSENGERS

While much of the focus on DHS prescreening initiatives to date has centered on airline fl ights, 

including both international and domestic fl ights, other policy initiatives have focused on expanding 

the use of terrorist database checks and prescreening to other facets of aviation. The IRTPA of 

2004 (P.L. 108-458) specifi cally required preemployment terrorist watch list screening for pilots, 

mechanics, and other requiring FAA certifi cation, and of airport workers requiring unescorted 

access to secured areas of commercial passenger airports. In response to this mandate, the use of 

the terrorist watch list checks to screen airport and air cargo workers has already been incorporated 

into the background check procedures for these individuals, which are described more fully in 

Chapter 9 on airport access controls, and in Chapter 11 on air cargo security.

In addition to these applications, there has been additional interest in expanding passenger pre-

screening and watch list check procedures to other operations, such as charter fl ight operations, 

aircraft rentals, and fl ights of large corporate and fractionally-owned general aviation (GA) aircraft. 

P.L. 108-458 also contains provisions requiring the DHS to set up a program allowing aircraft char-

ter and rental companies to submit the names of prospective customers seeking to charter or rent 

aircraft weighing more than 12,500 pounds to the TSA for vetting against the consolidated terrorist 

watch list on a voluntary basis. Additionally, under a TSA proposal for enhancing the security of 

large GA aircraft operations, passengers on all aircraft weighing more than 12,500 pounds—which 

includes most business jets and larger jet aircraft—would be required to be vetted through the con-

solidated terrorist watch list using a prescreening system like Secure Flight.30 In considering such 
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proposals, the feasibility and implementation costs are likely to be weighed against the potential 

security threat posed by general aviation. Such proposals may also be examined with respect to 

whether using prescreening for GA and charter fl ights may provide adequate security in lieu of 

screening passengers for such fl ights, since physical screening of passengers and baggage is an 

option that many familiar with GA operations consider to be impractical and, in many cases, 

unnecessary.

POLICY ISSUES RELATED TO PASSENGER PRESCREENING 
AND TERRORIST WATCH LIST CHECKS

While the various systems discussed above—which are specifi cally designed to exploit intelligence 

information to prescreen airline passengers and others seeking access to the air transportation 

 system against government records of known and suspected terrorists, criminals, and others posing 

a threat to national security—appear to provide great promise and opportunity for enhancing avia-

tion security, there are a number of policy issues related to the implementation of these systems and 

the government-maintained databases that underlie the prescreening process. These issues include

The accuracy and reliability of the underlying intelligence databases and watch lists, most • 

notably TIDE and the TSDB, that form the bridge between the intelligence community and 

passenger prescreening applications

The operational impacts of both false positive matches and potential failures to detect ter-• 

rorist operatives or other individuals posing a potential threat to aviation security prior to 

aircraft boarding

The timeliness and effectiveness of redress and remedy procedures to mitigate the impacts • 

of false positive matches on misidentifi ed airline passengers

ACCURACY AND RELIABILITY OF UNDERLYING TERRORIST DATABASES

The overall effectiveness of passenger prescreening against terrorist watch lists is ultimately depen-

dent on the accuracy and reliability of the underlying watch lists and intelligence information. The 

accuracy and reliability of this data is a refl ection of the extent to which the intelligence community 

is capable of providing comprehensive information regarding all individuals worldwide known to 

pose a threat to aviation and national security, while providing suffi ciently accurate details to mini-

mize misidentifi cations and false positive matches during the passenger prescreening process. Since 

the TIDE database, which is maintained by NCTC, is the principal source of lookout records on 

international terrorists included in the TSDB, a key issue related to the success of passenger pre-

screening measures is whether the intelligence community is appropriately sharing terrorist informa-

tion with the NCTC, and whether this information is being adequately analyzed and integrated into 

TIDE. Another issue is whether the TSC is receiving comprehensive and timely updates to TIDE, 

refl ecting the most current and reliable intelligence information for inclusion in the TSDB. Addressing 

database accuracy remains an ongoing concern directly involving both the TSC and the NCTC.

In essence, at each of these layers in the terrorist information collection, integration, and dis-

semination process, adequate quality assurance (QA) mechanisms are needed to continually assure 

the integrity and accuracy of available intelligence information. The TSA and its Secure Flight 

system, as well as the CBP and APIS and other DHS users and watch list systems, can, in large part, 

be viewed as end users or access portals to these consolidated terrorist databases. While the TSA, 

CBP, and other DHS entities will need to provide their own QA to ensure that they accurately pro-

cess and compare PNR data to these terrorist watch lists, QA of the TSDB will largely be the 

responsibility of the TSC and will require close continued cooperation between the TSC and the 

various DHS components it supports, including the TSA.
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FALSE POSITIVE MATCHES AND POTENTIAL FAILURES TO DETECT TERRORIST THREATS

The accuracy and reliability of underlying intelligence information and terrorist databases con-

structed from that information has a direct bearing on the overall reliability and error rate of pas-

senger prescreening systems. Recall from the discussion in the previous chapter that with any 

detection or screening system, such as Secure Flight or APIS, there are essentially two classes of 

errors that can be made. The fi rst type of error, termed a Type I error or a false positive, occurs 

when a system erroneously signals a match. In the case of Secure Flight, such an error would occur 

when someone with no affi liation to terrorists is fl agged by the system and either subjected to 

additional screening measures or denied aircraft boarding. In other words, a Type I error would 

occur anytime someone is misidentifi ed by the system when the individual, in fact, poses no threat 

to aviation security. The second type of error, termed a Type II error or a false negative, occurs 

when the system fails to detect or identify that which the system has been designed to look for. In 

the case of passenger prescreening systems, such an error would occur if a known or suspected 

terrorist or someone posing a threat to aviation was not identifi ed by the system and boarded a 

fl ight without additional scrutiny.

Broadly speaking, a Type II error could be the result of either a gap in intelligence information, 

or a specifi c problem with the prescreening system or process itself. So, a Type II error may occur 

because the intelligence community had no specifi c knowledge about the threat posed by a specifi c 

individual; knew of the threat, but failed to include the individual in the terrorist database; or the 

prescreening system itself may have failed because of a data coding error, such as a badly mis-

spelled name that failed to generate a watch list match to the PNR data provided by the individual. 

Another potential cause of a Type II error might be a failure of the system to detect fraudulent per-

sonal information presented by an individual posing a threat to aviation. For example, if a terrorist 

were to use a stolen identity to travel on board a passenger aircraft, the failure to authenticate the 

individual’s identity and identify him as a potential threat can also be regarded as a Type II error. 

Since the intelligence gathering, terrorist watch list, and passenger prescreening functions in com-

bination represent a broad-based system of systems, identifying the root cause of possible Type II 

errors for this overarching system would require detailed analysis of the potential failure modes for 

each of the component elements and processes of this broader system.

While Type II errors and their possible root causes are of considerable concern to intelligence 

experts and aviation security offi cials, many policymakers have focused more intently on the 

concerns raised over Type I errors and their potential impacts on the traveling public. During the 

development of CAPPS II, the TSA had issued an estimate that the total number of passengers 

fl agged by the system would be reduced from a rate of about 15% under existing CAPPS protocols 

and use of the “no-fl y” and “automatic selectee” lists to a rate of about 5%.31 Since the large 

majority of passengers fl agged by the system are not linked to terrorist organizations, Type I 

errors would be expected to decrease by a proportional amount—about a 10% reduction, based 

on the estimates provided. Additional reductions in Type I errors may be realized as continued 

improvements are made to intelligence data in the consolidated watch list and if identity authen-

tication protocols are implemented into Secure Flight to better differentiate passengers who may 

have the same name or similar biographical information to an individual on the watch list. 

Improve ments in detecting terrorists and reducing the likelihood of a Type II error, on the other 

hand, could be realized as improvements are made to the quality of intelligence data in the 

consolidated watch list.

However, it is important to note that with imperfect intelligence data and limited capabilities to 

authenticate individual identities, there will always be a tradeoff between committing Type I and 

Type II errors. Recognizing this tradeoff has been a crucial consideration in designing and assessing 

the system architecture for Secure Flight and other passenger prescreening applications. There 

are two key factors of the system’s design and implementation that infl uence this tradeoff between 

Type I and Type II errors.
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The fi rst factor is the sensitivity of the system. In the case of Secure Flight, system sensitivity is 

largely determined by the accuracy and completeness of intelligence information contained in the 

consolidated terrorist watch list. System sensitivity is also dependent on the robustness and com-

pleteness of data in that watch list and in the PNR data that allows the system to differentiate the 

identities of individuals on the watch list from others who may have identical or similar names or 

common biographical information.

The second, somewhat more subtle, factor that affects the propensity for Type I and Type II 

errors is the criteria used by the system for making a decision to indicate a match between a pas-

senger’s data and a watch list entry. In the Secure Flight system, decision criteria are imposed at 

multiple levels. At the fi rst level, there are criteria imposed for including an individual on the under-

lying consolidated terrorist watch list that the system will rely on, the TSDB. Since the TSDB is 

consolidated and used for multiple intelligence and homeland security functions, the criteria for 

including someone on such a list might be quite broad. However, adopting relatively broad criteria 

could result in large number of people being included. This may negatively affect aviation security 

operations in that the misidentifi cation and additional scrutiny of individuals who are not likely to 

pose a threat to the aviation system could tax limited airport security screening resources. That is, 

unacceptably high number of Type I errors or false positives may occur if the criteria for signaling 

a match and denying passenger boarding or requiring secondary screening are set too low. On the 

other hand, adopting overly stringent criteria for prescreening passengers may lead to a Type II error 

or false negative in which a terrorist infi ltrates the aviation system undetected.

In developing Secure Flight, a key question policy issue has centered on how much personal 

information is needed to set criteria for the system in order to provide reasonable assurances that 

Type II errors are minimized without creating unacceptable levels of Type I errors or unnecessarily 

infringing upon the privacy of airline passengers. The policy decision in response to this question is 

largely refl ected in the PNR data fi elds required from the airlines for Secure Flight and APIS, which 

have been made as a result of extensive deliberations and debate involving the U.S. Congress, vari-

ous DHS components, the intelligence community, the Department of State, the EU, and other 

 foreign nations.

From the standpoint of adopting and implementing aviation security policy, the system’s sensitiv-

ity or robustness and the criteria implemented for selecting individuals for additional screening or 

denying boarding can be framed in terms of the costs and benefi ts associated with both Type I and 

Type II errors. In the case of passenger prescreening systems, regardless of the criteria used or the 

robustness of the system, Type I errors are likely to be much more common than Type II errors, 

simply because only a very small percentage of air travelers are likely to be known or suspected 

terrorists. While more than 600 million passenger board commercial airliners each year, the con-

solidated watch list has been reported to contain about 400,000 individual identities, most referring 

to individuals who live and operate outside the United States, and as previously noted, the number 

of unique individuals on the “automatic selectee” and “no-fl y” lists totals less than 16,000, most of 

whom reside overseas. Therefore, particularly with regard to implementing Secure Flight for domes-

tic aviation, Type I errors will be far more likely than Type II errors by several orders or magnitude.

While Type II error may be highly uncommon, the potential costs associated with just one Type 

II error may far outweigh the potential costs of more frequent Type I errors, although this is diffi cult 

to quantify. While the costs of Type I errors—comprised chiefl y of the impact of inconveniencing 

misidentifi ed passengers, the cost of additional security measures to screen or interrogate misidenti-

fi ed passengers, and costs associated with rectifying grievances fi led by misidentifi ed passengers—

should be relatively easy to gauge, the potential costs of Type II errors are extremely diffi cult to 

quantify. This is because the costs of a Type II error—allowing a terrorist board a passenger fl ight 

undetected—is highly dependent on the performance of other layers in the aviation security system.

To elaborate, there would only be a clear cost associated with committing a Type II error during 

the prescreening process if additional failures occurred in the multilayered aviation security system. 

If there is relatively high confi dence that the screening process is capable of detecting and 
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preventing the carriage of threat items that could be used to carry out a hijacking or bombing, and 

in-fl ight security measures—such as air marshals, hardened cockpit doors, and armed pilots—are 

believed to be effective, then the potential cost of failing to detect a terrorist in the prescreening 

process may be offset by these additional layers of security. However, if these additional security 

measures were unable to thwart a terrorist plot and another major catastrophe—like the 9/11 hijack-

ings or the bombing of Pan Am fl ight 103—were to occur, this chain of failures in security, includ-

ing the failure to detect the terrorists during prescreening, could result in multibillion dollar direct 

costs and lasting economic impacts to the aviation industry.

Potential vulnerabilities in additional security layers, such as passenger screening or in-fl ight 

security measures, are likely to heighten concern over the likelihood of potentially disastrous con-

sequences resulting from a Type II error during the prescreening process. While the 9/11 Commission 

gave no specifi c justifi cation for its recommendation to expedite the deployment of the follow-on 

system for CAPPS, heightened concerns over a failure of the entire aviation system, particularly 

with respect to detecting explosives, is a possible motivation for issuing this recommendation.

Ultimately, a key consideration for policymakers in the administration and in Congress has 

 centered on whether the costs of Type I errors—resulting in occasional misidentifi cations and addi-

tional scrutiny of some passengers—are outweighed by the benefi ts of reducing the probability of a 

Type II error—allowing a terrorist to board a passenger aircraft undetected. As one expert sur-

mised, in the current context of heightened aviation security in the aftermath of September 11, 2001, 

“. . . [T]he growth in danger from Type II errors necessitates altering our tolerance for Type I errors. 

More fundamentally, our goal should be to minimize both sorts of errors.”32 Designing Secure Flight 

to maximize the detection of terrorists trying to board a passenger fl ight, while minimizing misiden-

tifi cations of passengers who pose no threat to aviation, is an obvious goal. However, it is important 

to point out that tradeoffs must be made in setting criteria for the system that will maximize the likeli-

hood of detecting terrorists while keeping misidentifi cations and their impact on security resources 

and airline passengers within acceptable levels.

PASSENGER REDRESS PROCEDURES

Type I errors, or false positives, are largely recognized by policymakers and system designers as 

unavoidable and undesirable tradeoffs that go hand-in-hand with efforts to improve aviation secu-

rity through the use of passenger prescreening and the use of terrorist watch lists. Recognizing 

this tradeoff, considerable policy attention has been given to available options for minimizing the 

number of false positives by improving system sensitivity and minimizing the impacts of false 

positives on those passengers who are delayed or denied aircraft boarding or subjected to addi-

tional security screening as a consequence of the passenger prescreening process. These policy 

concerns have led to extensive efforts to create a timely and effective process for addressing 

 passenger complaints and providing remedies to those passengers erroneously targeted by the 

passenger prescreening process.

Passengers who believe that they have been wrongly delayed, denied boarding, or subject to 

additional screening as a result of the “no-fl y” or “automatic selectee” lists, the Secure Flight  system, 

APIS, or any other DHS prescreening system and the processes that they apply to screening pas-

senger data against terrorist watch list information and other government databases may seek redress 

from the DHS. Provisions in the Implementing Recommendations of the 9/11 Commission Act of 

2007 (P.L. 110-53) required the DHS to establish a single Offi ce of Appeals and Redress to establish 

a timely and fair process for individuals who believe they have been delayed or prohibited from 

boarding a commercial aircraft because they were wrongly identifi ed as a threat. The provisions 

further established a requirement to maintain records of those passengers and individuals who have 

been misidentifi ed and have corrected erroneous information.

To handle and resolve the complaints of passengers and meet these statutory requirements, the 

DHS Offi ce of Appeals and Redress established the DHS Traveler Redress Inquiry Program 
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(DHS TRIP) as a mechanism for addressing watch list misidentifi cation issues and other situa-

tions where passengers feel that they have been unfairly or incorrectly delayed or denied aircraft 

boarding or identifi ed for additional security screening at airport screening checkpoints, ports of 

entry, or border checkpoints, or when seeking to access other modes of transportation. The DHS 

TRIP program allows passengers seeking redress, or their lawyers or other representatives, to fi le 

complaints, either by using an Internet online system or by completing and mailing a complaint 

form. After completing the online questionnaire or mailing the complaint form, the DHS will 

request supporting information within 30 days. Filers are given a control number that allows them 

to track the status of their inquiry using the Internet. The DHS will make a fi nal determination 

and respond to the fi ler.

If the DHS investigation in response to a complaint fi nds that the traveler has been delayed due 

to a misidentifi cation, the response will describe the steps taken to resolve this issue. Often, the 

traveler may be required to retain a copy of the DHS response letter and present it during the 

check-in process when traveling on airline fl ights. Under the Secure Flight system, passengers who 

have gone through the redress process may be issued unique redress numbers that they would pro-

vide to the airline at the time of fl ight reservation, ticket purchase, or check-in to assist in identity 

validation and confi rmation of the remedy action taken as a result of the redress process. The PNR 

data submitted to the Secure Flight system include a data fi eld for this redress number, which the 

airlines must forward to the TSA if it is provided by the traveler.

The DHS cautions, however, that the steps taken in accordance with the DHS TRIP process may 

not resolve all future travel-related concerns. For example, the traveler may be selected for addi-

tional screening based on a variety of factors or at random. Presently, individuals may be singled out 

for secondary screening for a variety of reasons, including use of the “automatic selectee” list as 

well as by CAPPS or by random processes (Figure 6.4). The TSA argues that these multiple decision 

criteria for secondary screening, including some amount of random selection, make it more diffi cult 

for terrorists groups to probe airport security measures to fi gure out which cell members are not on 

the “automatic selectee” list. However, the use of CAPPS and random processes may lead some 
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FIGURE 6.4  The various selection criteria utilized for selecting passengers and their carry-on items for 

secondary screening.
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passengers to mistakenly believe that they have been wrongly placed on the “automatic selectee” 

list. In any event, the DHS TRIP provides a process to seek remedy, although it may be more limited 

in its capacity to assist passengers singled out for reasons other than being misidentifi ed as matching 

a terrorist watch list record. Under DHS TRIP, if a passenger disagrees with the resolution decision 

made by the DHS, he or she may take further steps to appeal the decision.

FUTURE DIRECTIONS FOR EXPLOITING INTELLIGENCE 
INFORMATION TO STRENGTHEN AVIATION SECURITY

While passenger prescreening and the use of terrorist watch lists has been at the forefront of U.S. 

aviation security policy and strategy following the 9/11 attacks, advances in data mining and data 

fusion technologies and capabilities may steer future policy and operational decisions toward the 

development of more advanced capabilities for analyzing and exploiting a broader array of intelli-

gence and security data. In response to the global war on terrorism along with technology advances 

in the ability to collect, store, and analyze all sorts of security and intelligence data, there has been 

an increasing need to sift through and analyze vast amounts of such data in effi cient and effective 

ways. In response to this need, intelligence and security systems solutions have been focusing on 

data mining capabilities to parse through data and identify otherwise hidden anomalies and trends, 

as well as unique data fusion capabilities to synthesize security and intelligence data into meaning-

ful units of analysis that can be assessed in decision-making processes to evaluate security risk and 

apply appropriate security responses to individuals or events determined to pose an elevated secu-

rity risk. Such capabilities can aid in identifying new and emerging threats and quickly adapting 

aviation security measures to respond to these threats.

USING INTELLIGENCE INFORMATION TO IDENTIFY 
TERRORIST NETWORKS

Advances in data storage and data analysis capabilities coupled with advanced computer-based 

techniques for culling through vast databases make possible the identifi cation of anomalies and 

trends in travel and fi nancial data that can point to criminal or terrorist activity. The use of computer 

data mining capabilities coupled with the use of sophisticated social network analysis and the appli-

cation of network theory can allow intelligence analysts to identify connections that can potentially 

link individuals involved in terrorism or other criminal activity that may be trying to hide their 

affi liation or relationship with other persons of interest.

For example, following the 9/11 terrorist attacks, researchers have used social network analysis 

to identify the specifi c relationships between the hijackers and the manner through which they com-

municated and plotted the attacks.33 Social network analysis examines group structures by defi ning 

relationships or ties between various individuals, who are referred to as nodes. The closeness among 

individuals, as well as the role of the individual within a group, can be revealed by determining how 

many intermediary nodes or steps lie along known communication links, establishing what is com-

monly referred to as the degrees of separation between individuals.

Starting with information on two of the 9/11 hijackers, Nawaf al Hazmi and Khalid al Midhar, 

links between all 19 of the 9/11 hijackers were established based on information made public after 

the attacks. These two particular hijackers are of specifi c interest in examining the 9/11 hijackings 

and how the use of social network theory and analysis may have been capable of unveiling the plot 

before it was carried out because both al Hazmi and al Midhar had come to the attention of the CIA 

at least one and one-half years prior to the attacks because of their ties to Walid bin Attash (a.k.a. 

Khallad), the suspected mastermind of the October 2000 USS Cole attack in Aden, Yemen. Attash 

was already under surveillance by intelligence operatives well before this attack, and he, along with 

these two hijackers, were observed together by intelligence sources at a suspected meeting of al 

Qaeda operatives in Kuala Lumpur, Malaysia in January 2000.34
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Network analysis, performed after the 9/11 attacks, revealed that all 19 of the 9/11 hijackers as 

well as convicted terrorist Zacarias Moussaoui were within two steps or two degrees of freedom 

from these two individuals. In other words, any one of them communicated to another through, at 

most, just one intermediary, and many were in some form of direct communication with each other. 

Further analysis of the specifi c links between the hijackers and their associates gave some indica-

tion that Mohamed Atta had a leadership role in the network. Following the attacks, additional 

information on Atta led to the conclusion that he was, in fact, the overall leader of the group.

Doing this type of analysis in a post hoc, or after the fact, manner is much more tractable because 

the facts and circumstances of a terrorist attack will undoubtedly uncloak many of the previously 

unidentifi ed connections between terrorist operatives. In terms of using intelligence data to unveil 

terrorist networks before terrorist groups attack, the task is far more daunting. This is because each 

and every person is connected to tens of thousands of people by two steps or degrees of separation. 

Social networks grow exponentially as they move away from the original focus, and so individuals 

can be linked to hundreds of thousands of people by only three degrees of separation. This means 

that two criminal or terrorist operatives masking their relationship to each other could blend into a 

sample of hundreds of thousands of people simply by using two intermediaries to relay all of their 

communications and fi nancing through. Studies have shown that, at least among Internet savvy 

users of online social networking and instant messaging systems, there are only about six or seven 

degrees of separation between all system users.35 Therefore, without any a priori knowledge of 

existing ties between individuals, intelligence analysts would need to cull through vast amounts of 

data to identify trends that may establish such a link.

Nevertheless, improving technologies to cull and analyze vast amounts of intelligence and 

security sensor data provide new opportunities to identify and thwart terrorists in their tracks 

and respond to new and emerging threats. Some researchers, however, have suggested that new 

approaches to data fusion and data logic may be needed to best exploit this vast array of informa-

tion, including the considerable amount of security information available through airport secu-

rity monitors and sensors and other surveillance and intelligence gathering capabilities present 

in the aviation domain.

DATA FUSION IN THE AVIATION ENVIRONMENT

In the context of the global war on terrorism, considerable public policy attention has been given to 

improving capabilities to synthesize surveillance and intelligence data in a process called data fusion. 

Data fusion refers to the combining or integration of data from multiple sources, including screening 

technologies and sensors, to derive a more complete analysis of a potential threat. Information fusion, 

however, occurs at a higher level of data aggregation and analysis. It involves the synthesis of intel-

ligence gathering from a broad array of information sources including state, local, and federal law 

enforcement and counterterrorism units, the intelligence community, and homeland security compo-

nents including CBP and ICE Offi cers, FAMS, and TSA TSOs, including those specifi cally training 

as Behavioral Detection Offi cers (BDOs).

With regard to conducting surveillance of potential threats and collecting intelligence informa-

tion on the movements of known and suspected terrorists, the airport environment may play an 

important role. This is because major airports are considered potential terrorist targets and are also 

a nexus for travel, particularly international travel. Therefore, surveillance activities at airports, 

combined with watch list checks of travelers and workers, may provide important inputs into the 

data stream of intelligence information gathering. Also, because of the specifi c interest in detecting 

and preventing terrorists from entering into the United States, CBP and ICE operations at interna-

tional airports, along with State Department checks of foreign citizens requesting entry into the 

United States, are major components of both collecting and using intelligence information to detect 

and track terrorist travel and travel activity of other individuals of interest. Since most international 

travel from Europe, Asia, Africa, and the Middle East relies on commercial passenger airlines, the 

tracking of international airline passengers is a vital component of intelligence and homeland 
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 security efforts to track international terrorist travel and prevent known or suspected terrorists from 

entering into the United States.

In addition to the tracking of travelers, integration and fusion of data from the myriad of cameras, 

sensors, access control systems and other surveillance technologies in the airport environment may 

provide valuable information regarding potential threats as well as latent vulnerabilities that may 

otherwise go undetected. Therefore, the fusion or synthesis of intelligence information from these 

various aviation-related sources, as well as information about suspected terrorist operatives from 

other diverse sources, is a key function of intelligence and counterterrorism activities in the age of 

global terrorism. Airport surveillance activities carried out by airport security, state and local law 

enforcement presence at airports, and by federal agencies including the TSA, ICE, and CBP, may 

provide important intelligence data for monitoring and tracking terrorists, criminals, and others 

who may seek to attack or exploit the air transportation system.

As airports incorporate new screening and surveillance technologies, there will likely be a grow-

ing need and a growing desire to integrate data from these various sources in order to provide a 

more complete security picture and create opportunities to identify potential threats that may other-

wise go unnoticed. Similarly, as new techniques for behavioral observation and encoding intelli-

gence information emerge, new needs and opportunities for information fusion are anticipated to 

better collect and analyze information provided from a wide range of law enforcement, intelligence, 

and security sources potentially allowing for a more complete picture of threats and vulnerabilities. 

Therefore, homeland security experts, including those inside the DHS and the TSA, have identifi ed 

a growing need for both data and information fusion to meet future aviation security challenges.

In 2007, the TSA sponsored a study by the NRC of the National Academies to examine the needs 

and opportunities for using data fusion techniques to improve airport and aviation security. While 

the focus of the study was on data fusion in the airport security environment, the observations and 

fi ndings of the study appear to have broader applicability to a wide array of homeland security data 

and counterterrorism intelligence information fusion. To carry out this study, the NRC formed the 

Committee on Assessment of Security Technologies for Transportation, which examined the issue 

and made several recommendations to the TSA.36 As a result of the study, the Committee recom-

mended the TSA accomplish the following:

Perform a formal analysis to select a data fusion approach to address the goals of increasing • 

threat detection rates, increasing system throughput, and/or reducing false alarm rates

Establish a set of system-level fusion requirements for checked baggage screening, security • 

checkpoint, and airport access control systems, complete a systems engineering analysis 

incorporating data fusion into these components of airport security, test and validate these 

data-fused systems against projected threats, building in assumptions regarding future 

 system confi gurations and unique facility characteristics, and update system requirements 

and capabilities to refl ect any future advances in technology and data fusion capabilities

Establish partnerships or contracts with leading integrators and manufacturers to develop • 

strategies and standards for integrating airport security components, checkpoint screen-

ing technologies, checked baggage screening systems, and airport access control systems 

and procedures

Develop formal mechanisms or processes for entering and coding human observational • 

data with security system data

Implement selected data fusion systems through a series of phased-in deployments using • 

an operational testbed and/or selected test airports, relying on these initial trials to enhance 

data fusion systems rolled out on a larger scale in later implementations37

DATA LOGIC AND CURRENT DATA FUSION PRACTICES

In making these recommendations, the Committee drew a distinction between decision data fusion 

and parametric data fusion. In decision data fusion, binary decisions of security system components 
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may be aggregated together using AND logic, meaning that multiple system components must signal 

a threat in order for the entire system to signal a threat. Alternatively, signals from various system 

components may be considered separately using OR logic, meaning that if any one component or 

another signals a threat, then the entire system would code the event as a threat. In complex security 

systems, decision data fusion networks might have various combinations of AND and OR logic.

A common example of data fusion in the aviation security environment is the checkpoint screen-

ing process with secondary screening (see Figure 6.4). This screening process typically involves an 

AND logic structure in which an alarm during initial screening is resolved or verifi ed through sec-

ondary screening, and the system will only indicate that a validated threat exists if both the primary 

screening process and the secondary screening process signal that a threat is present. Certain indi-

viduals are automatically selected for secondary screening based on name-based or behavior-based 

risk assessments, but the system is largely designed to indicate a validated threat only if these indi-

cators are confi rmed by a threat detection during secondary screening. Such a system is designed to 

reduce the false alarm rate. However, in this example, as in many cases using AND logic, this reduc-

tion in false alarm rate can come at the expense of an increase in missed detections. This is particu-

larly true if the primary screening techniques or initial security components for assessing risk are 

less sensitive than secondary systems, which is often the case.

Alternatively, an OR logic structure can be implemented in certain cases. For example, one com-

ponent of security screening for cargo to be conveyed on passenger aircraft is the KSD. If a cargo 

item is found to have come from someone other than a known shipper that has been vetted through 

TSA-established protocols, then it cannot be placed on passenger aircraft. Documents inspection is 

another component or layer of the cargo security system, and items may be prevented from being 

placed on a passenger aircraft if a spot inspection of the cargo manifest reveals inconsistencies or 

errors, even if the goods came from known shipper. In such an instance, the security system relies 

on OR logic because either the KSD or the documents inspection process can signal an alert that 

would prevent the item from being placed on a passenger aircraft.

The OR logic has the advantage of reducing missed detections because all components of the 

system look at and make a binary decision regarding whether a threat is present or not. While OR 

logic may increase the number of false positives in many cases, this is highly dependent on the 

sensitivity and criteria of the individual system components involved in threat assessments. 

Nonetheless, the more tests used to assess whether a threat is present increases the likelihood that 

one of these tests may yield a false positive. In addition to potentially increasing false positives, the 

main disadvantage of using OR logic is that it will typically increase system resource requirements 

and decrease throughput rates, because it is designed to have multiple components of the security 

system look at everything, or at least look at a sizable portion of all individuals or items passing 

through security based on random or targeted selection processes. The NRC Committee found that 

most currently deployed TSA security systems rely on decision data fusion networks using either 

AND logic or OR logic or some combination of these logic structures.

PARAMETRIC DATA FUSION NETWORKS

Since AND logic decision data fusion networks may suffer from increased missed detections, and 

OR logic decision data networks can be resource intensive and time consuming, the Committee 

recommended that the TSA should instead look more toward designing parametric data fusion net-

works to incorporate into various security systems of the future. In a typical parametric data fusion 

network, system components do not simply register binary (threat or no threat) decisions, but pro-

vide likelihood estimates that an individual or item is a threat. These likelihood estimates, pooled 

from various security system components or sensors, can be combined to create some mathematical 

risk score (presumably using parametric equations to combine the various likelihood estimates).

For example, one might examine how the use of current behavioral indicators programmed into 

the CAPPS process might be combined with risk scoring of observations made by BDOs evaluating 
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an individual as they proceed through a checkpoint. The CAPPS system could code the risk posed by 

an individual, based on ticket purchasing methods and other indicators contained in their PNR, on a 

scale indicating threat likelihood. Similarly, BDOs could use various scoring methods to rate or code 

threat probability based on observable behavioral markers displayed at the checkpoint. Using para-

metric data fusion, the CAPPS risk score could be combined with the BDO threat likelihood estimate 

to establish a combined risk score for an individual. This aggregated risk score could be used as the 

basis for additional screening or further observation to establish the intent of the individual.

While the NRC Committee noted that parametric data fusion can often offer advantages for 

increasing threat detections and reducing false alarms compared to decision data networks, this 

may not always be the case. The Committee therefore recommended that the TSA conduct formal 

analyses to select a most suitable sensor data or intelligence information fusion approach for each 

given application, considering the impacts of available data and information fusion options on 

detection rates, false alarm rates, system resource requirements, and system throughput.

ONGOING INITIATIVES FOR IMPROVING DATA FUSION PRACTICES

In future aviation security systems it is likely that we will see various combinations of decision 

data and parametric data fusion, using more complex network structures to more thoroughly evalu-

ate threats. It is also likely that these fusion networks will be designed to look at threats not only 

at the level of the individual or the single item level of analysis, but also at more aggregated levels 

of analysis. In other words, threat assessments may be made on various scales building from the 

individual level of analysis, looking at very specifi c elements, such as individual passengers or 

cargo shipments, to highly aggregated security threat assessments of the entire aviation system on 

a national or global scale.

Several ongoing research projects provide opportunities for integrating these various data fusion 

techniques to optimize the performance of future aviation security systems. Projects include com-

mand, control, communications, computation, and intelligence (C4I) testbeds for networking air-

port security sensors; the design of fusion systems for on-airport vehicle tracking, combining 

elements such as global positioning system (GPS) tracking and surface surveillance radar; inte-

grated motion-detection and camera sensor platforms for monitoring air cargo operations areas; 

integrated tracking systems for smart container and baggage using radio-frequency identifi cation 

(RFID) tracking and GPS vehicle tracking; screening checkpoint command and control including 

airport-wide RFID tracking of carry-on items carried by selectees considered to pose an elevated 

security risk; and airport access control systems using biometric identifi ers and access control track-

ing using legacy access control systems such as magnetic card swipe and numeric key code locks.

The NRC Committee cited additional opportunities for data fusion in aviation security systems 

including passenger prescreening; baggage tracking and baggage screening; identifi cation of explo-

sives and hazardous materials; RFID tracking of baggage and cargo; integrated checkpoint screen-

ing; classifi cation of threat objects enabling dynamic threat assessment and alerting capabilities; 

visualization methods to understand patterns in fused data to enable enhanced situational awareness 

and assessment; and integrated access control systems using biometrics.

These various initiatives and opportunities center on data fusion at relatively low levels of analysis, 

for example, at a single screening checkpoint. Further fusion and integration of security system data at 

more aggregate levels of synthesis may also provide options for analyzing security status at higher levels 

of analysis, for example, providing a total picture of security status at a large airport, or airspace secu-

rity situational awareness at a regional level, like the National Capital Region around Washington, DC, 

or across the entire U.S. airspace system, which can be monitored at locations like the TSA’s TSOC.

So far, this discussion has focused on alternative approaches that appear most readily applicable 

to sensor data fusion. Sensor data fusion refers to the aggregation of data collected from vari-

ous sensor technologies such as imaging systems for detecting explosives in baggage and cargo, 

 biometrics and access control systems for tracking the authentication and movement of individuals 

AU7029_C006.indd   189AU7029_C006.indd   189 8/12/2009   8:02:22 AM8/12/2009   8:02:22 AM



190 Airport and Aviation Security: U.S. Policy and Strategy in the Age of Global Terrorism

in the aviation system, identity systems for authenticating and vetting individuals seeking access 

to areas of the aviation system, and monitoring sensors for detecting motion and tracking goods, 

vehicles, aircraft, and individuals as they move through the transportation system. There are also 

considerable amounts of intelligence and counterterrorism data collected from various law enforce-

ment and intelligence sources, mostly related to the security risk of individuals and organizations, 

which may also benefi t from the various alternative approaches to data fusion and synthesis dis-

cussed above. By incorporating various data and information fusion strategies and approaches to 

the process of analyzing both security sensor data and intelligence data, aviation security opera-

tions may be able to benefi t from a clearer picture and a better understanding of the security risk 

posed by individuals and items present in the aviation security system. In the future, policymakers 

and aviation security strategists are likely to consider various approaches to data and information 

fusion and analysis strategies to best exploit intelligence information to strengthen aviation secu-

rity. While terrorist watch lists are likely to remain an integral part of the U.S. strategy for aviation 

security, future policy directions are likely to seek broader solutions to more fully exploit security 

and intelligence data to guide tactical and strategic decisions for adapting aviation security 

resources and techniques to respond to shifting terrorist threats.
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7 Passenger and Baggage 
Screening

The passenger and baggage screening functions of the TSA account for about two-thirds of all 

 federal spending on aviation security. At present, about three-quarters of this amount goes toward the 

salaries, benefi ts, and training of screening personnel, while the remaining one-quarter is devoted to 

the acquisition, installation, and upkeep of screening equipment. New initiatives to expand the 

role of TSA personnel beyond traditional physical screening of passengers and their belongings, 

as well as initiatives to improve screening effi ciency and effectiveness through the deployment of 

new technologies, will likely require considerable investment and resources. However, policymakers 

and aviation security planners are still working on a comprehensive plan for evolving airline passen-

ger and baggage screening functions to incorporate new technologies, capabilities, and procedures to 

more effectively and effi ciently detect explosives, weapons, and other threat objects as well as indi-

viduals who may pose a threat to aviation security.

Over the next several years, the TSA will likely face continuing challenges to address projected 

growth in passenger airline travel while maintaining and improving upon the effi ciency and effec-

tiveness of passenger and baggage screening operations. Addressing these challenges raises a 

number of signifi cant policy issues related to allocating resources and funding passenger and bag-

gage screening initiatives, adequately addressing human performance issues in the design of future 

passenger and baggage screening systems, and developing effective strategies for deploying next 

generation screening technologies.

POLICY CONSIDERATIONS FOR AVIATION SECURITY SCREENING

The TSA faces a number of ongoing challenges to maintain and improve upon the effectiveness and 

effi ciency of passenger and baggage screening functions. These challenges include

Addressing projected airline passenger traffi c growth and its anticipated impacts on screen-• 

ing operations

Optimizing screening effi ciency and throughput and minimizing passenger wait times.• 

Identifying and addressing potential airport space constraints for screening checkpoints • 

and checkpoint equipment

Improving the capability to detect explosives at passenger checkpoints as recommended by • 

the 9/11 Commission and called for in legislation

Integrating in-line EDSs to optimize baggage throughput and reduce workplace injuries• 

Developing strategic plans for addressing identifi ed technology and human factors needs • 

related to passenger and baggage screening

Defi ning funding requirements to implement these strategic plans• 

Key policy considerations regarding the strategies and approaches for addressing these ongoing 

challenges are discussed below.
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AIRLINE PASSENGER TRAFFIC GROWTH

Currently, across the United States and its territories, passenger screening is conducted at about 450 

airports. In total, there are more than 750 screening checkpoints and slightly more than 2000 screen-

ing lanes at these airports.1 The FAA projects that domestic passenger traffi c will increase at an 

average annual rate of about 2.8% and international passenger traffi c will increase at a rate of 

approximately 5% per year through 2020.2 Based on these projections, passenger volume at screen-

ing checkpoints is expected to increase by more than 25% over the next eight years, although an 

economic slowdown could moderate the pace of this growth to some degree. In 2006, the TSA 

reported that it had screened over 700 million passengers and other individuals accessing the secured 

areas of airports in the United States. If airline passenger traffi c grows as predicted, then the TSA 

will likely be screening over one billion people annually by 2019, or perhaps sooner if initiatives to 

conduct random and targeted screening of airport employees, currently being conducted under pilot 

programs at selected airports, are expanded across the entire aviation system. Signifi cant resources 

will likely be needed to address future screening needs to accommodate this growth without  causing 

an operational impact on screening effi ciency and effectiveness.

SCREENING EFFICIENCY AND PASSENGER WAIT TIMES

With respect to screening effi ciency, the TSA has set an objective of keeping average passenger 

wait times to 10 minutes or less ever since its inception in 2002. While the average wait times 

aggregated across the entire aviation system have generally met this objective, wait times at larger 

airports, particularly at the 50 busiest airports, often exceed 10 minutes.3 Passengers frequently 

experience long waits in screening checkpoint queues, particularly during peak periods at the 

nation’s busiest airports.

At many larger airports, space constraints and other design considerations have limited the TSA’s 

ability to add additional screening lanes and reconfi gure checkpoints to better optimize the fl ow of 

passengers. This has resulted in lengthy wait times during peak periods, sometimes exceeding 40 

minutes, at many of the nation’s largest airports. Wait times are not just a problem at large airports 

as smaller regional airports may also face challenges with large seasonal fl uctuations in passenger 

volume coupled with screening lane and workforce limitations that limit the ability to respond to 

spikes in passenger traffi c. Therefore, in addition to accommodating projected future growth in pas-

senger volumes, the TSA faces ongoing challenges at various airports to improve upon the overall 

effi ciency of passenger screening operations and meet stated wait time objectives without sacrifi c-

ing performance.

SPACE CONSTRAINTS AT AIRPORTS

Space constraints at airport terminals are likely to become an increasing concern for the TSA as it 

seeks to increase the number of screening lanes to meet anticipated growth in the volume of airline 

passengers. These constraints are also likely to become an increasingly important issue as the TSA 

moves forward with initiatives to reconfi gure checkpoints over the next several years to accommo-

date new screening technologies. The TSA is also seeking to expand the footprint of the screening 

checkpoint queue and screening lanes to provide a more relaxed atmosphere for travelers and to 

provide BDOs with additional space to mingle and interact with passengers in an effort to improve 

the detection of suspicious behavior and possible hostile intent. These factors may combine to result 

in a considerably larger footprint for screening checkpoints compared to current confi gurations, 

particularly at older airports constructed when passenger volume was considerably less and the 

footprint of screening checkpoints was quite small.

Optimizing the layout of screening checkpoints at these airports may require a considerable 

investment in redesigning and expanding airport facilities to accommodate proposed future changes 
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to screening checkpoints. Particular challenges may be encountered at smaller regional airports that 

have limited capability to expand, as well as at large airports with older terminals that were not 

initially designed with these new security challenges in mind.

IMPROVING EXPLOSIVES DETECTION AT PASSENGER CHECKPOINTS

The 9/11 Commission recommended that the TSA give priority attention to implementing techno-

logy and procedures for screening passengers for explosives. Provisions to improve checkpoint 

 technologies to detect explosives were included in the IRTPA of 2004 (P.L. 108-458). In response, 

the TSA initially pilot tested walk-through trace detection portals, known as explosives trace portals 

(ETPs), and implemented procedures for conducting pat-down searches of passengers for explo-

sives. Full deployment of the walk-through trace detection portals, or puffer machines, for use in 

secondary screening of selected passengers had been part of the TSA’s strategy for screening pas-

sengers for explosives. However, this initiative was put on hold due to maintenance issues with 

deployed systems. The TSA has since been working to identify strategies and technologies that 

more completely address the explosives threat posed by passengers and carry-on items.

Provisions in the Implementing Recommendations of the 9/11 Commission Act of 2007 (P.L. 

110-53) required the TSA to fi nalize within 30 days the strategic plan for checkpoint explosives 

detection required by the IRTPA of 2004, and to fully implement the plan within one year of enact-

ment. The Act also contains provisions eliminating the cap previously imposed by legislation on the 

system-wide number of TSA screeners and requiring specialized training for screeners on security 

skills, such as behavioral observation and analysis, explosives detection, and document examina-

tion. The Act directed the TSA to hire suffi cient personnel to ensure adequate aviation security and 

reduce average security-related delays to less than 10 minutes. The Act also created a separate 

“Checkpoint Security Screening Fund,” specifying that $250 million in security fees collected 

during FY2008 be deposited into this fund to be used for research, development, deployment, and 

installation of equipment to improve the detection of explosives at passenger checkpoints. The Act 

also directed the TSA to carry out a pilot study to examine technologies to improve the security at 

access control doors and exit lanes for secured areas of airports.

In addition to keeping up with increased volumes of people passing through airport screening 

checkpoints and improving upon screening effi ciency, the TSA continues to face considerable chal-

lenges in addressing 9/11 Commission’s recommendations and subsequent legislative mandates to 

improve the detection of explosives on passengers and in carry-on items. There are lingering con-

cerns that, without a signifi cant investment to improve the detection of concealed explosives and 

nonmetallic weapons at passenger checkpoints, considerable vulnerabilities will persist. The TSA 

is pursuing a wide variety of technologies to address the challenge of detecting explosives at pas-

senger screening checkpoints. These technologies include walk-through ETD portals, WBI systems, 

bottle liquid scanners, cast and prosthesis scanners, shoe scanners, advanced technology (AT) x-ray 

systems, and EDSs tailored for carry-on screening applications. These various technologies will 

complement, and in some cases may replace, existing checkpoint tools such as magnetometers, hand 

wands, and ETD equipment.

Under the TSA’s current budget plans, in the near term, deployment of this technology will be 

concentrated at the nation’s largest airports and will often be limited to use on those passengers 

selected for secondary screening or to resolve alarms set off during primary screening. Full-scale 

deployment of technologies to screen all passengers and carry-on items for explosives and other 

concealed threats will involve a considerably larger investment over the long term. While these 

various technologies have reached a level of maturity where they can be operationally deployed, 

achieving an end state in which all passengers are screened unobtrusively to detect a broad range of 

threat objects raises a number of policy issues related to the privacy of passengers as well as the 

long-term investment strategy for implementing future checkpoint concepts.
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IN-LINE EDS INTEGRATION

In addition to the challenges that the TSA faces to improve on the effi ciency and effectiveness of 

passenger and carry-on screening, considerable challenges remain regarding checked baggage 

screening operations. First, airports and the TSA have been engaged in ongoing efforts to integrate 

EDS equipment with baggage conveyor systems to optimize in-line screening solutions. However, 

at current funding levels, the GAO has estimated that these ongoing efforts will not be completed 

system-wide until 2024 if future funding remains consistent with historic funding levels for these 

activities.4 In recognition of this continuing funding need, the Implementing Recommendations of 

the 9/11 Commission Act (P.L. 110-53), includes a long-term, 20-year reauthorization of funding for 

in-line baggage system installation and integration, extending authority for the ASCF and other 

funding mechanisms for in-line EDS integration through 2028. The Act also directed the TSA to 

take further steps to prioritize airport EDS integration projects.

Also, the TSA is currently facing mounting sustainment and repair costs for the large number of 

EDS systems that were deployed in 2002 and 2003 to meet the December 31, 2003, deadline for 

screening 100% of checked baggage using explosives detection equipment. The TSA is also begin-

ning to deploy next generation EDS equipment that yield fewer false positives and have signifi cantly 

improved throughput capabilities. Full deployment of these systems, along with in-line EDS inte-

gration, will likely result in a signifi cant improvement to baggage screening effi ciency. However, 

considerable investment over the next several years will likely be needed if policymakers want to 

accelerate ongoing efforts for deploying more effi cient baggage screening equipment and integrat-

ing this equipment with airport baggage handling systems.

STRATEGIC PLANNING FOR ADDRESSING TECHNOLOGY AND HUMAN FACTORS NEEDS

The challenges to improving screening capabilities are refl ected in the 9/11 Commission’s recom-

mendations to improve the detection of explosives on passengers, address human factors consider-

ations related to screener performance, and expedite the installation of in-line baggage screening 

equipment.5 Four years after these recommendations were issued, the GAO reported that only lim-

ited progress had been made in fi elding explosives detection technologies at passenger checkpoints, 

and the TSA did not have a strategic plan for the acquisition and deployment of screening techno-

logies.6 Moreover, covert testing at passenger checkpoints continues to provide evidence that, despite 

the considerable federal spending on airline passenger screening since the 9/11 terrorist attacks, the 

system remains vulnerable, particularly to the threat posed by adversaries attempting to sneak IEDs, 

or the components to assemble such devices, through security checkpoints and on board passenger 

airliners. These vulnerabilities refl ect the lack of adequate technologies deployed at checkpoints 

capable of detecting explosives materials, as well as limitations in screener performance that is 

infl uenced by a variety of human performance factors.

PROJECTED COSTS AND FUNDING ISSUES

Deploying new checkpoint technologies will likely cost more than $500,000 per screening lane, 

based on average unit costs for candidate technologies. This cost only considers the direct costs for 

screening lane technology acquisition and installation and does not include additional costs associ-

ated with expanding or reconfi guring airport terminals to accommodate new checkpoint designs. 

Given that there are more than 2000 screening lanes in operation throughout the United States, the 

total cost to upgrade screening checkpoints is likely to exceed one billion dollars in equipment costs 

alone. Additionally, the cost to operate and maintain this screening equipment is likely to be in the 

tens of thousands of dollars each year per checkpoint. Based on these rough estimates, it appears 

that current funding levels of about $250 million per year for checkpoint technology equipment and 

maintenance will not support a full-scale, near-term deployment of emerging passenger checkpoint 
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technologies. Policymakers may consider various funding options to expand or accelerate the 

deployment of these checkpoint technologies. If these options are not pursued, it will likely take 

several years to fully deploy these new technologies and reconfi gure passenger screening check-

points at the nation’s passenger airports.

At present, the TSA has adopted a strategy of focusing its efforts to deploy new checkpoint 

screening technologies on larger airports. However, since the aviation screening system in the 

United States operates using a single gateway concept, meaning that passengers are only screened 

once at their originating airport, focusing investments solely on larger airports could result in per-

sisting vulnerabilities at smaller regional airports. These vulnerabilities may further persist without 

a strategy and commitment to future funding for system-wide deployment of AT systems for detect-

ing explosives and nonmetallic threat items at checkpoints.

The TSA also faces unique funding challenges related to checked baggage screening. EDSs are 

the backbone of the TSA’s baggage screening function at larger airports, but these machines are 

extremely costly to purchase, install, and maintain. The wave of EDS machines deployed in the 2002 

and 2003 time frame to meet the mandate of 100% screening of checked baggage have been in ser-

vice for more than fi ve years now, requiring additional maintenance and service-life extension costs. 

Additionally, the TSA is refi ning its strategy for investment in newer EDS equipment to replace these 

older, slower systems. Newer systems can increase baggage throughput by up to 300%.7 However, 

these systems are costly. Standard EDS machines cost between $900,000 and $1,300,000 each.

In addition to the cost of acquiring and maintaining EDS machines, redesigning airport bag-

gage handling systems to integrate EDS in line with baggage conveyors is extremely costly. The 

GAO estimates that making the needed changes to integrate EDS equipment at all airports in the 

United States where EDS equipment is deployed will not be completed until 2024 if future funding 

remains consistent with historic funding levels for these activities.8 While Congress took the 

unusual step of including a 20-year reauthorization of funding for in-line EDS integration through 

2028 and directed the TSA to take further steps to prioritize airport EDS integration projects as 

part of the Implementing Recommendations of the 9/11 Commission Act of 2007 (P.L. 110-53), 

without additional funding the task of optimizing baggage screening throughout the aviation sys-

tem in the United States will not be completed for many years. In 2009, additional funding for 

passenger and baggage screening was provided in the American Recovery and Reinvestment Act 

of 2009 (P.L. 111-16). The bill specifi ed an additional $1 billion for aviation security screening, of 

which the TSA has designated $700 million for optimizing baggage screening and the other $300 

million for acquiring checkpoint explosives screening technologies.

CHECKPOINT SCREENING HUMAN PERFORMANCE

The aviation security system is a human system that relies extensively on human perception, perfor-

mance, decision making, and judgment. This is particularly true with regard to checkpoint screen-

ing functions that rely extensively on human operators and screeners to detect and resolve potential 

threat items. An underlying challenge related to proposed checkpoint expansion and enhancements 

is addressing ongoing human performance concerns to improve upon the detection of dangerous 

items at checkpoints and incorporate human factors considerations in the design and operator train-

ing for next generation checkpoint technologies and procedures.

Screener performance continues to be a concern as covert testing results have repeatedly demon-

strated existing weaknesses in screening procedures and capabilities that could potentially be exploited 

to attack the aviation system. These weaknesses may refl ect a combination of policies, procedures, 

technology capabilities, and screener human performance, although screener human performance has 

been emphasized as a particular concern that can be affected by various factors. A wide range of human 

factors considerations pertaining to screening procedures, training, fatigue and alertness, human per-

ception and detection capabilities, and judgment and decision making can have a signifi cant effect on 

the overall effectiveness of passenger checkpoint screening as well as baggage screening operations.
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Passenger checkpoint screening at the nation’s airports is carried out by about 30,000 screeners 

who make up about 60–65% of the total TSA screener workforce. The screening workforce has long 

been regarded as a highly fallible and vulnerable element of the aviation screening system. This 

should not be construed as a refl ection on the dedication and commitment of individual screeners to 

performing this critical job function. Rather it refl ects a combination of the complex challenges 

faced by screeners, limitations in human perception and performance, resourceful adversaries who 

may employ artful concealment methods, and competing job pressures to accurately detect threat 

objects while maintaining an effi cient fl ow of passengers through security checkpoints. Adversaries 

seeking to carry out hijackings or bombings by carrying explosive devices, bomb-making compo-

nents, or handheld weapons through screening checkpoints may attempt to exploit various limitations 

on human perception and performance that may compromise security. A variety of factors may 

contribute to these human performance limitations, including inadequate training, lack of motiva-

tion and job satisfaction, fatigue, and workplace conditions, as well as general human perception 

and performance limitations.

POTENTIAL IMPACTS OF RESPECTING PRIVACY 
ON SCREENING PERFORMANCE

Balancing individuals’ rights and expectations of privacy with screening effectiveness is a particu-

lar human performance challenge. Criminals and terrorists have been known to conceal items in 

private areas of the body, especially in the small of the back above the buttocks and high on the 

thigh. Screeners need to carefully inspect these areas during pat downs to adequately check for 

dangerous items. Also, women’s underwire bras can set off magnetometers, and bras have been 

used to conceal dangerous items. One of the most intrusive and most controversial aspects of 

 secondary screening is the use of pat-down inspections to check selected passengers or to resolve 

magnetometer alarms. Specifi c complaints over pat-down techniques have centered on allegations 

of inappropriate touching and unprofessional or rude conduct by screeners. More general  complaints 

have focused on privacy concerns and perceptions that the pat-down procedures were intrusive and 

humiliating.9

A Department of Homeland Security, Offi ce of Inspector General (DHS OIG) investigation and 

audit of pat-down screening procedures found that the TSA adequately advised passengers of their 

rights under the pat-down procedures and appropriately accommodated those rights.10 The DHS 

OIG also found that TSA screeners were adequately trained in pat-down inspection procedures and, 

based on TSA records, additional screening procedures were performed on proportionate numbers 

of male and female passengers. Finally, the DHS OIG found that the TSA had implemented proce-

dures to investigate and resolve passenger complaints regarding the screening process. Specifi cally, 

the TSA maintains a screening Performance Management Information System (PMIS) where 

recorded complaints are logged. Operations research analysis teams and FSDs review complaints 

logged in the database to track trends and identify areas of concern and take appropriate actions, 

including possible disciplinary actions, to resolve specifi c issues. Complaints involving allegations 

of discrimination based on color, race, gender, religion, or national or ethnic origin are forwarded 

to the TSA’s Offi ce of Civil Rights for further investigation. Despite considerable concern raised by 

some regarding inappropriate use of or behavior during pat-down screening procedures, the DHS 

OIG found no systematic problems with the technique.

Nonetheless, privacy groups, such as the ACLU, continue to express concern over potential 

intrusion on individual rights and alleged cases of sexual harassment and abuse of passengers, 

particularly female passengers, by TSA screeners.11 These concerns, however, raise a signifi cant 

challenge for the TSA: to maintain high levels of security, which necessitate resolving all alarms 

and screening in detail those passengers ascertained to pose an elevated security risk, while main-

taining the privacy rights and dignity of passengers identifi ed for these secondary screening measures. 
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The principal option under consideration for addressing these concerns is the use of WBI technolo-

gies, discussed below. While these technologies offer a potential alternative to pat-down screening 

techniques, they too, raise privacy concerns because the images generated by these systems can 

reveal private areas, physical characteristics that individuals may wish to keep private, as well as 

prosthetics and other assistive medical devices.

In the sometimes chaotic and fast-paced environment of the passenger checkpoint, pat-down 

searches may be rushed and certain areas may be overlooked. The diffi culty in detecting threat 

items on passengers is compounded by the requirements to respect the privacy of individuals as 

well as social and cultural norms and individual differences regarding interpersonal contact and 

expectations of privacy and modesty. Some have also noted cultural sensitivities toward handicaps 

and disabilities and point out that screeners are sometimes hesitant to perform intrusive searches, 

particularly on individuals wearing various prosthetics.12 Terrorists and criminals can and have 

exploited these aspects of individual privacy by concealing prohibited items in body cavities and 

near private areas of their bodies, and could also exploit a screener’s reluctance to perform thorough 

searches of prosthetic devices. Covert testers also use these methods to conceal simulated threat 

items in an effort to test screeners’ abilities to detect items under real-world conditions and identify 

vulnerabilities in checkpoint screening that can potentially be reduced through procedural modifi -

cations and/or changes to screener training. These covert tests have revealed weaknesses in screener 

performance to detect weapons, simulated explosives, and components of explosive devices.

COVERT TESTING

Much of the concern over the performance of airport screening operations has arisen from infor-

mation that has been made public regarding the results of covert testing operations. Covert testing 

using rudimentary mock bombs and guns started soon after screening checkpoints were fi rst estab-

lished in the early 1970s. Following the bombing of Pan Am fl ight 103 in December 1988, the 

FAA began more sophisticated “red team” tests to identify weaknesses in screening performance 

and other aspects of aviation security. The term “red team” harkens back to the Cold War era 

military exercises where red teams—so designated in reference to the Soviet Union’s red fl ag and 

the association of red with communist groups—adopted strategies and tactics of an enemy force in 

simulations and war games.

The use of aviation security red team testing was suspended for a period of time following the 

9/11 attacks, largely over concerns that red team practices could potentially put testers in danger or 

cause signifi cant panic among passengers because of the acute focus on aviation security and the 

lingering public fear following the attacks. In 2003, the TSA’s Offi ce of Internal Affairs and Program 

Review (OIAPR) resumed covert testing of passenger screening checkpoints, checked baggage 

screening operations, and airport access control measures. This function now falls under the respon-

sibility of the TSA’s Offi ce of Investigations (TSA-OI). In addition to nationwide covert testing 

conducted by the TSA-OI, FSDs at each airport also perform local covert testing. The local testing 

was initially called the Screener Training Exercises and Assessments (STEA), but is now known as 

the Aviation Screening Assessment Program (ASAP). The testing program has been revamped to 

better refl ect the types of threat objects that may be used by terrorists based on the latest intelligence 

and threat information.

The TSA conducts more than 2500 covert tests of passenger screening checkpoints annually in an 

effort to continually identify vulnerabilities and take corrective action to improve checkpoint screen-

ing.13 While specifi c test results are considered security-sensitive information, various media leaks of 

test results suggest that failure rates are often quite high, particularly with respect to screeners miss-

ing simulated IEDs and explosive components. In 2004, it was reported that TSA covert testing 

failure rates were comparable to those observed in 1987, when screeners failed to detect about 20% 

of concealed items during on-the-job performance testing.14 However, the TSA has noted that the 
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testing methods used prior to the 9/11 attacks were in no way comparable to newer methods. More 

concerning results have since been reported regarding tests conducted in 2006. In those tests, TSA 

screeners reportedly missed fake bombs 75% of the time at LAX, and 60% of the time at ORD.15

The TSA contends that while, on the surface, the results appear discouraging, they refl ect the 

challenge of highly sophisticated concealment methods being used by testers to uncover specifi c 

system vulnerabilities so that corrective action can be taken. According to the TSA “. . . as security 

offi cers adapt and begin to consistently discover covert testing methods, testers start all over again, 

creating more diffi cult and harder-to-detect tests. This years’ long game of cat and mouse more 

closely simulates real terrorist probing and operations and keeps offi cers alert and informed of the 

latest techniques and improvements.”16 The TSA points out that this type of testing is fundamentally 

different from the static, unchanging performance evaluations that were employed prior to the 9/11 

attacks. Since the present day test protocols are constantly changing, the TSA has primarily used 

them to provide a snapshot of specifi c vulnerabilities in the system. It has not systematically assessed 

whether screener performance is improving or getting worse over time, although it asserts that 

improvements have been made. The covert testing methods are primarily used as a tool for assessing 

and identifying areas where performance improvements are needed and are potentially achievable 

through additional training, operational emphasis, or procedural redesign.

Concern over advance warning of covert tests and screener performance evaluations has been a 

long-standing issue. While media reports have suggested that some recent TSA covert tests were 

leaked to screeners, the TSA maintains that its procedures are designed to minimize the likelihood 

that screeners will be tipped off regarding a covert test operation while providing appropriate noti-

fi cation to TSA airport level management and local law enforcement to ensure that the tests are 

conducted safely. Nonetheless, cases of screeners being tipped off regarding covert testing have 

been documented. For example, in 2004, the DHS OIG found that screeners at the Jackson-Evers 

International Airport in Mississippi had been given information regarding upcoming covert tests, 

including details about the gender and race of the testers, the type of test items being used, and the 

location of test items on the tester and in carry-on and checked baggage.17 Also, it was revealed that 

in April 2006, TSA headquarters staff used an internal electronic communications system to pro-

vide fi eld level personnel with heads up information regarding possible covert testing operations, 

providing details regarding testing methods.18 The TSA responded that it was investigating the alle-

gations, but preliminary fi ndings indicated that the internal communication regarding the testing 

was considered suspicious by a headquarter’s offi cial who decided to forward it to FSDs at airports 

across the country, but the email was recalled 13 minutes after it was sent. Based on these fi ndings, 

the TSA concluded that the dissemination of information regarding the upcoming covert test did not 

appear to be a deliberate attempt to tip off screeners or screening supervisors. TSA Administrator 

Kip Hawley testifi ed that there was nothing to indicate that anyone within the TSA attempted to tip 

off airport security screeners regarding covert testing in this incident.19 Congress has considered 

legislation (see H.R. 5909, 110th Congress; H.R. 2200, 111th Congress) that would specifi cally pro-

hibit advance notice of covert testing to security screeners.

In addition to concerns over possible advance warning of covert tests, concerns have also been 

raised that the TSA does not have adequate processes in place to systematically document causes of 

covert testing failures and carry out appropriate remedial action. A GAO audit of TSA’s covert test-

ing programs, including covert testing of passenger screening, baggage screening, and airport access 

control systems, found that the TSA-OI has failed to systematically record, document, and inform 

management of causes for test failures as would be expected if federal government standards for 

internal control were fully implemented.20 The GAO further noted that the TSA lacked a systematic 

process to ensure that recommendations by TSA-OI are fully considered, and management deci-

sions for adopting or rejecting these recommendations are appropriately documented. While the 

TSA-OI made numerous recommendations to the TSA’s Offi ce of Security Operations during the 

period reviewed (March 2003–June 2007), the GAO found that often, in more than 40% (18 out of 

43) of cases, TSA management either took no action or it was unclear how the action taken addressed 
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the recommendation. The lack of a formal process made it diffi cult to assess how the recommenda-

tions related to covert testing results, and in turn, how actions taken remedied problems identifi ed 

by the TSA-OI. The GAO concluded that without such a process, the TSA’s ability to strengthen 

aviation security based on the fi ndings and recommendations of covert testers is limited. It recom-

mended that the TSA establish a system for documenting the results and recommendations stem-

ming from covert testing and formally track actions taken in response to these recommendations.

In addition to the internal covert testing and screener performance evaluations performed by the 

TSA, both the DHS OIG and the GAO independently conduct periodic audits and inspections of 

TSA screening functions that often include covert testing methods. While many of the details of 

these audits are considered security sensitive, the results of these tests have provided Congress and 

observers with important insights regarding the persisting vulnerabilities at airport passenger 

screening checkpoints.

Most notably, in a series of covert tests conducted in 2007, GAO investigators demonstrated that, 

even when proper procedures were followed, checkpoint screening often failed to detect concealed 

explosives and components that could be used to construct an explosive device potentially capable 

of downing an airliner.21 For these tests, the investigators constructed two improvised devices: An 

IED, consisting of a liquid explosive that would be triggered by a low-yield detonator (i.e., a blasting 

cap); and an improvised incendiary device (IID), constructed from commonly available products 

including a liquid component. The investigators obtained the materials to construct these devices at 

local stores and over the Internet, spending less than $150. The investigators then employed various 

methods to conceal these items on their persons and in carry-on baggage, demonstrating that it is 

possible to pass either a constructed device or the components to build an IED or an IID through 

airport screening checkpoints without detection.

The GAO noted that the specifi c security weaknesses exploited in these covert tests, which were 

not divulged for security reasons, were identifi ed by reviewing publicly available information, 

including information often shared through the Internet and readily available to terrorist groups. By 

exploiting these weaknesses, the investigators were able to pass these components, including banned 

liquid items, through various security checkpoints. While the investigators were subjected to sec-

ondary screening for unrelated reasons in some instances, pat-down searches and other secondary 

screening methods failed to detect the improvised explosives or prohibited items. In other instances, 

screeners challenged the covert testers for failing to fully comply with various procedures, includ-

ing procedures regarding permissible quantities and packaging of liquids. However, in all cases, 

screeners failed to detect or prohibit the carriage of IED and IID components, including liquid com-

ponents. The GAO concluded that its “tests clearly demonstrate that a terrorist group, using publicly 

available information and few resources, could cause severe damage to an airplane and threaten the 

safety of passengers by bringing prohibited IED and IID components through security checkpoints.”22 

In reviewing these results, the TSA has acknowledged checkpoint vulnerabilities related to human 

performance, screening procedures, and checkpoint technologies. The GAO asserted that improve-

ments in these areas may further reduce the risks to commercial aviation posed by IEDs and IIDs.

While the GAO’s specifi c recommendations focusing on ways to improve screener detection of 

threat objects made to the TSA were not publicly divulged, the GAO also urged the TSA to take the 

following broad actions to enhance checkpoint screening operations:

Establish dedicated airport screening lanes to handle those passengers posing an elevated • 

risk and for those passengers with special needs

Introduce more aggressive, visible, and unpredictable checkpoint procedures, such as ran-• 

dom pat-down and hand-wand screening

Continue to develop new technology at checkpoints to better detect concealed items• 

These recommendations for action refl ect a continuing concern that, despite considerable invest-

ment in checkpoint screening technologies and personnel since the terrorist attacks of September 11, 
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2001, signifi cant vulnerabilities persist in checkpoint screening operations. In testimony before the 

House Committee on Homeland Security on November 14, 2007, former DHS Inspector General 

Clark Kent Ervin stated that “the sad fact is that for all the dollars and attention that has been 

focused on screener performance since 9/11, study after study . . . shows that it is just as easy today 

to sneak these deadly weapons past screeners [as] it was on 9/11.”23 While Ervin’s conclusions 

have been somewhat controversial and widely disputed by the DHS and the TSA, his general rec-

ommendations parallel various initiatives put forward by the Congress and the Administration to 

improve screener performance. Specifi cally, Ervin recommended extensive training and frequent 

retraining of screeners under simulated real-world conditions; remedial action for screeners and 

supervisors who fail performance tests and termination of those employees who habitually perform 

on a subpar level; and system-wide deployment of next generation screening technologies, such as 

WBI and advanced x-ray systems. These recommendations refl ect specifi c needs for improvements 

in human factors and training for screening personnel as well as investment in screening technolo-

gies. The TSA is actively pursuing an approach to address checkpoint screening technology and 

human factors through its recently launched checkpoint evolution initiative.

THREAT IMAGE PROJECTION

In addition to covert testing, which tests screener performance in detecting concealed threat items 

under operational conditions, the performance of screeners that inspect x-ray images of carry-on 

items is routinely monitored and evaluated using a technology called TIP. This technology pro-

vides the capability to overlay virtual, computer-generated, threat objects over x-ray images of 

passenger’s screened property during normal screening operations or to present virtual images of 

baggage containing concealed threat items. TIP was fi rst fi elded by the FAA in 1999. Following 

the terrorist attacks of September 11, 2001, TIP was discontinued as an operational performance 

tool over concerns that screener responses to TIP images would increase delays amidst the height-

ened focus on aviation security threats. However, viewing the technique as a valuable operational 

testing and performance tool, the TSA reintroduced TIP in late 2003 using a greatly expanded 

database of threat images said to be more representative of weapons and concealment tactics that 

may be used by terrorists.

In comparison to the FAA TIP system prior to the 9/11 attacks which had about 200 images in 

its database, the TIP system in use by the TSA today has over 2000 images,24 with new images 

constantly being added based on identifi ed threats and concealment methods identifi ed through 

intelligence and fi eld operations. Fielded x-ray equipment in use at screening checkpoints is TIP-

ready. That is, these machines are designed to store and display TIP database images, and are there-

fore referred to as TIP-Ready x-ray or TRX equipment. These systems are networked and linked 

into TSA laboratories that create and distribute new TIP imagery periodically based on intelligence 

regarding new threat items and concealment methods.

On TRX equipment, images of weapons and explosives are projected on the x-ray images of 

actual bags being screened. This is carried out for several purposes. First, by providing periodic 

threat images to the screeners, the system promotes alertness and acts as a mitigation for boredom 

and complacency, two factors that can have a signifi cant negative impact on human performance. 

Second, the ability to collect data regarding screening performance and screener sensitivity in real-

world settings serves as an invaluable tool for human factors researchers studying screener perfor-

mance. For example, these researchers can look at performance as a function of time of day and 

time on shift, to best optimize the scheduling of shifts and breaks for screeners. Researchers can 

also use the TIP data to identify particular threat items or methods of concealment that are often 

missed, and in response can tailor recurrent screener training and requalifi cation to emphasize and 

correct specifi c weaknesses, either on a system-wide, an airport-by-airport, or even on an individual 

screener level. Third, TIP provides a quantifi able means to evaluate the performance of screeners at 

individual, work group, airport, or system-wide levels of analysis. As such, it can be used to track 
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progress over time and can be used to document defi cient levels of individual performance that 

establish grounds for dismissal. TIP has been one of the most signifi cant technology changes to 

carry-on screening since x-ray screening techniques were fi rst implemented in the early 1970s, and 

it directly addresses human performance aspects of checkpoint screening functions.

However, TIP is limited in its scope and provides data on only one aspect of screening opera-

tions. For example, TIP does not provide data on whether proper procedures were carried out once 

a threat object was suspected and fl agged by the x-ray screener, whether ETD systems were properly 

used to conduct secondary evaluations of suspected explosives, and so on. Also, TIP does not pro-

vide any data on the screening of passengers themselves or their checked baggage; it only provides 

data on the screening of carry-on baggage. Nonetheless, TIP is widely regarded as an important 

screener evaluation tool, and it will likely remain an integral part of AT x-ray equipment deploy-

ment in the future.

X-RAY IMAGERY AND CARRY-ON BAGGAGE SCREENING PERFORMANCE

Current generation x-ray systems provide signifi cantly higher resolution than systems that were 

deployed at airports in the 1990s and prior. However, these systems only provide a single view 

angle, typically an overhead view, of screened items. Nonetheless, in addition to increased image 

resolution, image coloration and other image enhancement features allow screeners to more easily 

differentiate organic and metallic materials and provide the capability to use color contrast to 

better differentiate certain elements of the x-ray image. For example, the coloration allows organic 

materials to stand out from inorganic materials making it easier to detect dense organic matter 

that may be indicative of an IED, and provides differential coloration of metals to allow for easier 

detection of metallic weapons. Newer x-ray systems allow for a wide array of image enhancement 

functions to highlight or turn off and declutter certain features in a process known as image 

“stripping.”

However, some research has shown that individual image enhancements do not necessarily 

improve IED detection compared to viewing of the original x-ray image, suggesting that the greatest 

advantage derived from current single-view x-ray systems may be their improved image resolu-

tion.25 Nonetheless, viewing multiple image enhancements in combination—such as stripping out 

organic items or metallic items, or displaying a negative image—can potentially help resolve image 

ambiguities and possibly improve detection. While currently deployed x-ray systems have these 

capabilities, time pressures at busy screening checkpoints may often preclude detailed examination 

using various combinations of these image enhancement capabilities.

Object orientation in the x-ray view is often a key determinant to whether a threat object will be 

recognized or detected. Prohibited items, such as guns and knives, presented at odd viewing angles 

can often be missed, even by highly trained screeners. At present, the main tool to address detection 

performance of objects presented at diffi cult-to-recognize view angles is through the use of computer-

based training using TIP imagery of threat items presented at various view angles. Since threat 

object recognition and detection is a skill that is likely to continually improve with experience and 

exposure to both TIP imagery and artfully concealed real-world threat items, retention of high-

performing experienced x-ray screeners is likely to remain a key component of maintaining high 

levels of screening performance.

Research has also shown that preemployment screening to assess aptitude for interpreting x-ray 

images, recognizing objects and detecting prohibited items can substantially increase x-ray screen-

ing performance.26 Thus, with regard to establishing and maintaining effective x-ray image screen-

ing performance, it appears that a specifi c emphasis should be placed on screener selection and 

training, as well as initiatives to retain high-performing x-ray image screening personnel. Besides 

improvements in screener selection and training in methods of performing pat-down searches and 

interpreting x-ray images, addressing additional human factors issues related to the screener work 

setting—including fatigue, motivational factors, and environmental considerations, such as lighting, 
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noise, and operations tempo—may also yield improvements in the ability to detect threat items and 

individuals with hostile intent.

With regard to advancements in screening technology, next generation AT x-ray systems are capa-

ble of providing multiple image views, usually two views that provide both an overhead view and a 

profi le view of the x-rayed item. Some of these systems also incorporate computer image interpreta-

tion algorithms that automatically search for, and either highlight or alert the operator to suspected 

threat items such as explosives and weapons. These features, however, can often be viewed negatively 

by operators and can slow the screening process if they generate high numbers of false alarms. The 

specifi c performance characteristics of AT x-ray systems being acquired and deployed by the TSA, 

including information about their false alarm rates, is not publicly available, but remain important 

considerations in the selection of systems and system features for operational deployment.

PASSENGER CHECKPOINT EFFICIENCY

While the ability to detect threats is the primary metric for evaluating passenger checkpoint system 

performance, maintaining checkpoint effi ciency has also been given a high priority. However, the 

well-documented phenomenon of speed-accuracy tradeoffs in human performance highlight the fact 

that increasing system throughput can lead to missed threats and a deterioration of system effective-

ness. Therefore, policymakers and aviation security strategists have sought a balance that will allow 

passengers to typically experience reasonable times standing in queue to pass through airport secu-

rity while maintaining high levels of threat detection. While research and engineering has focused on 

optimizing screening lane effi ciency and effectiveness, long-standing wait time objectives have been 

set by policy, largely based on what is regarded as reasonable to expect by the traveling public.

PASSENGER WAIT TIMES

It has been the DOT’s and the TSA’s long-standing goal that passengers should not wait, on average, 

more than 10 minutes to pass through an airport security checkpoint. This can be traced back to the 

objectives laid out for checkpoint effi ciency by Transportation Secretary Norman Mineta in 2002 as 

responsibility for checkpoint screening functions was being turned over to the TSA.27

The challenge in determining the number of checkpoints that will meet these specifi ed wait time 

criteria largely derives from the variability and fl uctuation in daily and hourly passenger volumes. 

Typically, a representative busy hour is picked to model the passenger demand for screening. The 

TSA has identifi ed a variety of methods for selecting the busy or peak hour to be used in modeling 

passenger screening demand. Data can be derived from either annual enplanement forecasts or from 

airline fl ight schedules, with adjustments made for the percentage or amount of passengers who are 

transferring from other fl ights and do not impose demand on the screening checkpoints.

The number of checkpoints required can then be estimated based on the modeled passenger 

demand for checkpoint screening for a representative busy hour divided by the hourly throughput 

achievable from a single checkpoint. For example, if the model predicted 3000 passengers per hour, 

and the achievable throughput per screening lane was 300 passengers per hour (fi ve passengers per 

minute), then 10 screening lanes would provide an optimal number with no excessive queuing. 

However, this may result in excessive capacity during nonpeak periods.

Space requirements for queuing passengers awaiting to pass through screening checkpoints, 

known as queue length requirements, can be assessed by determining passenger average arrival 

rates over the selected busy hour, multiplied by the average or expected wait time, divided by the 

number of checkpoint lanes to process these passengers. For example, if it were expected that 3000 

passengers would arrive during the hour, the arrival rate would be 50 passengers per minutes. If the 

target wait time was 10 minutes, the total queue size would be 500 passengers, and in a 10 screening 

lane confi guration, that would translate to 50 passengers in queue per lane. According to design 

guidelines issued by the TSA, space allocation for queues should provide somewhere between 7 and 
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15 square feet per person,28 resulting in a total square footage allocation for queuing passengers of 

between 3500 and 7500 square feet in this example.

In this manner, the TSA can determine the optimum number of screening lanes and gauge the 

space allocation requirements for queuing passengers to meet peak passenger demand loads. 

However, space constraints at airports may prevent achieving these objectives, at least without 

overcrowding passengers in queue, which can heighten aggravation and tension making it more 

diffi cult to spot suspicious individuals. Crowding may also heighten security risks because these 

overcrowded queues could become prime targets for a shooting or bombing attack. In various 

locations, unique airport factors may have a notable impact on the optimum number of screening 

lanes as well as the confi guration of those lanes. More signifi cantly, airport space limitations and 

other factors limiting available resources to set up and staff screening lanes may result in less than 

optimal numbers of screening lanes.

Wait time objectives are a key consideration in determining the number of screening lanes and 

screeners needed across the nation’s airports. The screening lane requirements, in turn, drive space 

requirements at airports for housing security checkpoints and terminal layouts to accommodate 

passenger screening operations. The TSA models its staffi ng allocation and screening lane require-

ments using a model that attempts to screen 85% of passengers within the 10 minute target time 

frame based on passenger volumes projected for each airport’s peak travel month.29 The TSA notes 

that on only about 7% of days out of the year will passenger volumes exceed these levels, resulting 

in expected wait times of more than 10 minutes. Predictably, many of these days occur during peak 

travel periods during the Thanksgiving and Christmas holiday times.

While this model, which forms the basis of the TSA’s staffi ng allocation, is designed to mini-

mize the number of passengers experiencing waits of more than 10 minutes, in practice many more 

passengers experience waits of longer than 10 minutes. At the busiest airports, designated as 

security category X and category I airports, average wait times have consistently exceeded the 

10 minute goal (Figure 7.1). Since these larger airports account for more than three-quarters of 

passenger boardings, a good portion of airline travelers routinely experience wait times in excess 

of the 10 minute goal. While the average wait times at these large airports are a few minutes 

greater than the 10 minute target, lengthy wait times, sometimes exceeding 40 minutes, are not 

uncommon during peak travel periods at major airports. However, consistent peak period waits of 

5

10

15

Fiscal year

Category X 13 12 12.6
Category I 11.8 11.2 10.4
Category II 8.5 8.3 7.7
Category III 9.1 8.7 8
Category IV 8.6 8.2 7.2
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(minutes):

Airport security
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FIGURE 7.1 Average peak passenger wait times at screening checkpoints. (Data obtained from U.S. 

Government Accountability Offi ce. Aviation Security: TSA’s Staffi ng Allocation Model Is Useful for 
Allocating Staff among Airports, but Its Assumptions Should Be Systematically Reassessed. February 2007, 

GAO-07-299.)
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more than 40 minutes are often grounds for further examination from a TSA optimization team to 

identify staffi ng, screening lane, or other resource issues that may be contributing to these long 

waits.30 The GAO has recommended that the TSA establish a mechanism for periodically assess-

ing the assumptions of its screener staffi ng allocation models as it continues to refi ne and optimize 

screener staffi ng and screening lane requirements to maintain and improve the effi ciency and 

throughput of passenger screening lanes.31

POTENTIAL SECURITY RISKS OF CHECKPOINT INEFFICIENCIES

Despite various efforts to improve checkpoint effi ciency and reduce passenger wait times, check-

point lines remain vulnerable terrorist targets for bombings, shootings, or the potential release of 

chemical or biological agents because they often consist of large congregations of individuals in the 

“nonsterile” portion of the airport terminal, prior to screening for possible threat items. Ineffi ciencies 

at screening checkpoints that result in long screening queues and congestion in airport terminals 

introduce unique vulnerabilities that may be mitigated through various efforts to increase check-

point effi ciency, but may also be mitigated by specifi c design considerations to minimize congestion 

and isolate long screening queues from open, accessible areas of the airport terminal. Toward this 

objective, airport and security checkpoint queue design might consider options for better restricting 

access to security screening lines and better controlling access to the areas in and around check-

points to address these vulnerabilities. Additional streamlining of passenger screening checkpoints 

may further reduce these vulnerabilities. In addition to streamlining checkpoint procedures, the 

TSA is examining ways to integrate next generation screening technologies as part of its new 

“checkpoint evolution” initiative.

QUEUING PRACTICES AND PROCEDURES

For some time, responsibility for passenger screening checkpoint queues has been a contentious 

issue. Previously, the TSA had taken a much more limited role in controlling and monitoring the lines 

that formed in front of security checkpoints. Airports had the primary responsibility for controlling 

access to these lines, and on an airport-by-airport basis, procedures varied for queuing, including 

whether to set up dedicated lines for elite travelers (e.g., fi rst and business class travelers), and for 

airline crews. Access controls for security screening queues were primarily a function carried out by 

airport contract employees serving as document checkers. More recently, the TSA has been hiring 

and deploying TSOs to serve as document checkers, eliminating the need for airport document 

checkers to control access to screening lines. The TSA has adopted the title of TSOs for the TSA 

screener workforce to better refl ect the more diversifi ed job functions and roles of these employees, 

including document checking, behavioral observation, and bomb appraisal functions. In addition, the 

continued expansion of the RT program, which potentially offers the opportunity for streamlined 

checkpoint processing for passengers who voluntarily submit background information for vetting by 

the TSA, is also changing the manner in which screening lines operate.

At many airports, queues to enter screening checkpoints have been designed to provide “elite” 

fl yer lanes that the airlines make available to fi rst class, and sometimes to business class, travelers 

as well as to their best customers who have reached certain status levels in airline frequent fl yer 

programs.32 The airlines maintain that they have the right to offer elite passengers curbside-to-

curbside perks, including dedicated queues to enter checkpoint screening lanes. However, some 

people have complained that security screening is paid for equally by everyone through equivalent 

passenger security fees and Treasury general fund contributions, and therefore, all passengers should 

receive equal treatment. However, the TSA contends that separating seasoned passengers familiar 

with screening procedures from others benefi ts everyone through better effi ciency and resource 

allocation at the screening checkpoints.33 More recently, the TSA has moved forward with a system 

of lane self-selection or tailored screening lanes, allowing expert travelers to select expedited lanes, 
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while families traveling with small children and individuals needing additional assistance are 

funneled through screening lanes better equipped to handle these traveler’s special needs. Also, 

the RT program offers participants dedicated checkpoint lanes for expedited processing, or the 

opportunity to move to the front of normal checkpoint screening lines, depending on the airport. 

Whether these concepts will replace or complement “elite” fl yer lanes remain an issue for the TSA, 

airlines, and airports as they seek to determine the best model to accommodate travelers and expe-

dite the screening process. The tailored screening lane initiative and the RT program are described 

in further detail below.

THE TAILORED SELF-SELECT SCREENING LANE INITIATIVE

In an effort to explore ways to make checkpoint screening queuing processes more effi cient and 

expedient for passengers, the TSA fi eld tested an initiative for passengers to self-select among one 

of three designated screening lanes based on their knowledge and experience with TSA screening 

procedures and the number of carry-on items in their possession. In fi eld tests of this concept at the 

Salt Lake City, Utah, Airport and Denver International Airport, the TSA adopted a skiing analogy, 

setting up a “Black Diamond” fast lane for expert travelers who are completely familiar with screen-

ing procedures and are traveling with a single carry-on bag. A “Blue Square” lane has been desig-

nated for frequent fl yers somewhat familiar with TSA procedures, or more experienced fl yers who 

have multiple carry-on items. Finally, a “Green Circle” lane has been established for families with 

small children, parents carrying infants and toddlers in strollers, and others needing special assis-

tance, as well as those unfamiliar with checkpoint security procedures who require additional guid-

ance. For some travelers, lane selection is constrained. For example, those carrying multiple bags 

are not allowed to choose a Black Diamond lane, and those traveling with small children or strollers 

are routed to the Green Circle lane. However, other travelers are free to self-select their lane. For this 

reason, choosing a Black Diamond lane might not always be the fastest route if it is often chosen, 

particularly if it is chosen by individuals who really do not have a full understanding of the security 

screening procedures and restrictions. This could lead to frustration and aggravation among delayed 

passengers expecting a streamlined process by choosing the expert lane. While this is a diffi cult 

issue to address, passenger checkpoint experiences among all travelers, including expert travelers, 

may be improved through passenger education.

The TSA has noted that in the pilot program, passengers choosing the Black Diamond lanes 

experienced signifi cantly reduced wait times. Smoother operations in other lanes were also observed. 

For example, the TSA attributes a reduction in the confi scation of prohibited items to families feel-

ing less rushed and having more time to prepare for the screening process. The TSA contends that 

“[s]ecurity is best served by a calm screening environment . . .”34 and has indicated that it is seeking 

to expand this initiative to additional airports that will be selected based on airport and airline sup-

port, and consideration of checkpoint confi guration and passenger characteristics.35 By the end of 

FY2008, the TSA expanded the use of these self-select lanes to 32 airports and has now expanded 

family lanes to all commercial passenger airports. According to TSA observations, since imple-

menting the program, expert lanes have seen an average 21% increase in throughput (with some as 

high as 40%), while alarm rates for lanes designated for families and those needing extra assistance 

have been reduced by an average of 11%.36

THE RT PROGRAM

In addition to the tailored self-select screening lanes, the TSA considers the RT program as another 

potential means to streamline checkpoint processing of participating passengers who pose a known 

low risk, allowing the TSA to better concentrate its resources on screening passengers of unknown 

or elevated risk. The RT concept was recommended by airlines and airports soon after the 9/11 

attacks as a means to vet and clear trustworthy travelers and allow security screening efforts to 
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concentrate on those passenger of unknown risk, or particularly, passengers posing an elevated 

risk. It was initially believed that such a system could encompass most of the fl ying public, allow-

ing security screening efforts to be highly focused on those travelers who were not part of the 

program. Within weeks after the 9/11 attacks, the DOT’s Airport Security Rapid Response Team 

included among its recommendations the urgent need to establish a nationwide program for volun-

tarily submitting information for vetting passengers who would be issued “smart” credentials to 

expedite processing of the vast majority of travelers, thus allowing aviation security resources to 

be focused more effectively, an idea that became known as the “trusted traveler” concept. The 

recommendation was refl ected in statutory language included in ATSA (P.L. 107-71) and gave the 

TSA the authority to pursue a voluntary system for passenger vetting and identity authentication 

using biometrics.

So far, the RT program has been quite limited in its scope, available primarily to frequent travel-

ers at a small number of airports under a pilot program. As of December 2007, the TSA estimated 

that only about 64,000 individuals were participating in the RT pilot program, a very small fraction 

of the tens of millions of annual airline travelers. The TSA, however, began expanding the RT pro-

gram in the summer of 2008 beyond the original 19 airports that participated in the pilot program. 

RT is now available to any airport that requests it.

The RT program was originally implemented under a public–private partnership model, in which 

volunteer passengers, who submit background information for vetting along with biometric data, are 

issued biometric identity cards issued by private service providers once cleared through the back-

ground check process, which is coordinated by the TSA. The TSA has since dropped the back-

ground check process and now describes the RT program as strictly a private sector enterprise.37 

Under the program, the RT vendors are responsible for card issuance and identity verifi cation of 

program participants as they enter screening checkpoints; however, security screening remains the 

responsibility of the TSA. In some airports, RT participants are simply given preemptive queuing 

into screening lanes used by all other passengers.

From its experience during pilot testing, the TSA determined that the security threat assessment 

conducted on RT applicants is largely redundant with terrorist watch list checks conducted on all 

passengers each time they fl y, and found that other elements of the background check performed 

“are not core elements in determining threats.”38 Therefore, under the fully deployed RT program, 

the TSA decided to eliminate the additional elements of the background check process and do away 

with the $28 fee it passed on to RT applicants to offset related costs.39 While the RT program is now 

available to all airports, its future now seems somewhat more uncertain as the benefi ts to both the 

TSA and program participants based on experience during pilot testing appear to be much more 

limited than originally anticipated.

Moreover, just as the TSA announced nationwide availability of the RT program in the summer 

of 2008, it took action to temporarily suspend Verifi ed Identity Pass, Inc., which serves as a vendor 

for the RT program under the brand name Clear®, from processing new applications after a laptop 

computer containing unencrypted applicant personal data from about 33,000 RT applicants was 

reported missing from San Francisco International Airport (SFO). This potential data breach 

prompted the TSA to suspend further enrollment in the Clear Identity Pass RT program while it 

conducted audits of Verifi ed Identity Pass, Inc., data security procedures. The suspension was 

quickly lifted after the laptop was recovered and the company put in place procedures to encrypt all 

enrollee personal data.40 This incident and the potential threat of data breaches, however, raise con-

siderable questions about the protection of private information under such programs during a time 

when there is considerable anxiety over identity theft. Security breaches such as this may cause 

potential applicants to reconsider whether the potential benefi ts of moving more quickly through 

security lines with fewer hassles are worth the risk of potential identity theft. Data security, there-

fore, appears to be another key issue for the future direction of the RT program.

Questions also remain regarding how hassle-free RT security lines are and how much time RT 

participants really save at security checkpoints. According to the TSA, it is up to individual airports 
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to determine if they wish to participate in this program. As TSA moves forward with RT, the airline 

industry, which once backed this program as a means to reduce hassles for frequent fl yers, now char-

acterizes the manner in which it is being implemented as having limited and questionable benefi t.

At some airports, like Orlando International Airport (MCO), RT program participants have been 

used to test out emerging technologies, such as shoe scanners, allowing them to reduce or eliminate 

some of the hassles associated with passenger screening. The concept has been to provide RT par-

ticipants with some form of expedited screening experience as an incentive for participation. 

However, the TSA has largely concluded that these preliminary technologies tested under the RT 

program were not reliable enough to offer such anticipated benefi ts.41

The use of the program as a testbed for streamlined screening technologies and procedures has 

thus only provided limited benefi ts and reductions in travel hassles to participants. Nonetheless, 

some RT vendors have been pushing forward with the concept of promoting the RT program as an 

opportunity to stimulate the development of advanced screening technologies, particularly tech-

nologies that can improve checkpoint effi ciency. For example, Verifi ed Identity Pass, Inc., has 

offered technology developers a $500,000 prize for the development of technologies that can further 

streamline checkpoint processes, focusing on the scanning of shoes, laptops, and outer garments.42 

The company indicates that it would pursue partnerships with the winning developer to obtain TSA 

certifi cation of promising new technologies and would ultimately seek to purchase systems for 

screening RT participants.

While the potential benefi ts of the RT program have not yet been fully realized, Congress 

has directed the TSA to establish an international RT program that incorporates biometrics and 

e-passport technologies to be used in conjunction with US-VISIT and the VWP. Under the existing 

RT program, some international carriers have been participating for outbound fl ights originating 

from JFK and Newark Liberty airports. The future of both domestic and international RT imple-

mentation remains an issue of particular interest with regard to how this program may be able to 

someday work in coordination with other screening initiatives to streamline the process for certain 

passengers, thereby facilitating a risk-based allocation of screening resources to focus on those 

passengers who present an unknown or elevated risk.

OPTIONS FOR FURTHER STREAMLINING PASSENGER CHECKPOINT PROCEDURES

Additional effi ciencies may be gained in passenger checkpoint screening if some current require-

ments could be met using more expedient alternatives. Two procedural requirements in particular 

are believed to be major factors in decreasing passenger throughput and increasing the so-called 

hassle factor: The requirements to remove shoes for x-ray screening and the requirement to remove 

laptops and other large portable electronics, such as portable DVD players, from carry-on baggage 

so that they can be screened separately. Eliminating these requirements, or taking steps to stream-

line these aspects of the screening experience, is therefore seen as having a potentially signifi cant 

impact on improving checkpoint effi ciency.

Shoe scanners that may eliminate the need to remove shoes for scanning were initially tested on 

participants in the RT pilot program in 2007. However, the model manufactured by GE tested under 

the RT program was found to not meet TSA’s detection criteria and further testing of the systems 

was suspended.43 However, in August 2008, the TSA initiated fi eld testing of a different model shoe 

scanner, the L3 PassPort, at LAX. The shoe scanner systems currently under evaluation use ETD 

methods and puffs air over the shoes to collect samples for analysis.44 The systems are designed to 

detect traces of nitrate-based and peroxide-based explosives, but they do not generate an image of 

the shoe or screen for metals.45 During fi eld testing, the TSA will still require passengers to remove 

their shoes after being scanned by the machines to make sure the technology does not miss any 

explosives threats.46 However, pending the outcome of these trials, shoe scanners may eventually be 

deployed to airports nationwide potentially allowing most passengers to keep their shoes on during 

the entire screening process.
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The TSA has also approved certain laptop carrying cases that are specifi cally designed to allow 

laptop computers to remain in the bag as they pass through the x-ray scanner. The TSA requires that 

the bag designs provide an unobstructed x-ray image of the laptop computer by itself.47 This is 

accomplished through the use of a pull out or fl ip out laptop sleeve or compartment that allows the 

laptop to be scanned by itself, away from the other compartments and contents of the carry-on bag. 

Passengers are instructed to place only the laptop in this sleeve to avoid the laptop image from being 

obscured by power cords, peripheral devices, or other items stowed in the carry-on bag. Since use 

of the TSA-approved laptop cases is voluntary and requires an investment by travelers, it may be 

some time before this has any meaningful impact on improving checkpoint effi ciency. For business 

travelers, however, the reduced hassle of not having to remove then repack laptop computers may be 

seen as a considerable incentive by itself to purchase one of these cases, even if it does not guarantee 

shorter wait times at screening checkpoints.

CHECKPOINT PROCEDURES FOR LIQUIDS

In addition to checkpoint delays caused by laptop and shoe screening requirements, TSA limitations 

on liquids carried through security checkpoints, implemented in 2006, has resulted in considerable 

confusion, delays, and hassles for airline passengers.

Immediately following the detection of the terrorist plot targeting airliners bound for the United 

States and Canada from London’s Heathrow Airport in August 2006, the TSA responded by ban-

ning the carriage of all liquids and gels by passengers through airport screening checkpoints. The 

total ban on liquids and gels remained in effect for several weeks. During this period, limited excep-

tions were made for breast milk for babies, liquid medicines, and other liquids regarded as being 

medically necessary. Beverage purchased beyond the screening checkpoint were not included in the 

ban, largely because the threat of passing bomb-making materials to an airline passenger using 

liquids purchased from vendors in the secured areas of airport terminals was considered minimal. 

Also, other security measures, such as background checks for airport workers, were viewed as limit-

ing the possibility that terrorists might exploit beverage distribution to airport vendors as a means 

to get liquid explosives beyond airport security checkpoints.

In September 2006, the TSA relaxed the passenger liquid ban to some degree, establishing spe-

cifi c quantity limits and special procedures for carrying liquids through screening checkpoints. The 

TSA refers to these procedures as the “3-1-1 for carry-ons” concept, with the objective of providing 

a simple-to-remember memory aid for travelers. Under 3-1-1, travelers are allowed to carry through 

the checkpoint liquids in bottles with a liquid volume of three ounces or less, are limited by how 

many of these bottles will comfortably fi t within a one quart clear plastic bag, with a limit of one 

such bag per traveler. The TSA has made extensive efforts to educate and inform the public regard-

ing these procedures, and has been exploring the use of tailored screening lanes to separate pas-

sengers who might be unfamiliar with these procedures from seasoned air travelers seeking an 

expedited process to get through airport screening.

By November 2006, the EU, along with Canada and other countries in Europe, Asia, and the 

South Pacifi c, adopted the 3-1-1 protocols in an effort to harmonize international aviation security 

procedures with TSA procedures. The TSA believes that roughly half of the world’s aviation travel-

ers must adhere to these procedures for carrying liquids through security screening checkpoints.

The 3-1-1 procedures were designed to allow the carry-on of liquid toiletry items in specifi ed 

quantities for passengers traveling on short trips and not checking baggage and for making reason-

able accommodations to allow for accessible liquid medicines and toiletry items on longer fl ights. 

However, placing liquids in checked baggage is still preferred. In addition to these allowable liquids, 

passengers are allowed to bring on board liquid medicines, as well as baby formula and food, breast 

milk, and juices to provide for a traveling infant. These items are allowed in reasonable quantities 

exceeding the three-ounce limit imposed on other liquids and are not required to be placed in the 

quart-sized bag.
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The TSA has responded to public criticism over the liquids ban and subsequent 3-1-1 procedures 

by pointing out the signifi cance of the liquids explosives threat. However, an aspect of the liquids 

ban that has raised considerable criticism of the TSA is that the threat posed by liquid explosives 

was widely understood prior to the U.K. liquids bombing plot. Liquid explosives had been used in 

the downing of Korean Airlines fl ight 858 in November 1987, and Ramsi Yousef used an improvised 

liquid explosive device to bomb Philippine Airlines fl ight 434 in December 1994, smuggling the 

chemicals on board in a contact lens solution bottle. He and his coconspirators planned to use 

similar liquid explosive devices, assembled in aircraft lavatories, to destroy as many as twelve 

U.S.-bound aircraft from Asia as part of the so-called Bojinka plot concocted by Yousef and his 

uncle, Khaled Sheikh Mohammed. Authorities believe that the U.K. liquids explosives plotters 

similarly sought to assemble liquid explosive devices in aircraft lavatories. Despite the previous 

attacks involving liquid explosives, it was only after this plot was uncovered by British authorities 

that the TSA felt compelled to take action and impose signifi cant constraints on the carriage of 

liquids through screening checkpoints and on board aircraft.

While it appeared unlikely that security procedures for carrying liquids on board aircraft would 

be signifi cantly modifi ed or relaxed until new technologies capable of reliably detecting liquid 

explosives could be developed, tested, and fully deployed at airports, the TSA announced that it 

would begin phasing out restrictions on liquids in carry-on by the fall of 2009.48 TSA Administrator 

Kip Hawley has indicated that, by the end of 2010, passengers should be able to again carry liquids 

through screening checkpoints, but would be required to place bottles and other liquid containers 

through x-ray machines separately.

PASSENGER EDUCATION AND INFORMATIONAL MATERIALS

Public education and easily accessible, easy-to-understand information regarding security proce-

dures and requirements may play an important role in improving checkpoint effi ciency. The TSA 

has launched several initiatives to inform the public regarding specifi c checkpoint requirements, 

procedures, and limitations. The efforts to inform passengers regarding the 3-1-1 policy on liq-

uids serves as a prime example of how the TSA has made considerable efforts to provide the 

traveling public with adequate information regarding screening and security procedures to make 

passengers experiences as effi cient and hassle-free as possible, given current policies, strategies, 

and approaches to screening. However, many security procedures remain confusing, in part, 

because they have changed in response to changing threat assessments, or have been applied 

inconsistently in the past.

Public education is likely to increase in importance as the TSA rolls out various new checkpoint 

screening technologies over the next several years. While some of these technologies have been 

fi eld tested on a limited basis at various airports across the country, ongoing initiatives to deploy 

these systems nationwide represent the most signifi cant change to the passenger checkpoint experi-

ence since mandatory use of magnetometers and x-ray screening of carry-on items was imple-

mented 35 years ago.

THE EVOLUTION OF CHECKPOINT DESIGN

To address the challenges of improving screening performance, enhancing the capability to detect 

explosives, and increasing checkpoint effi ciency and throughput, the TSA is testing new checkpoint 

concepts that integrate emerging screening technologies and address various operational and human 

factors needs. In March 2008, the TSA launched an initiative called Checkpoint Evolution encom-

passing a variety of planned improvements to airport screening checkpoints. TSA Administrator 

Kip Hawley noted that “[t]his is the fi rst signifi cant change to the checkpoint since the 1970s,” a 

reference to the fact that the layout of airport screening checkpoints in the United States has 

remained relatively unchanged since they were fi rst put in place in the early 1970s.
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A Checkpoint Evolution Team at the TSA has developed a prototype concept for the checkpoint 

of the future that was showcased on the TSA website. The prototype future checkpoint concept 

entered operational testing and evaluation at BWI Airport, in Terminal B, which services Southwest 

Airlines, in April 2008. This prototype includes multiview AT x-ray equipment, millimeter wave 

WBI portals used for continuous random screening, and liquid bottle scanners.49 However, the 

investment strategy and deployment schedule for deploying various future checkpoint concepts 

 currently under evaluation remains unclear.

In addition to potentially improving the effi ciency and effectiveness of the screening process, 

proposed changes to the screening checkpoint may help reduce congestion at “soft target” locations 

such as airport lobbies. Various design elements of the proposed future checkpoint provide potential 

mitigation of the threat of explosives carried through the security checkpoint and possibly for the 

threat of shootings or bombings in and near the checkpoint queue. By designing more streamlined 

queuing processes, and queuing areas that are better separated from the public spaces of the airport 

terminal, the TSA hopes to achieve enhanced capabilities for surveillance and behavioral detection 

of potential threats of this kind.

The TSA is also seeking to implement methods to make the screening checkpoint a calmer envi-

ronment in hopes that this will allow screeners and BDOs to more easily spot suspicious behaviors. 

TSA Administrator Kip Hawley noted that “[c]alm allows things to stand out more. It creates a 

better environment to observe hostile intent.”50 According to the TSA, a calmer checkpoint environ-

ment can also help to ease perceived time pressures and other distractions that may hinder screener 

performance.

Elements of the future screening checkpoint queuing area design include mood lighting, soothing 

music, improved signage to direct and instruct passengers, and museum-style storyboards that convey 

personal stories of various TSA screeners (Figure 7.2). In the prototype, panels and informational 
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FIGURE 7.2  The prototype design of the checkpoint evolution concept. Key to abbreviations: ETD, 

Explosives Trace Detection; WBI, Whole Body Imaging; WTMD, Walk-Through Metal Detector; AT x-ray, 

Advanced Technology x-ray.
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boards also function as barriers to better separate the checkpoint queue from the rest of the passen-

ger terminal. The queuing area also includes a “prep stop,” providing passengers with a location to 

discard or recycle any trash or prohibited items and to organize and bag other items prior to screen-

ing. Travel document checking stations, staffed by TSA document checkers, will be positioned at 

the transition between the queue and the screening lanes.

In the screening lanes, various technologies and procedures to streamline the screening process 

are included in the future checkpoint concept. For processing carry-on bags, the prototype system 

integrates an automatic conveyor and bin return system. The proposed automated conveyor system 

will have the capability to separate alarm items (i.e., suspicious items that require additional scru-

tiny) from cleared carry-on items. Cleared items will proceed down the conveyor to a collection 

area where passengers can gather their possessions. One highlighted feature of the prototype 

 system is the use of sensitive cameras in the collection area to identify and alert passengers when 

items, including items as small as coins, are left behind in the conveyor bins. Once the bins are 

emptied, the system would automatically return them via a reverse-direction conveyor belt to the 

beginning of the conveyor for reuse, thus eliminating the labor-intensive function of moving and 

stacking bins currently performed by TSOs. On the back end of the future checkpoint confi gura-

tion, the TSA plans to install “recomposure benches,” to allow passenger to reassemble their items 

that may have been removed or opened during the screening inspection process, and an “end zone” 

where travelers can regroup with their families or others traveling with them before proceeding to 

their boarding gate.

Two signifi cant challenges to implementing the proposed checkpoint evolution concept are the 

acquisition and sustainment costs and airport space requirements. Future funding to carry these 

checkpoint evolution concepts beyond initial fi eld testing is yet to be determined. These checkpoint 

evolution concepts are being fi eld tested in conjunction with other initiatives to deploy next genera-

tion checkpoint screening technologies aimed at addressing lingering concerns over the limited 

ability to detect explosives on passengers and in carry-on items. The TSA’s investment strategy for 

these next generation checkpoint technologies is an area of considerable policy interest.

NEXT GENERATION CHECKPOINT TECHNOLOGIES

Since the early 1970s, passenger screening checkpoints have relied almost exclusively on the use of 

magnetometers, or walk-through metal detectors (WTMDs), as the sole means for primary screen-

ing for weapons and other prohibited or dangerous items being carried by passengers. These 

machines induce pulsed magnetic fi elds and sense any interruption or disturbance in those fi elds, 

usually caused by the presence of metallic objects, as individuals pass through these detectors.51 

These devices, however, are not capable of detecting explosives or nonmetallic threat items. Also, 

checkpoint screening of carry-on items for explosives, weapons, and other threats is carried out 

using x-ray systems that are limited in their ability to assist human operators detect objects or make 

determinations regarding potential threats based on the x-ray image.

In its fi nal report, the 9/11 Commission recommended that “[t]he TSA and the Congress must 

give priority attention to improving the ability of screening checkpoints to detect explosives on 

passengers.”52 Congress responded by including language in the IRTPA (P.L. 108-458), directing 

the DHS to “. . . give a high priority to developing, testing, improving, and deploying, at airport 

screening checkpoints, equipment that detects nonmetallic, chemical, biological, and radiological 

weapons, and explosives, in all forms, on individuals and in their personal property.”53 The legisla-

tion also directed the TSA to develop a strategic plan for deployment of explosives detection equip-

ment at airport checkpoints, including technologies such as walk-through explosives detection 

portals, document scanners, shoe scanners, and x-ray backscatter devices. These various technolo-

gies are discussed in further detail below.

The Implementing Recommendations of the 9/11 Commission Act of 2007 (P.L. 110-53) reiterated 

the requirement for developing this strategic plan, and also established a Checkpoint Screening 
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Security Fund, requiring that $250 million collected from passenger and airline security fees be 

deposited in this fund in FY2008. Funding for Checkpoint Support, which encompasses checkpoint 

technology acquisition has been maintained at the $250 million level for FY2009 (see P.L. 110-329).

One potential concern over the TSA’s deployment strategy for these enhanced technology systems 

is that large Category X and Category I airports are slated to be the fi rst to get these new technologies. 

The strategy refl ects a view that focusing efforts on the largest airports will encompass the greatest 

number of passengers and the highest-risk fl ights. The aviation screening system in the United States, 

however, operates using a single gateway concept, meaning that passengers are typically only screened 

once at their originating airport. Terrorists may exploit knowledge that smaller airports may not have 

the same level of advanced checkpoint technologies as larger airports to try to minimize detection. 

Such concerns may prompt additional policy debate over whether focusing on the largest airports fi rst 

is the best strategy, or if targeted or accelerated deployment of these technologies to include small- and 

mid-sized airports could provide an alternative strategy for minimizing such a threat.

Over the past few years, the TSA has been fi eld testing a wide variety of checkpoint technologies 

aimed at improving the screening of passengers and carry-on items, particularly to address the 

need for improving the detection of explosives at passenger checkpoints. A summary of some of 

the key emerging checkpoint technologies that are now reaching technical maturity for fi eld testing 

and deployment in airport settings is provided in Table 7.1. These technical approaches include 

TABLE 7.1
Emerging Checkpoint Technologies

Emerging Technology Description
Estimated Per Unit 
Acquisition Cost

AT x-ray X-ray systems with advanced visual detection capabilities 

including multiview imaging and automated explosives 

detection algorithms

$199,845

WBIs Imaging systems using x-ray backscatter or millimeter 

wave imaging technologies to inspect for concealed 

weapons and explosives under passenger clothing. These 

units can be used in place of metal detection wands and 

physical pat-down inspections

$256,872

BLSs A new handheld detection capability to discriminate 

explosives or fl ammable liquids from common benign 

liquids carried by passengers or in carry-on items

$42,419

Cast and prosthesis imagers Specially designed low-dose x-ray backscatter devices to 

screen casts and prosthetic limbs for possible concealed 

weapons and certain explosives

$56,567

Shoe scanner systems Devices to scan shoes for explosives using nuclear 

quadrupole resonance imaging techniques. Field tested 

under the RT program but found to not yet meet 

minimum detection standards

Not specifi ed

ETD portals Walk-through portals using ETD methods to inspect 

passenger for trace indicators of explosives

$211,924

Automated carry-on 

bag EDS

Automated detection capability for inspecting bags for 

explosives and weapons using CT-based solutions. Seen 

as a possible means for either complementing or replacing 

current manual x-ray image analysis processes

$506,778

Source: Compiled from Transportation Security Administration, Congressional Justifi cations—Aviation Security, FY2008 

and FY2009.
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explosives chemical trace detection methods; WBI systems; AT x-ray capabilities; and other meth-

ods, such as computed tomography (CT)-based EDSs and the use of magnetic resonance imaging 

(MRI) technologies for detecting explosives and other threat objects in carry-on items.

ETD TECHNOLOGIES

Several technologies that use various ETD methods are available for screening passengers and 

carry-on items for explosives. Available ETD technologies that may be considered for checkpoint 

use include ETD machines tailored for checkpoint screening lane use to screen carry-on items; 

handheld bottled liquids scanners that use ETD screening methods; and walk-through ETD portals 

for screening individuals.

ETD Machines
ETD machines have been a fi xture at aviation screening checkpoints and for checked baggage 

screening at smaller regional airports since the TSA assumed responsibility for passenger screen-

ing. These systems are capable of detecting minute quantities of elements found in explosive com-

pounds using a variety of techniques—including mass spectrometry, gas chromatography, chemical 

luminescence, and ion mobility spectrometry—to measure the chemical properties of vapor or par-

ticulate matter sampled from passengers, carry-on items, checked baggage, or cargo. It is generally 

believed that ETD systems will continue to play a central role in the screening of carry-on items to 

detect traces of explosives for items belonging to individuals singled out for secondary screening, or 

items fl agged for additional screening based on the analysis of the TSA screener viewing the x-ray 

image of the item during the primary screening process.

Bottle and Liquid Explosives Scanners
Following the August 2006 U.K. aircraft liquid bombing plot, the TSA has been keenly interested 

in identifying an effective technology for detecting explosives in liquids and fl ammable liquids 

without requiring direct contact with a sample. Observers have noted that it would have been 

extremely diffi cult to detect liquid explosives, like those the terrorists had planned to use, employing 

checkpoint screening technologies and techniques in place at that time.54 Since then, the TSA has 

been working with a number of vendors of bottled liquid scanner (BLS) technology to identify can-

didate systems for fi eld testing.

So far, two handheld units, the Fido PaxPoint developed by ICx Technologies and the SABRE 

4000 developed by Smiths Detection have been acquired by the TSA for fi eld testing. The SABRE 

4000 relies on ion mobility spectrometry, a common trace detection method proven effective in 

detecting minute quantities of explosives and chemical weapons. The Fido PaxPoint uses a differ-

ent trace detection technology that relies on amplifying fl uorescent polymers, a technique that 

utilizes a fi lm lining that reacts when exposed to minute quantities of explosives. The sensitivity 

of these devices is considered to be suffi cient enough to detect explosive traces and vapors through 

bottles and other sealed containers, including peroxide-based explosives as well as nitrate-based 

explosives. These units cost roughly $43,000 each. Under the TSA’s proposal for FY2009, it 

intends to deploy a cumulative total of 250 of these units, which will enable them to be available 

at roughly two-thirds of all screening lanes at Category X and Category I airports. This, however, 

is considerably scaled back from earlier estimates that the TSA would acquire a cumulative total 

of 800 of these units by the end of FY2008.55 Both devices have been deployed in fi eld tests at 

several large airports.

While these devices also have the capability of detecting chemical warfare agents, it appears that 

the TSA is primarily interested in the explosives detection capabilities of these devices and has not 

formally addressed the potential threat of chemical attacks in airline passenger cabins, although 

chemicals like Sarin and VX nerve agent have been used in nonaviation terrorist attacks in the past.
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The TSA has also considered various other technologies capable of detecting liquid explosives 

through a sealed container that use x-ray quadrupole resonance imaging, acoustic/ultrasound, 

Raman spectroscopy, and electromagnetic resonance techniques. Researchers are also working on 

laser irradiation techniques for detecting peroxide-based explosives.56 These various techniques, 

however, can encounter diffi culty in accurately identifying explosives through opaque containers 

and tend to yield relatively high numbers of false positives making them impractical for deployment 

at airport screening checkpoints given the current state of technology maturity of these systems.57

Walk-Through ETD Portals
In 2004, the TSA initiated pilot testing of walk-through ETD portals. When passengers pass through 

these semienclosed portals, puffs of air are blown at them to provide airborne samples of elements 

on their person. The samples are automatically collected and analyzed by the unit to detect the 

 presence of explosives using ETD techniques. The system relies on an ion mobility spectrometry 

process that provides versatile detection of both positive and negative ions using a proprietary ion 

“trap.”58 The system is capable of detecting a broad spectrum of explosives in a matter of a few 

seconds. Citing reliability problems, the TSA has suspended further deployment of these systems, 

and was reportedly reassessing how to proceed.59 The TSA has not sought to acquire additional 

trace portal systems, focusing instead on testing and deployment of WBI technologies, which are 

discussed in further detail below.

WBI TECHNOLOGIES

As part of the TSA’s overall approach to improving the detection of explosives and nonmetallic 

weapons at passenger checkpoints, it is currently exploring the use of WBI technologies for detect-

ing concealed items carried by passengers. WBI solutions offer an integrated approach to passenger 

screening insofar as these technologies can reveal concealed items carried by a person, including 

traditional metallic weapons, nonmetallic weapons, and explosive devices. These systems, however, 

cannot provide an indication of whether a concealed item is made of explosives material. Nonetheless, 

detection of a concealed item can alert screeners to conduct more thorough screening to determine 

the specifi c characteristics of the item through methods such as ETD or walk-through explosives 

detection portals.

The TSA is continuing to study specifi cally how WBI technologies could be integrated with 

other technologies in future checkpoint screening solutions. The Transportation Security Laboratory 

(TSL), a component of the DHS S&T Directorate, has been mulling a concept it refers to as the 

“ tunnel of truth.” This future checkpoint concept, which would submit passengers to a battery of 

screening techniques while being transported on a moving walkway, incorporates WBI technolo-

gies along with trace detection portal technologies.60

Because of the ability to detect a broad array of concealed items, many view WBI systems as a 

candidate technology for primary screening as part of a system such as the future “tunnel of truth 

concept,” although in current fi eld testing, the TSA is providing this technology solely as an option 

for passengers selected for secondary screening as an alternative to a pat-down search and as a pro-

cedure applied to individuals randomly selected for secondary screening.

Since WBI technologies are regarded by some as highly invasive, critics of these systems have 

argued that they should only be used in limited circumstances. For example, the ACLU has urged 

Congress to ban the use of WBI technologies as a method for primary screening. The ACLU main-

tains that “[p]assengers expect privacy underneath their clothing and should not be required to dis-

play highly personal details of their bodies.”61 The ACLU has also raised concerns that, if used as a 

primary screening method, WBI technologies would, in their opinion, cause unnecessary delays by 

increasing the number of questionable items detected on persons passing through the checkpoint 

that would need to be resolved through additional screening techniques such as explosives detection 
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portals and conventional metal detectors. The ACLU maintains that these technologies require “a 

tremendous invasion of privacy with little speed or effi ciency gains.”62

It should be noted, however, that while these technologies may be considered by some as being 

more invasive, they offer a potential capability for detecting nonmetallic threat items, particularly 

explosives, that does not currently exist with magnetometer screening. In this regard, WBI systems 

directly address 9/11 Commission recommendations and congressional mandates to develop and 

deploy capabilities to detect nonmetallic threat items at airport screening checkpoints. It is there-

fore, arguably inappropriate to directly compare these WBI systems to current screening checkpoint 

technologies that do not have the capability to address these mandates.

The TSA is currently fi eld testing two candidate WBI technologies for use in detecting explosives 

and nonmetallic weapons carried by passengers at airport screening checkpoints. The fi rst of these 

technologies is known as x-ray backscatter technology and involves images generated by detect-

ing radiation refl ected off objects irradiated with x-rays. The second technology, millimeter wave 

imaging technology generates images by examining refl ections of extremely high-frequency 

 electromagnetic waves. Both technologies have the capability of penetrating objects that can nor-

mally conceal objects in a visual scene, including clothing, baggage, and even steel containers and 

 automobiles. Broadly speaking, both of these technologies offer the potential for unobtrusive 

monitoring and scanning capabilities for security applications, including possible covert scanning 

applications in the aviation security context and perhaps in other homeland security applications. 

In addition to potential use at airport screening checkpoints, both x-ray backscatter and millimeter 

wave technologies are also being considered for screening air cargo, carry-on items, checked bag-

gage, and also for screening vehicles parked near airport terminals and vehicles entering access-

controlled areas. While there is a broad array of potential security applications for these technologies, 

this discussion focuses on the use of these technologies for screening passengers at airport 

screening checkpoints. Some concerns over this specifi c application of these technologies include 

protection of personal privacy, ability to detect items hidden in private and concealed areas on an 

individual, and possible health concerns regarding exposure to radiation emitted during the screen-

ing process.

X-Ray Backscatter Imaging Systems
Unlike traditional x-ray machines that measure the x-ray absorption pattern of different materials, 

x-ray backscatter technology works by emitting an x-ray beam and measures the scatter or refl ec-

tions of the beam. The key difference is that organic materials do not absorb much of the x-ray, 

allowing the beam to mostly pass through. This characteristic makes traditional x-rays, which mea-

sure absorption characteristics, a poor choice for differentiating organic material. X-ray backscatter 

systems, on the other hand, do a much better job of differentiating organic materials, because dif-

ferent chemical elements in the materials defl ect these beams quite differently. This makes back-

scatter a well-suited technology for detecting organic explosives in either solid or liquid form as well 

as drugs. The ability to provide high-quality imaging of organic matter, however, raises privacy 

concerns because x-ray backscatter technology can accurately image body parts normally con-

cealed under clothing. This has raised considerable concerns among privacy advocates, as noted 

above, and it has resulted in the TSA requiring that specifi c privacy fi lters and special operating 

procedures be put in place to maintain the privacy of individuals being imaged by these systems. 

The use of x-ray backscatter devices may also generate some concern over public health and safety 

because these devices emit ionizing radiation, albeit in very small doses. It is estimated that each 

scan exposes an individual to 10 microRems of radiation, which is about 1% of the radiation expo-

sure experienced every day. The system in use in pilot testing by the TSA meets American National 

Standards Institute (ANSI) requirements and is regarded as safe for all passengers, including small 

children and pregnant women.63 The x-ray backscatter technology also provides an alternative to 

traditional x-ray machines for screening carry-on items, and systems are available that use backscat-

ter technology for inspecting carry-on items. However, the TSA’s present initiatives to acquire and 
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deploy AT x-ray systems for carry-on screening do not include x-ray backscatter solutions, relying 

instead on high-resolution x-ray systems capable of providing multiple image views.

Millimeter Wave Imaging Systems
Millimeter wave screening technologies refer to an array of screening devices capable of creating 

high-detail images of items otherwise visually concealed. These devices emit electromagnetic 

waves in the 30–300 gigaHertz frequency range, that are capable of penetrating a variety of items 

that cannot be seen through, including clothing, vehicles, and shipping containers. For this reason, 

millimeter wave technologies potentially have a broad array of security applications, including the 

screening of individuals, vehicles, shipping containers, baggage, or other items presented at screen-

ing checkpoints. The screening devices capture the refl ections of these waves as they bounce off 

visually concealed items. Depending on the composition of the material, some of the energy will be 

refl ected and some will be absorbed. While metals and the human body tend to be highly refl ective 

and will appear light or white in the generated image, materials such as plastics, ceramics, and 

organic materials, including organic explosives, will be partially refl ective and seen as partially 

transparent in the image generated using this technology.64 The resolution of current millimeter 

wave imaging systems allows for a relatively high-detail image to be generated. However, like x-ray 

backscatter screening of individuals, images must be generated from multiple view angles because 

millimeter waves are largely refl ected by the human body and do not penetrate through the body to 

see items concealed on the other side. Also, like x-ray backscatter technology, millimeter wave 

imaging systems can detect concealed items, but cannot analyze the composition of those items. 

Therefore additional screening techniques would be needed to determine whether a detected item 

contained explosive material. According to the vendor, the millimeter wave screening technology 

currently being evaluated by the TSA can scan individuals in about two seconds.65

Since the millimeter wave signals emitted by these devices are nonionizing and are emitted at 

very low power levels, health and safety concerns have not been a signifi cant issue related with this 

technology. While some still question the potential health effects of exposure to electromagnetic 

energy, the TSA points out that the millimeter wave imaging systems currently being fi eld tested 

emit 10,000 times less energy than a typical cell phone transmission.66 For TSA screeners, occupa-

tional exposure is regulated by Occupational Safety and Health Administration (OSHA) regulations 

and standards, and exposure to the traveling public would be expected to be much lower than these 

levels in most cases.67

AT X-RAY EQUIPMENT

The TSA has been using the term AT x-ray to refer to a wide range of possible next generation x-ray 

screening systems to be deployed for screening carry-on items at passenger checkpoints. The TSA 

has been fi eld testing three different systems that provide a variety of enhanced features including 

improved image resolution, multiple views, and automatic explosives detection capabilities. The 

TSA has requested funding through FY2009 to deploy more than 900 of these systems, primarily at 

Category X and Category I airports. The TSA anticipates that it will have deployed enough of these 

units to provide coverage of 60% of lanes at these larger airports by the end of FY2009. The systems 

cost, on average, about $200,000 each.

OTHER CANDIDATE TECHNOLOGIES AND APPLICATIONS FOR AVIATION SECURITY SCREENING

Various other technologies have been suggested as options for screening carry-on items. For 

example, some vendors have developed small-footprint CT-based scanners tailored for passenger 

checkpoint use that have throughput rates on the order of 400 bags per hour and include auto-

mated explosives and weapons image detection algorithms. CT-based systems are also capable of 

generating 3-D or multiangle images of scanned items for image analysis by screeners. While 
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these systems offer some unique advantages over AT x-ray by incorporating automated EDS 

detection algorithms, and allowing for the viewing of 3-D images or viewing the item from virtu-

ally any perspective, they are considerably more expensive than available AT x-ray systems. 

A key policy issue is whether the potential enhancements these technologies offer compared to 

AT x-ray provide benefi ts that justify the cost difference. This may be a diffi cult question to 

answer depending on testing methods and assumptions. Findings may indicate that CT-based 

systems for passenger checkpoint screening may provide unique benefi ts in some instances, but 

at present, the TSA appears to favor the use of AT x-ray technologies to replace current generation 

x-ray systems in most, if not all, instances.

Also, the DHS S&T Directorate has been working with Los Alamos National Laboratories to 

develop and test ultralow fi eld MRI scanning capabilities to screen for threat items. Researchers have 

developed a prototype system that may eventually be integrated into checkpoint screening systems to 

establish a reliable liquid explosives detection capability. The system, called SENSIT (for “sense it”), 

is being specifi cally designed to identify and differentiate fl uids by including a database of MRI signa-

tures for both threat and nonthreat liquid items. Possible advantages of using ultralow fi eld MRI tech-

nology are that it is considered noninvasive, it is widely regarded as being safe for human exposure, 

and it can potentially be integrated with the existing airport screening checkpoint architecture.68

Millimeter wave technology, discussed above in reference to WBI systems, also has the poten-

tial of being adapted for use in screening carry-on items, although it is not clear that it would 

provide any advantages over AT x-ray systems. Millimeter wave systems, however, have another 

potential application in covert, passive scanning of objects. For example, patrol vehicles could 

potentially use millimeter wave scanning systems to inspect vehicles standing at passenger pick-up 

and drop-off points for suspect items, such as possible explosive devices. In the terminal, such 

technology also has potential application for the remote inspection of unattended or otherwise 

suspect items from a distance using, for example, robotic sensor platforms. However, such poten-

tial applications of this technology pose considerable policy and legal questions regarding indi-

vidual privacy rights and reasonable cause for search. At present, therefore, the application of this 

technology in the aviation security domain appears to be limited to consensual searches of pas-

sengers conducted at screening checkpoints.

SCREENING AIRPORT WORKERS

While the major emphasis of these emerging checkpoint technology initiatives is to improve threat 

object detection capabilities and the effi ciency of the screening process for airline passengers, 

concerns have been raised that airport workers who access sterile and secure areas are often 

exempted from screening procedures as a matter of routine. Pilot tests of programs for screening 

workers on either a mandatory or on a random basis has raised questions over how such require-

ments may impact equipment and staffi ng needs if implemented on a nationwide basis. The screen-

ing of airport workers remains a signifi cant issue in policy debate over approaches to airport 

security screening measures.

The lack of mandatory screening for airport workers has been an issue of debate for some time. 

At most airports, identifi cation checks, along with random or targeted screening, are used in lieu of 

100% physical screening for airport workers. It has been estimated that nationwide about 600,000 

such workers access secured areas of airports each day. Some policymakers have expressed particu-

lar concern over these practices, noting that this lack of checkpoint screening of airport workers 

creates vulnerabilities in which workers, or individuals with counterfeit or stolen worker identifi ca-

tion, could pass threat objects into secured airport areas or travel on aircraft without being subjected 

to security screening. Acknowledging these concerns, the TSA and airport operators, however, have 

voiced concerns that full checkpoint screening of airport workers would be very time consuming 

and would signifi cantly impact limited security screening resources and the TSA’s ability to process 

airline passengers through screening checkpoints.69
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While procedures vary from airport to airport, prior to 2007, only MIA had implemented a 

 system requiring 100% physical screening of all airport workers accessing secured areas. However, 

a security incident in the spring of 2007 brought the issue to national attention. On May 5, 2007, the 

TSA was alerted to possible weapons on board a Delta Airlines fl ight from Orlando, Florida to San 

Juan, Puerto Rico after Orlando police received a tip through their anonymous crime hotline.70 The 

TSA ordered that the fl ight be reverse-screened upon arrival in San Juan.71 All passengers, carry-on 

items, and checked baggage were screened again as the passengers disembarked in San Juan. The 

search unveiled 14 guns—13 semiautomatic handguns and a .22 caliber rifl e—and eight pounds of 

marijuana in a carry-on bag toted by a Comair employee traveling on the fl ight.72 He and others 

accomplices, also employees of Comair in Orlando, were able to smuggle these items on board the 

airplane because their access credentials allowed them to bypass passenger screening checkpoints. 

The incident highlighted the long-debated insider threat posed by airline employees who are not 

routinely screened before accessing sterile and secure areas of airports.

Following the incident, the TSA ramped up employee screening and security measures.73 

However, neither the TSA nor Congress has required airports to implement 100% screening of all 

airport employees. As noted above, only MIA had a program in place prior to this incident to screen 

100% of airport employees accessing secured areas. Following the incident, MCO implemented a 

similar program. However, at other airports, screening is conducted only on certain airport workers 

or, more typically, is carried out on a random basis if at all.

The TSA has been pilot testing various techniques for random and targeted screening of airport 

workers accessing secured areas of airports under its Aviation Direct Access Screening Program 

(ADASP). The ADASP was initiated in July 2006, and according to the TSA, the program places an 

emphasis on unpredictable, random screening of airport employees, items carried by them, and 

vehicles passing through airport access points. The ACI-NA asserts that the random, unpredictable 

nature of worker screening under the ADASP will make it diffi cult for terrorists to ascertain and 

exploit operational patterns.74 Moreover, the TSA emphasizes that its personnel can be “surged” on 

very little notice to step up airport worker screening in response to threat intelligence or other indi-

cators of heightened risk.75 Therefore, both the TSA and the industry support the risk-based, random 

screening concept being developed under the ADASP as opposed to a more costly and resource 

intensive effort to conduct 100% screening of airport employees, similar to what was implemented 

in Miami and Orlando.

As noted above, both MIA and MCO have implemented full screening programs for airport 

workers, requiring all those accessing sterile and secured areas to undergo physical inspection. 

Additionally, a pilot program at Boston Logan International Airport (BOS) requires 100% physical 

screening of airport workers and vehicles accessing the airfi eld. While 43 TSA screeners were 

added to staff fi ve airfi eld checkpoints at BOS, an airport offi cial speculated that a full-time require-

ment to screen all airport workers at airport perimeter checkpoints and at designated terminal 

checkpoints prior to accessing sterile area may require as many as 1300 additional TSA screeners 

at BOS alone.76 However, it is important to point out that, unlike the statutory requirement for TSA 

screening of passengers, no such requirement exists for airport worker screening, so this function 

could be conducted by private screening vendors. In any case, system-wide implementation of 100% 

airport worker physical screening may require tens of thousands of new screener personnel, whether 

they be TSA screeners or private screeners.

The TSA maintains that through a layered security approach, relying on extensive background 

checks, access controls, surveillance, and law enforcement presence at airports, adequate security 

can be maintained without implementing 100% screening of all airport workers. The TSA believes 

that stepped up random screening of workers can provide an additional layer of security to augment 

these other long-standing layers of airport security.

In addition to random selection techniques, additional steps are under consideration, including 

the use of behavioral profi ling techniques for targeting physical inspections of airport workers.77 For 

example, at several Florida airports and in San Juan, Puerto Rico, the TSA has augmented the 
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ADASP program with Saturation Security Teams (SSTs) that rove through sterile and secure 

areas of airports using behavioral observation techniques to evaluate and select airport workers for 

on-the-spot random inspections.

The TSA has also been mulling the idea of creating a voluntary program, allowing certain 

“certifi ed employees” who undergo more extensive background checks to be exempt from routine, 

but not random, inspections. Some familiar with airport operations have also pointed out that 

certain categories of workers—such as maintenance workers who must routinely pass into and 

out of sterile and secured areas—often carrying tools, knives, and other items that could be used 

as deadly weapons. Repeatedly screening such individuals throughout the day may be labor 

intensive and arguably ineffective against preventing certain kinds of weapons from being car-

ried into sterile and secured areas. Additional background checks and vetting of these workers 

may provide an option for exempting them from routine screening every time they access sterile 

and secured areas of airports.

SCREENING AND VETTING OF AIRLINE CREWS

While the TSA has been testing various procedures for screening airport employees, it has also 

moved forward to develop a system for validating the identity of airline crews as a means for sterile 

area access in lieu of physical screening at security checkpoints. The 9/11 Act (P.L. 110-53) required 

the TSA to assess the feasibility of creating a credentialing and identity verifi cation system to allow 

airline fl ight crews access to the sterile areas of airports, and if feasible, initiate implementation of 

such a system. Since the 9/11 attacks, fl ight and cabin crews have been required to undergo physical 

screening at airport checkpoints, largely over concerns that terrorists or criminals could gain access 

to secured areas of airports or to air carrier aircraft by impersonating airline crewmembers, particu-

larly pilots. Pilots and fl ights attendants and organizations representing these groups have com-

plained that while they were required to pass through screening checkpoints whenever accessing 

sterile areas of airports, other airport and airline workers have been allowed to bypass screening, 

despite the fact that pilots and fl ight attendants were required to pass the same background checks 

as airline workers.78 Nonetheless, the TSA had expressed specifi c concerns about the level of access 

pilots, as well as fl ight attendants, have to aircraft and cockpits, fearing that an imposter dressed as 

an airline crewmember could gain access allowing them to sabotage or hijack an aircraft if such an 

individual was allowed to bypass screening checkpoints.

Similar concerns were also raised about allowing crewmembers from other airlines from riding 

on the cockpit jumpseat. Prior to the 9/11 attacks, it had been a long-standing industry practice to 

allow fl ight crew personnel from other airlines to ride in the cockpit as a means of transportation to 

position pilots, and sometimes fl ight attendants, for their fl ight assignments. Most major airlines had 

reciprocal agreements with the other airlines to allow for this. However, after the 9/11 attacks, this 

practice was terminated because there was no industry-wide system to authenticate the credentials 

of fl ight crews from other airlines. Airline crews were, therefore, often required to fl y standby on a 

space-available basis to commute to and from their fl ight assignments.

As a result of an industry need to provide jumpseat access privileges on other airlines in order to 

maintain effi cient crew positioning, an industry-wide database, called the Cockpit Access Security 

System (CASS), was developed. It was fi eld tested beginning in 2003 and received TSA approval for 

full operational deployment in September 2005. This database is maintained by ARINC, Inc. using 

human resources data provided by the individual airlines. The system provides gate agents identity 

verifi cation of fl ight crewmembers by transmitting an up-to-date photograph and background infor-

mation to compare with employee credentials using a secure Internet-based interface.

For fl ight crew sterile access area pilot testing, the TSA has leveraged the investment in the 

development of CASS to develop a system called crewPASS. The system relies on secure Internet 

access to the CASS database via TSA checkpoint computer terminals positioned at exit lanes to 

validate the identity of airline fl ight crewmembers. The testing is being conducted at BWI, PIT, and 
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Columbia (S.C.) Metropolitan Airport. It is currently limited in participation to uniformed fl ight 

crewmembers. Further evaluation of the program, including whether to extend participation to cabin 

crewmembers, will be made based on the results of this testing. The TSA is continuing to study 

ways to further enhance airline crew identity validation, and it is assessing how this program may 

be able to enhance security by reducing the number of individuals requiring physical screening, 

allowing screeners and BDOs to better focus their efforts on detecting suspicious items and suspi-

cious behaviors.79 Nonetheless, fl ight crewmembers participating in crewPASS will still be subject 

to random screening and behavioral observation.

Additionally, in September 2008, the TSA launched a separate test of a biometrics-based access 

control system for fl ight crews.80 The system, known as SecureScreen, is being tested on about 200 

Southwest Airlines pilots based at BWI airport. The pilots participating in the testing are being 

issued biometric identity cards that store fi ngerprint data, a digital photograph, and personally 

identifi able security information. Card readers have been installed at TSA security checkpoints at 

BWI to verify pilot identities, allowing pilots to bypass routine security screening. However, pilots 

participating in the test may still be subject to random or targeted screening as a secondary layer 

of security.

CHECKED BAGGAGE SCREENING

In addition to the challenges associated with screening passengers, airport workers, and airline 

crews, the TSA continues to face considerable challenges in its efforts to optimize checked baggage 

screening operations and perform costly maintenance and upkeep on this equipment. While air-

ports are, for the most part, meeting mandated requirements to inspect checked bags with explosive 

detection equipment 100% of the time, airports are continuing to struggle with the daunting task of 

integrating these systems into baggage handling and sorting facilities. To address these needs, 

Congress established (in Vision 100, P.L. 108-176) an ASCF with a mandatory funding level of $250 

million annually and a total authorized funding level of $500 million per year through FY2007. 

These funds are provided directly to airports in the form of grants to carry out capital improvement 

projects to integrate and optimize EDS equipment installations. This funding is separate from the 

purchase and maintenance of the EDS and ETD equipment, which is a TSA responsibility funded 

through annual discretionary appropriations.

In general, EDS equipment serves as the primary means for explosives screening of checked 

baggage at large airports, while ETD systems are used to perform secondary inspections when the 

EDS alarms of a potential explosives threat. At small-sized airports where the installation of larger-

sized and more costly EDS is not considered necessary, ETD systems are used for primary explo-

sives screening of all checked baggage. In total, the TSA has deployed over 2000 EDS machines, 

and almost 6000 ETD machines to about 450 commercial passenger airports throughout the United 

States and its territories.

According to the TSA, over 530 million pieces of checked luggage were screened using EDS 

equipment in 2006. Over 85 million pieces were opened for inspection, corresponding to an alarm 

rate of roughly 16%. Since there have been no publicly reported incidents of actual bombs placed in 

checked baggage, this roughly corresponds to the system-wide false alarm rate for primary checked 

baggage screening techniques using EDS.

A concern raised by some experts regarding the implementation of explosives detection screen-

ing of all checked baggage is the relatively high false alarm rate of current EDS equipment and the 

potential impact that this may have on baggage throughput. TSA procedures call for additional 

screening of all bags that generate EDS alarms using techniques such as hand searches, canine 

inspections, or inspections using trace element detection equipment. A more detailed examination 

of the CT images captured by the EDS system has not been approved by the TSA as an acceptable 

means of resolving EDS alarms. Consequently, the TSA relies heavily on the use of ETD systems 

and hand searches, both time-consuming and labor-intensive processes, to resolve EDS alarms. 
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Relatively high false alarm rate for EDS screening poses continuing challenges for the TSA to 

resolve alarms in an effective and expedient manner and, to some extent, impacts the number of 

EDS and ETD machines needed to maintain operational effi ciency.

In addition to creating the ASCF, Congress also gave the TSA the authority to issue LOIs to 

airports, committing future funding toward in-line EDS integration projects. Despite these mea-

sures, efforts to integrate EDS systems at all airports have been progressing slowly, prompting the 

9/11 Commission to recommend that the TSA expedite installation of these in-line baggage screen-

ing systems. Provisions to expedite and increase funding for in-line baggage screening were included 

in the IRTPA (P.L. 108-458). Meeting funding needs for airport security projects and setting priori-

ties amid budgetary constraints remain ongoing challenges for Congress. In particular, the House 

Appropriations Committee noted that, as of the spring of 2008, only slightly more than half of the 

largest airports in the United States (45 out of 82 Category X and Category I airports) have opti-

mized the installation and integration of their checked baggage EDSs. Of these, only 18 have opti-

mized baggage screening confi gurations at all of their terminals, while the remaining 27 have only 

optimized these systems at some of their terminals. The other 37 large airports have suboptimal 

baggage screening solutions, with equipment that is not integrated with baggage conveyors. Some 

of these airports continue to house bulky EDS machines in lobbies and ticket counter areas, creating 

potential security and traffi c fl ow issues. Provisions in the Implementing Recommendations of the 

9/11 Commission Act (P.L. 110-53) extended the mandatory funding of the ASCF through 2028, 

and authorized an increased discretionary funding level of $450 million in FY2008 through 

FY2011 for in-line baggage screening. The measure also requires the TSA to prioritize airport 

 in-line EDS projects based on risks and other considerations.

PROPOSED STRATEGY FOR BAGGAGE SCREENING OPTIMIZATION

In 2006, the TSA called on the ASAC, a standing committee of aviation industry advisors to the 

TSA, to form a working group to study the technology and fi scal challenges associated with baggage 

screening. In response, the industry partners represented on the ASAC convened a Baggage Screening 

Investment Study (BSIS) working group to identify and review funding and fi nancial options.

The BSIS is a key input to the TSA’s investment strategy for its Electronic Baggage Screening 

Program (EBSP).81 The BSIS concluded that the total cost to implement this strategy, beginning in 

FY2006 and completing the optimized nationwide baggage screening initiative by FY2025 would be 

$23.3 billion, or roughly $1.22 billion annually. Of the total estimated program cost, the TSA expects 

that $19.7 billion (roughly 85%) would be paid by the federal government, while the remaining $3.6 

billion (about 15%) would be paid for by airports and tenant airlines.

The BSIS working group failed to reach a consensus regarding cost sharing for continually meeting 

the 100% checked baggage screening mandate of ATSA, a refl ection of the fact that airlines and air-

ports generally maintain that the federal government should be solely responsible for all funding needs 

to meet this mandate. However, the group proposed a variety of funding mechanisms to help accelerate 

the acquisition, deployment, and optimization of baggage screening solutions. One option proposed by 

the group called for establishing a $3 billion voluntary tax credit bond (TCB) program allowing airports 

or airlines to fund infrastructure improvements to accommodate optimized EDS baggage systems. 

TCBs are bonds on which the federal government pays “interest” in the form of credits against federal 

income tax liability.82 The Congressional Budget Offi ce (CBO) notes that while TCBs result in higher 

costs to the federal government in cases where they are proposed as an alternative to traditional appro-

priations, these bonds may offer savings to the federal government compared to certain tax-exempt 

bonds if the TCBs are structured to meet conditions explained in the CBO study.83 Tax-exempt bonds 

are popular vehicles for airports to raise capital for infrastructure improvement projects.

The working group estimated that the effective share of facility modifi cation costs paid for by the 

airports and airlines would be about 25% under its TCB proposal. It also recommended the continu-

ation of federal appropriations of at least $435 million annually for EDS purchase and installation. 
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The working group recommended that these funds include money for facility modifi cation grants 

for those airports and airlines that do not participate in the voluntary TCB program. It proposed that 

appropriators combine EDS purchase and installation funds as a single line item to provide the TSA 

with increased fl exibility to fund installation projects. It also recommended increased fl exibility in 

airport PFCs to include the use of PFCs for the modifi cation and construction of baggage handling 

systems and related infrastructure to accommodate EDS screening systems, and the use of PFCs to 

repay debts incurred under the proposed TCB program.

These proposals, however, mostly appear to require specifi c congressional action to raise secu-

rity fees and/or increase PFC fl exibility. The airlines, however, have opposed security fee increases 

and Congress has not moved forward with legislation to authorize additional security fees. The 

airlines have also resisted efforts to increase PFC fl exibility, although their opposition appears to be 

more specifi cally tied to concerns over proposals to use PFC money to fund airport access projects, 

such as public transportation to and from airports, which could shift funds away from airport infra-

structure spending that supports air carrier operations.84 Finally, the concept of establishing a 

 voluntary TCB mechanism has not been taken up in legislation. Currently, discretionary appropria-

tions for EDS/ETD purchase and installation and the use of the ASCF to provide grants to airports 

to accommodate in-line EDS solutions serve as the funding mechanisms to support baggage screen-

ing optimization initiatives. This approach, however, has been criticized by some airports that have 

been frustrated over the slow pace of funding for in-line EDS integration projects and the uncer-

tainty over federal reimbursements to those airports that have funded these types of projects up 

front using their own money in anticipation of eventually receiving reimbursement for the majority 

of the costs from the federal government.

OPTIONS FOR REDUCING BAGGAGE

It is estimated that the TSA currently screens more than one billion checked bags on an annual 

basis. As passenger volume is expected to increase at an average annual rate of about 3% per year,85 

the volume of baggage subject to screening is anticipated to increase at a similar rate. Similar 

increases in the number of carry-on items that must undergo screening are also anticipated. If pas-

senger behavior regarding baggage remains unchanged, these increases will likely necessitate addi-

tional investment in screening equipment and increased physical space needs at airports to 

accommodate additional EDS and ETD machines for checked baggage screening and expand the 

number of passenger screening lanes.

One possible alternative approach to address concerns over the projected growth in baggage 

required to be screened is to somehow modify passenger behavior with regard to baggage amounts, 

such as by placing specifi c limits on the number of carry-on or checked baggage. At least in terms 

of carry-on baggage this idea is not new. Immediately following the 9/11 attacks, the DOT Rapid 

Response Team on Airport Security recommended that carry-on luggage should be limited to one 

carry-on bag and one personal item such as a purse or briefcase.86 While this recommendation 

roughly parallels current airlines rules, these rules are not strictly enforced.

However, tighter restrictions on carry-ons, particularly the ban on carrying liquid items on air-

craft imposed in August 2006, initially had the effect of increasing the volume of checked bag-

gage. Some airlines claimed that they were experiencing an increase of as much as 25% in checked 

baggage soon after the liquids ban was put into effect, resulting in considerably increased labor 

costs to the airlines for baggage handling.87 As restrictions on carrying liquids were eased and the 

TSA implemented its 3-1-1 policy, however, this spike in the volume of checked baggage eased to 

some degree.

Recently, some airlines have begun assessing fees for checked baggage, largely as a means to 

offset rising fuel costs. From a screening perspective, this would be expected to have an opposite 

effect than the liquids ban by creating a monetary incentive for passengers to carry-on items rather 

than check baggage. Airlines have long charged fees for oversized baggage or baggage exceeding 
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a certain weight, typically over 50 pounds on domestic fl ights, with some airlines providing 

higher free weight allowances on international fl ights and for fi rst class and business class travelers 

and frequent fl yers. However, since the economic deregulation of the airline industry in 1978, bag-

gage allowances and fee setting practices have largely been left up to the individual airlines. At 

present, several airlines are charging fees for additional checked baggage but allow one free 

checked bag, while others are charging fees for all checked bags. These baggage fees, as well as 

possible baggage limits, may play a signifi cant role in resource demand and resource allocation for 

passenger and baggage screening. Checked baggage fees could result in increased volumes of 

carry-on luggage as passengers seek to avoid these fees, which in turn could result in increased 

workload at passenger checkpoints and a corresponding reduction in workload for checked bag-

gage screening operations. While the fees could reduce overall baggage screening workload to 

some degree by prompting some passengers to pack lighter, the effect would largely be consumer 

driven based on pricing rather than the result of any specifi c policy or strategy to curtail growth in 

passenger and baggage screening workload.

The fees, however, may make the option proposed by some of preshipping or separately shipping 

baggage, sometimes using cargo aircraft, a potentially more attractive option for some airline pas-

sengers. While the concept has yet to attract any major market appeal, two companies have estab-

lished services where passengers can check in their bags at off-site locations or can participate in 

door-to-door pickup and delivery service from home, offi ce, or destination hotels.88 The TSA veri-

fi es the security processes of these companies to ensure adequate controls and safeguards for keep-

ing baggage secure in much the same way that it reviews the procedures of freight forwarding 

companies in the air cargo industry to ensure adequate supply chain security measures are in place 

and are followed. As more and more airlines begin charging fees for baggage service, paying addi-

tional shipping charges for origin to destination preshipping of checked baggage items may become 

an option that will appeal to a wider number of travelers.

Reportedly, both the TSA and airport managers liked the concept because it can reduce peak 

demand and time pressure for baggage screening and it can potentially reduce congestion in airport 

terminals if passengers do not need to check baggage upon arrival, and with a preprinted boarding 

pass can proceed directly to the screening checkpoint.89 However, like the airlines checked baggage 

pricing strategies, the impacts of this program on checked baggage screening are being driven com-

pletely by market forces rather than any specifi c policy or agenda for streamlining aviation security 

operations. Policymakers may consider how these options may be more formally integrated into 

initiatives to improve passenger and baggage screening processes, perhaps through formal public 

awareness and education regarding these options or through specifi c incentives to passengers for 

opting to use such services or to companies that provide these services.

FIREARMS IN CHECKED BAGGAGE

While the greatest risk associated with checked baggage is from explosives, regulations allowing 

the transport of secured and unloaded fi rearms in checked baggage introduce a potential vulnera-

bility. Firearms carried in checked baggage present unique security concerns because they offer a 

mechanism for getting weapons beyond security checkpoints that could potentially be exploited by 

terrorists or criminals seeking to use fi rearms to carry out an aircraft hijacking or some other 

attack within the sterile or secured areas of an airport. Firearms and ammunition are permitted to 

be carried in checked baggage, so long as the fi rearm is shipped unloaded and weapons and ammu-

nition are carried in a secured hard-sided case. Passengers checking fi rearms must properly declare 

these weapons to the airline when they check-in and check their baggage. While the weapons are 

secured, there remains some concern that these allowances and procedures could be exploited to 

slip a weapon into the secured area of an airport with the assistance of a baggage handler or other 

airport worker. There is also some concern over the possible theft of these weapons while they are 

in transit.

AU7029_C007.indd   225AU7029_C007.indd   225 8/12/2009   2:47:15 PM8/12/2009   2:47:15 PM



226 Airport and Aviation Security: U.S. Policy and Strategy in the Age of Global Terrorism

At present, the TSA has no formal mechanism or process for tracking checked fi rearms and 

ensuring their security, leaving this primarily up to the airlines. The TSA also does not have a for-

mal process for investigating or tracking cases of lost or stolen fi rearms from checked baggage, 

leaving this largely in the hands of local law enforcement. However, such incidents are often not 

reported by the owner or traveler until arrival at the destination when the fi rearm is reported miss-

ing, raising jurisdictional issues regarding at what point in transit the fi rearm was lost or stolen. 

Policymakers and aviation security strategists may explore options for strengthening the positive 

control and tracking of checked fi rearms while in transit, including the possible application of track-

ing and security technologies to prevent possible loss or theft of fi rearms in the sterile and secured 

areas of the air transportation system.

SCREENER WORKFORCE ISSUES

As passenger demand increases at existing airports, and as new airports begin to add passenger 

service, there will be an increasing need to hire additional screeners to maintain or improve upon 

current levels of screening effi ciency and performance. Retaining high-performing screeners will 

also likely be a high priority for maintaining and improving upon the effi ciency and effectiveness of 

screening operations. New technologies and streamlined screening procedures using these future 

checkpoint and baggage screening technologies may offset future screener workforce needs to some 

degree, particularly with respect to baggage screening operations. However, the extent to which 

improvements in passenger screening technologies and procedures will reduce staffi ng needs in the 

coming years is diffi cult to assess until new technologies further mature and until operational tests 

and models of operational use provide a clearer indication of anticipated improvements to check-

point and baggage screening effi ciency and effectiveness.

While various emerging screening technologies have the potential to streamline screening 

operations and reduce the demand for screeners, recent initiatives by the TSA have sought to 

broaden and diversify the role of its frontline workforce beyond traditional screening functions. As 

previously noted, the TSA now refers to its frontline workforce at airports as TSOs to refl ect the 

more diversifi ed roles and job functions performed by these personnel. These additional duties, in 

combination with expansion to meet expanding passenger demand, have led to a sizable increase 

in the TSA workforce over the past few years. By the end of FY2009, the TSA estimates that it will 

have 49,697 FTE positions for TSOs, about an 8% increase over the 45,897 FTE positions it counted 

at the end of FY2007.90 The expansion of the TSO workforce and the broadening role of this work-

force are likely to be issues of increasing interest for policymakers and aviation security strategists 

in the coming years.

BROADENING ROLES FOR TSOS

In addition to traditional passenger and baggage screening operations, offi cers are now serving as 

travel document checkers (TDCs), BDOs, and bomb appraisal offi cers (BAOs), and are performing 

additional duties including random and targeted screening of airport employees.

BDOs have recently become an integral component of the TSO workforce. These offi cers receive 

specifi c behavioral observation training under the TSA’s Screening Passengers by Observation 

Techniques (SPOT) program. SPOT utilizes nonintrusive behavior observation and analysis tech-

niques to identify passengers who may pose a security threat, which is sometimes referred to as a 

form of behavioral profi ling. The SPOT program evolved from early initiatives to implement behav-

ioral observation techniques developed by the Massachusetts State Police for use at BOS, called the 

Behavior Assessment Screening System (or BASS). The TSA has trained and deployed more than 

650 BDOs, who are deployed at about 40 major airports throughout the United States.

While various techniques and tools are available for trained behavior detection offi cers, these 

offi cers typically have limited interaction with passengers. Mostly through observation, rather than 
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direct interaction, these offi cers attempt to detect various physical and physiological indicators that 

people sometimes exhibit as a manifestation of their fear of being discovered. Decisions must be 

made based on limited observational data looking for behavioral indicators that can often be mis-

interpreted. Some individuals may exhibit suspicious behavior based on fears of fl ying or fears of 

crowds, while terrorists and criminals may specifi cally train and practice techniques to conceal 

any behavioral markers of their intent. Thus, the potential for both missed indicators of potential 

threats as well as false positives is signifi cant while using these types of techniques. Also, BDOs 

work under the pressure of knowing that they can potentially run afoul of safeguards to protect 

against profi ling on the basis of ethnicity, race, religion, or other characteristics that may be 

 challenged on constitutional grounds of equal treatment and violation of civil rights statutes.91 

Systematic patterns of singling out individuals of Middle-Eastern appearance based on observed 

behaviors, for example, may result in challenges to behavioral observation practices if it can be 

demonstrated that BDOs have a tendency to more closely observe individuals fi tting a certain pro-

fi le based on their appearance, including their ethnicity or particular clothing that may indicate an 

ethnic or religious affi liation. The ACLU, for example, has raised concerns that the techniques 

include many highly subjective elements that could result in behavioral profi ling being applied in 

a discriminatory manner.92 The TSA maintains that the BDOs are trained to focus on objective 

behavioral indicators and not subjective judgments. They receive four days of classroom instruc-

tion followed by 24 hours of on-the-job training at airports before being qualifi ed as a BDO.93

Despite the inherent limitations faced by BDOs, TDCs, and other screening offi cers resulting 

from their limited interaction with passengers and the diffi culty distinguishing potential hostile 

intent from other behavioral manifestations of stress or fear, these individuals have been credited 

with several positive detections of dangerous criminals and other suspicious individuals. For exam-

ple, in March 2008, a TDC at Minneapolis-St. Paul International Airport was credited with aiding 

police in apprehending a murder suspect after suspecting that the California driver’s license the 

individual presented as identifi cation was a forgery.94 Also, on April 1, 2008, BDOs working at 

MCO identifi ed and tracked a passenger acting suspiciously. After the passenger checked his bag-

gage, they quickly inspected it and summoned a BAO who assessed that the individual had what 

appeared to be bomb-making materials in his baggage. The suspicious passenger was placed under 

arrest and a bomb squad was called in.95 These real-world examples of how the use of TSOs with 

specifi c training as BDOs and BAOs can successfully contribute to detecting and responding to 

suspected threats has added credibility to these programs, which are now established components 

of the TSA’s airport security workforce.

SCREENER RETENTION

When the TSA was fi rst established and charged with the task of federalizing airport screeners 

across the United States, ATSA gave the TSA Administrator broad authority to establish standards 

for the hiring and retention of security screening personnel. Improving screener retention was 

viewed as a key objective for the TSA as it stood up the federalized screening workforce in 2002. 

Reducing screener turnover, which has signifi cant implications for screener training, training costs, 

and on-the-job performance still remains an issue of considerable interest.

Screener turnover rates have long been regarded as an impediment to effective aviation security. 

As screeners gain more and more on-the-job experience and additional training, they tend to 

become increasingly more profi cient in detecting threats and more effi cient at conducting screening 

operations. High attrition rates can, therefore, lead to poorer system performance and decreased 

effi ciency. Additionally, attrition can results in considerably increased costs to continually recruit, 

hire, and train new screeners. The TSA estimates that the costs incurred to assess, hire, and train 

one screener totals about $10,000. With a screening force of more than 45,000, a change of 1% in 

the annual attrition rate can result in an increased cost or a savings of about $4.5 million per year 

in training costs alone.
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There are two components to the overall screener attrition numbers: Voluntary attrition, which 

refl ects a variety of personal and professional reasons for leaving, and involuntary attrition, which 

refl ects the TSA action to downsize its workforce in certain locations or to dismiss certain TSOs 

who cannot perform their duties effectively or are otherwise are determined to be unsuited for 

employment in a security-related position.

While involuntary attrition can often be reduced through more effective staffi ng allocation 

models and improved applicant selection processes, employee screening techniques, and hiring 

practices, voluntary attrition problems on an organizational level can often be remedied by address-

ing work-related factors that may be attributing to attrition. These factors may include a lack of 

opportunity or the perceived lack of opportunity for career advancement, infl exible or irregular 

work schedules, or real or perceived inequities in pay and benefi ts compared to the broader labor 

market. Immediately following the 9/11 attacks, the low pay and lack of benefi ts for private screen-

ers were regarded as a major factor infl uencing high turnover rates and much of the debate over 

federalizing the screening workforce centered on the concept of providing the screening workforce 

with better compensation to reduce attrition and, in turn, improve the effectiveness of the screening 

performance across the aviation system.

Voluntary attrition among TSA screeners has been signifi cantly lower than screener attrition 

prior to the 9/11 attacks which, in many cases, exceeded an annual rate of 100%. Overall voluntary 

screener attrition has been reduced to below 20% annually, and the retention rate is even better for 

full-time screening staff. For full-time TSOs, the voluntary attrition rate has dropped to below 

12%.96 Attrition rates for part-time TSOs, which make up about one-quarter of the total TSO work-

force, is notably higher. Having a relatively high percentage of part-time workers, however, can help 

the TSA better match its staffi ng levels to airline fl ight schedules that have peak activity levels in the 

morning and in the late afternoon and early evening. An alternative to part-time work is split-shift 

full-time work. While split shifts are used to some extent, these arrangements tend to be a less 

appealing alternative to workers, particularly at larger airports in major metropolitan areas where 

commuting times to the airport are usually much greater. The TSA notes that, through FY2007, the 

average (mean) length of time that full-time and part-time TSOs had been with the TSA was 3.5 

years, and 44% had been with the TSA for fi ve years or more. However, average (mean) time with 

the TSA among just part-time TSOs was only 1.3 years, and only 6.2% of part-time TSOs had been 

with the TSA for more than fi ve years, refl ecting the considerably higher attrition rates for part-time 

TSOs.97 Reducing attrition rates among experienced, high-performing screening and security per-

sonnel remains an ongoing challenge for the TSA.

SCREENER HIRING STANDARDS

In addition to federalizing the screening workforce in an effort to improve screener pay and ben-

efi ts, legislation set specifi c screener hiring standards, largely as an effort to improve screener 

performance and reduce rates of involuntary attrition. Specifi cally, provisions in ATSA require 

screeners to have either a high school diploma, a general equivalency diploma (GED), or a combi-

nation of education and work experience providing the prerequisite skills and knowledge to per-

form screening functions. The TSA accepts one year of experience as a security guard, an aviation 

screener, or an x-ray technician in lieu of a high school diploma or GED. ATSA also requires 

screeners to be profi cient in English. In addition to these requirements, the TSA requires screeners 

to have good vision correctable to within acceptable limits, no color blindness, good hearing, 

blood pressure within acceptable limits, the ability to repeatedly lift and carry items weighing up 

to 70 pounds, and the mental ability to interpret x-ray images. These requirements conform to 

ATSA guidance that the TSA establish qualifi cation standards for screening personnel. Screeners 

also cannot have a criminal history that includes convictions within the past 10 years of any dis-

qualifying felony offenses. Under ATSA, federal screener positions were initially limited to only 

U.S. citizens; however, language in the Homeland Security Act of 2002 (P.L. 107-296) expanded 
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the eligibility to include noncitizen U.S. nationals, which primarily encompasses individuals from 

American Samoa.

TSA STAFFING NEEDS

ATSA set no specifi c limits and established no particular guidelines with respect to the staffi ng 

of airport screening checkpoints, requiring only that the TSA deploy suffi cient numbers of 

federal screeners to conduct screening of all passengers and property at commercial passenger 

airports. By November 2002, when aviation security screening had been fully turned over to the 

federal government, TSA had hired enough screeners to fi ll about 54,600 FTE positions. In 2003, 

the TSA subsequently developed a staffi ng allocation model, which relies on computer modeling 

and simulation methods, for systematically determining screener staffi ng needs at all commercial 

passenger airports. However, from FY2003 to FY2007, the TSA was constrained by a congres-

sionally imposed cap, limiting the system-wide number of FTE screeners to 45,000. This cap was 

lifted in FY2008.

Since FY2008 when the screener cap was lifted, TSA screener staffi ng levels have risen slightly 

above the 45,000 FTE level. However, this increase largely refl ects the creation of new positions for 

BDOs, BAOs, TDCs, and additional screeners needed for airport worker screening initiatives. 

Through adjustments to its screener staffi ng models, the TSA has been able to fund over 1000 addi-

tional FTEs to function as travel documents checkers. Additionally, over 650 BDOs have been 

deployed, mostly at the largest airports, and BAOs have been deployed at over 100 airports.

In 2007, the TSA adjusted its screener staffi ng allocation model to reduce the number of screen-

ers per screening lane at large airports from 5.5 to 4.25. It also reduced staffi ng requirements for 

baggage screeners from three screeners per EDS machine to two, refl ecting the considerably 

improved throughput of newer EDS equipment that is now being deployed. The TSA also made 

improvements to the model to account for paid time off, time spent in training, and time spent per-

forming ancillary nonscreening job duties. While the new model reduces the number of screeners 

performing checkpoint and baggage screening duties, it adds to its tally screening personnel assigned 

to screen airport workers, as well as BDOs and BAOs. To refl ect this broader scope of duties 

performed by TSA line personnel, they are now referred to offi cially as TSOs.

In addition to the growth in passenger air travel, TSOs are taking on additional duties and spe-

cialized job functions. The TSA has been taking over travel document inspection functions and has 

been deploying BDOs and BAOs. In addition to these new specialties, wide-scale deployment of 

WBI technologies is likely to increase the need for screeners specially trained for reviewing the 

images generated by these devices. However, used solely as secondary screening tools, these tech-

nologies will replace the need for pat-down inspections in many cases. Therefore, the overall impact 

of deploying these technologies on TSA staffi ng requirements is not a straightforward assessment. 

However, if it is the ultimate intent to screen all persons passing through checkpoints for explosives 

and nonmetallic weapons through the use of WBI or other technologies, then the impact on staffi ng 

would likely be quite substantial.

The GAO found that while most Category X and Category I airports were staffed at or near levels 

determined by the staffi ng allocation model, among smaller airports there was a much greater 

variance between staffi ng needs determined by the model and actual staffi ng levels. Thirty eight 

percent of Category III and IV airports were staffed below 90% of their allocation, while 23% of 

these airports were overstaffed by 10% or more.98 Improving and optimizing screener staffi ng 

allocation among commercial passenger airports remains a signifi cant challenge that has a direct 

bearing on the effectiveness and effi ciency of screening operations. Current trends suggest that, 

over the near term, passenger activity may become more concentrated at larger airports potentially 

placing a greater strain on screening operations at those airports that are already experiencing aver-

age wait times in excess of the 10-minute target. Further adjustments to screener staffi ng allocations 

may be needed to address these anticipated airline industry trends. The TSA may need to look more 
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closely at its strategies for recruiting and retaining high-performing screeners in major metropolitan 

areas where these larger airports are located, a task that has proved to be a challenge in the past but 

may be improved upon through various career advancement initiatives that have been put in place.

SALARIES, BENEFITS, AND CAREER ADVANCEMENT INITIATIVES

The TSA has adopted a new career progression program, potentially providing a clearer path to job 

growth for those hired as TSOs. The model consists of a fi ve step progression through various merit-

based promotion opportunities. The TSA maintains that the majority of attrition occurs at the lower 

pay grades due to a perceived lack of career advancement opportunities. The TSA hopes that by 

more clearly defi ning the career progression and offering a broader range of opportunities for career 

advancement, it can improve the retention of experienced, trained, high-performing TSOs.

TSO pay is considerably higher than most security guard positions, which are typically paid at 

an hourly wage rate and usually with fewer benefi ts. In addition to their salaries, TSOs receive most 

federal employment benefi ts including health benefi ts and participation in the federal employee 

retirement system. In 2007, the TSA extended full-time health benefi ts to part-time screeners, a 

move that could help improve recruitment and retention of hard-to-fi ll part-time positions, particu-

larly at large airports. While it is diffi cult to make direct comparisons, it is estimated that the sala-

ries and benefi ts of TSA screeners, in constant dollars, is about three times that of private screeners 

who were employed by contract screening companies prior to the 9/11 attacks.

The TSO workforce is compensated using a performance-based pay system. The TSA has also 

used performance bonuses as a retention tool for screeners who demonstrate high levels of on-the-

job performance. In 2006, the TSA launched the Performance and Accountability Standards System 

(PASS) to evaluate screener personnel and serve as the basis for performance-based pay. The sys-

tem, however, has been criticized for being based on testing that does not adequately refl ect actual 

job duties. In 2008, the TSA announced changes to the PASS system to address some of these criti-

cisms. The changes include an elimination of a test on standard operating procedures, modifi cations 

to the TIP-based image testing to more closely correspond to screener training, and the use of a 

numeric score rather than the use of fi ve broad subjective performance categories.99 Critics remain 

concerned that screeners still have no avenue to appeal a negative evaluation outside the TSA, and 

they argue that the system is prone to favoritism because supervisors can assign additional duties to 

their favorite employees, which can boost their performance ratings considerably.

Labor groups maintain that extending collective bargaining rights to TSA screeners would address 

many of these lingering concerns. However, under an agency order issued by the TSA in January 

2002, screeners may not form collective bargaining units.100 Options to extend collective bargaining 

rights to screeners have been controversial. For example, provisions in both the House-passed and 

Senate-passed versions of the Implementing the 9/11 Commission Recommendations Act of 2007 

(H.R. 1, 110th Congress) included language that would have eliminated the separate personnel man-

agement system for TSA screeners, thereby having the effect of extending collective bargaining 

rights available to other TSA employees to TSA screening personnel. The language, which was the 

subject of a veto-threat, however, was dropped from the fi nal bill, which became P.L. 110-53.

REDUCING WORKPLACE INJURIES

Workplace injuries and disability claims have posed a challenge for the TSA. Particularly among 

baggage screeners, lifting and repetitive motion injuries have been common causes of work-related 

disabilities. Besides the direct cost of worker compensation for on-the-job injuries, the temporary 

or permanent loss of trained screeners to injuries can have an operational impact on staffi ng. The 

TSA must plan for projected injury rates in order to assure adequate staffi ng of baggage screening 

operations as well as passenger screening checkpoints. Based on 2006 claims, the TSA identifi ed 

58 large airports that accounted for 80% of all worker compensation claims. The TSA focused its 
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mitigation efforts on these larger airports, where the workload and pace of operations, as well as 

specifi cally identifi ed work hazards, contributed to workplace injuries. The TSA has substantially 

reduced the number of workers’ compensation claims compared to FY2004 levels, when over 

15,000 claims were fi led.

To reduce workplace injuries, the TSA implemented safe-lifting classes, safety training pro-

grams, preshift stretching programs, spot checks to reinforce best practices, safety posters, safety 

newsletters, and recognition programs to encourage and reward safe practices at airports. The TSA’s 

Offi ce of Occupational Safety, Health, and Environment has implemented an agency-wide QA pro-

cess to monitor and track worker compensation claims.101 Also in January 2006, the TSA made 

nurse case management of work-related injuries available at all commercial airports. Since imple-

menting the program, the average work days lost due to injury has dropped 55%, from about 45 days 

prior to 20.5 days after nurse care management implementation.102

Long-term initiatives to further reduce workplace injuries may involve the further deployment of 

in-line baggage systems to further reduce lifting requirements as well as the use of assistive devices 

to reduce lifting requirements. For example, a variety of mechanical arms, and even powerful vac-

uum systems for baggage handling, are available and can be used to signifi cantly reduce the weight 

of baggage and other items that TSA screeners must lift to perform their job functions. Requirements 

for screening of air cargo placed on passenger aircraft may intensify interest in these types of assis-

tive technologies.

WHISTLEBLOWER PROTECTIONS

Whistleblower protections have long been regarded by many as an important tool in the aviation 

industry for encouraging and supporting employees who report conditions affecting the safety or 

security of operations by extending certain protections against disciplinary actions and possible 

retaliation by employers and coworkers. However, TSA screeners and other TSOs are not explic-

itly granted the same whistleblower protections as other federal employees, raising concerns 

among some that those with specifi c knowledge of situations or practices that compromise secu-

rity of the air transport system may be reluctant to divulge that information for fear of reprisal or 

disciplinary action.

Under the terms of a 2002 agreement between the TSA and the U.S. Offi ce of Special Counsel, 

TSOs can use the same channels other federal employees use to disclose information regarding 

violations of law, violations of rule or regulation, gross mismanagement, gross waste, fraud, and 

abuse, and situations that create a substantial and specifi c danger to public health and safety. The 

Offi ce of Special Counsel reviews whistleblower disclosures of this sort and makes nonbinding 

recommendations to the TSA.

Under a 2008 memorandum of agreement with the Merit System Protection Board (MSPB), 

TSOs can now appeal Offi ce of Special Counsel decisions to the MSPB, a component of the federal 

government that adjudicates appeals of various agency actions taken against federal employees. 

However, labor leaders representing government employees have complained that this does not 

extend full whistleblower protections to TSOs, because they have no further avenue to appeal nega-

tive decisions issued by the MSPB or resulting actions imposed by the TSA against TSOs in federal 

court.103 They have also raised concerns that the arrangement entered into by the TSA is voluntary 

and not set in statute and that the MSPB’s role has been negotiated with the TSA, limiting MSPB 

control over the process. Broader whistleblower protection bills introduced in the 110th Congress 

(H.R. 985 and S. 274) sought to extend statutory whistleblower protections to TSOs. Whistle blower 

protections, along with collective bargaining rights, remain as specifi c policy issues of interest for 

federal policymakers. These various screening workforce issues, along with emerging checkpoint 

technology deployment, checkpoint reconfi guration, and checked baggage screening optimization, 

remain as key aviation security policy issues that will likely fi gure prominently in strategic planning 

and oversight of TSA programs over the next several years.
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8 Airline In-Flight Security 
Measures

The layered approach to aviation security that begins from the point of sale of an airline ticket 

extends beyond the passenger and baggage screening systems and includes several in-fl ight mea-

sures on board commercial passenger aircraft. Some of these measures, such as the specially trained 

FAMS and cockpit security barriers have been signifi cantly improved in response to the terrorist 

attacks of September 11, 2001. Other measures, such as the FFDO program, enhanced security 

training for fl ight and cabin crews, and the deployment of hardened cargo containers are new initia-

tives introduced since 9/11. Future measures to further improve aircraft survivability and provide 

hardened locations to contain explosives discovered in fl ight, and even systems to remotely guide a 

hijacked aircraft to a safe landing are some of the possible options for further enhancing in-fl ight 

airline security that are being considered by systems engineers, regulators, and policymakers. The 

evolving terror threat to aviation security is also focusing attention on ways to prevent or mitigate 

possible nonconventional attacks against aircraft in fl ight, including the dispersal of chemical or 

biological agents in the aircraft cabin.

This chapter discusses the various in-fl ight security measures that have been put in place or are 

under consideration to reduce the vulnerability of various threats, including hijackings, attempted 

bombings using devices located in the airline cabin, unruly passengers, and attacks using noncon-

ventional weapons such as chemical and biological agents. Immediately following the 9/11 attacks, 

several recommendations for strengthening in-fl ight security were proposed and many were swiftly 

pursued. As discussed in Chapter 2, immediately following the 9/11 attacks, the DOT assembled 

rapid response teams of senior aviation industry leadership to make recommendations for airport 

and aircraft security.

The specifi c conclusions and recommendations of the Rapid Response Team on Aircraft Security 

focused on the following elements:

Hardening of cockpit doors• 

Monitoring and surveillance of the aircraft cabin• 

Deploying federal air marshals• 

Arming airline fl ight crewmembers on a voluntary basis• 

Training airline crews to handle in-fl ight security situations• 

Addressing the coordination of armed law enforcement personnel• 

Credentialing and identity verifi cation procedures for individuals authorized to carry fi re-• 

arms on board commercial passenger aircraft and/or access the fl ight deck1

These recommendations largely refl ect the major ongoing policy and strategic issues for the 

in-fl ight components of aviation security and have been addressed, to some extent, through aviation 

security legislation enacted since the 9/11 attacks. Most notably, this legislation and corresponding 

regulatory changes have led to the hardening of cockpit doors, stricter security procedures for 

cockpit access, the deployment of thousands of federal air marshals, federal training for volunteer 

airline pilots to carry fi rearms to defend the cockpit from possible attacks, and security and self-

defense training for airline cockpit and cabin crews. Despite these steps, a variety of issues remain 
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regarding the U.S. policy and strategy for the in-fl ight component of airline security. These include 

the consideration of various security technologies, ranging from in-fl ight video monitoring of the 

airliner cabin to autonomous fl ight control systems that can be engaged in response to a hijacking 

attempt to safely land an aircraft without human intervention, potentially eliminating the threat of 

an aircraft being used to attack a ground target. Policy considerations also include issues regarding 

identity validation and coordination among law enforcement personnel that are authorized to fl y 

while armed; the proposed use of secondary fl ight deck barriers to protect the cockpit during times 

when cockpit doors are opened in fl ight; the possible use of special bomb- containment areas on 

board in the event that a suspected explosive device is found in fl ight; and approaches for prevent-

ing and responding to possible security threats involving in-fl ight dispersal of a chemical or bio-

logical agent.

HARDENED COCKPIT DOORS

Provisions in ATSA (P.L. 107-71) prohibit access to the fl ight deck of passenger aircraft except by 

authorized persons. ATSA also required that fl ight deck doors and locks be strengthened and that 

these doors remain locked while the aircraft is in fl ight, except when necessary to permit access and 

egress by authorized persons. The FAA required interim modifi cations to fl ight deck doors and 

provided temporary regulatory relief from certain airworthiness standards to quickly improve the 

intrusion resistance of the fl ight deck. These short-term measures principally consisted of door 

modifi cations for stronger internal locking devices that can only be unlocked from inside the fl ight 

deck and reinforced bars to hinder any attempted forced entry into the cockpit.

On January 15, 2002, the FAA published a fi nal rule establishing new standards for the design of 

fl ight deck doors and access doors for crew rest areas to protect airline fl ight crew areas and fl ight 

decks from intrusion and penetration by small arms fi re or fragmentation devices, such as gre-

nades.2 The FAA reported that full deployment of hardened cockpit doors meeting these specifi ca-

tions on about 10,000 U.S. passenger airliners and foreign aircraft fl ying to and from the United 

States has been completed and, in all but a few special instances, the doors were in place by the 

April 9, 2003, deadline set in the regulations.

While the regulations called for a considerable strengthening of the doors, doorframes, and 

locking mechanisms, there was no requirement to further strengthen other components of the 

bulkheads that separate cockpits from the passenger cabin. Some have, therefore, expressed concern 

that cockpits may still be vulnerable to attack from grenades, fragmentation devices, or improvised 

explosives detonated in the forward cabin or forward lavatory. While options for further hardening 

cockpit bulkheads may be considered for future aircraft design, the heavy weight of these dividers 

may limit their acceptance by airlines. There has been little consideration of the option of retrofi t-

ting airliner cockpit bulkheads to further strengthen them. In general, the sense is that the threat to 

the cockpit from explosives or fragmentation devices is best mitigated through effective screening 

of passengers and carry-on items for explosives, noting that these devices pose a threat to the 

integrity of the entire aircraft fuselage as well as to the cockpit bulkhead.

Following the FAA’s promulgation of its fi nal regulations for improving fl ight deck door intru-

sion and penetration resistance, a signifi cant concern raised by air carriers was the cost of fi tting the 

passenger air carrier fl eet with hardened cockpit doors meeting the regulatory requirements. 

Although FAA’s original estimate placed the cost of installing the doors at about $13,000 per 

 aircraft, the airlines reported that retrofi t door installations typically had cost between $30,000 and 

$50,000 per aircraft depending on the size and composition of their fl eet.3 Congress initially appro-

priated $100 million dollars to the FAA to be disbursed to air carriers as reimbursement for cockpit 

door installations in FY2003 Appropriations (see P.L. 108-7) and subsequently made available an 

additional $100 million for this purpose in the FY2003 Emergency Wartime Supplemental 

Appropriations Act (P.L. 108-11) as part of the larger package to compensate airlines for security-

related costs.
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In response to air cargo industry objections to requiring that all-cargo jets also be equipped with 

hardened cockpit doors, language in the Consolidated Appropriations Resolution for FY2003 

(P.L. 108-7) limited FY2003 funds for hardening cockpit doors to passenger aircraft only. While the 

FAA’s implementation plan originally called for hardening cockpit doors on all-cargo aircraft 

equipped with cockpit doors as well, the FAA has since rescinded this proposed requirement for 

all-cargo aircraft and limited the requirement to passenger aircraft with 20 or more seats. Hardened 

cockpit doors, therefore, are still not a requirement for all-cargo jets, although all-cargo operators 

must demonstrate that they have other security measures in place to ensure that unauthorized indi-

viduals are not allowed access to aircraft.

SECONDARY FLIGHT DECK BARRIERS

While the initiative to strengthen cockpit doors has long been completed, concerns have been raised 

about potential security vulnerabilities that arise when the cockpit door is opened, even for brief 

periods, for pilots to take lavatory breaks, change out crews on long fl ights, receive meal and bever-

age service from fl ight attendants, or on rare occasions, to deal with in-fl ight mechanical problems. 

Various airlines and airline crews have devised procedures for blocking aisles with food or beverage 

carts to impede access to the fl ight deck when the fl ight deck door is opened. However, many have 

argued for a more permanent solution. Some have pointed out that El Al airlines has equipped air-

craft with a double-door system, in which a second door can be closed and locked blocking access 

to the forward lavatory area during times when the primary cockpit door must be opened. In the 

United States, advocates for additional barriers, however, have sought a less expensive solution 

using gates that would not completely close off the forward lavatory and aisle areas, but would 

 provide a considerable impediment to anyone attempting to pass over these barriers and attempt to 

access the cockpit. In the summer of 2007, the ALPA published a position paper urging the U.S. and 

Canadian governments to require secondary fl ight deck barriers on all air carrier aircraft by 2010.4 

In that document, ALPA called for a standard that the secondary barrier should be capable of delay-

ing anyone trying to attack the cockpit by at least fi ve seconds. While the TSA has agreed that the 

barrier designs appear to offer increased security at a relatively low cost, it recommended against 

mandating their use citing concerns over the frail economic conditions of the airlines that would be 

asked to bear the cost of deploying these barriers.5

On October 22, 2007, Representative Steve Israel introduced legislation (H.R. 3925, 110th 

Congress) that would require the FAA to issue an order requiring airlines to install secondary bar-

riers, and require that these barriers remain locked whenever the cockpit door is opened. The legis-

lation also contains language aimed at all-cargo aircraft and small commuter aircraft that are not 

equipped with hardened cockpit doors, requiring such barriers on these aircraft as well, but leaving 

it to the pilot’s discretion as to when the fl ight deck barrier would be locked. Similarly, in 2004, 

Representative Israel had introduced legislation (H.R. 4801, 108th Congress) requiring the installa-

tion and use of secondary cockpit doors on air carrier aircraft whenever the cockpit door is open.

The proposed legislation has won the praise of ALPA which remains focused on seeing that 

secondary barriers are installed on both passenger and all-cargo aircraft.6 However, while United 

Airlines took the initiative to begin equipping some of its fl eet with secondary fl ight deck barriers 

beginning in the fall of 2004,7 other airlines have not followed suit. The barriers installed on 

United Airlines aircraft cost around $25,000 each and consist of multiple metal cables stretched 

between two metal rods that can be locked in place as needed. These devices range in height from 

about fi ve to six feet high. While they could be scaled by a would-be attacker in some cases or the 

cables could potentially be cut, they appear to offer a degree of deterrence along the lines of the 

proposed ALPA standard of delaying an attacker trying to gain access to the cockpit by fi ve sec-

onds or more. Other vendors have indicated that they could produce secondary barriers that would 

cost less than $10,000 installed.8 However, since no specifi c performance standard or design crite-

ria for secondary barriers yet exists, it is diffi cult to say exactly what it would cost to equip airliners 
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with TSA and FAA-certifi ed devices in large quantities. Based on this range of costs, equipping 

the U.S. air carrier fl eet might run between $100 and $250 million all totaled, assuming about 

10,000 passenger and all-cargo aircraft in service for U.S. commercial air carrier and regional 

operators and foreign carriers fl ying to the United States that may be affected by the requirement. 

This cost remains a primary concern in the debate over whether  secondary fl ight deck barriers 

should be required.

FLIGHT DECK ACCESS PROCEDURES

In addition to hardened cockpit doors and, in some cases, secondary barriers, effective protection of 

the cockpit is also highly dependent on effective procedures for preventing unauthorized access to the 

fl ight deck, particularly while in fl ight. In addition to requiring hardened cockpit doors, ATSA requires 

these doors to remain locked at all times during the fl ight, except when necessary to allow authorized 

personnel to enter and exit. Meeting this mandate required refi nement of procedures for opening and 

securing doors and for establishing effective communication between fl ight crews and cabin crews.

More signifi cantly, the mandate required the development of a system to assess and validate the 

identity of individuals seeking authorized access to the fl ight deck. Individual airlines were able to 

rely on their internal access credential systems for fl ight crews, maintenance workers, and other 

employees to validate those employees with authorized access to the cockpit. In general, the required 

fl ight crew, other pilots, fl ight attendants, mechanics, and airline management personnel may access 

the cockpit with the permission of the airplane’s captain. Airline check pilots or check airmen per-

forming periodic in-fl ight evaluations of fl ight crewmembers are granted full access to the cockpit 

and this access is not at the discretion of the captain. Additionally, FAA inspectors performing 

formal inspections of cockpit operations must be granted access to the cockpit, and TSA inspectors 

must also be granted access to the cockpit if conducting specifi c cockpit security inspections. Other 

federal offi cials, such as certain FAA employees, NTSB investigators, TSA offi cials, Secret Service 

agents, and in certain circumstances, other homeland security and LEOs may also be granted access 

to the cockpit, but typically at the discretion of the pilot in command. Federal offi cials with autho-

rized access to the cockpit are issued special credentials that must be validated by the boarding 

agent when seeking permission to occupy the cockpit jumpseat, and these offi cials must comply 

with TSA-approved airline protocols and procedures for requesting and obtaining cockpit access. 

These various procedures to validate the identity and cockpit access authorization of airline 

employees and federal offi cials were strengthened following the 9/11 attacks to minimize the risk 

that terrorists could exploit such access to compromise the layers of in-fl ight and cockpit security 

measures that have been put in place since.

However, a long-standing industry practice prior to the 9/11 attacks had been to allow fl ight 

crews of other airlines to ride inside the cockpit on the jumpseat as a means to position crews for 

their fl ight assignments at various airports across the air carriers network. One signifi cant barrier to 

continuing this practice following the 9/11 attacks and the subsequent mandate in ATSA for valida-

tion of those seeking authorized access to the cockpit was the lack of an industry-wide database for 

crewmember identifi cation.

To address this need, the airline industry and engineering solutions vendor ARINC, Inc. devel-

oped a secure Internet-based system, called the CASS, which allows airline gate attendants to quickly 

determine whether employees of participating airlines are authorized to access an aircraft’s cockpit 

to ride on the cockpit jumpseat. Airlines fi rst sought to create the system in the summer of 2003 and 

worked with the TSA and the FAA to launch a pilot test of the concept, which was initiated in 2004. 

After extensive development and testing of the system, the TSA granted fi nal approval for the CASS 

system in September 2005 and the system was fully implemented in February 2006.9 The system 

serves as an Internet-based interface, accessible from gate agent computer terminals, which inte-

grates information from participating airlines’ human resources databases to provide employee 

information and photographs of airline crew for validation against airline-issued identifi cation 
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 provided by the crewmember seeking authorized cockpit access. Over 60 U.S. airlines, including all 

major passenger carriers, are using the CASS system to allow for reciprocal access to aircraft jump-

seats to facilitate fl ight crew positioning.10 At present the system is limited to fl ight crews, but may 

eventually be expanded to include cabin crew personnel and possibly other airline personnel.

VIDEO SURVEILLANCE OF THE AIRLINER CABIN 
AND IMPROVED CABIN–COCKPIT COMMUNICATIONS

Hardened fl ight deck doors and the restricted access to the cockpit under current security regula-

tions and procedures have the potential negative consequence of making communication and coor-

dination between fl ight crews in the cockpit and cabin crews on board an airliner more challenging, 

particularly during security situations or in-fl ight emergencies. ATSA permits the FAA to develop 

and implement the use of video monitors or other devices to alert pilots to cabin activity. It also 

directs the FAA to revise procedures used by cabin crew to notify the fl ight deck of security breaches 

and other emergencies using switches or other devices or methods. Additionally, the Homeland 

Security Act of 2002 (P.L. 107-296) requires air carriers to provide fl ight attendants with methods 

for discreet, hands-free, wireless communications with the pilots. The FAA, in coordination with 

the TSA, continues to examine feasible technologies and operational procedures for monitoring and 

communications between the cockpit and cabin.

While video is a viable option for improving cockpit security awareness, the use of video moni-

toring on board aircraft is not required. However, passenger aircraft with hardened cockpit doors 

must have some means for viewing the area outside the cockpit door, and fl ight crews must visually 

verify that any person requesting access to the fl ight deck is not under duress using an approved 

viewing device. Also, airlines must provide an FAA-approved means for the cabin crew to notify the 

fl ight crew of suspicious activity or security breaches in the cabin.

On August 15, 2007, the FAA issued a fi nal rule requiring fl ight deck door monitoring and crew 

discreet alerting systems.11 The rule sets a performance standard giving airlines the option to choose 

a variety of methods and technologies to meet these requirements. In terms of monitoring the area 

outside the fl ight deck, the rule allows for the use of video monitoring devices, optical peepholes or 

viewports, or other types of viewing devices. With regard to discreet communications, the FAA’s 

position is that the intercom/interphone systems installed on most airliners can provide for discreet 

communications, despite concerns raised by some that it may be diffi cult to use the interphone dis-

creetly, the system could be easily compromised, and it could be diffi cult for cabin crewmembers to 

reach an interphone in certain circumstances. Critics of the FAA decision, such as the Professional 

Flight Attendants Association and the Association of Professional Flight Attendants, had hoped 

instead for a requirement to provide cabin crewmembers with wireless communication devices. The 

FAA, however, cautioned that such devices could be taken away by an attacker and then could pos-

sibly be used to gain unauthorized access to the fl ight deck. The FAA further cautioned that the loss 

or theft of one of these devices could compromise an airline’s entire in-fl ight security system. The 

FAA did not, however, rule out the possibility of approving a wireless system to meet the require-

ments for discreet communication between cabin crewmembers and the fl ight deck.

UNINTERRUPTABLE AIRCRAFT TRANSPONDERS

Language in ATSA also authorizes the FAA administrator to develop and implement methods to 

ensure the continuing operation of aircraft transponders in the event of an emergency. Aircraft are 

equipped with radio transmitters called transponders that respond to air traffi c control radar inter-

rogation signals by sending back a discrete aircraft code and other information, such as aircraft call 

sign and altitude. Modern airliners have transponders installed that automatically transmit informa-

tion about the call sign and aircraft type to air traffi c control facilities. Aircraft transponders also 

have the capability for pilots to input unique codes for in-fl ight emergencies and for hijackings to 
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alert air traffi c controllers of certain in-fl ight situations. In the case of hijackings, transponders offer 

pilots a potential means of alerting air traffi c controllers regarding the hijacking in a discreet manner 

under situations where pilots may be unable to otherwise alert anyone on the ground that a hijacking 

is in progress. Most importantly, transponders serve as the principal means for providing a signal 

allowing air traffi c controllers and airspace security monitors to track the position and movement of 

an aircraft in fl ight, including suspected and confi rmed hijacked aircraft.

In the case of the 9/11 hijackings, the terrorists disabled the transponders of the hijacked air-

planes to make it more diffi cult to track these aircraft. While the transponders were turned off, the 

hijacked aircraft were not completely invisible to air traffi c controllers, because their radar displays 

still include primary surveillance radar (PSR) returns acquired when rotating radar antennas on the 

ground receive refl ections off of the body of the aircraft. These primary radar returns, however, 

provide no information about the type of aircraft, its call sign, or its altitude. On a cluttered radar 

display, with many other aircraft, it may be diffi cult for controllers to continually track an aircraft 

with an inoperative or intentionally disabled transponder.

While the provision in ATSA authorizes the FAA to take appropriate action to ensure that air-

craft transponders that report aircraft position and altitude information cannot be turned off in fl ight 

during an emergency, such as a hijacking, this objective is diffi cult to achieve in practice because 

doing so may signifi cantly limit a fl ight crew’s ability to diagnose and correct transponder problems 

during normal fl ight operations. For safety reasons, access to power circuitry for electric-powered 

avionics and equipment is a standard design feature of modern aircraft. Even circuits for required 

safety equipment, such as cockpit voice and data recorders, can be accessed from the fl ight deck and 

can, therefore, be interrupted or disabled by someone with ill intent. For example, in the December 

19, 1997, crash of a SilkAir Boeing 737 in Indonesia, the NTSB uncovered evidence suggesting that 

the cockpit voice and fl ight data recorders were intentionally switched off, possibly by the airplane 

captain, perhaps to cover up the intentional downing of the airliner in a suspected suicide.12

Pilots often need legitimate access to transponder devices to reset power and system modes 

when they malfunction and fail to continuously provide aircraft position information in response 

to air traffi c control radar interrogations. For this reason, pilots often need to have access to the full 

functionality of transponder units, including the capability to shut these units off as needed. While 

engineers could design transponders to become uninterruptable in certain emergency states, doing 

so may require some input from the pilot to indicate that an emergency state exists, particularly in 

the case of a hijacking, which cannot be detected automatically by the aircraft’s systems. Even if 

transponders were designed to include such an uninterruptable mode, because they require con-

tinuous electric power, a hijacker with knowledge of the system may still be able to cutoff power 

to the unit and render it useless. Even if the transponder had some sort of backup power source, 

such as a stand-alone integrated battery, this too could potentially be defeated by a knowledge-

able hijacker with adequate time available by accessing and disabling the unit itself. Placing the 

unit in a location that is diffi cult to access in fl ight could minimize these potential risks. However, 

the FAA has not yet certifi ed or required design modifi cations to transponder systems to improve 

their security.

FUTURE SYSTEMS FOR AIRCRAFT SURVEILLANCE

The FAA is currently working on an integrated navigation and surveillance system called 

Automated Dependent Surveillance-Broadcast (ADS-B), which is expected to replace radar sur-

veillance and the use of transponders as the primary means for aircraft surveillance in the next 

10–15 years. Work on ADS-B complicates the issue of uninterruptable transponders because once 

ADS-B is fully deployed, transponders may become largely obsolete. However, ADS-B introduces 

its own unique policy and technology issues regarding airspace security surveillance.

The proposed transition away from radar-based air traffi c surveillance raises considerable policy 

questions regarding the future capability to monitor air traffi c for security purposes. This is because, 
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unlike radar that provides a means to monitor all aircraft using primary radar returns (i.e., passive 

radar refl ections off of the airframe), the ADS-B system fully relies on aircraft transmissions to 

monitor air traffi c. If an aircraft is noncompliant (i.e., if ADS-B equipment is intentionally dis-

abled), it would be invisible to those monitoring ADS-B-transmitted positions and tracks, such as 

air traffi c controllers and airspace security monitors. Similarly, aircraft that suffer a loss of power 

or some other system failure affecting the ADS-B device would be invisible to ADS-B ground 

monitoring stations and other aircraft monitoring ADS-B signals. Without a radar system to back 

up ADS-B surveillance, there would be no identifi able means to passively monitor the position and 

track of these aircraft.

No specifi c decisions have been made regarding the continued operation of radar sites after the 

proposed switch over to ADS-B surveillance. Some have speculated that, while the FAA would 

likely retain some radar sites as a backup means of surveillance, particularly in the busy airspace 

around major airports, FAA-maintained long-range radars in remote areas, including areas that 

provide border surveillance capabilities, may be decommissioned. Thus, DHS agencies and/or the 

NORAD Command might need to assume responsibility for maintaining these radar sites, and/or 

invest in initiatives for enhancing or expanding their own surveillance capabilities to monitor fl ight 

activity along the border and within U.S. airspace to detect and track noncompliant or suspicious 

aircraft. With regard to surveillance of fl ights along the U.S. borders, if suffi cient capabilities to 

conduct passive surveillance of air traffi c, using radar or other technologies, are put in place, then 

ADS-B might actually facilitate the detection of suspicious fl ight activity by allowing easier identi-

fi cation of noncompliant aircraft detected by other means of surveillance that are not transmitting 

their position and identifi cation through ADS-B.

THE FEDERAL AIR MARSHAL SERVICE

The FAMS has its roots in the Sky Marshal Program of the late 1960s and early 1970s. However, at 

the time of the 9/11 attacks, the FAA’s air marshals totaled only 33 in number and their mission was 

limited to covering certain high-risk international fl ights.13

Following the 9/11 attacks, the FAMS was greatly expanded under ATSA and organizationally 

placed within the newly created TSA. Within one year after the 9/11 attacks, the FAMS grew from 

the small cadre of 33 air marshals to a force of thousands, although a specifi c headcount remains 

classifi ed. The TSA was given broad authority to deploy appropriately trained and equipped federal 

air marshals on any scheduled passenger fl ight. Marshals must be deployed on every “high-risk” 

fl ight, which may include nonstop, long-distance fl ights, such as those targeted on September 11, 

2001, even if the fl ight is fully booked. Under provisions in ATSA, airlines are required to provide 

seating for on-duty air marshals at no cost to the U.S. government or to the marshal. Additionally, 

airlines must provide transportation on a space available basis to off-duty air marshals traveling to 

an airport nearest the marshal’s home upon the completion of his or her security duties at no cost to 

the marshal or to the U.S. government.

Air marshals receive law enforcement availability pay (LEAP) equal to 25% of their base pay as 

entitled to under ATSA in addition to their base salary and locality pay, and in return are expected 

to work, on average, 50-hour workweeks. Federal air marshals, like most other federal LEOs, 

face mandatory retirement at age 57, and may retire upon completion of 20 years of service.14 

Consequently, DHS policy specifi es that individuals over the age of 37 cannot be hired as federal 

air marshals, unless they have previously served in a qualifying federal law enforcement position.

POST-9/11 AIR MARSHAL HIRING AND TRAINING

In the fi rst year after the 9/11 attacks, as the FAMS grew rapidly, the adequacy of FAMS training 

and preparedness was brought into question. In order to quickly expand the air marshal program 

after September 11, 2001, the FAA and, subsequently, the TSA abbreviated the training for air 
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 marshal recruits, reducing the initial training course from a 14 week course to a fi ve week course 

for candidates without law enforcement experience and a one week course for those with law 

enforcement experience. Reportedly, about 1400 of the initial cadre of post-9/11 air marshal recruits 

came from other federal law enforcement positions, raising some concerns that the more lucrative 

pay being offered by the TSA was causing a drain on other federal law enforcement agencies that 

suddenly faced staffi ng shortages at a time when they were being called upon to step up policing 

efforts to combat potential terrorist threats on the ground.15

Immediately following the 9/11 attacks and the call to greatly expand the air marshal program, 

the FAA reported receiving more than 50,000 applications for the FAMS program from citizens 

eager to join in the efforts to prevent future terrorist attacks. Air marshal applicants hired under this 

abbreviated and accelerated training program were later required to complete an additional four 

week advanced training program that included emergency evacuation and fl ight simulator training. 

Additionally, the advanced marksmanship requirement was dropped, but air marshal candidates 

were still required to pass the pistol range test at the highest level required for any federal law 

enforcement agency. The initial wave of new air marshal hires were provisionally hired with expe-

dited secret clearances until full investigations for their required top secret clearances could be 

conducted. While a backlog of security investigations delayed issuance of top secret clearances for 

many air marshals, as of November 2003, the GAO reported that only about 3% of all air marshals 

were still awaiting their top secret clearances.16 By July 2002, the Administration’s deadline for 

fully deploying federal air marshals, thousands of air marshals had been trained and deployed. 

Information on the exact number of federal air marshals is classifi ed, as is specifi c information on 

air marshal training programs and operational aspects of FAMS.

FAMS applicants must meet strict hiring standards, with all but 6% of those hired having attended 

some college, and 78% holding either a bachelors degree or an advanced degree. New hires into 

FAMS are now largely limited to fi lling vacant positions as the result of retirements or attrition. 

These new hires go through extensive training including basic law enforcement training conducted 

at facilities in Artesia, New Mexico, and specialized training provided at the Artesia site and at 

facilities near Atlantic City, New Jersey. In addition to classroom training in law enforcement and 

TSA regulations and procedures, air marshals receive specialized training in basic marksmanship, 

reactive fi rearms techniques, and advanced fi rearms handling scenarios in aircraft cabin mockups. 

The full training program costs more than $40,000 per recruit.17 While new hires receive intensive 

training to become air marshals, there has been considerable speculation and controversy over 

whether FAMS recruitment and hiring has kept pace with attrition rates or whether the numbers of 

FAMS has been dwindling over the last few years.

CONTROVERSIES REGARDING AIR MARSHAL FORCE SIZE AND FLIGHT COVERAGE

In the fi rst few years following the 9/11 attacks, the attrition rate among air marshals was relatively 

high, at about 10%. More recently, the TSA has indicated that attrition rates since the air marshal 

program was expanded following the 9/11 attacks have settled down to about 6.5% annually, a rate 

comparable to other federal law enforcement agencies. Based on these statistics, it might be sur-

mised that either those air marshals hired on during the initial wave of hiring who realized that the 

air marshal program was not for them have left the FAMS to fi nd other work and have been replaced 

by individuals more satisfi ed with the job and the organization or the TSA has corrected some of the 

problems leading to higher attrition rates in the early days of the expanded air marshal program. 

However, media reports criticizing the FAMS program have painted a very different picture, sug-

gesting that large numbers of air marshals have left the program since 2002, not all of which have 

been replaced, leaving the organization with a limited ability to provide adequate coverage of air-

line fl ights. Despite a sizable budget for FAMS, air marshal coverage of airline fl ights and the effec-

tiveness of the program remain controversial issues that are diffi cult to address because of limited 

public information available regarding the program.
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While the offi cial number of air marshals is regarded as security-sensitive information, a report 

in the Christian Science Monitor in December 2005 stated that “[a]fter peaking at 4,800 in 2002, 

sources say, the force shrank dramatically, due to attrition and compounding health problems from 

excessive fl ying,” and placed the total number of air marshals at about 3000, but noted that only 

about two-thirds of these actually operate on the front lines covering airline fl ights on a routine 

basis.18 However, with this and many other media accounts of the FAMS, the TSA, and the DHS 

have discounted these numbers and accompanying claims of an overworked, understaffed force as 

being inaccurate, noting that media sources, often disgruntled frontline air marshals, do not have 

the full picture and access to system-wide staffi ng numbers and scheduling information. In 2004, 

the TSA had acknowledged that it had fewer air marshals on the payroll than previously, but argued 

that improved effi ciencies in scheduling enabled FAMS to cover more daily fl ights, noting that more 

than 5% of commercial airline fl ights were dispatched with FAMS aboard.19

However, in an April 2008 Cable News Network (CNN) investigative report, it was reported that 

FAMS fl y on less than 1% of daily commercial airline fl ights in the United States.20 The report 

quoted sources that had estimated FAMS staffi ng levels at some major fi eld offi ces, such as Dallas, 

Texas, Seattle, Washington, and Las Vegas, Nevada, have decreased by more than 40% compared 

to their peak levels reached in the 2003 time frame. The TSA disputed these claims and stated that 

attrition rates have been holding steady at about 6.5% annually in recent years. It did not provide a 

statement of the percentage of fl ights that have FAMS on board, but retorted that the FAMS cover, 

not hundreds, but thousands of daily fl ights. The article pointed out, however, that the TSA may be 

considering a fl ight to be covered if it has either FAMS on board, or an armed pilot, or another 

armed LEO; so this does not provide an accurate picture of FAMS deployment by itself.

The TSA acknowledges that it is not capable of covering a large percentage of fl ights given the 

budgetary limitations on FAMS, despite comparatively large appropriations amounts, which com-

prised about 11% of annual federal spending on aviation security in FY2008 and FY2009. 

Consequently, from a strategic perspective, FAMS is used in a risk-based manner, deploying on 

fl ights based on specifi c threat intelligence and on threat and vulnerability assessments to deter-

mine which fl ights have the highest risk. ATSA left it up to the TSA to determine which fl ights are 

considered high risk. However, the statutes require FAMS to be deployed on all high-risk fl ights, 

raising questions about what specifi c criteria are used by the TSA to determine whether a fl ight is 

high risk.

Since fl ight risk is constantly changing, the number and characteristics of high-risks fl ights are also 

likely to change over time in response to changes in threats and vulnerabilities. While the greatest 

threat would still appear to be to large, wide-body aircraft, such as those used in the 9/11 terrorist 

attacks, and international fl ights originating outside the United States, like the fl ights targeting in the 

attempted shoe bombing in December 2001 and the liquid explosives plot uncovered in August 2006, 

specifi c threats may change from day-to-day based on specifi c intelligence information.

In terms of the vulnerability component of risk, other efforts to strengthen aviation security, 

including hardened cockpit doors and the deployment of armed pilots have arguably reduced the 

risk posed to domestic fl ights, but to what degree is hard to gauge. As was the case in the 1970s 

when airline security screening resulted in the obsolescence of the sky marshals of that era, it can 

be argued that the present day FAMS do not serve as critical of a role as they did immediately fol-

lowing the 9/11 attacks, before hardened cockpit doors could be fully deployed and before the 

creation of the program to arm volunteer airline pilots. However, in the current context, policymakers 

are not asking for the FAMS to be scaled back, and the FAMS annual budget has been growing at a 

steady pace from 2002 to 2009. Based on this, the apparent disconnect between the level of budget-

ary resources being provided to FAMS and the allegations of minimal FAMS coverage of airline 

fl ights remains a particularly controversial issue.

While little is known about actual FAMS scheduling and coverage of fl ights, by intention so as to 

not provide this critical information to those seeking to carry out hostile actions against aircraft, it is 

known that the FAMS budget has been growing at a rate largely in line with annual unavoidable cost 
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adjustments, such as infl ationary costs and salary increases, suggesting that the number of employees 

in FAMS is likely holding steady. The CNN report, however, stated that air marshals whom the investi-

gative reporters spoke with question where the money is really going based on their observations of 

dwindling numbers in their ranks and their perception of limited coverage of airline fl ights.21

In FY2008, FAMS received an appropriation of $770 million, for salaries, training, equipment, 

and travel expenses for frontline air marshals and whatever administrative support is required to 

maintain the operation of the FAMS organization, and in FY2009 the total appropriation for FAMS 

increased to $819 million. How this translates to total numbers of air marshals and fl ight coverage 

remains largely unknown and highly controversial because it is cloaked in secrecy for security rea-

sons. Lingering policy questions remain regarding what the appropriate level of coverage should be 

and how this compares to actual FAMS deployment levels and fl ight coverage.

It was reported in 2004 that the average total salary, compensation, annual recurrent training, 

overhead expenses for a deployed air marshal was about $170,000.22 Applying estimated annual 

salary adjustments and comparing the resulting per air marshal cost estimate to the total FAMS 

appropriations can provide an estimate of the FAMS force size. However, what remains unknown is 

how many of these air marshals are fl ying the line on a routine basis. For those who are on active 

fl ight status, FAMS fl y, on average, 181 days out of the year (roughly 15 days per month) and spend 

about 900 hours per year in fl ight, according to the TSA. These statistics roughly match the duty 

schedules of line pilots fl ying for major airlines in the United States. On a typical duty day, an air 

marshal will spend about fi ve hours in fl ight.

When not fl ying, air marshals participate in recurrent training and periodic fi rearms requalifi ca-

tion. Recently, FAMS have also been deployed on multimodal Visual Intermodal Prevention and 

Response (VIPR) teams. These VIPR teams are deployed on a periodic basis to protect passenger 

rail, mass transit systems, major passenger ferry operations, and so on, in cooperation with state and 

local law enforcement. However, the extent to which the additional duties covering other modes of 

transportation may be taking away from time spent fl ying on commercial airline fl ights is unknown. 

While the Congress has continually pushed for more elaborate security measures in other modes of 

transportation to more closely parallel what has been done in aviation, particularly following the 

2004 Madrid passenger rail bombings and the 2005 London transit bombings, it has also been criti-

cal of any perceived gaps in aviation security, including some perceptions that air marshal deploy-

ment on commercial airline fl ights may be inadequate.

One option contemplated to address the level of air marshal coverage of airline fl ights was to 

train other federal LEOs to deploy as air marshals on an as-needed basis, providing a surge capabil-

ity to respond to possible threats of aviation terrorism. To carry out this objective, in December 

2003, FAMS was moved by DHS into ICE. According to the DHS, this repositioning of FAMS was 

intended to provide air marshals with access to broader training opportunities, additional access to 

intelligence, and improved law enforcement coordination. In addition to providing air marshals 

with opportunities to rotate into land-based assignment, the DHS also had plans to train immigra-

tion and customs offi cers as federal air marshals, thus increasing their ability to deploy additional 

air marshals during periods of heightened security concerns for civil aviation.23 The proposed 

cross-training initiative would have allowed about 5000 additional trained offi cers to deploy as air 

marshals.24

This concept of training additional offi cers to provide a surge capacity if the threat condition 

warranted the deployment of additional air marshals, however, was never carried out. Rather, in 

FY2006, the FAMS was formally moved back into the TSA based on the recommendation of the 

DHS Second Stage Review (2SR), a comprehensive review of the department’s organization, opera-

tions, and policies ordered by Secretary Michael Chertoff when he assumed leadership of the DHS, 

replacing the nation’s fi rst Secretary of Homeland Security, Tom Ridge, in March 2005. The fi nd-

ings of the 2SR initiative were made public in July 2005. Congress concurred with its recommenda-

tion to place the FAMS back inside the TSA, and it accordingly aligned the FAMS budget as a 

stand-alone component of the TSA in the FY2006 appropriations legislation.
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For FY2009, the TSA proposed to merge FAMS with the TSA’s Aviation Security program area, 

a move that could potentially allow for better coordination between airport and in-fl ight security, 

and could possibly create new career paths for security screeners seeking a law enforcement career 

as an air marshal. However, the Congress did not support this proposed merger, citing concerns that 

it could potentially dilute the effectiveness of the FAMS if airport screening functions took priority 

over in-fl ight protection in future budgets. By keeping FAMS as a completely separate functional 

area for budgetary purposes, it arguably would not have to compete for funding with other aviation 

security programs to the same extent as it would if it were placed within the Aviation Security pro-

gram area. As a result of these concerns, FAMS has remained a stand-alone entity within the TSA 

organization, and it operates much more independently from other elements of the TSA, arguably 

giving it greater fl exibility in carrying out its mission.

AIR MARSHAL OPERATIONAL AND PROCEDURAL ISSUES

In addition to the various controversies regarding FAMS attrition rates and coverage of airline 

fl ights, the extent to which TSA policies and procedures impact the air marshals’ ability to maintain 

covert, undercover status has also been a specifi c area of contention. Former and current air mar-

shals have complained to the media that dress codes, airport check-in and aircraft boarding proce-

dures, and hotel reservation procedures are particular issues of concern that could compromise an 

air marshal’s identity. Air marshals have complained that TSA policies that require male air mar-

shals, which make up more than 90% of the force, to fl y in sport coats and ties and maintain strict 

grooming standards with short cut hair often compromise their covert status. They argue that such 

strict standards, in an era when airline passengers are often dressed casually, make them stand out 

among passengers and may threaten their cover.25 Concerns have also been raised that check-in 

procedures for air marshals to bypass security screening checkpoints, typically by showing their 

credentials and being led through checkpoint exit lanes, is often carried out in plain sight of the 

public, thus potentially compromising air marshal cover.26 The potential consequences of an air 

marshal’s or air marshal team’s cover being compromised are signifi cant because the marshals 

could be specifi cally targeted by attackers, and if overpowered, their weapon could be taken and 

possibly used against them or as a means to gain access to the fl ight deck.

These concerns came under congressional scrutiny and were the topic of a special investigation 

by the House Judiciary Committee released in 2006 after two years of probing into the issue follow-

ing initial media coverage of the potential problems in 2004. The report found that air marshals’ 

dress code, check-in procedures, and requirements to identify themselves to hotel clerks during 

overnight layovers potentially compromised their anonymity.27 The report cited two specifi c inci-

dents in which air marshals’ cover was potentially compromised in what was described as possible 

terrorist probing of airport and commercial airliner security. Since then, changes have been made 

giving FAMS fi eld offi ces greater fl exibility to set dress codes appropriately for the fl ight while 

maintaining a professional image. In some cases, changes have been made to air marshal check-in 

and prefl ight procedures to better protect their cover, and the issue has not resurfaced in the media. 

Nonetheless, various operational aspects of the FAMS have been the source of reoccurring media 

coverage and could be an area of continued controversy that may be reexamined by policymakers 

and aviation security specialists in the future.

In December 2003, the DHS announced that, in addition to the deployment of FAMS on domes-

tic fl ights and on international routes fl own by U.S. air carriers, it would require foreign air carriers 

to carry armed air marshals on certain fl ights to and from the United States. This came following 

the receipt of intelligence information that certain foreign air carrier fl ights originating in Europe 

may be targeted. Typically, foreign countries would provide their own armed air marshals. However, 

the DHS indicated that it would assign U.S. air marshals on foreign fl ights if requested to do so by 

the foreign country and airline. Many foreign airlines have objected indicating that they would 

rather cancel fl ights to the United States when signifi cant threats were identifi ed in lieu of carrying 
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armed air marshals.28 Objections by foreign countries refl ected their policy concerns over introduc-

ing weapons in the aviation environment as well as concerns over costs and liability. While some 

countries, such as Israel and Germany, were reported to be using air marshals already, other coun-

tries, such as Great Britain and the Netherlands, subsequently agreed to place air marshals on their 

aircraft despite opposition from groups representing airline pilots in those nations.29

Compared to other law enforcement roles, air marshals, by specifi c intent, keep a very low pro-

fi le. This, combined with the effectiveness of other security layers, has meant that, since the 9/11 

attacks, air marshals have played much more of a passive deterrent role in protecting airliners, 

rather than an active role. Nonetheless, in the fi rst two years following September 11, 2001, air 

marshals responded to over 2000 aviation security incidents, used nonlethal force 16 times, dis-

charged their weapons on three occasions and were involved in 28 arrests or detainments of 

individuals.30

Since the 9/11 attacks, air marshals have only once had to use deadly force to carry out their mis-

sion. On December 7, 2005, federal air marshals shot and fatally wounded Rigoberto Alpizar, at 

MIA, during the reboarding process of an American Airlines fl ight from Medellín, Colombia with 

continuing service to Orlando, Florida. Alpizar, who may have suffered from bipolar disorder, 

reportedly was arguing with his wife and attempted to exit the aircraft as the reboarding was com-

pleting. When a fl ight attendant refused to let him exit, he reportedly threatened that he had a 

bomb.31 At this point, he was confronted by the two-person air marshal team on board, who fi red at 

him when he refused to comply with their commands, made continuing threats, and then reached 

into the bag he was carrying. An investigation by the Miami-Dade State’s Attorney’s Offi ce found 

that the air marshals were justifi ed in their use of deadly force in this case.32 The incident was not 

linked to terrorism, and it currently remains the only case in which air marshals have fi red their 

weapons in the line of duty since the 9/11 attacks.

The FAMS has been otherwise largely untested in its role of protecting the nation’s airlines from 

future terrorist attacks. Nonetheless, FAMS is considered a vital component of the overall risk-

based approach to aviation security and is viewed as a critical element of the layers of in-fl ight 

security measures, along with hardened cockpit doors. However, even with a force consisting of 

thousands of air marshals, FAMS can cover only a relatively small percentage of the total number 

of the daily domestic and international passenger airline fl ights. Recognizing that FAMS could not 

realistically be staffed with suffi cient numbers of air marshals to cover all air carrier fl ights, policy-

makers in the Administration and in Congress contemplated and debated the rather contentious 

option of training airline pilots to carry fi rearms and use deadly force to protect the fl ight decks of 

their aircraft from potential future hijacking attempts and other in-fl ight threats.

ARMED PILOTS AND CREW SECURITY TRAINING

The Homeland Security Act of 2002 (P.L. 107-296) included provisions to arm pilots of passenger 

aircraft and gives deputized pilots the authority to use force, including lethal force, to defend the 

fl ight deck against criminal and terrorist threats. The Act specifi es that by February 2003, TSA was 

to begin administering the training and deputizing of qualifi ed pilots volunteering to participate in 

the FFDO program. In response to this requirement, TSA developed a prototype program that 

trained and deputized an initial class of 44 pilots in mid-April 2003, at a cost of $500,000. The TSA 

was appropriated $8 million (see P.L. 108-7) for the program in FY2003, and has subsequently 

received $25 million annually to continue the training and deputizing of pilots and conduct advanced 

self-defense training for airline crews. The FFDO program accounts for the large majority of this 

annual appropriation. While the FFDO program remains controversial in the eyes of some who have 

voiced considerable concerns over introducing additional fi rearms in sterile areas of airports and on 

board aircraft, these appropriations amounts refl ect that the program provides a cost-effi cient layer 

of in-fl ight security, particularly in comparison with the FAMS, which received an annual appro-

priation totaling more than $800 million in FY2009. The FFDO program achieves this cost 
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 effectiveness by relying on volunteer pilots who receive no compensation or benefi ts from the fed-

eral government for their participation other than the cost of training and equipment.

The statutes establishing the FFDO program specifi es that all training, supervision, and equip-

ment needed for the program are to be provided at no expense to the pilots or the air carriers that 

employ them. However, pilots are not entitled to any compensation for participating in the pro-

gram. The law also provides liability protection to pilots and the air carriers for use of or failure to 

use a fi rearm. Initially, the program was limited to pilots of passenger aircraft, but a provision 

in the 2003 FAA reauthorization legislation (Vision 100, P.L. 108-176) expanded the program to 

include pilots of all-cargo aircraft as well as other fl ight crewmembers, such as fl ight engineers, in 

the program.

The TSA began full implementation of the program in July 2003, conducting week-long classes 

to train FFDO candidates. While training was initially being conducted at Federal Law Enforcement 

Training Center (FLETC) facilities in Glynco, Georgia and Artesia, New Mexico, all initial training 

operations for the FFDO program have now moved to the Artesia, New Mexico facility. TSA has 

the capacity to provide initial training to about 2000 new volunteer pilots annually. Under TSA’s 

implementation plan, pilots must requalify every six months to stay in the program. FFDO partici-

pants must also complete recurrent training every fi ve years. To meet these requirements, the TSA 

has opened sites in Atlantic City, New Jersey, and in Dallas, Texas, in addition to the Artesia, New 

Mexico site. While the option of using private contract facilities for requalifi cation has been advo-

cated by some, the TSA has not approved any private fi rearms facilities for this purpose, opting 

instead to open these two additional facilities to better accommodate pilots who may fi nd it diffi cult 

to travel to the remote Artesia, New Mexico site.

Pilots can apply for the program online, but must undergo extensive background checks before 

being selected to participate. Pilot groups estimate that, in total, about 30,000 pilots may sign up, 

although initial interest during the fi rst fi ve years of the program has been reported to be much 

lower. The TSA has indicated that roughly 11% of all eligible fl ight crewmembers have been trained 

and deputized as FFDOs at the end of FY2007.33 Given the Bureau of Labor Statistics estimate of 

79,000 pilots and fl ight engineers working for the airlines,34 this would place the total number of 

FFDOs at somewhere around 8500. The TSA expects this number to grow by about 2–2.5% per year 

through FY2011.

Pilot organizations have accused the TSA of establishing an overly burdensome application and 

evaluation process and locating the initial training facility in a hard to reach location, which, they 

argue, has discouraged additional pilots from participating. The TSA has countered that the back-

ground checks are necessary and are equivalent to what federal LEOs must undergo. The TSA has 

also defended their selection of the single training site based on the availability of specialized facili-

ties such as aircraft cabin mockups at the Artesia, New Mexico site, and heavy demand for facilities 

at the Glynco, Georgia site by other agencies.

LEGISLATIVE BACKGROUND

During the 107th Congress, Representative Don Young and Representative John Mica introduced 

the Arming Pilots Against Terrorism Act (H.R. 4635, 107th Congress). At the time, the Bush 

Administration had voiced initial opposition to the concept of arming pilots with lethal weapons. As 

amended by the House Aviation Subcommittee, the legislative proposal initially considered in the 

House contained a provision that would have capped participation in the program at 2% of eligible 

pilots and limited the program to a two-year test period. On July 10, 2002, however, the House 

approved a fl oor amendment offered by Representative Peter DeFazio that removed the 2% cap on 

the number of pilots who could participate in the program and also deleted the two-year sunset 

provision contained in the bill. In the Senate, Senator Robert Smith introduced the Arming Pilots 

Against Terrorism and Cabin Defense Act of 2002 (S. 2554, 107th Congress), which contained simi-

lar language to the fi nal version of H.R. 4635 (107th Congress) as passed by the House.
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On September 4, 2002, Senator Smith offered an amendment to the Senate version of H.R. 5005 

(107th Congress), a bill introduced to create the DHS, consisting of provisions to arming pilots 

 similar to those contained in H.R. 4635 (107th Congress). On November 12, 2002, Representative 

Richard Armey introduced H.R. 5710 (107th Congress) as a new vehicle for establishing the DHS 

and for other purposes, which contained similar provisions for arming pilots. However, in response 

to lobbying efforts by the air cargo industry, the language in this legislation limited participation in 

the program to pilots of passenger air carrier aircraft. On November 19, 2002, the Senate amended 

H.R. 5005 (107th Congress), incorporating provisions for arming pilots virtually identical to those 

in H.R. 5710 (107th Congress). The House agreed to the Senate amendment to H.R. 5005 (107th 

Congress) on November 22, 2002, and it was signed by President Bush on November 25, 2002, 

becoming P.L. 107-296.

While the original measure limited participation to only pilots fl ying on passenger airliners, 

 during the fi rst session of the 108th Congress, debate focused on whether pilots of all-cargo aircraft 

should be included in the FFDO program. Several legislative vehicles were introduced to expand the 

program to cargo pilots as well as to other fl ight crewmembers, such as fl ight engineers. On February 

13, 2003, Representative John Mica introduced H.R. 765 (108th Congress), and on March 5, 2003 

Senator Jim Bunning introduced S. 516 (108th Congress). Both bills sought to include cargo pilots 

in the FFDO program, while S. 516 sought to also include other fl ight crewmembers such as fl ight 

engineers. A separate stand-alone bill (S. 1657) introduced by Senator Bunning was passed by the 

Senate on November 10, 2003. Similar legislation (H.R. 1049 and H.R. 3262) was also introduced 

in the House. Also, the Air Cargo Security Act (S. 165), passed by the Senate on May 9, 2003, con-

tained a provision that sought to include all-cargo pilots in the FFDO program. An amendment 

offered by Senator Bunning (S. Amdt. 903 to S. 824) was included in the FAA reauthorization legis-

lation (P.L. 108-176) and was enacted into law on December 12, 2003. This provision expanded the 

FFDO program to include other fl ight crewmembers, such as fl ight engineers, and opened the 

program to participation by fl ight crewmembers fl ying for all-cargo air carriers.

Debate over the issue of arming pilots focused on the benefi ts, risks, and costs associated with 

implementing the program. Proponents for arming pilots argued that the potential benefi ts of 

deterring or thwarting terrorist and criminal acts against aircraft outweighed the inherent risks 

associated with arming pilots. Opponents of policy allowing pilots to be armed with lethal weapons, 

including the airlines and several prominent aviation safety experts, argued that such a program’s 

safety risks and monetary costs outweighed these potential benefi ts. Key risks cited by critics of the 

program include

Added workload and responsibilities associated with participation in the program that may • 

distract pilots from primary fl ying duties and safety-related functions

Risks of a fi rearm discharge to innocent passengers or aircraft structure and systems• 

A proliferation of fi rearms on aircraft and in secured areas of the aviation system that is • 

counter to other security objectives35

Many of these concerns raised by critics of the plan to arm pilots were recognized by both 

Congress and proponents of the plan as key issues to be addressed in implementing the program to 

arm airline pilots.

FFDO PROGRAM IMPLEMENTATION ISSUES

Implementation issues for the FFDO program included consideration of the standards and guide-

lines for (1) pilot selection and screening, (2) equipment, (3) training, (4) operational procedures, 

and (5) costs. To implement the program, the TSA formed a task force to address these issues and 

developed a plan for implementation of the program. While Congress noted that the TSA’s decisions 

regarding the methods for implementing procedural requirements of the program would be subject 
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to review only for abuse of discretion, there has been continued congressional interest and oversight 

of the program since its inception in 2003.

A key issue considered during the implementation of the program was the process for selecting and 

screening volunteer pilots seeking to become FFDOs. The legislation required further assessment to 

determine whether additional background checks should be required beyond routine background check 

requirements for pilots and other airline and airport workers. Additional selection and screening criteria 

were viewed as a tool to help ensure that pilots selected to participate are physically and psychologically 

capable of carrying out the duties and responsibilities associated with participation in the program and 

will maintain the standards set forth by the program while serving as FFDOs. Additional background 

checks and psychological screening measures are used to assess whether a pilot poses a security or 

safety threat by possessing a fi rearm on the fl ight deck or by being trained in the use of lethal force.

Critics of the additional screening requirement, however, point out that pilots already undergo 

rigorous preemployment evaluations and screening throughout their careers with an air carrier. 

Captain Stephen Luckey, Chairman of the National Fight Security Committee of the ALPA, 

International noted that

Pilots are undoubtedly the most highly scrutinized employees in the work force, submitting to a battery 

of preemployment evaluations, a fl ight physical every six months, random drug and alcohol testing, and 

a criminal history records check, among other formal examinations. Additionally, pilots are constantly 

interacting with and undergoing de facto monitoring by their airline’s management, their peers, FAA 

personnel, and others.36

On the other hand, despite preexisting measures for screening and evaluating pilots, recent 

examples of confi rmed and suspected suicides and sabotage of aircraft by fl ight crew personnel sug-

gest a potential need for more detailed background checks of pilots wishing to participate in the 

FFDO program.

Examples of confi rmed deliberate acts by fl ight crew personnel to crash commercial aircraft 

include an intentional crash of a Japan Airlines DC-8 in 1982, an attempted hostile takeover of a 

Federal Express DC-10 in 1994 by an off-duty fl ight engineer who intended to crash the airplane 

into FedEx headquarters, and the 1999 theft and intentional crash of an Air Botswana ATR-42 into 

two other Air Botswana aircraft. Additionally, there have been other high profi le crashes of pas-

senger air carrier aircraft, such as the 1997 crash of a Silk Air Boeing 737 in Indonesia and the 1999 

crash of an EgyptAir Boeing 767 off the coast of Rhode Island, where intentional pilot action was 

suspected but never conclusively determined. It should, however, be noted that none of these crashes 

involved fl ight crews of U.S. fl ag carriers providing passenger air service.

There is little agreement among experts on whether additional screening measures, including 

psychiatric evaluation of pilots, would be capable of detecting pilots who may pose a risk by partici-

pating in the program. Some argue that current screening and peer monitoring of pilots are insuf-

fi cient, and detailed psychiatric screening and psychological testing are needed to adequately assess 

the mental health of pilots.37 Others argue that many common mental health conditions can be 

masked during these evaluations. They assert that the costs of implementing such elaborate screen-

ing measures may far outweigh the marginal improvement in assessing the mental health of pilots 

beyond that obtained through the scrutiny pilots already undergo.

Proponents for arming pilots also argued that by having access to the fl ight deck, a pilot intent 

on causing harm already possesses the means to do so, and introducing a fi rearm on the fl ight deck 

does little to add to that already existing capability. They argue that, historically, incidents of delib-

erate acts by pilots to harm the airplane and its occupants are extremely unusual and current back-

ground checks, screening, and evaluations of pilots are more than adequate for assessing their fi tness 

to participate in the FFDO program.

Currently, TSA procedures require that pilots applying for the program undergo additional psy-

chological screening, background checks, and a medical examination beyond those already required 

of airline pilots. The Airline Pilots Security Alliance (APSA), a grassroots organization supporting 
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efforts to arm pilots, has called the TSA screening requirements unacceptable and redundant with 

many existing FAA and airline screening requirements. However, the TSA asserts that these screen-

ing measures are similar to those used in selection of federal LEOs, including federal air marshals, 

to determine an individual’s fi tness to carry a fi rearm and act in a law enforcement capacity, and 

these investigations are necessary to ensure that participating pilots meet these same high stan-

dards.38 According to TSA, about 6% of the applicants for the program are screened out prior to 

initial training. About 2% fail to meet the qualifi cations specifi ed by law, 3% are eliminated through 

psychological screening, and 1% are disqualifi ed based on information identifi ed by the back-

ground check.39

The legislation creating the FFDO program also required the TSA to address concerns over the 

selection of fi rearms and ammunition for the program, with a specifi c emphasis on identifying a 

weapon that would be effective against terrorists but would also pose a minimal risk to the aircraft, 

aircraft systems, and airline passengers. The legislation specifi cally called for an analysis to assess 

the risk of catastrophic failure of an aircraft as a result of the discharge (including an accidental 

discharge) of a fi rearm into the avionics, electrical systems, or other sensitive areas of the aircraft.

The selection of fi rearms and ammunition for use in the FFDO program was regarded as a par-

ticularly important consideration. Opponents of arming pilots had argued that a stray bullet could 

cause serious damage to aircraft systems and structures and jeopardize fl ight safety. Speaking 

before the Senate Committee on Commerce, Science, and Transportation, Captain Edward M. 

Davidson, Director of Flight Safety and QA for Northwest Airlines, cautioned that bullets could 

pierce fl ight deck windows creating a potentially catastrophic cockpit decompression, or they could 

strike fl ight deck avionics and controls potentially putting at risk numerous safety critical systems.40 

A depressurization of the airplane at altitude would necessitate that the fl ight crew use supplemental 

oxygen and complete checklist procedures in response to the depressurization. Similarly, a loss of 

critical aircraft systems could require a fl ight crew’s immediate attention. Accomplishing required 

safety-related tasks may prove diffi cult during a struggle with intruders in the cockpit.

However, in testimony before the House Subcommittee on Aviation, Mr. Ron Hinderberger, 

Director of Aviation Safety for the Boeing Company stated that “[t]he risk of loss of the aircraft due 

to a stray round from a handgun is very slight. Boeing commercial service history contains cases of 

gunfi re on board in-service airplanes, all of which landed safely.” Hinderberger further noted that 

“[c]ommercial airplane structure is designed with suffi cient strength, redundancy, and damage toler-

ance that single or even multiple handgun bullet holes would not result in loss of the aircraft. A 

single bullet hole in the fuselage skin would have little effect on cabin pressurization.”41

While the offi cial study of risks to the cabin from FFDO fi rearms remains classifi ed, a growing 

amount of evidence supporting this conclusion that bullets pose only a slight risk to aviation safety 

has largely put to rest these concerns. The law, nonetheless, provides for a temporary suspension of 

the program if the fi rearm of an FFDO accidentally discharges due to a shortcoming in standards, 

training, or procedures until the contributing factors are corrected. While there has been one reported 

case of an accidental discharge of an FFDO weapon in the cockpit while in fl ight from Denver, 

Colorado to Charlotte, North Carolina on March 22, 2008,42 a review of the incident did not lead to 

any grounding or suspension of the program, suggesting that the incident was not indicative of any 

specifi c lapses in the training or operational procedures that warranted a suspension of the program.

Given that FFDO participants are not primarily LEOs, and they receive more limited training, 

the structure of the FFDO program training was also an issue of particular interest during the initial 

development and implementation of the program. The law specifi ed that the training program could 

be administered either by the TSA or by another fi rearms training facility, either run by a federal 

agency or by a contract vendor. The advantages of using TSA facilities included better standardiza-

tion of training for pilots, improved compliance with the standards and guidelines established by the 

TSA, and better coordination of training and procedures between FFDOs and FAMS with regard to 

effective coordination and communication in dealing with in-fl ight situations. However, an initial 

concern was that TSA training facilities could become overburdened if large numbers of pilots wish 
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to participate in the program. TSA facilities and staff may lack the resources to administer training 

in a timely manner that meets scheduling constraints of the pilots, especially given that the pilots 

need to complete this training during their time off.

These concerns led to the consideration of instead using FBI training facilities. In December 

2001, the FBI released its proposal for training airline pilots termed the “Cockpit Protection 

Program.” The advantage of this plan was that it was already well defi ned and included assessments 

of the facility and staff requirements needed to administer the training. The disadvantage of this 

program, however, was that it would have removed the training from the direct control of the TSA. 

Also, there was concern that this arrangement might not offer the opportunity for specifi c training 

regarding the coordination of duties and responsibilities between FFDOs and FAMS.

Another federal entity named as a possible provider of training for FFDOs was FLETC, which 

has facilities in Glynco, Georgia; Charleston, South Carolina; and Artesia, New Mexico. These 

facilities had the resources to train larger groups of pilots, but like the FBI facilities, there was a 

concern over the limited oversight by TSA and the lack of opportunity for training on coordination 

with federal air marshals.

Using contractor facilities and/or contractor staff to administer training to FFDOs were also 

mentioned as options, but ones that posed several challenges. Extensive oversight of contractor-

provided training may have been necessary to ensure that established curriculum and qualifi cations 

standards were adequately maintained. If multiple contracts were awarded to train FFDOs, stan-

dardization of training across vendors might prove diffi cult to maintain. One advantage of using 

contract training for the program, however, might be the reduction of capital investment for facili-

ties and personnel.

After consideration of these alternatives, the option chosen was to base the training at existing 

FLETC facilities, but have TSA personnel administer and conduct the training. A prototype train-

ing program held in April 2003, used FLETC facilities in Glynco, Georgia to train an initial group 

of 48 pilots. Full implementation of the program began in July 2003 at the Glynco facilities as well 

as at the facilities in Artesia, New Mexico. In September 2003, the program was moved in its 

entirety to Artesia, New Mexico facilities because that site has aircraft mockups for training that 

were not available at Glynco and also because other law enforcement training at Glynco was 

limiting facilities available for the program there. Some pilot groups, however, complained that 

the TSA’s reliance on a single site, and the remote location of the Artesia, New Mexico facility 

(269 miles from the nearest major airport in Albuquerque) creates a considerable inconvenience 

for attending the training.43

As the program matured, some in Congress continued to push for the use of private sector sites 

for conducting FFDO training and requalifi cation.44 Admiral James Loy, the TSA Administrator at 

the time, noted that while the initial training was being conducted at federal facilities, as the pro-

gram evolves “. . . there very well may be a private sector opportunity . . .” to provide the training.45 

More recently, however, the TSA has indicated that it considers initial training of the pilots a federal 

function, allowing trainees to be appropriately evaluated by TSA personnel before being deputized, 

but it remains open to the possibility that private fi rms could provide for recurrent training and 

requalifi cation of FFDOs. Nonetheless, the TSA has since expanded the federal role by opening 

evaluation and recurrent training sites in Atlantic City, New Jersey, and in Dallas, Texas, rather than 

turning these functions over to private training vendors.

The law specifi es that FFDO training shall include

Training to ensure that the FFDO attains a level of profi ciency with a fi rearm comparable • 

to the level of profi ciency required of federal air marshals

Training to ensure that the offi cer maintains exclusive control over the offi cer’s fi rearm at • 

all times, including training in defensive maneuvers

Training to assist the offi cer in determining when it is appropriate to use the offi cer’s fi re-• 

arm and when it is appropriate to use less-than-lethal force
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In designing this training, the TSA was required to establish requirements for training FFDOs 

based on the training standards applicable to federal air marshals, taking into account the differing 

roles and responsibilities of FFDOs and FAMS. The law also specifi es that FFDOs must requalify 

at an interval set by the TSA.

Pilot groups, including ALPA and the Allied Pilots Association (APA), pushed for a 48-hour 

training program. Such a training program was derived from details released in December 2001 

regarding the FBI Cockpit Protection Program that proposed a fi ve-day, 48-hour training course in 

fi rearms handling, legal aspects, tort law, and policies regarding use of lethal force. The current 

TSA program similarly consists of a 48-hour curriculum of classroom instruction, fi rearms training, 

and tactical drills.

The law establishing the FFDO program does not specify any criteria or guidelines for assessing 

the effectiveness of the program or the training provided under the program. Given that the primary 

objective of the program is deterrence of terrorism and criminal acts against the fl ight deck, the 

effectiveness of the program, in this regard, is diffi cult if not impossible to assess. Nonetheless, the 

effectiveness of certain elements of the program can be assessed. For example, the effectiveness of 

training can be assessed through evaluation of performance during requalifi cation. Also, effective-

ness of the program with regard to risk management can be assessed through analysis of data on 

incidents of fi rearms mishandling, accidental discharges, lost and stolen weapons, and so on.

ISSUES REGARDING OPERATIONAL PROCEDURES FOR ARMED PILOTS

The legislation establishing the FFDO program identifi ed storage and transportation of fi rearms as 

a key issue to be addressed in establishing the procedural requirements for the program. The legisla-

tion specifi es that particular attention should be given to storage and transportation of fi rearms on 

international fl ights and when the pilot leaves the airport to remain overnight away from the pilot’s 

base airport. Pilot groups argued for allowing FFDOs to retain the fi rearm, particularly at the pilot’s 

home base, and further advocate that FFDOs be given the opportunity to train with the fi rearm to 

maintain profi ciency in its use.46 Opponents of such a plan argued that pilots carrying weapons, both 

in airports and to and from work, could be the target of terrorists and criminals seeking to steal their 

fi rearms. They also noted that handling the fi rearm while in transit increases the potential for mis-

handling of the fi rearm and accidental discharges.

In February 2003, a TSA task force studying the implementation issues for the FFDO program 

recommended the use of lock boxes for transporting the fi rearms, a recommendation that was imple-

mented by the TSA in setting up the program. The TSA requires the fi rearm to be carried in a secured 

lock box and only opened inside a secure cockpit. Pilot groups have continued to voice concerns, 

however, that the use of lock boxes undermines the intent of the legislation which they believe speci-

fi es that “. . . the offi cer maintains exclusive control over his or her fi rearm at all times . . .”47 The TSA 

indicated that its decision was based on the very specifi c nature of the mission outlined in the legis-

lation, which permits pilots to use their weapons only in defense of the fl ight deck. The TSA consid-

ers the lock box as a means to minimize the risk that the fi rearms will be used in other situations. 

However, the APSA remains concerned that the use of lock boxes to transport fi rearms may make 

pilots particularly vulnerable targets for thieves seeking to steal their weapons and provides pilots 

with no means for personal security to protect against this threat.48

Another key issue is the credentialing and identity verifi cation of FFDOs as individuals autho-

rized to carry fi rearms beyond airport screening checkpoints. Adequate methods for preventing forg-

ery of identifi cation and accounting for misplaced or stolen identifi cation are needed to ensure that 

terrorists and criminals cannot breach security checkpoints by impersonating FFDOs. ATSA man-

dated the establishment of a uniform system of identifi cation for all state and local law enforcement 

personnel for use in obtaining permission to carry weapons in aircraft cabins and in obtaining access 

to a secured area of an airport, if authorized to carry such weapons. Future deployments of systems 

using biometric technologies may provide enhanced capability to assure positive identifi cation 
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of FFDOs. FFDOs are identifi ed by credentials issued by TSA, but specifi c procedures for verifying 

these credentials are considered security-sensitive information.

As previously noted, public identifi cation of FFDOs may have negative consequences for both 

armed pilots who may be targeted in attempts to seize fi rearms and for pilots not participating in the 

program whose fl ights may be targeted if it is determined that an armed pilot is not on board. Screening 

of pilots in open view may also compromise specifi c security procedures to validate the identity of 

FFDOs. However, alternative arrangements for screening of fl ight crew may be diffi cult to imple-

ment, particularly at smaller airports where employee and passenger screening are collocated.

The legislation identifi es interaction between an FFDO and FAMS on board the aircraft and 

methods for ensuring that pilots are able to identify LEOs authorized to carry a fi rearm aboard the 

aircraft as issues that were required to be addressed in establishing the procedural requirements of 

the FFDO program. Such coordination is needed to address concerns over concealing the identity 

of air marshals while allowing suffi cient coordination between them and FFDOs. Airlines have 

procedures in place for identifying armed LEOs and making these individuals known to fl ight 

crews. However, these procedures may need to be enhanced and further standardized by the TSA to 

ensure that fl ight crews, including FFDOs, can easily recognize armed LEOs on board and coordi-

nate with them as needed.

The legislation also identifi es the division of responsibility between pilots in the event of an act 

of criminal violence or air piracy. The procedures are relevant to instances where either one or more 

than one member of the fl ight crew is an FFDO. The issue of coordination and division of responsi-

bility raises questions regarding what amount of training and educational materials regarding the 

FFDO program should be made available to nonparticipating fl ight crew and cabin crewmembers. 

Currently, only very limited information about the program is available to them. While, fl ight crews 

and cabin crews already receive initial and recurrent training in FAA mandated crew resource man-

agement (CRM) training programs that facilitates coordination of duties and responsibilities, air-

lines are unlikely to address the subject of division of responsibility when a pilot must perform 

duties as an FFDO, citing that this is a federal role and not an airline function, and possibly fearing 

liability issues if such matters are addressed in airline training. Furthermore, there is no require-

ment in the legislation for training or education of nonparticipating fl ight crew personnel regarding 

the program and most details of the program have not been released because of their security- 

sensitive nature. Thus, it has been largely left up to individual FFDOs to brief nonparticipating fl ight 

crew on the coordination of fl ight duties if the fl ight deck were attacked. The coordination among 

multiple fl ight crewmembers who are deputized as FFDOs is likely much less troublesome as they 

have undergone the same standard training and thus have a better understanding of the division of 

responsibilities during an attack.

The legislation specifi ed that procedures for ensuring that the fi rearm of an FFDO does not leave 

the cockpit if there is a disturbance in the passenger cabin as an issue to be addressed in establishing 

the procedural requirements of the program. Current guidelines and procedures prohibit FFDOs 

from intervening in cabin disturbances. Rather, they are instructed to use their weapons and train-

ing only in defense of the fl ight deck which is consistent with the intent of the law establishing this 

program. Disturbances in the passenger cabin are left to be handled by fl ight attendants, federal air 

marshals, or any other law enforcement personnel on the aircraft. FFDOs and other airline pilots 

are instructed to use their judgment and any available information they can ascertain from fl ight 

attendants and so on to determine the best course of action for diverting the aircraft to a location 

where ground-based law enforcement can intervene if needed.

Additionally, the legislation specifi es procedures for ensuring that the fi rearm of an FFDO does 

not leave the cockpit if the pilot leaves the cockpit for personal reasons as an issue to be addressed 

in establishing the program. Such events may result in a physical separation between the FFDO and 

his or her fi rearm since the fi rearm is to remain in the cockpit at all times in fl ight. Occasions when 

the cockpit door is opened and when the fl ight crew is moving about may be the most risky times 

with regard to a potential attack. Procedures may be needed to address these various scenarios and 
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mitigate the risks associated with opening the cockpit door and separating an FFDO from his or her 

fi rearm in fl ight. In the future, the use of secondary cockpit barriers, discussed earlier, may provide 

a solution for allowing FFDOs to maintain positive control of their fi rearms under most, if not all, 

times during a fl ight, including times when they need to leave the fl ight deck.

SPECIAL CONSIDERATIONS FOR FFDOS

FFDOs are unique among the group of individuals authorized to carry fi rearms aboard commercial 

passenger aircraft because their primary duties and responsibilities are not in law enforcement and 

FFDOs do not have formal law enforcement powers such as arrest powers. FFDOs, in contrast to 

these other groups, are not formally trained in law enforcement, and their role and authority with 

respect to carrying fi rearms is considerably more restricted. Specifi cally, the FFDO program was 

established with the specifi c responsibility to “defend fl ight decks . . . against acts of criminal vio-

lence or air piracy.”49 The TSA’s interpretation of this statute has limited FFDO access to unsecured 

fi rearms to only those times when the FFDO is inside a secured cockpit. At all other times, FFDOs 

are procedurally required to transport their fi rearms secured in locked boxes.

In the 108th Congress, legislation was introduced seeking to allow FFDOs to carry their fi rearm 

on their person outside of the cockpit (see H.R. 4126, 108th Congress). The House-passed version of 

the IRTPA of 2004 (S. 2845, 108th Congress, as agreed to by the House) included a provision that 

would have established a pilot program allowing a limited number of FFDOs to carry their weapons 

on their person outside the cockpit for a one year period, with the option to subsequently allow all 

FFDOs to carry their weapons outside the cockpit if an equivalent level of safety compared to cur-

rent practice was demonstrated in the pilot program. However, this provision was not included in the 

enacted version of the bill. The concept of allowing FFDOs to carry accessible fi rearms outside the 

cockpit is not supported by the TSA, and the issue has not since been formally proposed or debated 

as part of the congressional legislative process.

CONSIDERATION OF LESS-THAN-LETHAL WEAPONS 
FOR IN-FLIGHT SECURITY

Prior to approving the FFDO program, Congress and the Administration mulled the idea of using 

less-than-lethal weapons for in-fl ight security. ATSA directed the National Institute of Justice to 

assess the suitability of arming pilots with less-than-lethal weapons, such as stun guns. Based on the 

fi ndings of this study, the TSA may authorize the use of such weapons for fl ight deck crew. Based 

on this study, which indicated some potential application for less-than-lethal weapons as part of in-

fl ight security measures, the Homeland Security Act of 2002 (P.L. 107-296) specifi ed that the TSA 

must respond within 90 days of receiving a request from an air carrier to arm fl ight crew with less-

than-lethal weapons. While several airlines expressed an interest in the concept, and some submitted 

proposals to the TSA to arm fl ight crew with less-than-lethal weapons, the TSA has not yet made a 

fi nal determination regarding the utility and legal ramifi cations of arming pilots with less-than-lethal 

weapons.50 As the FFDO program has continued to increase in size and gain further acceptance, the 

concept of arming pilots with less-than-lethal weapons has largely been dropped, but nonetheless 

remains a potential option that has been advocated by some as an alternative approach. Recent cases 

of deaths resulting from law enforcement use of less-than-lethal weapons, however, raises questions 

over potential liability if they were to be adopted for in-fl ight aviation security applications.

SECURITY TRAINING FOR AIRLINE CREWS

Under ATSA, the TSA was directed to develop a mandatory air carrier training program to assist 

fl ight crews and fl ight attendants in dealing with hijack situations. The Homeland Security Act 

of 2002 (P.L. 107-296) expanded these training requirements to include classroom and hands-on 
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situational training for fl ight and cabin crews covering various aspects of in-fl ight security, including 

recognition of suspicious activity; deterring, subduing and restraining individuals; self- defense; 

crew communication and coordination; and the psychology of terrorists. Additionally, the Homeland 

Security Act of 2002 (P.L. 107-296) directed the TSA to conduct a study assessing the benefi ts and 

risks of arming fl ight attendants with nonlethal weapons. Language in the FAA reauthorization 

 legislation (Vision 100, P.L. 108-176) established a mandatory TSA-approved basic security course 

for fl ight and cabin crew, administered by the airlines as part of their in-fl ight security programs, as 

well as a voluntary advanced course in self-defense training for fl ight and cabin crew, which is 

offered by the TSA. While fl ight and cabin crew do not have to pay a fee for the optional advanced 

self-defense training program, they are not entitled to compensation for participating.

In FY2007, the TSA began to offer the advanced self-defense training program at airline training 

facilities, as opposed to a limited number of designated training provider sites, in an effort to 

increase the opportunities for airline crewmembers to receive this training. The TSA has expressed 

its intent of continuing to expand the options to increase accessibility to this training. It has also 

indicated that it is evaluating the option of offering additional course levels to offer more advanced 

self-defense techniques and specifi c scenario training.51

ARMED LAW ENFORCEMENT ON AIRLINERS

The role of LEOs from various jurisdictions and forces traveling armed on commercial passenger 

fl ights presents complex policy and procedural issues for aviation security. With more than 17,000 

different federal, state, and local law enforcement agencies throughout the United States, develop-

ing uniform standards for identifi cation, training, and procedures for coordinating the handling of 

in-fl ight incidents among authorized armed LEOs on aircraft presents a number of unique and com-

plex challenges. LEOs who may be authorized to carry fi rearms on passenger fl ight can be divided 

into two distinct categories: federal LEOs, and state and local LEOs.

HISTORICAL CONTEXT

Regulations pertaining to accessible fi rearms carriage on commercial passenger aircraft are cur-

rently administered by the TSA, but can trace their origins to initial regulation of security in the 

airline industry fi rst promulgated by the FAA in 1972 and implemented in early 1973. These regula-

tions were expedited in response to the increasingly violent aircraft hijackings of that era, which 

focused considerable attention on the growing threat of air piracy.

The Nixon Administration and Congress responded to these hijacking incidents by introducing 

anti-hijacking legislation in the 93rd Congress in 1973. Meanwhile, under an emergency order, the 

FAA began electronic screening of passengers beginning in January 1973.52 On January 9 and 10, 

1973, the Senate held hearings on the FAA’s emergency anti-hijacking regulations and the proposed 

Anti-Hijacking Act of 1973.53 In February and March 1973, the House held extensive hearings on 

the issue of aviation security and the various anti-hijacking bills proposed in the House.54 Although 

not a central issue in these hearings, the proposed provisions allowing LEOs and other security 

personnel designated by the FAA, such as sky marshals, to carry weapons on board commercial 

passenger fl ights did raise some concern, particularly among pilots and ALPA. These concerns 

centered on the qualifi cations of individuals authorized to carry weapons on board; the coordination 

between armed LEOs on board; and notifi cation to the pilot-in-command regarding authorized pas-

sengers fl ying armed. The most signifi cant concerns raised centered on the qualifi cations of armed 

personnel on board, and in particular, opposition to suggestions that airlines or airports establish 

their own police forces, although these suggestions were never formally debated or presented as 

legislative options. Concerns were also raised about jurisdictional issues regarding local LEOs on 

board and whether armed LEOs on board could be relied on to execute an appropriate action in 

response to a hijacking incident.
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On August 5, 1974, President Nixon signed the Air Transportation Security Act, also known 

as the Anti-Hijacking Act (P.L. 93-366), into law. With regard to carrying fi rearms on board 

 aircraft, the law exempted federal, state, and local LEOs acting in offi cial capacities as well 

as individuals authorized by the FAA, such as sky marshals, from the provisions generally pro-

hibiting fi rearms to be carried in the cabin of commercial aircraft. The FAA promulgated rules 

to this effect, which were expanded in their applicability in 1981 to include commuter fl ights,55 

but have largely remained unchanged since. In 2002, these regulations pertaining to carriage of 

accessible weapons were reworded and realigned with aviation security functions under the pur-

view of the newly created TSA and can now be found at 49 CFR §1544.219, but have changed 

little in their purpose or applicability with regard to LEO carriage of accessible fi rearms on com-

mercial aircraft.

While FAMS and FFDOs travel armed for the primary purpose of enhancing aviation security 

and are trained for specifi c aviation security/law enforcement functions, federal, state, and local 

LEOs traveling armed on board aircraft do not play a specifi c role in aircraft security. However, 

some observers maintain that these LEOs can provide an ancillary role in responding to security 

incidents while in fl ight. Nevertheless, the primary purpose for allowing armed LEOs other than 

FAMS and FFDOs on board aircraft is not for aviation security purposes, but rather to carry out 

other law enforcement functions such as prisoner transport, protective services, undercover surveil-

lance of dangerous individuals, or transiting to an assignment in a ready status.56

Since the terrorist attacks of September 11, 2001, consideration of expanding the role of LEOs in 

aviation security has generally been limited to discussion of whether other LEOs employed by agen-

cies within the DHS should receive specialized training to augment the FAMS and provide a surge 

capacity of specially trained offi cers who could perform FAMS functions in the event of an immi-

nent perceived security threat to civil aviation. For this reason, FAMS was realigned with ICE in 

December 2003, but has now been put back within the TSA since interest in this option has waned, 

as noted earlier.

While aviation security is not a primary function of any law enforcement agency other than the 

TSA and FAMS, the U.S. Secret Service, also a component of the DHS, has maintained an informa-

tion sharing agreement with the FAMS, providing FAMS with information regarding the fl ight 

itineraries of its agents. While FAMS may use this information in making fl ight scheduling deci-

sions and may elect not to assign FAMS to fl ights where Secret Service agents are on board in some 

cases, DHS offi cials point out that Secret Service agents travel on these fl ights in the course of their 

normal duties and are not specifi cally trained, nor assigned, to replace FAMS.57 Also, the presence 

of Secret Service agents or other LEOs on board a fl ight arguably does not appear to satisfy the 

DHS’s statutory obligation to deploy FAMS on all “high-risk” fl ights.58

FEDERAL, STATE, AND LOCAL LEOS FLYING ARMED

The authority to carry accessible fi rearms on board commercial passenger aircraft is generally more 

restrictive for state and local LEOs as compared to federal LEOs. This is attributable, in part, to the 

greater jurisdictional limitations on state and local LEOs that limit their need to carry accessible 

weapons on aircraft to a greater degree. While federal LEOs may fl y armed under a blanket agency-

wide directive or policy statement, state and local law LEOs must demonstrate a specifi c operational 

need, certifi ed by their employing agency, to travel armed for each specifi c fl ight or travel itinerary 

that they request to do so. Although the Law Enforcement Offi cers Safety Act of 2004 (LEOSA; 

P.L. 108-277) establishes a provision allowing qualifi ed LEOs and retired LEOs to carry certain 

concealed fi rearms nationwide, this does not supersede or limit the general restrictions on carrying 

accessible fi rearms on board commercial passenger aircraft.59 Table 8.1 provides a summary of the 

statutes and regulations regarding the deployment of FAMS on fl ights; the authority and limitations 

for pilots participating in the FFDO program; and the authorization, procedures, and restrictions for 

federal, state, and local LEOs fl ying with accessible fi rearms.
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IDENTITY VERIFICATION PROCEDURES FOR ARMED LEOS

The issue of identifying and authenticating LEOs requesting to travel armed on board commercial 

passenger aircraft has long been an issue of concern. The IRTPA of 2004 (P.L. 108-458) mandated 

a uniform LEO travel credential containing a biometric identifi er to verify the identity of LEOs 

seeking to carry an accessible weapon on board. The law specifi es that each LEO authorized by the 

Secretary of Homeland Security to carry a weapon on board commercial passenger aircraft would 

be issued such identifi cation. However, in practice, the DHS does not authorize individual LEOs, 

but rather LEOs are authorized by their employing agency, either under an agency-wide directive or 

policy statement for federal LEOs, or on a case-by-case basis for state and local LEOs. The law, 

enacted on December 17, 2004, called for issuance of these credentials to begin within six months, 

but the DHS has not yet fi nalized the design of the credential, the credentialing process, or the pro-

cedures for validating credentials during the airport check-in process.

HANDLING DISRUPTIVE PASSENGERS AND OTHER IN-FLIGHT 
SECURITY INCIDENTS

Air rage and other disruptive passenger behavior presents a unique security challenge because it 

places airline crews, particularly cabin crews, as well as passengers, at risk, and also because it can 

place a burden on security resources. A variety of defi nitions for air rage have been provided with 

disruption of cabin crew duties, interference with cabin crew, a compromising of fl ight safety or the 

safety of the passengers and crew, or causing damage to the aircraft as being common underlying 

characteristics of air rage incidents.60 A 2002 survey found that many cabin crewmembers feel at 

risk of abuse or violence from passengers, cases of physical violence are perceived as a signifi cant 

problem, and verbal abuse by passengers is highly prevalent.61

It is believed that a wide range of factors may trigger these incidents including alcohol consump-

tion, fl ight delays, confi ned conditions, restrictions on smoking, unrealistic service expectations, 

and so forth. Studies of airline databases suggest that air rage is a problem across all classes of ser-

vice and is perpetrated by both male and female passengers, although further research is needed to 

better understand the triggers and causes of air rage incidents among these diverse groups of air 

travelers. The fi ndings, conclusions, and recommendations stemming from such research could 

potentially be refl ected in training programs for cabin crews to help them better respond to various 

types of air rage incidents.

Researchers have categorized disruptive passenger behavior and air rage incidents along a con-

tinuum of confl ict.62 At the lowest level, disruptive passengers will engage in passive resistance. For 

example, they will not comply with crewmembers requests, such as requests to extinguish a cigarette 

or to cease loud, disruptive conversation. At the second level, passengers may exhibit verbal resis-

tance, which may include the use of profanity and insults and may include shouting and yelling. If the 

situation further escalates, the disruptive passenger may engage in physical aggression including acts 

such as pushing, shoving, slapping or kicking crewmembers or other passengers, throwing objects, or 

damaging property. If the situation further escalates, the passenger may exhibit extreme violence that 

may result in serious injury to another person or damage to aircraft equipment. While incidents 

rarely begin or escalate to these extremely violent acts, the confl ict situation may not necessarily fol-

low a normal pattern of escalation, depending on an individual’s propensity to become verbally 

abusive or violently aggressive. Depending on the individual, the time course of progression may also 

be quite different. Each situation is unique and can be affected by a wide variety of factors related to 

the perpetrator as well as the target of his or her aggression, and various environmental conditions or 

factors. Since perpetrator factors and environmental factors are more diffi cult to control, much of the 

effort of research and application has focused on opportunities to better train cabin and fl ight crews, 

as well as gate agents and customer service representatives, to mitigate these incidents in a effort to 

prevent their escalation to air rage and violence against crewmembers and other passengers.
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It is important to also note that disruptive passenger incidents may be “staged” by terrorists and 

others seeking to commit air piracy or carry out other attacks on board the airplane as a means to cre-

ate a diversion and possibly as a means to compromise cockpit security measures. For example, a 

terrorist may become verbally and physically abusive with a fl ight attendant in the hopes that another 

fl ight attendant may seek access to the fl ight deck to apprise the pilots of the situation. Other terrorists 

may seize this opportunity to attempt to infi ltrate the cockpit. While cockpit door procedures have 

been modifi ed to address such a scenario, both cabin and fl ight crewmembers must be mindful of the 

potential for such an attempt whenever assessing and responding to a disruptive passenger event in 

the cabin. Crew training, including specifi c role playing scenarios of this sort, can help prepare for the 

possibility of such an event. Also a terrorist may commit violence against a fl ight crewmember or 

another passenger in an attempt to elicit a law enforcement response from a FAMS or an armed LEO 

on board. Fellow terrorists may lie in wait for the armed individual to identify himself or herself, at 

which point they may attempt to overpower the individual and seize their fi rearm to carry out a hijack-

ing. While FAMS routinely train for such scenarios, other LEOs fl ying armed may not have suffi cient 

training and appropriate situation awareness to respond in the most appropriate manner to an air rage 

incident that may be staged by a terrorist group. Specifi c information about such threats included in 

the computer-based training program for LEOs fl ying armed may help improve awareness of such 

possible scenarios; however, more formal training may be benefi cial to better prepare armed LEOs 

who fl y on a routine basis and may encounter such a situation.

Air rage incidents and unruly passengers account for approximately two-thirds of in-fl ight secu-

rity incidents.63 These include events such as unruly and disruptive passengers, many of whom are 

intoxicated, and passengers trying to smoke in the aircraft lavatory. Historically, the other one-third 

of in-fl ight security incidents consist of events in which passengers on board were identifi ed as being 

on a security watch list after the fl ight departed, suspicious passenger behavior was reported by the 

cabin crew or a federal air marshal, or the aircraft accidentally transmitted a hijack code to air traf-

fi c controllers. The GAO found that responses to these various in-fl ight security incidents typically 

involved a four-stage process: identifying the threat and notifying appropriate authorities; sharing 

pertinent information and collaboratively assessing the severity of the threat; making a decision 

regarding the in-fl ight response and carrying out that response; and coordinating and carrying out 

appropriate law enforcement action upon landing if such action is deemed necessary.64

The FAA maintains records on enforcement actions taken in response to unruly passenger inci-

dents. These data show that air rage incidents had been on the rise since the mid-1990s when the FAA 

began to collect systematic data on these types of incidents. The annual number of reported air rage 

incidents that resulted in enforcement action from 1995 to 2007 is presented in Figure 8.1. Even after 

the 9/11 attacks and despite heightened in-fl ight security measures, the annual number of air rage 

incidents in 2001–2004 remained at a rate that is almost double what it was in 1995. The compara-

tively high number of air rage incidents in the years immediately following the 9/11 attacks may be 

due, in part, to increased tension and fear as a result of heightened security that may cause some 

individuals to act out against other passengers or against fi gures of authority such as airline crew-

members or FAMS. Increased numbers of air rage incidents may also refl ect growing frustration at 

delays and hassles, including security-related hassles and fl ight delays that may aggravate some indi-

viduals to the point of acting out in violence or rage. While these factors may all be contributing to 

the rise in reported air rage incidents to some degree, the statistics may also refl ect better reporting 

as well as heightened efforts on the part of airline cabin crews and the airlines to classify incidents as 

air rage and request that the FAA, the TSA, and law enforcement agencies intervene as a result of 

increased security awareness and improved security training to handle such situations being pro-

vided to airline crews. Since the data only refl ect incidents that resulted in enforcement action, the 

trend may also be indicative of a growing intolerance for this type of behavior resulting in the FAA, 

and now the TSA, more readily issuing civil penalties for unruly behavior, in part to serve as a deter-

rent by making it clear that such incidents will be dealt with harshly. The decline in the number of 

enforcement actions since 2004 may, therefore, refl ect the deterrent effect of imposing strict civil 
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penalties on those who exhibit unruly behavior, particularly in high-profi le incidents that garner 

media attention. Airlines can, and do, blacklist individuals based on past in-fl ight incidents of unruly 

behavior. However, individual airlines typically do not share such information with other airlines 

largely over liability concerns. Better tracking of air rage incidents and the individuals who perpe-

trate these acts remains a specifi c challenge for policymakers and aviation security specialists. 

Additionally, ways to reduce and mitigate the occurrence of air rage incidents through airline indus-

try policies and cabin crew training remain as ongoing areas of research and policy analysis.

POSSIBLE TERRORIST PROBING INCIDENTS

The attempted in-fl ight terrorist acts, such as the attempted shoe bombing of American Airlines 

fl ight 63 in December 2001, and terrorist plots, such as the uncovering of plot to bomb trans- 

Atlantic fl ights departing London Heathrow Airport in August 2006, provide strong evidence of a 

continued terrorist interest in attacking airliners. Given this continued terrorist interest in attack-

ing commercial passenger fl ights, there has been considerable speculation, suspicion, and concern 

that terrorist operatives may be casing airplanes or conducting “dry runs” on both domestic and 

international fl ights.

Potential examples that terrorists may be casing or probing commercial airline fl ights to spot 

weaknesses in the layered aviation security system could serve to reify the potential threat. While 

reports of probing abound, with numerous airline crews reporting incidents of suspicious behavior, 

substantiating any of these claims has proven diffi cult. Reportedly, incidents of terrorist probing and 

other suspicious behavior are reported as often as twice a week.65 Suspicious activities include 

things such as passengers videotaping the cockpit area, spending unusually long periods of time in 

the lavatory, loitering near the front of the airplane, or suddenly rushing to the front of the airplane. 

These incidents could be foolish pranks, the work of misguided individuals seeking to test the avia-

tion security system, or may actually be perpetrated by terrorist operatives conducting dry runs or 

probing to fi nd weaknesses in in-fl ight security measures.

While isolated incidents of suspicious behavior may have explanations other than terrorist prob-

ing, specifi c patterns of incidents could reveal efforts to carry out dry runs and assess in-fl ight 

security. For this reason, the TSA and the airlines have implemented various procedures for fl ight 

and cabin crews to report suspicious activity on board airliners. However, airline  employees have 

complained that while airline security policies require them to report suspicious activity, these 
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FIGURE 8.1 Unruly passenger incidents (1995–2007). (Data obtained from Federal Aviation Administration.)
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reports often do not get passed along to the TSA.66 There is concern that, without a consolidated 

database of all reported security incidents, patterns or trends in the data may be missed and oppor-

tunities to “connect the dots” and identify patterns of terrorist probing on commercial airliners 

might be missed. Notwithstanding these concerns and the potential limitations inherent in current 

procedures and training for reporting suspicious activity, no solid evidence of terrorist probing on 

board domestic airliners has been made public since the 9/11 attacks. Nonetheless, anecdotal 

reports of possible terrorist probes abound.

Perhaps the most widely reported allegation of terrorist probing on board an airline fl ight in the 

United States since the 9/11 attacks was the case involving Northwest Airlines fl ight 327 on June 29, 

2004. During the fl ight from Detroit Metropolitan Wayne County Airport (DTW) in Michigan to 

LAX, several passengers became alarmed over the suspicious behavior of a group of 13 Middle 

Eastern men. It was later revealed that the group consisted of 12 Syrian nationals who were part of 

a musical group, traveling on expired “entertainment” visas along with the musical group’s pro-

moter, a lawful permanent resident of the United States who was born in Lebanon.67 The group’s 

behavior both prior to boarding and in fl ight was considered suspicious by several passengers, the 

airplane’s fl ight attendants, as well as by the FAMS team assigned to the fl ight that kept the group 

under surveillance. The suspicious behavior included

Arriving at the gate together, then dispersing and acting like they did not know each other• 

Walking up and down the aisles appearing to count passengers• 

Rushing to the front of the airplane• 

Spending exceedingly long periods of time in the forward lavatory• 

Carrying a large bag into the lavatory• 

Returning from the lavatory exuding a strong smell similar to toilet bowl chemicals• 

Switching seats, congregating in the aisles, and standing when the seatbelt sign was illumi-• 

nated in preparation for landing

Making suspicious gestures and hand signals to each other• 

During the fl ight, the captain was informed of the situation, and relayed a message that the FAMS 

on board were requesting a supervisor’s assistance upon landing. Upon landing at LAX, the fl ight 

was met by FAMS, FBI, TSA, and local law enforcement. When the FBI ran checks of the individuals, 

it was revealed that the promoter was involved in a similar suspicious behavior incident on board a 

Frontier Airlines fl ight on January 28, 2004. Despite the fact that the 12 were traveling on expired 

artist/entertainer visas, they were released after being questioned at the airport. Two months prior, 

the FBI had issued a warning that terrorist operatives may be trying to enter the country using these 

types of visas.68 Their visas were later extended through July 15, 2004, but this extension was not 

issued until July 6, 2004, a week after the fl ight.

While the group left the country on July 14, 2004, the details of Northwest fl ight 327 was spot-

lighted in the media after a writer, Annie Jacobsen, posted a story describing her experience on 

board the fl ight on WomensWallStreet.com and was interviewed on MSNBC’s Scarborough Country. 

The media attention on the story prompted a full FBI investigation, and later, an investigation by the 

DHS OIG regarding the handling of the incident. Following its investigation, the DHS OIG recom-

mended improvements for in-fl ight communication regarding security incidents, better guidance for 

agency roles and information sharing in responding to in-fl ight incidents, and better coordination 

between the FBI and the DHS for conducting postfl ight investigations.69 While the DHS acknowl-

edged shortcomings with respect to the manner in which the incident was handled, there has never 

been a clear determination regarding the motives behind the suspicious activity exhibited by the men 

on the fl ight and no one has ever been charged with any crime in connection with the incident.

Since the highly publicized examination of this incident, several airline pilots have stepped for-

ward claiming that they were aware of similar incidents involving suspicious behavior that they 

believed were examples of terrorist probing. Also some media reports have claimed that some air 
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marshals had concluded, based on available information, that fl ight 327 was a terrorist probe or dry 

run. During the investigation of the Northwest fl ight 327 incident, it was also reported by some 

media outlets that 9/11 hijacker Mohammed Atta and perhaps others were possibly detected con-

ducting a dry run prior to the 9/11 attacks. Reportedly, the actor James Woods was on board that 

fl ight and alerted the pilots that he believed a hijacking was about to take place.70 However, the 

incident has never been verifi ed by law enforcement authorities.

Despite these numerous unsubstantiated claims of other dry runs and terrorist probing, there 

have been no known arrests or detentions of terrorist suspects fl ying on domestic airliners in con-

nection with these incidents, and furthermore, none have been tied to any actual plot or attempt to 

carry out hostile actions against a passenger aircraft. While it is impossible to debunk the notion 

that terrorist probing of airline fl ights may be going on, it seems improbable that terrorists would 

continually run the risk of being uncovered conducting dry runs and probes of airport and airline 

security during a span of over seven years without orchestrating a plot or carrying out an attempt to 

attack a passenger fl ight within the United States. Nonetheless, for a policy standpoint, effective 

methods of tracking and consolidating reported suspicious activity and other security-related inci-

dents of note could serve as an important tool for identifying possible patterns of terrorist probing 

on board commercial passenger airliners.

RESPONDING TO IN-FLIGHT SECURITY THREATS

Air rage incidents or highly suspicious activity by passengers on board could be grounds for order-

ing a fl ight to divert for security reasons and/or a possible military interception of a fl ight. More 

frequently, however, military intercepts of commercial passenger jets have been ordered when 

reviews of passenger manifests indicate that a known or suspected terrorist is on board, or in cases 

where aircraft are nonresponsive or noncompliant with air traffi c control (ATC) instructions and a 

potential hijacking is, therefore, suspected. Flight intercepts may also be ordered if a fl ight crew is 

alerted regarding suspicious behavior on board, if a bomb threat is received, if a suspicious package 

is found on board, or if there is reason to believe that the airplane has been hijacked.71

Under such circumstances, a federal response to an in-fl ight threat involves elaborate coordina-

tion among multiple agencies including the TSA, other components of the DHS, federal law enforce-

ment agencies, and the DOD. In the present day, post-9/11 context, the primary response coordination 

rests with the TSA, which has established the TSOC to manage and coordinate the interagency 

response to all types of transportation security incidents, including in-fl ight security threats.

Under security directives imposed following the 9/11 attacks, air carriers are required to report 

all incidents and suspicious activity to the TSA so that these events can be monitored by the TSOC. 

If warranted, the TSA will coordinate a federal response to the reported incident based on available 

knowledge of the situation. This may range from simply monitoring the fl ight and remaining in 

close coordination with airline dispatchers following the fl ight and communicating with the fl ight 

crew, to arranging for law enforcement response to meet the aircraft upon landing, to coordinating 

an in-fl ight military intercept and escort of the threatened aircraft, either to the planned destination 

or to a designated diversion airport.

An important tool utilized by the TSOC and the FAA to monitor and coordinate in-fl ight 

responses to potential security threats with interagency and state and local partners is the Domestic 

Events Network (DEN). The DEN is a continuously monitored (i.e., a 23/7) controlled access, 

unclassifi ed teleconference line linked in to the FAA, the TSOC, and approximately 60 different 

state, local, and federal agencies.72 The DEN has its origins as a conference call established as the 

terrorist attacks of 9/11 unfolded to coordinate the federal response to the aircraft hijackings. It has 

remained as an open telecommunication line ever since to broadcast threat-related information, 

monitor in-fl ight security situations in real time, and coordinate responsive actions.

In addition, the DOD maintains a classifi ed telecommunications network, called the Defense 

Red Switch Network (DRSN), for coordinating its response to national security threats. The DRSN 
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is maintained and operated by the Defense Information Systems Agency (DISA) and functions as a 

secure voice communications and teleconferencing capability for senior military decision makers. 

With respect to aviation security and responding to in-fl ight threats aboard commercial passenger 

airliners, the DRSN may be utilized to coordinate a DOD response, including military intercepts 

and, potentially, dissemination of orders to shoot down an aircraft threatening national security 

issued by national command authority.

While the DRSN provides secure telecommunications capability for DOD decision makers, con-

tinuous monitoring and defense of U.S. airspace is carried out by the NORAD Command, a joint 

United States–Canada military component. NORAD headquarters is located at Cheyenne Mountain, 

Colorado, and its operations are divided into three regions: the Alaska Region (based at Elmendorf 

AFB, Alaska), the Canadian Region (based at Winnipeg, Manitoba), and the Continental United 

States Region (based at Tyndall AFB, Florida). The Alaska Region plays a critical role in monitor-

ing and intercepting potential in-fl ight threats on trans-Pacifi c fl ights transiting over Alaska from 

Asia, while the Canadian Region provides a similar function for trans-Atlantic fl ights from Europe 

and also tracks potential airborne security threats in Canadian airspace and along the U.S.–Canada 

border. These regions are further divided into specifi c air defense sectors. Within the continental 

United States, NORAD is divided into three sectors, including the NEADS that was primarily 

responsible for the coordination of military air defenses on the day of September 11, 2001. Since 

the 9/11 attacks, the Continental United States Region has taken on a much more signifi cant role 

in monitoring and responding to potential security threats within U.S. airspace. NORAD uses a 

network of satellites, ground-based and airborne radar platforms, and fi ghter aircraft to detect, 

intercept, and if necessary, engage aerial threats to national security.73

Defense operations to protect the sovereign airspace of the United States has been carried out 

since the 9/11 attacks under an ongoing military operation known as Operation Noble Eagle, which 

is coordinated through NORAD. Operation Noble Eagle was launched on September 14, 2001, to 

provide air defenses, including aerial combat patrols over U.S. cities, and to respond to in-fl ight 

threats posed by aircraft, including possibly hijacked civilian airliners.

In the most extreme circumstances, the military can assume control of national airspace, air traf-

fi c control operations, and/or navigational aids for aviation and order civilian fl ights from the sky 

and a shut down of civilian aids to navigation. Prior to the 9/11 attacks, the military had developed 

a protocol called SCATANA—for Security Control of Air Traffi c and Navigation Aids—to direct 

the immediate landing of nonmilitary fl ights and shut off navigational aids. These procedures were 

designed in the 1960s, at the height of the Cold War era, to address the potential threat posed by a 

possible nuclear strike from beyond the borders of the United States and were intended, primarily, 

as a means to clear the skies in preparation for responsive military actions, such as scrambling 

fi ghter jets to intercept inbound enemy bombers and launching large numbers of U.S. Air Force 

bombers to carry out retaliatory strikes. Prior to the 9/11 attacks, the plan was never executed. 

However, on November 9, 1979, a human error at a NORAD facility resulted in the issuance of a 

nuclear attack warning and, as a result, some FAA controllers were instructed to order aircraft to 

land immediately.74

In 2006, SCATANA was replaced with a more fl exible plan for national security air traffi c 

control measures called Emergency Security Control of Air Traffi c (ESCAT).75 ESCAT may be 

implemented in phases to facilitate a smooth transition from normal air traffi c operations to more 

restrictive aircraft identifi cation and control procedures, and the plan emphasizes minimal interfer-

ence with normal air traffi c operations. The new protocols are designed to recognize and refl ect the 

broad array of potential airborne threats and increase operational fl exibility to respond to these 

diverse threats. ESCAT broadly defi nes the roles and responsibilities for airspace security and 

responding to in-fl ight security threats among the various federal entities including the DHS and 

the TSA, the FAA, and DOD components. NORAD, along with the U.S. Pacifi c Command for 

operations over the Pacifi c Ocean, has the primary responsibility for establishing the military 

requirements for ESCAT and for coordinating its implementation. The FAA is responsible for 
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establishing operational plans and directives for air traffi c control, and carrying out these plans as 

necessary, including plans to divert or expeditiously land aircraft according to ESCAT priorities. 

Within the DHS, the TSA’s TSOC serves as the coordinating entity responsible for directing FSDs 

at airports and fi eld offi ces to carry out elements of the plan and coordination of aviation security 

ground forces and FAMS, as necessary. The ESCAT plan requires that a specifi c priority list be 

established for handling air traffi c and procedures be established for handling the movement of 

aircraft falling into each of the eight priority list categories identifi ed in the regulations. The regula-

tions call for operational testing of the ESCAT protocols at least once a year.76

MITIGATING THE IN-FLIGHT EXPLOSIVES THREAT 
AND IMPROVING AIRCRAFT SURVIVABILITY

Specifi c in-fl ight threats to aircraft survivability include conventional explosives, incendiary devices, 

directed energy electromagnetic emissions that could interfere with aircraft systems, and shoulder-

fi red missiles and other standoff weapons that could cause structural, engine, or fl ight control sys-

tem damage to an aircraft. Following the bombing of Pan Am fl ight 103 in December 1988, the 

FAA, in cooperation with airline manufacturers, has maintained an active research program on 

aircraft survivability and aircraft hardening, primarily intended to fi nd ways to strengthen aircraft 

to withstand in-fl ight explosions. Research initiatives have focused on hardened cargo containers, 

improved cargo hold fi re suppression, and the reduction of fuel fl ammability. These initiatives have 

paralleled various safety programs to reduce airliner vulnerabilities to in-fl ight fi res and improve 

crash survivability.

In January 2007, the FAA proposed specifi c security-related rulemaking, primarily intended to 

mitigate the threat of in-fl ight explosives and incendiary devices, that would require newly certifi ed 

air carrier aircraft types (i.e., brand new aircraft designs) to have improved fi re suppression capa-

bilities in their cargo holds to withstand and suppress a sudden intensive fi re from an explosive or 

incendiary device.77 Additionally, the proposed rule would require each newly certifi ed aircraft type 

to include a “least risk bomb location,” an accessible location where crewmembers could place a 

suspected explosive device to minimize the potential for catastrophic damage to the aircraft if the 

item explodes. The proposal would also require aircraft designers to isolate fl ight critical systems 

and maximize separation of systems to minimize the chances that a bomb detonation would render 

the aircraft unfl yable. However, because these proposals would only be applied to newly certifi ed 

aircraft types, these changes would not have a substantial operational impact on aviation safety and 

security for several years. It remains unclear whether retrofi tting existing air carrier aircraft with 

these advanced in-fl ight security technologies and design modifi cations to improve aircraft surviv-

ability would be feasible and cost benefi cial.

IN-FLIGHT CHEMICAL AND BIOLOGICAL THREATS

Most in-fl ight security measures have focused on defending against conventional methods of attack, 

particularly hijackings, but also possible bombings using IEDs placed on board aircraft or assem-

bled from components inside the passenger cabin during a fl ight. Possible attacks using chemical 

and biological agents represent two unconventional forms of attack that have been a growing con-

cern for policymakers and aviation security experts. These methods of attack are unconventional in 

the sense that there is no historical precedent for them in aviation. However, chemical agents have 

been used to attack other transportation modes, mass transit systems in particular, and the 2001 

anthrax attacks that closely followed the 9/11 attacks serve as a stark example of the potential for a 

possible attack using a biological weapon.

Several recent events have also raised concerns over the potential to transmit infectious disease 

from passenger to passenger within the air transportation system. Since large numbers of people use 

the air transportation system within the United States and along international routes, it provides a 
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unique avenue for the spread of communicable disease. In the late fall of 2002 and the winter of 

2003, an outbreak of severe acute respiratory syndrome (SARS), concentrated in China and 

Southeast Asia, resulted in over 8000 reported infections and almost 800 deaths, a fatality rate of 

nearly 10%. The rapidity with which infections spread across the globe, from a rural area of China 

to 37 different countries on fi ve different continents, raised specifi c concerns over the potential role 

that global commerce and, in particular, international air travel may play in the rapid spread of 

infectious disease on a worldwide scale. The SARS outbreak had a signifi cant impact on the airline 

industry as business travelers cancelled conferences and meetings, and tourists cancelled travel 

plans, particularly to Asia, but also to Toronto, Canada which was the nexus of North American 

SARS cases.

The rapid spread of SARS alarmed public health offi cials over the potential for a worldwide 

pandemic of infl uenza or some other infectious virus that could be easily spread by human-to-

human transmission. There has been even greater concern over the more deadly H5N1 strain of 

avian infl uenza which has had a lethality rate of about 60% among infected humans. While cases 

have been largely limited to humans who have come in contact with infected poultry, experts 

worry that if the virus were to mutate to allow human-to-human transmission, a worldwide pan-

demic could result in millions or tens of millions of deaths. Public health initiatives to protect the 

traveling public and screen for potentially infected individuals at airports and within the air trans-

portation system may have considerable policy implications for aviation security and agencies that 

perform aviation security functions such as the TSA. One particular public health function that 

may be allied with aviation security roles is the risk-based screening for symptoms of infectious 

disease at airports. Other roles may include in-fl ight measures to isolate or quarantine sick pas-

sengers, and the use of passenger manifests and other travel records to track and mitigate the 

spread of disease by rapidly identifying and quarantining individuals potentially exposed to infec-

tious disease during a fl ight.78

While high-level policy discussions have focused on various roles that the TSA may play in 

responding to such a public health crisis, the effectiveness of DHS efforts to assist public health 

offi cials in this regard has been questioned as the result of a high-profi le incident of lapses in detain-

ing and isolating a known carrier of an infectious disease. In May 2007, a patient from Atlanta, 

Georgia fl ew to Paris, France and continued on to destinations in Greece and Italy for his wedding 

ceremony and honeymoon despite having been diagnosed with a drug-resistant strain of tuberculo-

sis (TB). While in Italy, the Center for Disease Control (CDC) determined that his disease was rarer 

than originally thought and urged the patient, Atlanta lawyer Andrew Speaker, to turn himself in to 

Italian authorities. The CDC informed the TSA to place him on the no-fl y list to prevent him from 

boarding a U.S.-bound fl ight.79 Speaker instead fl ew to Prague, Czech Republic and then to Montreal, 

Canada to avoid being ensnared by the no-fl y list. Once in Canada, he rented a car which he drove 

back into the United States. Although the border agent inspecting Speaker’s passport received a 

lookout warning to isolate and detain him, he allowed Speaker to pass into the country because he 

did not appear ill.80 This failure to detain him was viewed as an indication of signifi cant vulnerabili-

ties in frontline screening despite the use of government watch lists to detect and isolate an infected 

individual. Nonetheless, the use of the no-fl y list to prevent airline boardings by infected individuals 

has been regarded as a potentially effective tool to reduce exposure and the spread of disease.

While the no-fl y list could be used in this manner to prevent individuals diagnosed with infec-

tious diseases from boarding an airliner, other tools may be employed to protect against undiag-

nosed cases, including potential terrorist attacks involving the intentional infection of terrorist 

operatives, who may travel extensively in an attempt to transmit a deadly disease as much as pos-

sible to unsuspecting passengers and others they may come in contact with. Public health screening 

at airports, particularly at entry control points for international fl ights may be critical for limiting 

the spread of infectious disease. These screening measures may consist of rapidly scanning body 

temperature for either all passengers or those who may appear ill, followed by more detailed health 

screening and questionnaires for passengers running a fever or exhibiting other symptoms of an 
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infectious disease. Such measures may be of limited benefi t, however, in the case of diseases that 

can be spread by human-to-human contact with individuals who are infected but are not yet exhibit-

ing symptoms of illness.

Infectious diseases may also be spread by terrorists in the form of biological agents, such as 

inhalation anthrax bacteria spores delivered in a powder or aerosol form. The relatively small, con-

fi ned space of an airliner cabin, the high density of passengers and crew, and the extended exposure 

time passengers spend on a fl ight all introduce unique vulnerabilities to attacks from biological or 

chemical agents as well as the spread of infectious diseases.81 On board a commercial airliner, a 

chemical or biological agent may be released through the aircraft’s cabin air system or may be 

released directly into the cabin. Such an attack could be carried out by someone on board or some-

one with access to the aircraft prior to fl ight, such as a baggage handler, a member of an aircraft 

cleaning crew, a food service worker, or a maintenance worker.

Defensive strategies for protecting airliners against chemical or biological attacks fall into two 

broad categories: detection-based strategies and proactive steps to reduce the probability and lethal-

ity of a possible attack. Detection-based strategies focus on the deployment of various chemical or 

biological detection systems that can either continuously or periodically monitor cabin air to detect 

the presence of chemical or biological threats. Such systems must be sensitive enough to detect 

concentrations of chemical or biological threats to humans while generating low numbers of false 

alarms that may trigger costly and disruptive responses, including fl ight diversions, and the possible 

quarantine and/or decontamination of passengers on board. Ideally, in addition to having high sen-

sitivity for triggering correct detections while minimizing false positives, a detection system would 

also have a high degree of specifi city to be able to provide decision makers and fi rst responders with 

critical information regarding the nature of the threat detected. While most current generation 

chemical agent detectors provide general information to identify the presence of a contaminant, 

they are not capable of identifying the location of the contaminant source. However, researchers are 

working on precise mathematical models of air cabin air fl ow and fl uid dynamics that may someday 

allow them to use sensor networks installed on aircraft to pinpoint the source of a possible chemical 

or biological agent to an area the size of a single airline cabin seat.82 In addition to these detection-

based approaches, operational measures to mitigate the impacts of potential attacks without detect-

ing such an attack may include preventative steps such as continuous fi ltering of cabin air with 

particulate fi lters capable of eliminating fi ne-sized particles that may pose a threat.

While some progress is being made with respect to detection technologies and preventative mea-

sures, in a 2006 report, the NRC expressed concern that, while the U.S. air transportation system 

remains an attractive target for chemical or biological weapons attacks, no federal agency has been 

assigned clear responsibility for developing the strategy to defend against such attacks.83 As a result, 

formal strategies and approaches for protecting the air transportation system against such threats 

have not yet been developed, and initiatives to address the various chemical and biological threats 

to the air transportation system have been relatively limited. While post-9/11 aviation security 

efforts to combat other in-fl ight threats, primarily hijackings and bombings, have been extensive, 

policymakers and aviation security offi cials continue to face unique challenges to address all poten-

tial threats in the in-fl ight environment, including nonconventional threats from chemical and bio-

logical attacks, and even potential threats from terrorist operatives seeking to transmit infectious 

diseases to other passengers.
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9 Commercial Airport 
Access Controls and 
Perimeter Security

Airports face many of the same security risks as airliners, including threats posed by terrorist 

bombings and chemical or biological attacks. Airports also face a particular risk from potential 

shooting incidents, particularly in public spaces prior to security screening checkpoints. Airline 

ticket counters and queues at security screening checkpoints are considered especially vulnerable 

locations to such attacks, as are curbside drop-off and pick-up locations and ground transportation 

staging areas located in close proximity to airport terminals. Also, possible chemical and biological 

or radiological and nuclear attacks against airports are seen as a growing threat in the age of global 

terrorism. Because major commercial airports play a critical role in travel and commerce and han-

dle large volumes of travelers, they are likely to be viewed as highly attractive targets to terrorist 

groups, particularly among those groups that have historically targeted components of the air trans-

portation system.

Extensive efforts to strengthen in-fl ight security in response to the 9/11 attacks could result in 

terrorist groups shifting the focus of their future attack plots from airliners to airports, particularly 

those portions of airports considered to be comparably “softer” targets. For this reason, many avia-

tion security experts have urged policymakers to assess and implement a variety of options to 

strengthen the physical security of airport properties through measures such as improved surveil-

lance capabilities; enhanced perimeter security; tighter access controls to aircraft and other critical 

areas; increased law enforcement presence; and the implementation of effective critical incident 

response protocols for handling security-related events. Effectively implementing these options 

requires close coordination between a number of distinct entities, including airport operators, the 

airlines, a wide assortment of airport tenants, state or local law enforcement with jurisdiction over 

a given airport property, the TSA, and other federal homeland security and law enforcement agen-

cies. This chapter explores several of the policy issues surrounding various options for strengthen-

ing airport security, with an emphasis on enhanced perimeter security and airport access control 

measures. It also examines the interagency coordination needed to address identifi ed challenges 

related to these aspects of aviation security and, more broadly, addresses security in the airport 

environment through a risk-based strategy.

SECURITY RISK IN THE AIRPORT ENVIRONMENT

Security risk in the airport environment can be assessed in terms of threats, vulnerabilities, and 

potential consequences. As a nexus for air travel, a commercial passenger airport faces a number of 

security threats, including direct threats to airport facilities and building occupants, as well as 

threats to aircraft operating at the airport. Figure 9.1 portrays a representative airport layout high-

lighting signifi cant security threats in the airport environment. These threats include threats within 

the passenger terminal, both prior to and beyond the security screening checkpoints. The threats 

also extend to aircraft operating at the airport, and to all-cargo operations and cargo facilities, as 

well as to GA operations areas and GA aircraft.
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Different areas of the airport environment have unique characteristics that are important to con-

sider in evaluating the unique security vulnerabilities of various locations on an airport’s property. 

Airport operators distinguish between the landside of the airport property, consisting of those areas 

both outside and inside the terminal building that are unsecured and accessible to the general public, 

and the airside, which consists of various access-controlled, secured, and restricted areas. The land-

side of the airport has unique vulnerabilities because it is unsecured. Signifi cant threats to landside 

operations include attacks using conventional explosives, including car and truck bombs, shootings, 

and attacks involving the dispersal of chemical or biological agents. Like the threat from chemical 

and biological attacks on board airliners, airport terminals are also vulnerable to these unconven-

tional threats. A “point release” attack of a biological or chemical agent may target a specifi c area of 

the terminal where large numbers of people congregate, either on the landside or on the airside of 

the terminal, such as at ticketing counters, in security checkpoint queues, or in waiting areas near 

boarding gates. A biological or chemical attack may also target the heating, ventilation, and air 

conditioning (HVAC) systems to disperse an agent over a broader area of the airport terminal.1 

In addition to chemical or biological attacks, airport terminals may be targeted by conventional 

explosives or shootings targeting large groups of travelers and are considered particularly vulner-

able to these types of attacks. Like attacks using chemical or biological agents, groups of passengers 

waiting in lines at ticket counters and at security checkpoints may be particularly vulnerable to 

attack. These areas are particularly vulnerable, not only because they offer attackers opportunities to 

target large congregations of people, but also because these locations are positioned in publicly 

accessible areas of the airport terminal prior to checkpoint screening for weapons, explosives, and 

other threat items.

On the airside of the airport property, aircraft operating within the airport environment are also 

vulnerable to various threats. Conventional explosives or chemical and biological weapons may be 

Bombings

Chem/bio attacks

Shootings

Bombings

Shoulder-fired
missiles and
other standoff
weapons

Explosives
theft

Theft

Smuggling

Smuggling

Aircraft theft

Hijackings

Hijackings

Hijackings

General aviation

All cargo operations

Passenger airline terminal

Smuggling

LandsideAirside

FIGURE 9.1 A typical airport layout showing signifi cant security threats to landside and airside facilities 

and operations.
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introduced on board an aircraft as air cargo and passenger baggage is loaded or as the aircraft cabin 

is serviced prior to fl ight. Other threats to aircraft during these ground operations include  smuggling 

and theft perpetrated by airport and airline workers, such as baggage handlers, or others with access 

to aircraft and secured areas of airports. For these reasons, background checks and vetting of indi-

viduals granted access to secured areas of airports and to aircraft have been a major component of 

airport security policy and strategy introduced in the 1990s in response to growing concern over the 

threat of aircraft bombings.

While smuggling and theft remain ongoing security concerns for passenger airline operations, 

these threats represent considerable concerns for all-cargo operations that are considered in further 

detail in Chapter 11, which examines air cargo security in depth. To some degree, these threats 

also exist for GA operations. Smuggling of illegal drugs and contraband using GA aircraft has 

been a long-standing problem along both the southern and northern borders of the United States, 

although criminal activity surrounding GA operations has been generally regarded as quite lim-

ited. Nonetheless, GA security has long been a particular concern among policymakers, some of 

which have voiced concerns over possible terrorist thefts or hijackings of large GA aircraft capable 

of infl icting mass casualties or signifi cant destruction if used to attack large buildings or critical 

infrastructure facilities. In response to these concerns, there has been considerable policy debate 

over options for strengthening the security of GA operations and airports, which is discussed in 

detail in Chapter 12.

With respect to large commercial airports, physical security and access controls to GA opera-

tions areas have certainly been policy concerns, but GA has largely been a secondary focus in terms 

of a commercial passenger airport’s overall security strategy and day-to-day security operations. 

However, policymakers remain concerned that terrorist groups may turn their attention to attempt-

ing to exploit perceived weaknesses in GA security because of the considerable efforts that have 

been undertaken to strengthen the security of commercial passenger operations.

Looking beyond the airport perimeter, the looming threat of a shoulder-fi red missile attack has 

also been a particular concern. The threat posed by shoulder-fi red missiles has led airport opera-

tors, air traffi c specialists, and law enforcement personnel to examine the particular vulnerabilities 

of fl ight paths and locations in the vicinity of the airport environment where terrorists may launch 

an attack. Working with security experts and TSA offi cials, large airport operators have been 

exploring various options for improving surveillance and security in these areas to prevent possible 

attacks. Options for mitigating the risks posed by shoulder-fi red missiles are further discussed in 

Chapter 10.

The third component of the risk equation is the parameter defi ning the potential consequences or 

impact of a terrorist attack or security-related incident. With respect to this component of risk, the 

impact of such an event is largely dependent on the importance of a particular airport in the context 

of the United States air transportation system. From the perspective of critical infrastructure protec-

tion, an attack against a major airport could be far more devastating than an attack against an air-

craft, notwithstanding the level of destruction and economic impact resulting from the 9/11 attacks. 

While an aircraft bombing or similar incident would certainly be catastrophic, a large-scale attack 

against a major hub airport, like Chicago O’Hare International Airport (ORD) or Hartsfi eld-Jackson 

Atlanta International Airport (ATL), could cause wide-scale disruptions to the national air transpor-

tation system and could have far-sweeping operational and economic consequences to the airline 

industry. Reconstituting the aviation system following a large-scale terrorist attack against a major 

hub airport inside the United States may be particularly challenging and far more diffi cult than 

reconstituting aviation operations following an in-fl ight bombing or some other attack specifi cally 

targeting aircraft. Moreover, a large-scale attack against an airport could trigger a long-lasting 

decline in airline ticket sales if travelers remain fearful that additional attacks may be imminent. 

Restoring public confi dence in air travel may be especially challenging, particularly if an attack 

were to target publicly accessible portions of the airport environment where implementing effective 

countermeasures to prevent future attacks may prove to be particularly diffi cult.
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COMMERCIAL AIRPORT SECURITY PROGRAM CONCEPTS

Faced with considerable security risks to airports, airport operators and aviation security offi cials 

have examined options to strengthen airport security, largely by building upon airport security 

program requirements and concepts that were already in place well before the 9/11 attacks. These 

airport security programs have evolved over many years, with more signifi cant changes coming 

about in the 1990s amidst the growing concern over aviation security and the threat of terrorist 

bombings of commercial airliners.

Airport security consists of various physical security measures to protect the airport perimeter, 

access controls, and surveillance technologies designed to reduce or mitigate the vulnerabilities to 

these various threats. In addition to physical security measures and security technologies, an inte-

gral part of commercial airport security is the law enforcement presence provided primarily by 

local and state law enforcement entities with jurisdiction over the airport property, as well as secu-

rity guards and other individuals performing security functions for airport authorities or airport 

tenant entities. Examples of security-related personnel and positions may include security guards 

who perform access control and perimeter security patrols under contract arrangements between 

the airport operator and a private security fi rm, and airline security offi cials and security personnel 

employed by the airlines, freight forwarding companies, or aircraft repair stations with facilities on 

the airport property. Coordination among this broad array of individuals and entities with shared 

responsibility for physical security of airport facilities and infrastructure has been an important 

consideration for airport security managers. Airport security also consists of the various communi-

cations and critical incident management needs to effectively respond to security-related incidents 

that occur on the airport property. A particular emphasis has been placed on critical incident 

response to threats posed by suspected explosive devices.

Much of the framework for airport security was already in place prior to the 9/11 attacks, and 

compared to many other aspects of aviation security, commercial airport security policy has under-

gone much less noticeable changes that are widely regarded as being more evolutionary in nature. 

This is in considerable contrast to airline passenger and baggage screening security which experi-

enced a dramatic shift in policy with the post-9/11 federalization of the screening workforce. The 

most signifi cant changes to airport security policy have centered on the strengthening of access 

controls and credentialing programs for airport workers, including expanded criminal history back-

ground check requirements and security threat assessments (STAs) for all workers requiring 

 unescorted and regularly escorted access to aircraft and secured areas. Behind the scenes and 

largely beyond the scrutiny of policy observers, large commercial airports have invested consider-

ably in security technologies, such as advanced surveillance technologies and access control  systems 

incorporating biometrics, which have seen considerable advancement in the years since the 9/11 

attacks. However, this technology investment has largely been done with limited guidance from the 

TSA and without a unifi ed strategy for airport security technology deployment.

AIRPORT SECURITY TECHNOLOGY INVESTMENT

Several new and emerging technologies are under consideration, and some have been operationally 

deployed, for application in airport security, ranging from biometric identity authentication and 

access control systems to a wide array of sensor technologies for perimeter security and surveil-

lance of airport grounds and facilities. Implementation of these technologies, however, has largely 

been carried out on an airport-by-airport basis with no uniform policy or specifi c standards. This 

lack of formal policies and standards and considerable leeway in the regulatory oversight of site 

security implemented by airport operators allows for fl exibility in tailoring security solutions to the 

unique characteristics of individual airports, but may result in haphazard deployment of security 

technologies without adequate systems design considerations and without careful evaluation of how 

each technology contributes to reducing security risk.
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In 2004, the GAO found that in the fi rst few years following the 9/11 attacks, airport operators’ 

responses to the lack of formal direction from the TSA varied considerably.2 While some airport 

operators indicated that they were awaiting formal technical guidance from the TSA before pro-

ceeding with security upgrades, other airport operators had forged forward on their own accord to 

independently test and deploy various security technologies.

A number of airports had invested in closed circuit cameras, facial recognition software, intru-

sion detection systems, various biometric access control technologies, and identifi cation and docu-

ment authentication systems. Some had received grants for these projects through the FAA’s AIP. 

ATSA had specifi cally instructed the TSA to provide specifi c fi nancial assistance, as well as tech-

nical support, to small and medium-sized airports to aid them in implementing security enhance-

ments. In FY2002, about $560 million in AIP grants was awarded, mostly to small- and medium-

sized airports, for security-related projects, such as access control systems, perimeter fencing, and 

surveillance and fi ngerprinting equipment. In FY2003, another $491 million was awarded for 

 airport security projects.3 However, a provision in the 2003 FAA Reauthorization Act (Vision 100; 

P.L. 108-176) repealed the broad authority to use AIP funds for airport security programs and 

activities that had been granted under the 1996 FAA Reauthorization Act (P.L. 104-264). This was 

done in part because the FAA no longer had regulatory oversight over airport security, and also in 

part over concerns raised by airport operators that the post-9/11 focus on aviation security would 

potentially take funding away from needed projects to expand capacity and improve safety at 

 airports, which have been widely considered as the primary intended uses of AIP grant money. 

The Act created a new ASCF, but as noted in Chapter 7, this fund has been exclusively reserved for 

construction projects to accommodate and streamline explosives detection equipment for screen-

ing checked baggage.

While some airports, particularly large airports, had been willing to spend money from non-

federal sources, such as income from tenant leases, on security-related projects, such as access 

control systems and perimeter surveillance technologies, the high cost and general concerns over a 

haphazard trial-and-error approach to deploying security technologies led most airports to concur 

that better guidance from the TSA regarding effective security technologies was needed to steer 

their decisions about procuring and deploying airport security solutions.4 To avoid haphazard 

deployment of security technologies at airports and provide general guidance on systems design 

considerations for security technology acquisition and deployment, the TSA, in coordination with 

airports and airlines, has since issued a comprehensive set of security guidelines and recommenda-

tions for airport planning, design, and construction. These guidelines build upon earlier  airport 

security design guidelines that had been developed and maintained by the FAA’s Offi ce of Civil 

Aviation Security Policy and Planning prior to the 9/11 attacks.5 The guidelines are a key resource 

for the design and integration of physical security measures within airport facilities and property. 

They augment formal federal regulatory requirements for airport security programs and are an 

integral component of the U.S. strategy for airport security. These airport security design guidelines 

are discussed in further detail later in this chapter.

AIRPORT SECURITY PROGRAMS

While the TSA maintains primary federal regulatory oversight over the security of airports, the spe-

cifi c operational aspects of airport security rest with each airport operator. These airport operators 

are responsible for implementing a TSA-approved security program, which is tailored to the unique 

characteristics of each airport and its facilities. The general regulatory structure and specifi c security 

requirements for airport security can be found in the Code of Federal Regulations under Title 49 

(Transportation), Part 1542 (Airport Security). An airport security program for commercial passen-

ger airports, as defi ned in regulation, encompasses all aspects of physical security and surveillance, 

as well as the airport management of security functions, law enforcement support, and critical 

 incident management. Historically, policy interest in aviation security programs has focused on 
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perimeter security, airport worker credentialing, and access control measures. However, these 

airport security programs also contain specifi c details regarding the airport’s arrangements with 

law enforcement agencies having jurisdiction at the airport site, and plans for critical incident 

response for handling security situations. Law enforcement support and critical incident manage-

ment have had a growing importance in aviation security policy discussions, not only following 

the 9/11 attacks but also in response to failures in emergency management response following the 

devastating hurricanes of 2005 that caused widespread impacts on the Gulf Coast region, and 

most especially on coastal Louisiana and Mississippi, including signifi cant impacts to airport 

infrastructure.

Historically, the principal objectives of these airport security programs have been to restrict unau-

thorized access to aircraft and prevent threat items, such as weapons and bombs, from being placed 

on aircraft. Recently, however, there has been increasing recognition of the potential threats to 

 airports themselves. A growing public policy issue is the extent to which these airport security pro-

grams have been designed to address the wide variety of threats to airport facilities and  individuals 

in these facilities. Airports, and particularly passenger terminals, have been targeted by bombings 

and shootings. In the current age of global terrorism, threats from chemical, biological, or radiologi-

cal and nuclear attacks have also become an increasing concern for airport security.

In many regards, major commercial passenger airports in the United States have become the new 

main streets of America. A large number of individuals transit through these facilities every day. The 

large volumes of people passing through these airports, the importance of major hub airports to the 

air transportation network, both within the United States and globally, and a continued terrorist inter-

est in attacking aviation targets make airports themselves highly susceptible to terrorist plots.

While the security threats to airports are considerable, airport operators and the TSA, which is 

responsible for the oversight of airport security programs throughout the United States, have 

responded to these persistent threats by strengthening airport security programs based on general 

security concepts that largely existed prior to the 9/11 terrorist attacks. Elements of these security 

programs include

Physical security measures, such as airport perimeter fencing and access control points, to • 

limit and control access to security critical areas

Surveillance systems for monitoring activity throughout the airport property with a par-• 

ticular emphasis on the airport perimeter, airport terminal areas around aircraft, and other 

security-sensitive areas

Identifi cation and access control systems for identifying and validating the credentials of • 

individuals authorized to access secured areas and security-sensitive locations of airport 

property and facilities

Employment background checks for vetting those requiring access privileges to restricted • 

areas of airports and aircraft against terrorist watch lists and criminal databases

In addition to these elements of airport security programs, one of the most signifi cant policy 

issues since the 9/11 attacks has been whether physical screening of all airport workers, as is required 

for airline passengers, is necessary. While screening procedures for airport workers vary from air-

port to airport, many airport workers have access to secured areas of airports and aircraft without 

any requirement that they be physically screened for threat objects. Several policymakers have 

raised concerns that this constitutes a signifi cant vulnerability that can potentially be exploited by 

terrorists or criminals to carry weapons or explosives into secured areas of airports, possibly trans-

ferring them to other terrorists and criminals boarding aircraft or carrying these prohibited items 

onto aircraft themselves. On the other hand, screening airport workers is a resource-intensive prop-

osition, and therefore, the adequacy of background checks, random screening, and airport 

 surveillance in lieu of physical screening for all airport workers remain a central policy question, as 

noted in Chapter 7.
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More broadly, a fundamental policy concern is the extent of the so-called “insider” threat posed 

by airport workers. While, historically, large-scale terrorist attacks have not typically involved 

insiders, such as airport workers, this appears to be changing. In both the 2006 plot to bomb aircraft 

departing London Heathrow International Airport for America using liquid explosives and the 2007 

plot to attack fuel storage facilities and pipelines at JFK airport in New York, the alleged terrorist 

groups plotting these attacks each included an individual who either worked at or formerly worked 

at the airport. In general, insiders are widely considered to pose the most signifi cant threats because 

of their level of access to secured areas and the knowledge that they may acquire while on the job 

regarding existing security vulnerabilities and gaps.

Insiders may conduct surveillance and identify airport vulnerabilities, or they may provide mate-

rial support to carrying out the plot by facilitating the carriage of weapons or explosives into secured 

areas of the airport. Insiders may also actively engage in executing a terrorist attack, and may 

exploit positions of trust, such as security-related positions or positions related to airfi eld operations, 

to infi ltrate secured areas, or to provide unauthorized access to their coconspirators. The threat 

posed by insiders employed at the airport remains a signifi cant issue for aviation security policy and 

strategy. At the center of this debate is the goal of striking an appropriate, risk-based balance 

between providing adequate security measures to prevent or mitigate the consequences of an attack 

carried out by or with the aid of airport workers on the one hand, and conducting security operations 

in a manner that does not unduly disrupt ongoing commercial enterprises at the airport or overly 

burden available security resources on the other.

While airport workers are a specifi c concern, there are a wide range of security threats to com-

mercial passenger airports involving attack scenarios that may be perpetrated either by airport 

workers, airlines passengers, or other individuals accessing open public spaces of an airport prop-

erty or infi ltrating restricted access areas. Therefore, it is widely recognized that airport security 

must be broad in its approach to address the wide array of potential threats and suffi ciently fl exible 

to adapt to shifting threats and terrorist tactics.

AIRPORT SECURITY TERMINOLOGY

Understanding the nuances of airport security policy and strategy requires a general understanding 

of the existing regulatory terminology for describing the various areas of a commercial airport, dif-

ferentiated on the basis of security considerations and security measures in place. Table 9.1 lists the 

required elements that commercial passenger airports required to adopt a full security program 

under TSA regulations must incorporate into that security program. In general, these regulations 

apply to about 450 airports throughout the United States that have regularly scheduled commercial 

passenger operations. The specifi c details of these various security program elements are discussed 

throughout this chapter. Figure 9.2 provides an overview of the various different operations, facili-

ties, and security designations for areas of the airfi eld, airport terminal, and other buildings and 

infrastructure commonly found on commercial airport properties. In general the areas of the com-

mercial passenger airport must be designated for security purposes as openly accessible nonsterile 

areas, sterile areas of the terminal beyond passenger checkpoint screening, security identifi cation 

display areas (SIDAs), the air operations area (AOA), or possibly as other secured or restricted areas 

like GA facilities.

SECURITY DESIGNATIONS WITHIN THE PASSENGER TERMINAL

First, looking inside the passenger terminal, the physical space can be divided into nonsterile and 

sterile areas. Nonsterile areas are those areas prior to encountering passenger screening check-

points. These are the publicly accessible areas of the terminal and include passenger pick-up and 

drop-off locations, ground transportation staging areas, entrances, airline ticket counters, baggage 

claim areas, and airport lobbies. The sterile area, on the other hand, consists of the physical space 
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beyond passenger screening checkpoints and includes airline gates, passenger waiting areas, retail 

shops, concession stands, restaurants, and various other facilities located beyond the security screen-

ing locations. At larger airports, the sterile areas may also include elaborate ground transportation 

networks, including subways, trams, monorails, and various other types of passenger movers that 

transport passengers to and from airline gates and waiting areas.

TABLE 9.1
Commercial Airport Security Program Required Elements (Complete Program)

Designated airport security coordinator

Description of the secured areas of the airport

Description of the AOA

Description of the SIDA

Description of the sterile area

CHRC Compliance procedures for individuals seeking unescorted access privileges to SIDA locations

Personnel identifi cation systems

Escort procedures

Challenge procedures

Training for individuals holding security-related positions

Description of law enforcement support

System for maintaining personnel records

Support for TSA screening functions

Contingency plan

Procedures for the distribution, storage, and disposal of sensitive security information (SSI)

Procedures for posting public advisories related to airport security conditions

Incident management procedures

Alternative security procedures in the event of a natural disaster or other emergency situation or unusual condition

Exclusive area agreements (e.g., specifying airline responsibility for security in a specifi c area of the airport)

Airport tenant security program

General aviation
areaCargo operations area

Passenger terminal

Air operations area (AOA)

Security identification display area (SIDA)

SIDA

09 27

Access control
point

Sterile area (beyond checkpoint)

Nonsterile areas (prior to
security checkpoint)

Airport perimeter (fencing, natural barriers, etc.)

FIGURE 9.2 An overview of the various security designations for areas of the airfi eld and airport facilities.
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Since the 9/11 attacks, access to the sterile areas of passenger terminals has been limited to airport 

and airline workers, ticketed passengers, and other authorized individuals, such as individuals escort-

ing unaccompanied minors or travelers with disabilities to or from their gates. Individuals dropping 

off or meeting passengers are otherwise prohibited from the sterile area, largely as a measure to main-

tain workload at screening checkpoints at reasonable levels, and also to mitigate security risks by 

restricting sterile area access to only those individuals with a legitimate need for access.

Within the sterile area, all workers must properly display airport-issued identifi cation, and those 

workers having unescorted access privileges must undergo fi ngerprint-based CHRCs. Although 

workers entering the sterile area are required to undergo physical screening or inspection, alterna-

tive means of compliance may be used to meet this requirement. For example, airports may grant 

workers working in a sterile area unescorted SIDA access privileges, described in further detail 

below, and allow them to enter through SIDA access points and proceed from there into the sterile 

area thereby bypassing security screening.

Physical screening or inspection of airport workers, if done at all, is not usually performed by 

TSA screeners at large airports. At small airports, the screening of sterile area workers using pas-

senger screening checkpoints may not substantially increase TSA screener workload, and may pro-

vide the most appropriate means of compliance. At large airports, however, TSA staffi ng is based 

on passenger volumes, and the additional workload of screening airport employees has not been 

factored into the TSA’s screener staffi ng models. Consequently, if airport workers are screened at 

all, this is usually performed by contract screening fi rms at specially designated employee access 

points and not by TSA screeners. In many cases, however, airport workers are not routinely screened. 

Instead, a risk-based approach relying on employee background checks and random screening and 

inspection is used in lieu of full screening of all airport workers.

SECURITY IDENTIFICATION DISPLAY AREAS

Portions of the terminal, such as baggage handling areas, along with areas on the tarmac around 

aircraft parked at the gate are restricted access areas referred to as SIDAs. As part of each airport’s 

TSA-approved security program, the airport areas considered SIDAs must be identifi ed and defi ned, 

and airports are responsible for posting signage, setting up access controls to SIDAs, issuing 

employee identifi cation and maintaining credentialing systems to monitor authorized access to 

SIDA areas, and training airport workers regarding proper security procedures for accessing and 

working in SIDA locations. In these areas, workers granted unescorted or regularly escorted access 

must display their airport-issued security identifi cation at all times.

Based on TSA estimates, there are about one million employees who work for the airports, the 

airlines, vendors, and other companies under contract to these entities that work on-site at about 450 

commercial passenger airports throughout the United States. The TSA estimates that about 900,000 

of these workers perform some or all of their work in designated SIDA areas. These include a wide 

assortment of workers including mechanics, catering employees, aircraft cleaning crews, aircraft 

refuelers, baggage handlers, and air cargo loaders. The remaining workers, about 100,000 in total, 

work inside the sterile area at concession stands, shops, and restaurants, as well as for contract jani-

torial service companies and maintenance contractors. Also, since large airports are often continu-

ally in the process of completing expansion projects, and renovation of terminals and other facilities, 

a large number of construction workers also require access to sterile areas, SIDA locations, or areas 

within the AOA under construction or repair. In addition to construction workers, specialized con-

tract maintenance crews and delivery personnel may require regular escorted access to SIDA and 

secured areas.6 Background check requirements for SIDA access and the control and tracking of 

access credentials have been signifi cant policy issues that are discussed in further detail later on in 

this chapter.

Cargo operations areas are often found at commercial passenger airports. There are a few  airports 

whose commercial operations involve only all-cargo operations. For example, the airport in 
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Wilmington, Ohio (ILN) can be characterized as an all-cargo airport. While ILN’s operations 

include numerous large transport category all-cargo aircraft, it has no commercial passenger opera-

tions. At some other airports—such as Memphis, Tennessee (MEM), the principal hub for FedEx, 

and Standiford Field (SDF) in Louisville, Kentucky, the central hub for United Parcel Service (UPS) 

aviation operations—all-cargo operations make up a majority of the fl ight operations, but there is 

still a good amount of passenger traffi c. However, more typically, large airports have a busy, active 

cargo operations area that handle a large amount of freight and express packages, but passenger 

operations predominate. At smaller airports, such as rural and small city airports that cater primar-

ily to GA traffi c, however, cargo operations often predominate among commercial operations. 

However, these cargo operations typically involve smaller aircraft fl ying express packages rather 

than heavy freight operations. At typical large airports, cargo operations are usually geographically 

isolated from the passenger terminal; however, cargo operations rely considerably on passenger 

aircraft as well as all-cargo aircraft. The air cargo industry and air cargo security are considered in 

detail in Chapter 11.

From the perspective of airport security it is notable that up until 2006, cargo operations areas 

were not considered SIDA locations. Workers operating in and around all-cargo aircraft were not 

subject to the same background check requirements and credentialing requirements as workers 

accessing passenger aircraft. However, in 2006, the TSA issued a fi nal rule on air cargo security 

that, among other things, required that air cargo operations areas be designated as SIDAs and 

 specifi c security measures be put in place to improve upon the physical security of all-cargo ground 

operations on airport property.7

SECURITY OF DESIGNATED GA AREAS

Besides the passenger terminal and the air cargo operations areas, most large airports also have 

some form of GA operations that have their own ground support infrastructure. The facilities and 

infrastructure that support GA activity at commercial airports are typically geographically distinct 

or separated from the passenger terminal and air cargo operations areas. GA is something of a 

catch-all phrase that refers to operations other than commercial passenger airlines and large air 

cargo operators and military fl ight operations. For most large airports, GA operations consist of 

private charters, business aircraft, and privately owned aircraft ranging in size from small single-

engine aircraft to large corporate jets.

Depending on the size of the commercial airport and its unique characteristics, GA operations 

may make up a sizable percentage of total fl ight operations or may be negligible. For example, at 

John Wayne-Orange County Airport (SNA) in Santa Ana, California, despite having numerous 

daily passenger airline fl ights, GA and charter fl ights make up about 72% of operations and it is not 

uncommon to see small single-engine aircraft sharing the fl ight line with large passenger jets.

In this chapter, GA operations are only considered in the context of airport security and access con-

trol measures at commercial passenger airports required to have full security programs under TSA 

regulations. There are also a large number of airports that primarily or solely provide service to GA 

aircraft, most of which are not subject to federal regulations regarding airport security. The specifi c 

security issues related to GA aircraft operating at such airports are considered in depth in Chapter 12.

At commercial passenger airports, ground operations of GA aircraft typically take place is spe-

cifi cally designated locations that are usually separate from the passenger terminal. These GA opera-

tions areas are often managed in whole or in part by one or more fi xed-base operators (FBOs) that 

provide hangars, ramp parking spaces, refueling, pilot and passenger lounges, and other services for 

GA aircraft operators. An FBO is a tenant of the airport property, and as such, would typically imple-

ment a TSA-approved tenant security program. This security program would provide details regard-

ing the security responsibilities and requirements of the tenant.

FBOs as tenants providing GA services would likely be required to establish specifi c security 

procedures for controlling access to GA aircraft and operations areas and for site security and the 
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use of surveillance technologies. However, unlike the requirements for the complete airport secu-

rity program encompassing passenger terminal operations, FBOs were not typically required to 

implement background screening for ramp workers and refuelers and have relied somewhat less on 

access control technologies and more on observation and reporting of suspicious activity and unau-

thorized access. Policy advocates for GA have argued that these more limited measures are appro-

priate and adequate for FBO settings where there are fewer individuals and unauthorized access 

and other suspicious behavior is, therefore arguably, easier to detect compared to the situation in a 

crowded passenger terminal environment. Critics of current security practices applied to GA, how-

ever, argue that these measures could be easily defeated by criminals or terrorists to gain access to 

GA aircraft or secured areas of the airport property. In 2009, the TSA issued a security directive 

seeking to establish background check requirements for individuals accessing GA ramps at com-

mercial passenger airports. This action suggests that the TSA is seeking to strengthen security 

measures at GA areas of commercial airports, however these steps have been opposed by GA 

operators who believe they will be overly burdensome, particularly for transient fl ight crews.

SECURITY OF MILITARY FACILITIES AT COMMERCIAL PASSENGER AIRPORTS

Some commercial passenger airports also have a military presence, such as an Air National Guard 

unit, on the fi eld. The military maintains its own physical security measures and access controls for 

these facilities. While the security measures in place at military installations and restricted military 

areas of joint use airfi elds share some common characteristics to security measures for civil avia-

tion, in general, these locations and facilities are comprised almost entirely of highly restricted 

areas with considerable perimeter protection and surveillance and restricted access protocols and 

procedures. The specifi c security measures for military-controlled areas of joint use airfi elds is not 

specifi cally defi ned in regulatory requirements for civil airport security and is largely beyond the 

scope of this discussion.

SECURITY OF THE AOA

At commercial airports, airline fl ights, all-cargo aircraft, GA aircraft, and any military fl ight opera-

tions share the common AOA. The AOA is the area where active fl ight operations take place and 

consists primarily of runways and taxiways and other aircraft movement areas. The AOA includes 

all parts of the airfi eld where aircraft and vehicles are under the direction and surveillance of air 

traffi c controllers including ground controllers that direct taxiing aircraft and tower local control-

lers that control operations on the airport’s runways.

Each airport is required to include in its security program specifi c measures to prevent and detect 

unauthorized entry, presence, and movement of individuals and ground vehicles in the AOA. 

Additionally, the airport must put in place signs or other markings to indicate the boundaries of the 

AOA and warn against unauthorized entry. The airport may, in its security program, designate the 

entire AOA as a SIDA, in which case all workers would be required to be issued and display SIDA 

credentials when inside the AOA. All workers accessing the AOA must receive security awareness 

training on detecting and reporting suspicious activity.

THE AIRPORT PERIMETER

The entire airport is surrounded by a perimeter that defi nes the boundaries of the airport property. 

Typically, to control access to the airport, signifi cant portions of the airport perimeter are fenced. 

Under most security programs for large commercial passenger airports, a contiguous fence, with 

controlled entry access points, is required along the entire length of the airport perimeter. However, 

at large airports, the perimeter is often several linear miles long making the task of perimeter sur-

veillance and security to deter, detect, and respond to potential intrusion attempts or unauthorized 
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access a particular challenge. Also, water or other geographic barriers on the border or within the 

perimeter of an airport property can pose unique vulnerabilities and add additional complexities to 

conducting perimeter surveillance and patrols. Considerable attention has been given since the 9/11 

attacks to more closely monitor the airport perimeter and develop improved capabilities to detect 

and interdict possible intrusion attempts.

AIRPORT CONTRACTOR AND VENDOR SECURITY PROGRAMS

In addition to the master aviation security program for a commercial passenger airport, ATSA also 

requires airport vendors that have direct access to the airfi eld and aircraft, such as airline catering 

services and refuelers, to develop and implement security programs. These vendor security pro-

grams must be consistent with the overall airport security program which is applicable to these 

vendors and their employees.

AIRPORT SECURITY RISK CATEGORIES

Among airports that have regularly scheduled commercial passenger operations, the TSA, and the 

FAA before it, has found it useful to categorize airports based upon security risk characteristics. 

Under the scheme that has been implemented, commercial passenger airports, of which there are 

about 450 across the United States, have been placed into one of fi ve airport security categories 

(Figure 9.3). The primary risk determinant for assigning an airport to a security risk category is the 

volume of airline passengers. The busiest airports are designated as Category X airports for security 

purposes. The 26 busiest airports in the United States are Category X airports. In addition to these 

26, DCA has also been placed into Category X because of its close proximity to critical government 

facilities in Washington, DC, even though it would not otherwise meet the criteria for inclusion in 

Category X based solely on the volume of airline passengers it handles.

The remaining airports fall into Categories I through IV, arranged according to passenger acti-

vity levels. The top 82 airports make up Category X and Category I, and these airports collectively 

account for more than 80% of all passenger activity across the United States. Airports falling into 

security categories II through IV are, consequently relatively small in size and have relatively low 

levels of commercial passenger activity. However, each of these airports is unique, and some have 

high levels of military operations or GA activity, as noted previously.

X
27

(6%) I
55

(12%)

II
73

(16%)

IV
175

(39%)

III
119

(27%)

FIGURE 9.3 The distribution of commercial passenger airports in the United States among the fi ve air-

port security risk categories (Category X, I, II, III, and IV) as of April, 2006. (Data obtained from U.S. 

Government Accountability Offi ce. Aviation Security: TSA’s Staffi ng Allocation Model Is Useful for 
Allocating Staff among Airports, but Its Assumptions Should Be Systematically Reassessed. February 2007, 

GAO-07-299, p. 10.)
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While each airport has unique characteristics that are important to consider in the context of air-

port security, from a policy perspective, it has been useful to distinguish these airports according to 

the fi ve security categories to establish priorities for resource allocation and staffi ng. TSA policies, 

and FAA policies prior to the 9/11 attacks, have given priority to security operations at the busiest 

airports, particularly Category X airports. From the perspective of a risk-based strategy, this approach 

can serve to direct security resources to where the perceived threat is the greatest: at large airports. 

So, while this approach may leave smaller airports more vulnerable to attack, the comparatively low 

threat to these locations, and more limited consequences of a possible attack at these locations to the 

broader air transportation system, suggests that this strategy of focusing security resources and fund-

ing priorities on the largest airports is intended to minimize risk across the entire aviation system.

These policies, however, pose something of a dilemma with respect to security screening of pas-

sengers and baggage, because the entire aviation security screening system in the United States 

typically operates as a single point entry system. That is, passengers and their baggage are typically 

only screened once, usually at their airport of origin. Therefore, terrorists seeking to attack aircraft 

to carry out a hijacking, bombing, or on board dispersal of a chemical or biological agent, may 

attempt to exploit this situation by originating at a smaller to mid-sized airport, which may have 

more limited screening resources and lack the latest screening technologies because of priority 

given to major airports.

EVALUATING AIRPORT COMPLIANCE WITH SECURITY REQUIREMENTS

At the airport level, the TSA FSD assigned to the airport is ultimately responsible for monitoring 

compliance with security regulations incorporated into an airport’s security program. The FSD 

arranges periodic compliance inspections to evaluate airport security programs and adherence to 

federal regulations. In initial evaluations of the compliance process, the GAO noted that the TSA 

had adopted a cooperative process of evaluating airports largely based on the premise that voluntary 

and collaborative compliance to identify and correct defi ciencies would be more effective than the 

use of enforcement actions and penalties.8 The approach is intended to identify root causes of secu-

rity problems, develop remedies in the context of a cooperative work environment involving the 

TSA and the airport, while resorting to enforcement actions only for the most serious compliance 

failures. For years, aviation safety experts have extolled the potential value of applying such an 

approach to airport and airline safety oversight, and the same principals may prove benefi cial in the 

oversight of compliance with security functions. The process solicits inputs from the airport opera-

tors and law enforcement offi cials to identify and target key threats, vulnerabilities, and critical 

assets. The local FSD is ultimately responsible, however, for determining the scope and emphasis of 

the inspections process and for managing the local TSA inspections staff. In its 2004 audit, the 

GAO found that, in general, airports had high compliance rates with security requirements as deter-

mined by TSA compliance audits and inspections.9

This high level of compliance is in stark contrast to the numerous defi ciencies in airport security 

identifi ed prior to the 9/11 attacks. For example, in a 1999 audit of airport security, the DOT OIG 

successfully penetrated secure areas of airports on 68% of its attempts (117 out of 173 attempts) by 

piggybacking on employees with access cards, and passing through unguarded and unsecured doors 

on foot, or driving through unmanned vehicle access gates. Once the inspectors had penetrated the 

secured areas, they went unchallenged and were able to board 117 passenger airliners.10 Based on its 

observations, the DOT OIG recommended that the FAA

Work with airports and airlines to strengthen access control requirements• 

Implement comprehensive initial and recurrent security training programs for airport • 

employees

Establish requirements for programs to foster and reward compliance with access control • 

requirements and discourage and penalize noncompliance
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Adequately inspect and test for compliance with access control requirements, and impose pen-• 

alties or take other appropriate enforcement actions in response to fi ndings of noncompliance

Accurately report and improve the database of security compliance audits and use it to • 

identify systemic problems and allocate resources

Fully implement a quality control program to ensure that annual airport assessments are • 

adequately performed and accurately reported

Require airports and airlines to strengthen access controls to secured areas and aircraft• 11

Since the 9/11 attacks, addressing these recommendations has been among the many priorities for 

strengthening airport and aviation security, and the GAO’s initial indications of high compliance rates 

with access control and perimeter security requirements suggest that considerable improvements have 

been made. In addition to these periodic compliance audits, TSA headquarters relies on its red team 

testing methods, discussed in Chapter 7, not only to test passenger and baggage screening perfor-

mance, but also to assess airport compliance with access control requirements and the effectiveness of 

access control measures. Much as the DOT OIG teams did, the TSA red teams periodically assess the 

effectiveness of challenge programs and antipiggybacking procedures,  physical security in secured 

areas, and perimeter security and surveillance capabilities at airports throughout the United States.

AIRPORT PHYSICAL SECURITY AND SECURITY TECHNOLOGIES

Airports are required to establish access control and worker identifi cation systems for controlling 

access to secured areas. While such systems are more costly to implement at larger airports because 

of the larger number of employees and the larger physical size and number of access points through-

out the airport, a large airport’s system may be more cost effective because it may more fully utilize 

the core information technology (IT) equipment and systems network capabilities. In contrast, a 

small airport may have to make a sizable IT investment to support a comparatively smaller database 

of employees and a much smaller number of access control points. Similarly, surveillance systems 

may be more costly, but more effi cient at larger airports; however, monitoring these systems is often 

labor intensive. Large airports may spend tens or even hundreds of millions of dollars on compre-

hensive perimeter security and airport-wide surveillance systems. Implementing these security 

measures is often much more costly and logistically complex at larger airports, although these enti-

ties may have the advantages of their size and scale in gaining certain effi ciencies in implementing 

their security programs.

AIRPORT PERIMETER SECURITY AND ACCESS CONTROL MEASURES

Under ATSA, all individuals, goods, property, vehicles, and other equipment seeking access to 

secure areas at an airport must be screened and inspected in a manner that assures at least the same 

level of protection as screening passengers and their baggage. Additionally, ATSA requires employ-

ment investigations and background checks of individuals having access to aircraft and secured 

areas of an airport. ATSA also requires that all vendors with direct access to the airfi eld and aircraft 

have a security program in place. A detailed list of the specifi c perimeter security and access control 

requirements mandated under ATSA are presented in Table 9.2. Presently, background checks serve 

as the principal means of security for workers with access to airside operations areas, airport termi-

nal concessions, and so on. Workers who pass these background checks are issued identifi cation 

badges that they must wear inside any SIDA to which they are authorized unescorted access.

While airport workers with SIDA access privileges must undergo standardized background 

checks that include CHRCs and checks against the consolidated terrorist database, each airport is 

responsible for implementing its own worker credentialing and access control systems. These sys-

tems vary from airport to airport but generally rely on card readers at access control points and 

identifi cation display requirements.
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Airport perimeters are typically protected by various man-made barriers, most typically chain-

linked fencing, or natural barriers, such as bodies of water, cliffs, or other unique topographical 

features. Historically, security patrols along these perimeters have served as a primary means to 

detect intrusion attempts, and perimeter security patrols remain an integral part of airport security 

functions. Recently, however, there has been increased interest in setting up video and electronic 

surveillance capabilities to monitor these perimeter defenses to detect potential intrusion attempts.

SURVEILLANCE TECHNOLOGIES

A number of technologies exist for airport surveillance. While remote video surveillance is an ubiq-

uitous form of perimeter security, a wide variety of sensor options exist for perimeter intrusion detec-

tion systems that may rely on a combination of video cameras tied into automated intrusion detection 

algorithms, motion sensors, infrared imaging sensors, and even capabilities to tie into airport ground 

surveillance radar systems used primarily to monitor airplane movements on the airport’s runways 

and taxiways. In all of these cases, false alarm rates are a signifi cant consideration, as wildlife in the 

vicinity of the airport perimeter can often trigger intrusion alarms. This may be especially true at 

airports located near prairies and wooded areas, as well as airports located near bodies of water that 

may attract large fl ocks of migratory birds and other animals. In such instances, intrusion detection 

systems may be of limited utility if they are not sensitive enough to distinguish between possible 

human intruders and wildlife activity since the detection criteria for such systems may otherwise 

have to be set at considerably high levels to avoid large a number of false alarms generated by wildlife 

activity. False alarm rates are likely to be a signifi cant consideration for airport planners and designers  

contemplating the purchase and installation of perimeter intrusion detection systems.

For surveillance of the airport terminal, other airport buildings and infrastructure, and the airfi eld, 

airports have historically relied on closed-circuit television (CCTV) cameras, but are increasingly 

turning to other technologies including infrared sensors and thermal imaging cameras; advanced 

computer vision technologies for analyzing scenes from security cameras; ground surveillance 

radar to track movements on the airfi eld; tracking capabilities to monitor vehicles on the airfi eld; 

and various sensor integration solutions to integrate this information, improve situation awareness, 

and aid security personnel in detecting possible threats in the airport environment.

TABLE 9.2
Requirements for Perimeter Security, Access Controls, and Airport Worker Security 
Specifi ed in the ATSA (P.L. 107-71)
Assess and test compliance with access control requirements on an ongoing basis and provide annual reports on the level of 

compliance

Assess the effectiveness of penalties and in ensuring airport compliance with security procedures

Implement other enforcement actions as appropriate when airports are found to not be in compliance with security 

requirements

Recommend to airport operators commercially available measures or procedures to prevent unauthorized access, including 

a review of emerging technologies and a deployment strategy for available technologies at all Category X airports

Establish a pilot program at 20 or more airports evaluation to evaluate technologies, including biometrics, for access 

controls and security operations

Develop a plan to provide technical support and fi nancial assistance to small- and medium-sized airports for enhancing security

Perform criminal history background checks of all existing employees and applicants for positions requiring unescorted 

access or routinely have escorted access to secured areas

Require airports and airlines to develop security awareness training for employees

Require vendors with direct access to the airfi eld and aircraft to develop TSA-approved security programs

Require screening or inspection of all persons, vehicles, equipment, goods, and property entering secured areas of 

commercial passenger airports
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INFRARED SENSORS AND THERMAL IMAGING CAMERAS

Thermal imaging is fast becoming the technology of choice for conducting perimeter surveillance 

and detecting unauthorized movement in restricted areas among several major airports throughout 

the world.12 Key advantages of thermal imaging are its considerable range capabilities—up to 9 

miles for some high-end cameras—and its proven reliability and performance. Thermal imaging 

solutions can be expensive, however. While thermal imaging cameras having short-range capability 

may cost a few thousand dollars, long-range thermal imaging cameras can cost over $100,000 a 

piece.13 Short-range infrared cameras can be positioned strategically along perimeter fences, while 

long-range cameras may be needed in remote areas of the airfi eld to monitor for potential unauthor-

ized access and movement.

COMPUTER VISION TECHNOLOGIES

Historically, monitoring surveillance cameras and other sensors has been carried out by human 

operators at a remote monitoring facility. The use of human observers poses all sorts of human fac-

tors challenges. Potential threats may be missed due to inattention, distraction, fatigue, lack of 

adequate staffi ng, or failures to adequately consider limitations in human perception and perfor-

mance capabilities in the design of these remote monitoring facilities.

Computer vision algorithms can be used to automatically detect motion, track, and identify pos-

sible intrusions or unauthorized activity in the airfi eld, or in airport facilities. Another example of 

computer vision algorithms being applied to airport security challenges is the use of reverse fl ow 

detection to spot possible attempts to circumvent security by entering through exit lanes to sterile 

areas and other secured areas of airports. By continually analyzing the motion in scenes taken from 

surveillance cameras at exit lanes, computer vision algorithms can provide alerts when reverse 

motion, possibly indicating a person trying to enter through the exit and bypass security screening, 

is detected. These alerts can prompt security personnel to analyze the scene and determine whether 

a possible threat exists. Computer vision technologies may aid in the detection of suspicious activity 

within airport property; however, adopting computer vision solutions should incorporate human 

factors design considerations to ensure that these technologies complement the work of security 

personnel and provide a demonstrable benefi t in the context of the larger perimeter surveillance and 

access control systems in place at the airport.

GROUND SURVEILLANCE RADAR

In the airfi eld environment, security solutions may be able to exploit the information provided by 

airport ground surveillance radar that has now been deployed at most of the major airports across 

the United States. Ground surveillance radars, such as the Airport Surface Detection Equipment, 

Model X (ASDE-X) is primarily intended as a tool for air traffi c controllers to monitor ground 

movements of aircraft and airport vehicles to prevent possible runway incursions or collisions. Some 

security solutions have been looking to tap into the raw ground surveillance radar data to help detect 

unauthorized individuals or vehicles in the AOA.14

GROUND VEHICLE TRACKING

Tracking of authorized ground vehicles operating on airport property, using various tracking tech-

nologies, such as RFID tags or GPS trackers, has been advocated by some as a means to provide 

situation awareness to security personnel regarding authorized vehicles and vehicle movements in 

the airport environment. A key advantage of having positive tracking and identifi cation of autho-

rized ground vehicles is that it can help detect unauthorized vehicles that are not positively identifi ed 

as well as suspicious activity or movement patterns of authorized vehicles.
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SENSOR INTEGRATION

With the large number of candidate surveillance technologies and capabilities that may be incorpo-

rated into a security monitoring system for a given airport, the amount of data collected by security 

cameras and sensors may become overwhelming for human operators charged with the task of 

monitoring conditions and detecting potential security threats.

Some level of multisensor integration capability is often needed to assimilate the data collected 

from these various surveillance platforms. As an example, computer vision algorithms, discussed 

above, can aid in highlighting or conveying information about potential threats rather than relying 

solely on human observers to extract this information from the visual scene presented on remote 

monitors. Higher levels of sensor integration may pool and compare data from multiple cameras or 

sensors, possibly using computer vision technology, to synthesize or fuse data and present aggregated 

information to security personnel. For example, computer algorithms can pool computer vision ana-

lyses of scenes from multiple cameras and provide a likelihood estimate or probability that a threat, 

such as an intrusion along the airport perimeter, has been detected. Such information can be used to 

alert security personnel to examine camera imagery to assess the threat or to deploy security person-

nel to a specifi c airport site to investigate and possibly interdict suspected intruders.

PATROLLING THE AIRFIELD AND THE AIRPORT PERIMETER

Frequent patrols of airport property, particularly along the perimeter, can also serve as an effective 

means to detect and interdict possible intrusion attempts and can serve as an effective deterrent to 

unauthorized access and activity, crime, and possible terrorist acts. This function is usually carried 

out by airport security personnel or contract security fi rms. To some extent, airport law enforcement 

agencies also participate in patrolling airport properties and airport perimeters.

In addition to security and law enforcement patrols, some airports have adopted unique approaches 

to patrolling their perimeters and airfi eld property for suspicious activity. For example, at Houston 

George H.W. Bush Intercontinental Airport (IAH) in Texas, large portions of the airfi eld property 

are patrolled by volunteers on horseback. These patrols address the challenge posed by the fact that 

about 3000 acres of the airports vast 11,000 acre property are heavily wooded. The IAH Airport 

Rangers Equestrian Volunteer Program, which was created in December 2003, requires applicants 

to undergo background checks in order to participate in the program. Volunteers approved for the 

program are issued access identifi cation allowing them to enter certain remote areas of the airport 

property. The volunteers get access to an extensive network of trails and prairies within the airport 

perimeter for riding, and are given special instructions for reporting any suspicious activity. All 

volunteer riders are required to carry cell phones with them so that they can promptly notify airport 

security or law enforcement regarding anything suspicious. The airport, in cooperation with the 

volunteers, has posted markings and signage along many of the trails and distributes trail maps to 

riders to assist in providing geographic references when reporting suspicious activity.

As another example, at Boston Logan International Airport (BOS) in Massachusetts, the airport 

operator, Massport, has enlisted the help of local clam diggers and fi sherman who work near the 

shores of the airport to help spot suspicious activity. The airfi eld at BOS is largely surrounded by 

water, posing unique security challenges. Following the 9/11 attacks, the airport authority sought to 

restrict access to the waters around the airport, making most of the best clamming areas around the 

airport’s secured areas off limits to clammers. Responding to criticism from the clammers that the 

security restrictions were signifi cantly impacting their livelihood, Massport altered its security 

approach, allowing some clammers back into these otherwise restricted areas and enlisting them to 

aid in airport perimeter security efforts. Massport now allows clammers to work in otherwise 

restricted waters around the airport after undergoing a background criminal history check. Once 

cleared, the clammers registered in the program are issued identifi cation badges and refl ective vests 

to wear. Since the clammers are intimately familiar with the waters around BOS and the people that 
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clam and fi sh in the area, they are particularly well suited for spotting anything out of the ordinary, 

they argue. Like the Airport Rangers at IAH, the clammers at BOS are required to carry cell phones, 

and they are given contact numbers for Massport security operations to report anything suspicious. 

The TSA has viewed the program as a positive initiative and has tested the use of cell phones 

equipped with GPS receivers and voice recognition software to improve the communication capa-

bilities between the clammers and airport security personnel.15 Like the Airport Ranger program at 

IAH, the program has been widely regarded as a successful example of community involvement in 

homeland security efforts.

SECURITY AWARENESS TRAINING

Provisions in ATSA require airport operators to conduct security awareness training for certain 

workers, such as ground crews, gate and ticket agents, and workers with unescorted SIDA access 

privileges. However, there is no specifi c security training requirement for workers whose functions 

are limited to the sterile area. Also, several airport offi cials have raised concerns over the lack of 

recurrent training requirements for airport workers.16

Nonetheless, some airports have developed their own security awareness training programs for 

workers not covered under mandated security training programs. For example, BOS has developed a 

training program called Logan Watch designed to provide information on how to identify and report 

suspicious activities. As discussed in further detail in Chapter 12, the Aircraft Owner’s and Pilots 

Association (AOPA), in cooperation with the TSA, has developed a similar program, called Airport 

Watch, for GA airports, where security training is not required for many workers and individuals 

having access to the airfi eld.

While there is no direct evidence that these efforts for including a wide array of airport workers 

and the community in airport security has detected or prevented any terrorist acts, most security 

experts believe that these initiatives can be effective deterrents. Terrorist may be less likely to attempt 

intrusions, test security, or conduct surveillance if they know that their actions may be monitored and 

reported. In comparison with the various technology solutions for surveillance, these initiatives pro-

vide relatively low-cost options to augment available security measures. However, while these  various 

programs are seemingly benefi cial deterrents, they cannot be relied upon as primary means for moni-

toring airport perimeters, facilities, and properties at commercial airports.

LAW ENFORCEMENT SUPPORT

Airport security relies heavily on state and local law enforcement having jurisdiction and law 

enforcement powers throughout the airport property, including the terminal building and other 

facilities, to provide a law enforcement presence and support security functions including support 

for checkpoint screening functions; responding to suspicious behavior and security-related inci-

dents; conducting patrols of airport facilities; deploying explosives detection canine units; and 

responding to suspicious packages and bomb threats with explosives ordinance detection and 

removal teams. By policy, state and local law enforcement have taken on a broad role in airport 

security which is largely a refl ection of the fact that they have retained broad law enforcement pow-

ers and jurisdiction over much of the airport property, whereas the federal role in aviation security 

operations is more specifi cally limited to carrying out screening functions and providing security 

and law enforcement on board aircraft from the time an aircraft’s doors are secured for departure 

until they are reopened upon arrival. Since state and local law enforcement shoulder a considerable 

amount of the responsibility for law enforcement activity in the airport environment, the TSA has 

worked closely with airport operators and responsible law enforcement entities to provide resources 

and support and to establish cooperative working relationships to complement federal screening 

functions and TSA’s regulatory oversight responsibilities. Two specifi c ways in which the TSA has 

worked collaboratively with state and local law enforcement to enhance their capabilities and 
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 provide necessary resources to ensure continued law enforcement support of airport and aviation 

security functions are through the explosives detection canine team program and through law 

enforcement reimbursable agreements for checkpoint screening law enforcement support.

EXPLOSIVES DETECTION CANINE TEAMS

Since the 9/11 attacks, the TSA has signifi cantly expanded the deployment of explosives detection 

canine teams to major airports throughout the United States. While the explosive detection canine 

program, originally operated by the FAA, has been in existence since the early 1970s, it has expanded 

considerably in recent years. The original program consisted of 40 canine teams deployed to 20 

airports in 1973. The program was signifi cantly expanded in 1998 based on recommendations made 

by the Gore Commission on aviation safety and security stemming from the work of the ASAC’ 

Baseline Working Group. In response to these recommendations, Congress allocated additional 

funding for the specifi c purpose of deploying more canine teams and expanding the program to 

additional airports. The program was subsequently expanded to 87 canine teams positioned at 27 

airports throughout the United States. Following the 9/11 attacks and in response to the persisting 

threat posed by explosives, additional funding and support for the explosives detection canine team 

program has been refl ected in homeland security budgets over the past several years. As a result, the 

program has seen increased funding and has continued to expand over the past several years. The 

total number of canine units now exceeds 600 teams that have been deployed to most large- and 

medium-sized commercial passenger airports.

Each canine explosives detection team consists of a dog that has undergone extensive training to 

sniff out explosives, and a dog handler. The dog handlers are not employed by the TSA or the federal 

government, but rather are employees of state and local law enforcement agencies with jurisdiction 

over the airport property. The TSA trains the dogs and the dog handlers through a cooperative 

arrangement with the DOD Military Working Dog School located at Lackland AFB in San Antonio, 

Texas. Once fully trained there and deployed to their respective airport, the TSA provides partial 

reimbursement for the cost of the canine teams through reimbursable agreements with participating 

state and local law enforcement agencies. The TSA partially covers the costs for care of the dogs, 

handler salaries, and other miscellaneous expenses. Participating airports and law enforcement 

agencies are required to commit to maintaining at least three TSA-certifi ed canine teams in order 

to provide around-the-clock incident response, and are required to utilize the teams at least 80% of 

the time in the airport environment.17

LAW ENFORCEMENT REIMBURSABLE AGREEMENTS

Immediately following the 9/11 attacks, President Bush called upon the National Guard to deploy to 

the nation’s passenger airports to provide a security presence at screening checkpoints. Rather than 

creating a federal law enforcement role at airport checkpoints, The National Guard presence was 

replaced by relying on state and local law enforcement presence at checkpoints to meet the ATSA 

mandate requiring the deployment of law enforcement personnel at each airport screening location. 

The TSA’s interpretation of that mandate was subsequently relaxed, under so-called fl exible response 

authorities. Under the changes made pursuant to this fl exible response interpretation, LEOs were no 

longer required to stand duty at screening checkpoints, but were allowed to patrol the terminal area 

and perform other law enforcement duties, so long as they could respond in a timely fashion in 

response to a security breach or some other security incident at a screening checkpoint.

While the fl exible response authorities allowed airport LEOs to conduct other duties not directly 

tied to the federal mandate for law enforcement support at passenger screening checkpoints, con-

cerns remained over the fi scal impact on state and local law enforcement agencies to meet this 

mandate. To partially offset the cost to state and local law enforcement and airport operators to 

meet the mandate for law enforcement presence and support at screening checkpoints, the TSA has 
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established reimbursable agreements for law enforcement support. Through these reimbursable 

 agreements, the TSA partially reimburses state and local agencies for law enforcement hours worked 

to meet the statutory requirements for law enforcement support at screening checkpoints. Although 

ATSA allows for the establishment of a federal law enforcement role at commercial passenger air-

port checkpoints, this option has not been pursued, and law enforcement support at screening check-

points has largely been delegated by agreement to state and local law enforcement agencies having 

broader jurisdiction and law enforcement powers across the entire airport property.

In FY2007, the TSA reimbursed state and local law enforcement for over two million work 

hours. In FY2008, the TSA reimbursed state and local law enforcement agencies deployed at 271 

airports a total of about $68 million, and signifi cantly expanded the program to include about 343 

airports, encompassing about 75% of all commercial passenger airports required to meet the man-

date for law enforcement support at screening checkpoints. In FY2009, the TSA plans to spend 

about $79 million on reimbursable agreements and salaries for Assistant Federal Security Director 

(AFSD) for law enforcement positions at airports that coordinate the TSA’s security operations with 

law enforcement agencies assigned to the airport.

ACCESS CONTROL MEASURES

Commercial passenger airports must implement airport access control and identifi cation systems as 

part of their TSA-approved security program. While these identifi cation systems are airport-specifi c 

and not universal, they must address TSA requirements regarding information content of identifi ca-

tion credentials; accountability for identifi cation cards; procedures for controlling and restricting 

access; a challenge program to determine the authority of any individual not displaying proper iden-

tifi cation; and procedures for escorting individuals without unescorted access privileges.

Access control points must be secured through either posted security guards or through the use 

of electronically controlled locks,18 including combination cipher locks or access card readers. 

Posted security guards or card reader systems are generally considered superior because they can 

provide a specifi c record or log of authorized accesses that may be useful to detect suspicious pat-

terns or identify suspects in the event that a crime or an act of terrorism is committed.

Additionally, airports must implement challenge programs and require that airport employees 

with SIDA access are instructed to look for proper identifi cation, challenge anyone not displaying 

proper identifi cation, and prevent the practice of piggybacking, or following someone through a 

controlled access point without using proper access certifi cation procedures, such as swiping or 

properly displaying their own identifi cation badge. Despite the requirement for these challenge pro-

grams and related employee training, elaborate and expensive access control systems can be easily 

defeated and rendered ineffective by the careless actions of employees who do not follow proper 

antipiggybacking and challenge procedures. Consequently, some airports have implemented chal-

lenge reward programs, in which airport workers are given small rewards for challenging unauthor-

ized individuals or reporting suspicious activity.

BACKGROUND CHECK REQUIREMENTS

Security background checks for certain airport workers are required at all commercial passenger 

airports and air cargo facilities. In 2006, these requirements were expanded to include areas where 

cargo is loaded and unloaded from large all-cargo aircraft and cargo handlers working in all-cargo 

operations as well as workers having access to passenger airline operations.19 These requirements 

include the completion of fi ngerprint-based CHRCs of airport workers with unescorted and regu-

larly escorted access to secured areas and aircraft. In addition to the CHRC requirements for airport 

workers, certain passenger airline employees with access to the fl ight deck, checked passenger 

 baggage, and air cargo must also undergo background checks. Similarly, since 2006, workers with 

access to large all-cargo aircraft and cargo operations areas must also undergo CHRCs and STAs. 
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Flight crews of large all-cargo aircraft and charter aircraft weighing more than 12,500 pounds must 

also pass CHRCs. A list of criminal convictions within the past 10 years that would disqualify an 

individual from obtaining SIDA access privileges is provided in Table 9.3. With the approval of the 

TSA, some airports have implemented more rigorous background check requirements for certain 

employees, looking back and verifying information for the past 20 years.20

TABLE 9.3
Disqualifying Criminal Offenses as Defi ned in Statute for Airport Workers and 
Other Aviation Positions Required to Undergo CHRCs

Aviation-Specifi c Crimes

Forgery of certifi cates, false marking of aircraft, and other aircraft registration violation, 49 U.S.C. 46306

Interference with air navigation, 49 U.S.C. 46308

Aircraft piracy, 49 U.S.C. 46502

Interference with fl ight crewmembers or fl ight attendants, 49 U.S.C. 46504

Commission of certain crimes aboard aircraft in fl ight, 49 U.S.C. 46506

Carrying a weapon or explosive aboard aircraft, 49 U.S.C. 46505

Aircraft piracy outside the special aircraft jurisdiction of the United States, 49 U.S.C. 46502(b)

Unlawful entry into an aircraft or airport area that serves air carriers or foreign air carriers contrary to established security 

requirements, 49 U.S.C. 46314

Destruction of an aircraft or aircraft facility, 18 U.S.C. 32

Violence at international airports, 18 U.S.C. 37

Transportation-Related Crimes

Improper transportation of a hazardous material, 49 U.S.C. 46312

Lighting violations involving transporting controlled substances, 49 U.S.C. 46315

General Crimes

Conveying false information and threats, 49 U.S.C. 46507

Murder

Assault with intent to murder

Espionage

Sedition

Kidnapping or hostage taking

Treason

Rape or aggravated sexual abuse

Unlawful possession, use, sale, distribution, or manufacture of an explosive or weapon

Extortion

Armed or felony unarmed robbery

Distribution of, or intent to distribute, a controlled substance

Felony arson

Felony involving a threat

Felony willful destruction of property

Felony importation or manufacture of a controlled substance

Felony burglary

Felony theft

Felony dishonesty, fraud, or misrepresentation

Felony possession or distribution of stolen property

Felony aggravated assault

Felony bribery

Felony illegal possession of a controlled substance punishable by a maximum term of imprisonment of more than one year

Conspiracy or attempt to commit any of the criminal acts listed above
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The TSA also performs STAs to conduct checks of airport workers seeking SIDA access 

against government-maintained terrorist watch lists, mainly the TSDB. Under the STA procedures, 

 employers are required to authenticate individuals using two forms of acceptable identifi cation and 

provide the TSA with the individual’s detailed personal information for conducting the threat assess-

ment. Workers cannot be granted unescorted access privileges until the TSA issues a determination 

that they do not pose a threat to national security, transportation security, or a threat of terrorism.

While STAs are a relatively new requirement, fi ngerprint-based CHRCs of airport workers hav-

ing or seeking unescorted or regularly escorted SIDA access at airports have been required since 

January 31, 1996.21 In October 2001, in response to the terrorist attacks of September 11, 2001, the 

FAA announced that every current employee or applicant holding or seeking about 900,000 nation-

wide positions with unescorted SIDA access would have to undergo a fi ngerprint-based CHRC, 

even if they previously had completed one. ATSA contained similar statutory provisions requiring 

new employment investigations and fi ngerprint-based CHRCs of those employees having SIDA 

access. With the passage of ATSA, oversight of this background check process was transferred from 

the FAA to the newly formed TSA. The extensive requirements to process a high volume of back-

ground checks for existing airport employees required the TSA to swiftly implement a streamlined 

process for handling background check applications.

By December 2002, the TSA had completed CHRCs and TSA watch list checks of all existing 

and newly hired airport workers having unescorted assess privileges to secured areas of airports. 

About 900,000 workers nationwide were covered under this requirement. In late 2002, the TSA also 

required all workers who perform duties in the sterile area of passenger terminals to also undergo 

CHRCs and watch list checks. The background checks on an additional 100,000 workers covered 

under this requirement were completed by April 2004. In 2006, when air cargo operations areas 

were required to be designated as SIDAs, an additional 50,000 air cargo workers were required to 

undergo CHRCs and STAs, as were about 51,000 off-airport employees working for freight for-

warding companies. While these large waves of processing workers for background checks have 

now been completed, according to the TSA, about 1100 new applicants for unescorted SIDA access 

positions continue to be vetted each week.22

Soon after the 9/11 attacks, federal law enforcement agencies, including the Immigration and 

Naturalization Service (INS) and the FBI, in coordination with U.S. Attorneys’ offi ces, the DOT 

OIG, the Social Security Administration, and the FAA, carried out an extensive investigation of 

airport workers called Operation Tarmac. The investigation identifi ed over 4200 airport workers 

who had falsifi ed information to gain unescorted access to secured and sensitive areas of airports. 

In some cases, individuals who had falsifi ed information had subsequently passed background 

checks, pointing out that the background check process is not entirely foolproof, lacked suffi cient 

mechanisms and safeguards for identity authentication, and was susceptible to false negative results 

or Type II errors (i.e., reporting that an individual did not have a criminal past when, in fact, he or 

she did). While background checks have not always proven fully successful at detecting individuals 

who potentially pose a threat to aviation based on their criminal past or a suspected connection to 

terrorist groups, background checks remain a central component of airport security strategy. The 

process is well defi ned and, in the years since the 9/11 attacks, it has been considerably streamlined 

to accommodate the continual demand for background checks of new applicants and recurring 

threat assessments of airport workers against available government terrorism databases.

TRANSPORTATION SECURITY CLEARINGHOUSE

ATSA required a new background check for all airport employees who were required to have passed 

a background check when they were initially hired. The Act also expanded the requirement for 

those employees requiring background checks to include, in addition to employees granted une-

scorted SIDA access, those employees having routine escorted access to SIDA areas. At the time, 

routine background check for newly hired airport employees typically took about 52 days to  process. 
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Because this slow process would not be capable of meeting the large infl ux of background checks 

required to be processed under this mandate, a streamlined process for submitting background 

check paperwork and fi ngerprint records for checks against criminal, and now terrorist, databases, 

was needed. This need led to the creation of the TSC.

On November 26, 2001, recognizing the need for a uniform, streamlined system for processing 

the large volume of CHRC fi ngerprints and records, the FAA entered into an agreement with the 

AAAE, a trade organization representing airports throughout the United States. That agreement 

established the Aviation Security Clearinghouse, which later became known as the TSC, to facili-

tate fi ngerprint-based CHRC processing. While the Transportation Security Clearinghouse is 

sometimes referred to in the aviation industry as the TSC, it is important to note that this is not a 

component of the FBI’s Terrorist Screening Center discussed in Chapter 6, which also goes by the 

acronym TSC. The TSC is a private entity created by the AAAE that processes fi ngerprint-based 

CHRC applications on behalf of participating airports, and other aviation and transportation indus-

try entities that utilize its services for processing these applications.

The TSC became fully operational on January 1, 2002.23 The clearinghouse was largely a prod-

uct of the acute need for a centralized means for processing fi ngerprint-based CHRCs following the 

mandate for background checks of all current workers with SIDA access after the terrorist attacks 

of September 11, 2001. However, the genesis for this project can be tied to a provision in the Airport 

Security Improvement Act of 2000 (P.L. 106-528) calling on the FAA to transform its electronic 

fi ngerprint transmission pilot project into an aviation industry-wide system within two years, which 

would have been by November 22, 2002.24 The ongoing collaboration between the FAA and AAAE 

on this project allowed them to quickly respond to the acute demand for processing a large number 

of fi ngerprint-based CHRCs in the aftermath of the 9/11 terrorist attacks.

The TSC is owned and operated on a not-for-profi t basis by AAAE and serves as a centralized 

processing center and liaison between airports and airlines and federal agencies (TSA and FBI) 

responsible for performing the fi ngerprint-based CHRCs and as a repository for maintaining CHRC 

data and results.25 Functionally, airports transmit required background information and fi ngerprint 

submissions in either paper or electronic format to the TSC. The clearinghouse compiles these 

records into a standard electronic format and performs quality control on the records before trans-

mitting them to the TSA. The TSA’s Offi ce of TTAC oversees the TSC and the fi ngerprint-based 

CHRC process for airport workers.

The TSA, in turn, transmits the data to the FBI, which performs fi ngerprint-based CHRCs against 

criminal records databases and returns the results through the TSA’s secure fi ngerprint results 

 distribution website. Under separate regulations, individual airports are required to maintain cre-

dentialing systems and access control methods for credentialing cleared workers with unescorted 

access privileges and controlling access to designated SIDA areas.26

According to AAAE, the TSC has reduced processing times for background checks from the 52 

days average prior to its creation to a current average of four hours, “with many checks occurring in 

a matter of minutes.”27 The TSC system utilizes a high-speed secure network for fi ngerprint and 

background records transmission to the TSA, which can be transmitted from over 400 enrollment 

centers, including centers overseas. In addition to airport worker background checks, the TSC also 

processes background checks for GA fl ight crews; armed security offi cers required to be on board 

GA fl ights into DCA; commercial charter pilots; foreign applicants to fl ight schools in the United 

States; and contract airport screeners at airports that have opted for private screening companies 

instead of TSA screeners. The TSC has also recently been selected by the TSA to facilitate back-

ground checks for applicants for TSA screener jobs.

According to a fact sheet released by AAAE, since its inception, the TSC has reduced the pro-

cessing time for fi ngerprint-based background checks for airport workers from 52 days to four 

hours.28 The fact sheet further noted that many checks are processed in a matter of minutes. The 

AAAE also credits the TSC with reducing error rates for fi ngerprint transmissions to 2%, compared 

to an average government error rate of 8%.
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Further, the AAAE notes that the TSC has kept processing costs relatively low. At the time the 

fact sheet was released, the fee per applicant was $29, of which $22 went to the FBI to offset its 

costs. The AAAE contrasts this with the fee of about $100 to vet HAZMAT truckers. According to 

the TSA FY2008 Budget Congressional Justifi cation, the total applicant fee for HAZMAT drivers 

is $94 in states that utilize the TSA’s contractor for processing applications with $22 of that amount 

offsetting the FBI’s costs and $34 offsetting the TSA’s program costs.

SECURITY THREAT ASSESSMENTS

The TSA conducts name-based STAs concurrent with the FBI’s CHRC check. The name-based 

STA vets individuals against approximately 10 databases, including the TSDB and the FBI’s NCIC 

and Interstate Identifi cation Index (the III or Triple I), that maintain records of those with known or 

suspected ties to terrorism, suspicious immigration and identity theft activity, and criminal wants 

and warrants. Since September 2005, the TSA has been vetting airport employees against these 

databases on a continuous basis. Under this process, each time a new name is added to any of the 

databases, the names of all individuals with SIDA access at commercial passenger airports are 

checked against this new information.29 At present, however, there is no requirement for recurrent 

or periodic fi ngerprint-based CHRCs for airport employees who are continuously employed by an 

airport or airline in a position that required a background check.30

REGULATIONS PERTAINING TO AIRPORT BADGES AND IDENTIFICATION SYSTEMS

The TSA does not directly issue security credentials or badges for airport workers, but has broad 

authority to oversee and regulate the security systems and procedures for credentialing airport 

workers, which is carried out on an airport-by-airport basis. Most specifi cally, 49 CFR §1542.211, 

titled “Identifi cation Systems,” describes the specifi c regulatory requirements for airports to admin-

ister their airport worker identifi cation systems. These regulations specify that each airport must 

establish procedures for displaying identifi cation as well as specifi c procedures for accountability 

and control of identifi cation media. Specifi c procedural requirements for control of employee identi-

fi cation badges include retrieving expired identifi cation and surrendering badges when individuals 

no longer have access authority; methods for reporting lost or stolen identifi cation; measures to 

secure unissued identifi cation media stocks and supplies; and annual audits of the identifi cation 

system to insure integrity and accountability of all identifi cation media.

Such safeguards have proven necessary as, historically, individuals have exploited their airport 

access credentials to bypass existing security measures in airport terminals to carry out crimes, 

including aircraft hijackings and sabotage. In a particularly tragic example, on December 7, 1987, a 

PSA regional jet crashed near San Luis Obispo, California killing all 43 people on board.31 

Investigation revealed that a disgruntled former USAir employee, recently fi red for alleged theft, 

used his employee identifi cation, which had not been returned, to bypass airport security at LAX 

with a loaded handgun. At altitude, he shot his former supervisor who was a passenger on the air-

plane. He then entered the fl ight deck, shot the two pilots, and then shot himself after putting the 

airplane into a crash dive. At the time, airline employees were allowed to bypass airport security 

checkpoints, and it remains the case that many airline and airport workers are not routinely screened 

for threat objects before passing into secured areas of airports.

At many airports today, employees with unescorted access privileges to SIDAs may access 

secured areas and aircraft without being subject to physical screening. Specifi c screening proce-

dures for airport workers vary from airport to airport and are part of the airport’s TSA security 

program, which is considered security sensitive. Collecting airport access credentials from termi-

nated employees remains a problem to this day. However, a provision in the FY2008 Omnibus 

Appropriations Act (P.L. 110-161) establishes civil penalties for airport contractors and vendors that 

fail to collect access credentials and notify the airport of employee terminations within 24 hours.
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The regulations also stipulate that airports are to issue only one credential to each airport worker 

authorized to have such a credential. The regulations also require that airports implement  procedures 

regarding the issuance and control of temporary identifi cation, procedures for escorting individuals 

required to be escorted, and implement a required challenge program to ensure that employees prop-

erly display identifi cation cards and verify the identity of those accessing areas where identifi cation 

must be displayed. The TSA has oversight responsibility for ensuring that airports develop and sat-

isfactorily implement these regulatory requirements. In this capacity, the TSA will review, approve, 

and assess each airport’s identifi cation system and related identifi cation control procedures detailed 

in the airport’s security program.

Federal regulations also specify that each airport’s security program must outline procedures for 

revalidating or reissuing identifi cation cards if either a certain portion or all of the issued, unexpired 

identifi cation cards are lost, stolen, or otherwise unaccounted for. For example, if an annual audit of 

an airport’s identifi cation system reveals that the portion of unaccounted for identifi cation creden-

tials exceeds a trigger threshold, then the airport would be required, under its TSA-approved secu-

rity program, to either go through a process of revalidating all identifi cation cards or issuing new 

identifi cation cards.

BIOMETRIC TECHNOLOGIES FOR CREDENTIALING 
AND ACCESS CONTROLS

ATSA specifi es that airports may deploy biometrics or other identity verifi cation technologies to 

authenticate employees and law enforcement personnel seeking to access airport secured areas.

ATSA called for the TSA to explore the use of biometrics and other identifi cation technologies 

for credentialing transport workers and the use of biometrics for airport access controls. It specifi -

cally called for the TSA to establish pilot programs at no fewer than 20 airports to test and evaluate 

new and emerging technology for providing access control and other security protections for closed 

or secure areas of the airports, including biometrics or other technologies.

However, unlike the Transportation Worker Identifi cation Credential (TWIC) program being 

implemented at seaports across the United States, there is no effort underway to standardize, har-

monize, or consolidate airport-issued identifi cation under a single system, like TWIC. Each airport 

is expected to maintain its own credentialing and identifi cation system for airport workers, which 

may or may not incorporate biometrics. Despite considerable interest among policymakers to incor-

porate biometrics into airport access control systems and despite several mature technologies for 

reliably enrolling, storing, and verifying biometric data, the application of biometrics to airport 

identifi cation and access control systems has, thus far, been quite limited.

Commonly available biometrics technologies include systems that rely on fi ngerprint and iris 

scan recognition. While the use of fi ngerprints for identifi cation purposes has a long history in 

law enforcement and security applications, there is now considerable interest in the more recent 

application of identifying individuals based on the patterns of the iris, the colored membrane 

around the pupil of the eye. According to biometrics experts, some potential advantages of iris 

recognition compared to fi ngerprint-based systems are that the patterns of the eye are less likely 

to change over time, and performance evaluations of iris recognition systems have demonstrated 

very low false acceptance rates or Type II errors, but somewhat higher false rejection rates or 

Type I errors.32

Low false acceptance rates are considered an important feature of biometric systems to prevent 

potential unauthorized access; however, high false rejection rates can create operational hassles and 

impede routine operations in an airport setting. Therefore, striking an appropriate balance between 

false acceptance rates and false rejections is a critical consideration for systems design and deci-

sions regarding whether or not to acquire and deploy biometric systems for airport access control 

applications. In practice, both fi ngerprint and iris scan biometric access control and identity verifi -

cation systems have been deployed in operational settings, including airports, receiving overall 

AU7029_C009.indd   295AU7029_C009.indd   295 8/12/2009   8:41:20 AM8/12/2009   8:41:20 AM



296 Airport and Aviation Security: U.S. Policy and Strategy in the Age of Global Terrorism

favorable performance and operational effectiveness. Besides iris and fi ngerprint recognition 

 systems, various other biometrics, such as facial recognition, hand geometry, retinal scans, and 

voice recognition, have all been explored, but either do not have the same degree of accuracy and 

reliability as fi eld-deployed technologies or have not been fully evaluated in operational settings.

Access control systems and identity verifi cation are typically well suited to applications of bio-

metrics because they involve a one-to-one matching, that is matching a single scan to a single data-

base record. A more challenging problem for biometrics, however, is the one-to-many type of 

matching often done in law enforcement. For example matching one unknown latent fi ngerprint left 

at a crime scene to a database containing very large numbers of fi ngerprint records of known offend-

ers maintained for law enforcement purposes can be a diffi cult task that may yield a high number of 

false matches.

Regardless of the choice of biometric technologies, the use of biometrics raises a number of 

policy issues regarding data protection and privacy rights. Data protection is a major issue, because 

a potential breach of databases containing biometrics could signifi cantly compromise site security, 

and could also lead to identity theft. Data protection issues aside, other privacy concerns associated 

with biometrics in general fall into the broader issue of potential abuses or misuse of tracking infor-

mation that can be derived from access control systems, although these concerns also exist for other 

types of identifi cation card readers that do not include biometrics. In general, there is concern that 

such systems could be used for purposes other than security, for example, to monitor employee 

abuse of break periods or possibly to track employee association or affi liation with others by moni-

toring movement patterns. However, employees generally acknowledge consent to monitoring of 

their activities as a condition of employment, and therefore specifi c rights to privacy that may be 

more broadly regarded as policy concerns in the context of biometric identifi cation for the public at 

large have been less of an issue for workplace applications.

In the context of airport security, it should be noted that biometrics, like other forms of access 

credentialing, are not foolproof. Access control systems can potentially be compromised by com-

puter hacking, by insiders who provide aid and assistance to allow unauthorized individuals to gain 

access to restricted areas, by theft or the use of force to gain access using an employee’s credentials, 

or through social engineering to gain access or compromise system security by deceiving employ-

ees with access or knowledge of system security measures.

PLANNING, DESIGN, AND CONSTRUCTION GUIDELINES 
FOR COMMERCIAL AIRPORT SECURITY

In June 2006, the TSA issued signifi cantly revised guidelines and recommendations for security 

aspects of airport planning, design, and construction, building upon guidelines originally issued by 

the FAA and last revised in June 2001. The revised guidelines issued by the TSA provide a frame-

work for strengthening physical security and surveillance capabilities at airports, while providing 

fl exibility for airports to tailor security solutions to their own specifi cs requirements and design 

considerations.

Stemming from recommendations made by the President’s Committee on Aviation Safety and 

Security following the bombing of Pan Am fl ight 103 in 1988, the Aviation Security Improvement 

Act of 1990 (P.L. 101-604) directed the FAA, in cooperation with the aviation industry, to develop 

guidelines for airport design and construction to enhance the security aspects of airports. The FAA 

developed a series of recommended security guidelines in 1993 to meet that mandate and, for the 

fi rst time, formally address security design considerations in the airport environment. However, the 

initial guidelines were geared toward new construction and major airport renovations. Recognizing 

that many airports and airport terminals in the United States had been originally built prior to the 

considerable expansion of security requirements and considerations that evolved throughout the 

1990s, the FAA issued revised guidelines in June 2001, broadening the scope to consider the inte-

gration of new security and surveillance technologies into existing airport environments.
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In June 2006, the TSA issued a revision to the airport security design guidelines, encompassing 

design consideration of new procedures, new security technologies, and new and emerging terrorist 

threats identifi ed as part of the intensive focus on aviation security following the 9/11 attacks. The 

guidelines provide guidance and recommendations regarding airport layout, accommodations for 

security screening of passengers and baggage, physical security measures, surveillance techno-

logies, access control systems, communications, and emergency management and response. The 

guidelines can be applied to new airport construction, airport expansion projects, and existing 

 airports seeking to incorporate and accommodate new aviation security technologies and proce-

dures. While the primary focus of the guidelines is commercial passenger airports, the broad rec-

ommendations provided in it may provide useful suggestions and information for major all-cargo 

airports, as well as GA airports, particularly large GA airports in major metropolitan areas.

Key security concerns and concepts that the recommendations focus on include

Access controls to the AOA, SIDAs, and secured areas• 

The fl ow of passengers, airport workers, and other authorized individuals between the • 

landside of the airport and the airside of the airport

The physical separation of security areas and the use of signage to identify security areas • 

and inform individuals regarding security procedures

Physical protection of vulnerable areas and assets• 

Protection of people, aircraft, and property• 

Blast mitigation measures and explosives ordnance disposal (EOD) and threat containment • 

capabilities

Space allocation for checked baggage screening and passenger screening checkpoints• 

The security guidelines emphasize the potential changing nature of security measures in response 

to shifting threats, noting that consideration should be given during airport design to ensure effi cient 

implementation of temporary security enhancements, considering the potential impacts of various 

contingency measures and emergency plans. For example, design considerations may need to con-

sider additional space requirements for additional screening procedures or for expanding screening 

checkpoint queues in anticipation that, during certain times of heightened alert, additional security 

screening requirements may be put in place that may require the temporary use of additional screen-

ing equipment, and may result in longer than usual processing of passengers through screening 

checkpoints.

LANDSIDE SECURITY CONSIDERATIONS

The landside of the airport consists of that portion of the airport property where the general public 

has unrestricted access. Because of the open nature of airport landside property and facilities, these 

areas are exposed to unique vulnerabilities. At large airports, landside facilities may consist of 

parking garages, drive-up, drop-off, and pick-up locations where vehicles may stand in close prox-

imity to airport terminals, and various public transportation facilities, such as bus, rail, and mass 

transit stations providing multimodal transportation links between the airport and the communities 

that it serves. At large airports, landside facilities may even include on-site hotels and other facilities 

that may accommodate a large number of individuals.

Ground transportation staging areas, that accommodate taxi stands, pick-up and drop-off loca-

tions for airport shuttles, and pick-up and drop-off locations for private vehicles present unique 

security challenges, as do parking lots and parking garages located in close proximity to the airport 

terminal. Parking garages and drive-up locations near the terminal are particularly vulnerable to 

attacks from explosives-laden vehicles. At drive-up locations, strict enforcement of wait time limita-

tions and prompt investigation and removal of unattended vehicles is necessary not only to mitigate 
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potential threats, but also to facilitate ongoing surveillance operations that may be hindered by 

congestion and high densities of vehicles and persons in these areas. Besides surveillance, targeted 

and random screening of vehicles may provide additional options to reduce landside vulnerabilities 

to conventional explosives threats.

Mass transit systems and other intermodal transportation facilities located in the landside por-

tion of the airport property, along with publicly accessible airport lobbies may also be vulnerable to 

explosives attacks, but may be especially vulnerable to shootings and also to possible chemical or 

biological attacks. As is the case with most publicly accessible facilities, the primary defense against 

such attacks consists of a combination of security and law enforcement presence and surveillance 

monitoring capabilities to detect suspicious activity.

CRIME PREVENTION STRATEGIES

While the primary focus of airport security policy in the age of global terrorism has focused on 

reducing vulnerabilities to potential terrorist attack scenarios, airport operators must also be con-

cerned with creating a safe environment for air travelers and cargo operations that effectively miti-

gates the risk of criminal activity. This is typically approached through various airport design 

characteristics, incorporation of surveillance capabilities that take into consideration vulnerabilities 

to crime and patterns of criminal activity, and physical presence of law enforcement and security to 

deter and prevent crime. While stepped up law enforcement and security presence at airports in 

response to the heightened terrorist threat may deter criminals, a security emphasis on the terrorist 

threat may, on the contrary, fail to adequately consider the potential for criminal activity.

Historically, criminal activity has been a problem for major airports, as might be expected given 

the large volume of individuals who pass through these facilities on a daily basis. Vandalism and 

theft are particular concerns for landside portions of the airport, such as baggage claim areas and 

parking lots. Design considerations, such as lighting and open space designs may deter criminal 

activity in these locations. However, crime has also been a problem in secured areas at some air-

ports. Theft rings have been uncovered at several major airports, often involving airport workers 

and airline baggage handlers who have stolen from checked baggage and cargo shipments. 

Smuggling has also sometimes been a problem, with various airport workers abusing their access 

privileges to sneak drugs, fi rearms, and other contraband on board aircraft or to receive deliveries 

of drugs and contraband hidden aboard inbound international fl ights. Concerns over these types of 

criminal activity have been addressed primarily through regulatory requirements for mandatory 

criminal history background checks of airport workers.

COUNTERMEASURES FOR CHEMICAL AND BIOLOGICAL THREATS

As with in-fl ight security, while airport security has primarily focused on defending against con-

ventional methods of attack, such as bombings and shootings, possible attacks using biological or 

chemical agents are a growing policy concern. Efforts to mitigate the threat posed by such attacks 

in the airport environment have focused primarily on detection-based approaches using chemical 

and biological agent detection systems. Chemical detection systems have been widely applied for 

various security applications and can provide relatively rapid detection and verifi cation of the 

 presence of a chemical agent. While chemical sensors can rapidly detect threats, chemical agents 

can be fast acting, thereby requiring relatively rapid response decisions and actions to contain an 

attack or mitigate the impact of an attack using a chemical agent. Biological agent detectors, on the 

other hand, may require considerably longer dwell times to collect suffi cient samples, and may take 

several hours to analyze and verify the presence of a possible biological threat. In contrast to 

chemical agents however, biological agents are usually much slower acting, having their effect on 

exposed individuals over a time course of hours or days, rather than minutes, although this is not 

always the case.
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The different time course associated with chemical and biological attacks suggests two different 

approaches to applying countermeasures. Both, however, would generally involve containment and 

isolation of the threat source once identifi ed. Additionally, steps can be taken to minimize the 

spread of an agent, for example, by shutting down HVAC systems and restricting airfl ow, and by 

closing down and sealing off areas to contain the agent. While the response to chemical attacks 

would seek to immediately remove individuals from the threat, and decontaminate and treat them 

as soon as possible, the key to effectively responding to biological attacks, on the other hand, may 

rely on the timely positive identifi cation and quarantine of exposed individuals to limit further 

spread of an agent through human-to-human contact.

The open spaces of airports and the large number of travelers passing through these spaces make it 

diffi cult to apply proactive countermeasures to mitigate a possible chemical or biological attack. Some 

options that have been suggested include designing air-handling systems in airport terminals to mini-

mize drafts that could disperse chemical or biological agents; designing HVAC systems so that they 

can be rapidly shut down in the case of a suspected attack; and ensuring that critical space, such as air 

traffi c control towers, and emergency situation rooms within the airport terminal have access to inde-

pendent supplies of clean air and are maintained at a higher pressure than surrounding locations to 

restrict the fl ow of potentially contaminated air into these facilities.33 Continuous air treatment using 

high-effi ciency particulate air (HEPA) fi lters has also been suggested, and in some cases, making 

particulate masks available to individuals may help reduce exposure. Masks and  self-contained breath-

ing apparatus certifi ed for chemical and biological threats and protective clothing for emergency 

responders, and appropriate training in the use of this equipment for suspected chemical and biologi-

cal attacks, are critical for minimizing exposure risks among emergency responders, including LEOs 

assigned to the airport and airport rescue and fi refi ghting (ARFF) personnel.

DETECTING RADIOLOGICAL AND NUCLEAR THREATS IN THE AIRPORT ENVIRONMENT

In addition to the threats from possible chemical and biological agent attacks, there has been grow-

ing concern over potential terrorist radiation and nuclear threats in the airport environment and 

growing interest in assessing technologies and procedures to screen for these threats. Thus far, the 

main focus of these efforts has been the screening of inbound international air cargo shipments, 

although the DHS DNDO is also looking to test radiation/nuclear detection and identifi cation sys-

tems for scanning commercial aviation passengers and their baggage in an international terminal 

environment.34 While much of the current focus on radiation and nuclear detection capability is 

aimed at preventing terrorists from carrying such materials into the United States, initiatives to 

screen for these materials have broad implications for airport security. Airport security plans may 

need to specifi cally address how to respond to alarms indicating positive detections of radiological 

or nuclear material. The screening process may also make airports, and major international airports 

in particular, more vulnerable to radiological or nuclear attacks. While terrorists attempting to 

sneak such materials into the United States may ideally wish to attack a major urban center, they 

may alternatively carry out an attack at an international airport of arrival if their device is detected 

or if they believe that it is about to be detected.

CRITICAL INCIDENT MANAGEMENT AND RESPONSE

By regulation, each commercial passenger airport must establish procedures for evaluating and 

responding to bomb threats, threats of other forms of sabotage, possible hijacking incidents that 

occur on the airport property or in response to hijacked airplanes requesting to land at the airport, 

and all sorts of other possible security-related situations or other critical incidents. More broadly, 

airports must be capable of effectively responding to a wide range of security and safety incidents, 

including terrorist acts as well as aircraft accidents and natural and man-made disasters. Each 

 commercial passenger airport is required to develop an FAA-approved Airport Emergency Plan 
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specifi cally designed to minimize the possibility and extent of personal injury and property damage 

at an airport in the event of a critical incident.35

Additionally, airport operators are required to take specifi c actions under the general framework 

established by the NIMS for responding to either natural disasters or terrorist attacks. The NIMS 

derives from Homeland Security Presidential Directive 5 (HSPD-5) entitled the Management of 

Domestic Incidents.36 This directive charges the DHS with implementing the nationwide incident 

management program, which is overseen by the FEMA. The HSPD-5 initiatives coincided with the 

integration of FEMA into the DHS under its Emergency Preparedness and Response Directorate. 

The NIMS provides a structure for critical incident management that includes an incident command 

system (ICS), a multiagency coordination (MAC) system, and public information systems for struc-

turing command and management functions and disseminating information, as well as resource 

management capabilities for identifying and accessing resources necessary to establish readiness, 

response, and recovery capabilities.

For fi rst responders, including local law enforcement on an airport facility, ARFF crews, on-site 

emergency medical personnel, and local community fi rst responders who may respond to airport 

incidents, there are specifi c requirements for interoperable communications and processes for effec-

tive information management, incident command structure, and resource management. At the air-

port level, considerations are also given to continuity of operations and various contingency plans 

in response to various critical incident threat scenarios.

As noted previously, airports face a number of terrorist threats including possible shootings, 

bombings, or attacks using chemical, biological, radiological, or nuclear weapons. Responding to 

potential terrorist incidents involving such threats will require considerable coordination and coop-

eration among various airport and community elements including state, local, and federal law 

enforcement agencies and ARFF personnel; community fi rst responders; airport and airline secu-

rity personnel; the TSA, including the airport’s FSD; and other on-site DHS components, possibly 

including CBP and FEMA. New and emerging security threats may pose unique challenges for 

airport critical incident management and response. Chemical, biological, radiological, or nuclear 

attacks at an airport would create a complex coordination effort for the airport and the surrounding 

community, because the nature of such attacks may signifi cantly limit fi rst responder access to the 

impacted site.

Increasingly, critical incident responders are using simulations and exercises to review and improve 

critical incident response plans, better defi ne necessary resources, and hone the skills of responders 

and incident commanders. Research has shown that responders and, in particular, incident com-

manders are more likely to make better decisions and respond more effectively when exposed to a 

wide array of incidents, through real-world experience as well as simulations and exercises. By 

increasing the effectiveness of critical incident training, airport offi cials and responders may be bet-

ter prepared to manage critical incidents and effectively implement the airport emergency plan and 

incident management systems and concepts in the event of a terrorist incident. Effective critical inci-

dent response may result in better containment of a security incident, minimizing potential loss of 

life, injuries, property damage, and disruption to airport and airfi eld operations. While comparatively 

little public policy attention has been devoted to airport critical incident management and response, 

these functions are clearly a vital component of an airport’s overall security program.
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10 Mitigating the Threat of 
Shoulder-Fired Missiles and 
Other Standoff Weapons

There is a general consensus among aviation security experts that civil aircraft, and commercial 

airliners in particular, face a persistent threat from terrorist attacks using shoulder-fi red missiles or 

other standoff weapons. The threat of aircraft shootings from standoff weapons is complex and has 

been a signifi cant focus of policy discussions because no single solution to mitigating the threat has 

been identifi ed. Policies and strategies for combatting the threat posed by these weapons have cen-

tered on a multilayered approach involving

Weapons nonproliferation initiatives• 

Efforts to reduce existing weapons stockpiles• 

Counterterrorism initiatives to disrupt transfers of these weapons to terrorist groups• 

Programs to improve security and reduce vulnerabilities around airports• 

Technology development programs to adapt aircraft-based and ground-based missile • 

coun termeasures to protect aircraft, airport terminal areas, and approach and departure 

corridors

While policy discussions regarding the threat of aircraft shootings have focused almost exclu-

sively on possible terrorist attacks using shoulder-fi red missiles, some in the aviation industry have 

raised concerns that attacks using less sophisticated standoff weapons, such as unguided rocket-

propelled grenades (RPGs) and large-caliber munitions, are also a considerable threat to civil air-

liners. Nonetheless, shoulder-fi red missiles are widely regarded as the most capable weapons in 

terrorist hands for downing a commercial airliner and thus remain at the center of policy discussions 

regarding the threat of aircraft shootings.

Although the threat of aircraft shootings has historically been limited to overseas operations and 

largely confi ned to civil aviation operations in war-torn regions of the world, there is growing con-

cern among some aviation security and counterterrorism experts that there is an emerging world-

wide threat to civil aircraft from shoulder-fi red weapons and perhaps other standoff weapons. While 

this terrorist threat in the current context of the global war on terrorism is considered greatest in 

regions of the world where Islamic extremists and other terrorist groups have more of an unfettered 

presence—such as in the Middle East, in the horn of Africa, in other areas of Africa plagued by 

political unrest, in Afghanistan and Pakistan, and in regions of southeast Asia—the potential for 

shoulder-fi red missile attacks or attacks using other standoff weapons against civilian airliners in 

western countries and in the U.S. homeland is likely increasing and cannot be disregarded. Rather, 

many aviation security experts have speculated that, in the post-9/11 environment, increased secu-

rity measures at airports may logically lead terrorists to contemplate such attacks, allowing them 

to target aircraft, passenger airliners in particular, from far beyond the airport perimeter and its 

associated security enhancements.

While the threat posed by shoulder-fi red missiles and other standoff weapons is certainly a credi-

ble threat, it poses a dilemma for policymakers for a variety of reasons. First, although terrorists are 

AU7029_C010.indd   303AU7029_C010.indd   303 8/12/2009   8:42:58 AM8/12/2009   8:42:58 AM



304 Airport and Aviation Security: U.S. Policy and Strategy in the Age of Global Terrorism

known to possess these weapons, actual attacks using them against civilian aircraft have been 

 relatively rare. The failed attack against an Israeli charter airliner in November 2002 in Mombasa, 

Kenya stands out as a singular incident in recent history in which a large civilian jet was fi red upon 

by such weapons in a confl ict-free area. So, while the general threat of a terrorist attack using such 

a weapon is credible given known terrorist possession of these weapons, past experience suggests 

that the level of threat may be much lower than one would expect based on proliferation data alone. 

On the contrary, some experts argue that the threat of attack from shoulder-fi red missiles and other 

standoff weapons may be growing as post-9/11 security measures become more effective against 

other methods of attack, primarily hijackings and bombings. For example, a study by the RAND 

Corporation published in 2005 concluded that “. . . given the measures being taken to preclude 9/11-

style attacks, the use of [shoulder-fi red missiles] will unavoidably become more attractive to terrorists.”1 

While it is considered likely that terrorists have a desire to carry out attacks against civilian aircraft 

using shoulder-fi red missiles and other standoff weapons, attacks of this kind have not been attempted 

against U.S. aircraft to date, and no credible intelligence has been reported to the public that al Qaeda 

or other terrorist groups may be planning such attacks. Nonetheless, terrorist organizations like al 

Qaeda frequently highlight their possession of such weapons in casting their public image for propa-

ganda and recruiting purposes. These images lead many experts to conclude that, given the opportu-

nity, terrorists would seek to carry out attacks using these types of weapons, and the most likely target 

for such an attack would be a passenger airliner.

Second, while historical attacks have been relatively small in number, civilian aircraft remain 

quite vulnerable to an attack from these types of weapons. They fl y at relatively low altitudes within 

range of shoulder-fi red weapons for extended distances during takeoff and departure and approach to 

landing. Commercial aircraft, unlike military aircraft, presently carry no special countermeasures 

to thwart a missile attack. Also, large commercial aircraft are not agile or maneuverable enough to 

effectively evade a missile attack. Based on this, one may conclude that commercial airliners are 

especially vulnerable to attack. While it may be true that commercial airliners are vulnerable to 

being hit by a shoulder-fi red missile or other standoff weapon, aircraft manufacturers and aircraft 

survivability experts point out that they may not be as susceptible to being brought down by such an 

attack. Commercial airliners are large in size and have redundant systems allowing them to be fl own 

to an emergency landing after such an attack, and damage from these weapons, whose warheads are 

relatively small, is usually isolated. Historical data of such attacks actually suggest that the odds of a 

commercial airliner surviving a hit from a shoulder-fi red missile attack are relatively good. While the 

fl ight crew’s actions to save a crippled DHL cargo airliner that was struck in a widely publicized 

shoulder-fi red missile attack in Iraq in November 2003 was an exemplary demonstration of profi cient 

airmanship and effective teamwork to save a crippled aircraft, it demonstrates that appropriate train-

ing and proper execution of emergency fl ight procedures for handling aircraft shooting scenarios 

may be quite effective in increasing the likelihood of surviving such an attack.

However, the third consideration in the dilemma over policy approaches to address the threat of 

aircraft shootings centers on the fi nal element of the risk equation: the consequence of an attack, 

whether it be a successful attack or not. With regard to consequence, even if commercial aircraft are 

likely to survive such an attack, it may be extremely diffi cult to convince the traveling public of this 

and to restore confi dence in air travel even if one unsuccessful attempt to down a passenger airliner 

using such a weapon were carried out in the United States. The decline in passenger traffi c from 

such an incident could cause lasting economic damage to passenger air carriers. A successful attack 

would undoubtedly be devastating to the airline industry and could have lasting, widespread eco-

nomic impacts. Some speculate that the consequences of a successful shoulder-fi red missile attack 

against a civilian airliner within the United States could potentially have a longer lasting and more 

damaging impact on the airline industry than the terrorist attacks of September 11, 2001. The reason 

being that, unlike the swift action taken by policymakers to strengthen passenger security to regain 

the confi dence of the fl ying public after the 9/11 attacks, there may be no simple “quick fi x” to 

 effectively mitigate the risk of additional aircraft shootings and reassure the public that it is safe to 
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fl y again. Even if highly effective countermeasures could be quickly installed on commercial 

 aircraft, the public may curtail their fl ying considerably out of fear that they still could be shot at, 

even though the likelihood of actually being hit if fi red upon may have been effectively reduced to 

being a highly unlikely outcome.

This brings up a fourth element in the policy dilemma over combatting threats to aircraft from 

shoulder-fi red missiles and other standoff weapons: the cost of mitigating the threat. Missiles 

countermeasures being contemplated for installation on commercial airplanes may be extremely 

expensive to procure and maintain on a large-scale basis, with lifecycle costs to deploy and main-

tain these systems across the entire U.S. air carrier fl eet expected to be in the tens of billions of 

dollars over a projected 10-year system lifespan.2 Even at this relatively high cost, not all threats 

could be mitigated as countermeasures being contemplated would protect only against IR-guided 

weapons, and will not be capable of protecting against unguided standoff weapons or shoulder-

fi red missiles that use other technologies for homing in on a targeted aircraft. Therefore, many 

have advocated a multipronged or multilayered policy approach to mitigating the threat of aircraft 

shootings, rather than pursuing high-cost single approaches to address a subset of this more gen-

eral threat, albeit one widely considered the most formidable and widely proliferated of these 

weapons—the IR-guided missile.

In the following discussion, the threat posed by standoff weapons, especially shoulder-fi red-

guided surface-to-air missiles, is explored in further detail. This is followed by a brief examination 

of the vulnerability of large civil transport aircraft and a discussion of the potential consequences 

of a standoff attack against such aircraft. Current policy and strategy for protecting against such 

an attack is subsequently discussed in the multilayered risk framework examining nonprolifera-

tion initiatives, counterterrorism strategies, and aviation security approaches including enhanced 

 surveillance measures at airports and possible deployment of aircraft-based and ground-based 

countermeasures.

THE PROLIFERATION OF SHOULDER-FIRED WEAPONS 
AND THE TERRORIST THREAT THEY POSE

Shoulder-fi red missiles with guidance systems and other MANPADS—a military term to describe 

portable guided missile systems that include shoulder-fi red missiles as well as similar weapons that 

can be mounted on a stand or a vehicle—were initially developed in the late 1950s, and the fi rst 

operational model, the U.S.-made Redeye, entered service in the early 1960s. MANPADS are 

 produced in about 17 different countries, including the United States, and are typically about 5–6 

feet in length and weigh about 35–40 pounds. A sketch of a typical shoulder-fi red MANPADS is 

presented in Figure 10.1. The small size and easy portability of these systems make them especially 

Launcher
Gripstock

Battery

Launch tube

Missile
Seeker (IR-guided)

Warhead and detonator

Propulsion rocket

FIGURE 10.1 Sketch of a typical shoulder-fi red MANPADS launcher and missile.
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diffi cult to detect and defend against from the standpoint of airport and aircraft security and coun-

terterrorism operations.

MANPADS were fi rst used extensively in the Vietnam era, by both sides in the confl ict, to pro-

vide military ground force protection from aircraft attacks. Historically, these weapons have been 

used successfully by militaries around the world and also by insurgents and terrorist groups. They 

have been demonstrated to be a lethal threat against aircraft in several military confl icts over the 

past 40 years including the Arab–Israeli Wars, Vietnam, the Iran–Iraq War, in the Falklands, and in 

the Balkans Confl ict in the 1990s. They have also been used by various factions and insurgent 

groups in Nicaragua, Yemen, Angola, Uganda, and in Chad and Libya. Insurgent use of MANPADS 

have also posed a continuing menace to United States and allied forces in Iraq. At present, 

MANPADS are believed to be widely available to terrorist groups throughout the world at relatively 

low cost through a variety of sources. They are widely regarded by weapons experts as formidable 

weapons, particularly against transport aircraft and helicopters.

Over the past 40 years, approximately 20 countries have engaged in manufacturing MANPADS 

and a wide assortment of systems exist. It is estimated that over one million of these systems have 

been produced.3 Available estimates of the current worldwide MANPADS inventory vary consider-

ably, ranging from an estimated 350,000 to 500,000 missiles.4 A listing of several common 

MANPADS is provided in Table 10.1. This list is by no means comprehensive as several countries, 

including China, North Korea, Egypt, Pakistan, and Iran, produce an assortment of MANPADS 

variants based on the listed Russian, French, and U.S. designs.5 Russian SA-7 missiles are the most 

widely proliferated with 56 countries known to be in possession, while U.S.-made Stingers have 

been acquired by 20 other countries besides the United States. Second generation Russian models, 

including SA-14 and SA-16 variants, have been exported to numerous countries, and newer, more 

capable SA-18 systems have also been exported to a smaller number of countries.6 Perhaps the most 

TABLE 10.1
The Evolution of Common MANPADS Systems and Their Characteristics and Capabilities

System
Country of Original 

Manufacture
Maximum Effective 

Altitude (Feet) Type
Year 

Introduced

Redeye USA <10,000 First generation IR 1967

SA-7A USSR <10,000 First generation IR 1968

SA-7B USSR 10,000–15,000 First generation IR 1972

Blowpipe U.K. <10,000 Command line of site 1975

RBS-70 Mk I Sweden <10,000 Laser beam rider 1977

SA-14 USSR 15,000–20,000 Second generation IR 1978

Stinger USA 15,000–20,000 Second generation IR 1981

SA-16 USSR 20,000–25,000 Second generation IR 1981

SA-18 USSR 20,000–25,000 Third generation IR 1984

Javelin U.K. <10,000 Command line of site 1984

Stinger POST USA 15,000–20,000 Third generation IR 1986

RBS-70 Mk II Sweden 20,000–25,000 Laser beam rider 1988

Mistral France 20,000–25,000 Cruciform array IR 1989

Stinger RMP Block I USA 15,000–20,000 Third generation IR 1990

Starburst U.K. <10,000 Command line of site 1990

RBS-90 Sweden 15,000–20,000 Laser beam rider 1991

SA-18 (IGLA) Russia 20,000–25,000 Third generation IR 1994

Starstreak U.K. 15,000–20,000 Laser beam rider 1993

Keiko II Japan 10,000–15,000 Focal plane array IR 1995

Stinger RMP Block II USA 25,000–30,000 Focal plane array IR 1996
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troubling trend in the current context is the Iranian production of two variants based on Chinese 

knockoffs of the Russian SA-16, the Misagh-1 and the Misagh-2 MANPADS. Given Iran’s designa-

tion as a state sponsor of terrorism and its support of Hezbollah in Lebanon and Shia insurgents in 

Iraq, state transfer of these weapons either directly or indirectly into terrorist and insurgent hands is 

a looming threat to both military operations and civil aviation, particularly in the Middle East. 

Recent civil unrest in Pakistan may also raise concerns that weapons produced for the Pakistani 

military could potentially fall into the hands of terrorist groups, including al Qaeda.

As indicated in Table 10.1, there are a number of different types of MANPADS primarily classi-

fi ed into three general categories based on their method for detecting and engaging targets. These 

three general categories include command line-of-sight (CLOS) systems, laser beam riders, and 

IR-guided missiles. IR-guided MANPADS are by far the most common and have been greatly 

improved over the last 40 years.

IR-GUIDED MANPADS

IR-guided MANPADS have sensor or seeker elements that sense and track energy in specifi c por-

tions of the IR spectral band emitted by target aircraft. IR guidance systems are designed to home 

in on a heat source on an aircraft, and the missile is typically detonated in or near the heat source to 

disable the aircraft, typically by impact detonator fuses. For aircraft, the predominant IR energy 

source is the hot jet engine and its trailing exhaust plume. However, radiant heat refl ected off the 

aircraft’s skin also generates a smaller amount of IR energy that can be detected by these weapon 

guidance systems, particularly among more recently introduced MANPADS. IR-guided MANPADS 

employ passive weapon guidance systems, meaning that they do not emit any signals to detect a heat 

source. This makes them more diffi cult to detect by targeted aircraft employing missile warning 

and missile countermeasure systems.

The fi rst MANPADS deployed in the 1960s used IR guidance systems. These early MANPADS, 

introduced in the 1960s and early 1970s, such as the U.S. Redeye, early versions of the Soviet SA-7, 

and the Chinese HN-5 (a reverse-engineered knockoff of the SA-7), are considered “tail chase” or 

rear aspect weapons because their seekers can only effectively acquire and engage a jet aircraft 

from behind, after it has passed the missile’s fi ring position. In this fl ight profi le, the aircraft’s 

engines are fully exposed to the missile’s seeker and provide a suffi cient thermal signature from the 

hot engine exhaust for the missile to track to. These fi rst generation IR missiles are highly suscep-

tible to interference from a variety of other heat sources, including the sun and fl ares dispensed by 

military aircraft to confuse IR guidance systems, which renders them far less effective than more 

recent IR-guided MANPADS that use more advanced seeker technologies.

Second generation IR missiles—such as early versions of the U.S. Stinger, the Soviet SA-14, and 

the Chinese FN-6—use improved coolants to lower the temperature of the seeker thereby enabling 

the seeker to fi lter out most interfering background IR sources. This greatly improves the signal to 

background noise ratio when targeting aircraft thus allowing head-on and side engagement profi les 

giving these weapons all-aspect capability, that is, the capability to effectively fi re on a target air-

craft from any angle or aspect. These missiles also employ some basic antispoofi ng capabilities 

allowing them to reject the IR signatures of fl ares—a common countermeasure used to confuse IR 

missiles—that might be deployed by targeted aircraft. Some of these systems also have backup 

target detection modes such as the ultraviolet (UV) mode found on the Stinger variant with Passive 

Optical Seeker Technique (Stinger POST).7

More advanced third generation IR MANPADS, such as the Russian SA-18, and the U.S.-made 

Stinger with Reprogrammable Microprocessor (Stinger RMP), use single or multiple detectors to 

produce a multiband IR image of the target and also have the advanced capability to recognize and 

reject fl ares dispensed from targeted aircraft.8

The latest MANPADS incorporate more advanced focal plane array guidance systems, allowing 

a more detailed IR image of the target to be used to steer the missile, and other advanced sensor 
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systems that will permit engagement at greater ranges.9 The U.S.-made Stinger RMP Block II and 

the Japanese Keiko II MANPADS employ this technology, while the European-made Mistral 

employs a cruciform or cross-shaped targeting array rather than a full two-dimensional focal plane 

array. Some regard these systems, particularly those that utilize full focal plane array imaging of the 

target, as fourth generation IR systems. These fourth generation systems employ the most advanced 

seeker technology that can engage targets at greater ranges and are highly resistant to IR counter-

measures, including some laser-based IR countermeasures that are being considered as possible 

options for mitigating the MANPADS threat to both military transport aircraft and the commercial 

airline fl eet in the United States.

CLOS MANPADS

While IR-guided MANPADS are by far the most widely proliferated, systems produced in the 

United Kingdom have primarily relied instead on CLOS guidance systems. CLOS MANPADS rely 

on the missile operator to visually acquire the target using a magnifi ed optical sight and guide or 

steer the missile toward the target during the missile’s fl ight using radio signals to relay guidance 

commands from the launch site. One of the benefi ts of such a missile is that it typically cannot be 

spoofed by standard aircraft-mounted countermeasure systems like fl ares and newer laser-based 

directed countermeasures that are designed primarily to defeat IR-guided missiles. The major draw-

back of CLOS MANPADS, however, is that they require highly trained and skilled operators. 

Reportedly, the Afghan mujahadeen were rather disappointed with the performance of Blowpipe 

CLOS MANPADS supplied to them by the United Kingdom for use during the Soviet–Afghan War 

in the 1980s because they proved to be too diffi cult to operate and highly inaccurate, particularly 

when employed against fast-moving jet aircraft.10 Given these considerations, many experts believe 

that CLOS missiles are not as ideally suited for terrorist use as IR missiles, which are often referred 

to as “fi re and forget” missiles because of their comparative ease of use.

Later versions of CLOS missiles, particularly the United Kingdom’s Javelin missiles, use a solid-

state television camera in lieu of the optical tracker to make the gunner’s task easier, potentially 

quelling some concerns over the diffi culty of training operators to use these weapons effectively. 

CLOS MANPADS like the Blowpipe and the Javelin are relatively impervious to commonly deplo-

yed countermeasures used to spoof small missiles that largely assume an IR-guided threat. However, 

these CLOS weapons may be defeated by radio-frequency jamming that disrupts the guidance 

transmissions between the launch site and the missile during the missile’s fl ight. The newer Starburst 

MANPADS, introduced in 1990 and deployed during the 1991 Gulf War, uses a laser data link 

transmission system in place of the radio-frequency guidance systems of earlier models, and is thus 

much more diffi cult to jam. More recently, systems developed in the United Kingdom have switched 

to laser-guided systems, referred to as laser beam riders, which were fi rst developed and deployed 

by the Swedish military in the late 1970s.

LASER BEAM RIDER MANPADS

Laser beam rider MANPADS use lasers to guide the missiles to their intended target. The missile 

literally fl ies along a laser beam path typically controlled by the weapon system operator, and strikes 

the aircraft where the missile operator or gunner aims the laser. These beam-riding missiles cannot 

be spoofed by current countermeasure systems deployed on military and civilian aircraft, including 

fl ares and laser-based IR countermeasures and cannot be jammed by radio-frequency jammers. 

Missiles such as Sweden’s RBS-70, the fi rst weapon of this kind, and the more recently developed 

Starstreak, produced in the United Kingdom, can engage aircraft from all aspects. However, these 

weapons require the operator to continuously track the targeted aircraft, either by using a joystick 

or by maneuvering the fi ring pod, to keep the laser beam directed at the target. Because there are no 

data links from the ground to the missile, the missile cannot be effectively jammed after it is 
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launched. Future beam-riding MANPADS may require the operator to designate the target only 

initially, providing automated guidance control to keep the laser beam on target while the missile is 

in fl ight. While laser beam rider MANPADS require relatively extensive training and skill to oper-

ate, weapons experts consider these missiles a signifi cant threat in the hands of terrorists due to the 

missiles’ resistance to most conventional countermeasures in use today. However, because laser 

beam rider weapons have not been as widely proliferated as IR-guided MANPADS, they have been 

generally regarded as less of a concern and have not garnered the specifi c attention of policymakers 

and aviation security strategists in the U.S. government. Perhaps also because there are no readily 

adaptable military countermeasure technologies that can potentially be deployed in the civil avia-

tion environment to mitigate the risk posed by laser beam rider MANPADS, policies and strategies 

to mitigate the MANPADS threat to civil aviation have not paid particular attention to the specifi c 

threat posed by missiles with these types of guidance systems. However, in policy debate, it is 

important to note that the various countermeasures under consideration for mitigating the 

MANPADS threat are not designed to be effective against all types of MANPADS and are not 

considered to be capable of thwarting attacks using either laser beam rider or CLOS MANPADS.

TERRORIST ACQUISITION AND POSSESSION OF MANPADS

Of the half million or so MANPADS proliferated throughout the world, the number of MANPADS 

in terrorists hands is estimated to be anywhere from 5000 to 150,000.11 These widely varying num-

bers are indicative of the lack of good tracking and intelligence on proliferation of these weapons as 

well as the relative lack of arms controls for the transfer of these weapons that existed up until a few 

years ago. At present, the continuing threat that state sponsors of terrorism are either directly or 

indirectly supplying insurgents and terrorist groups with MANPADS in unknown quantities raises 

both greater uncertainty as well as greater concern over the number of these weapons that may be 

in the hands of terrorists. While a precise breakdown of the specifi c MANPADS in terrorist hands 

has not been compiled, most experts agree that the vast majority are IR guided. Most experts believe 

that the most commonly proliferated shoulder-fi red missiles in terrorist hands are likely SA-7s and 

SA-7 derivatives and knockoffs. It is known that about 750 Stingers were delivered to Afghanistan 

during the Soviet invasion and occupation and have been credited with about 100 shootdowns of 

Soviet aircraft. The Afghan mujahadeen are believed to have still had in their possession hundreds 

of these Stinger MANPADS at the conclusion of the confl ict, although most of these systems are 

now reaching the upper limits of their shelf life and may no longer be reliable.

There are a variety of means that terrorist organizations use to obtain shoulder-fi red missiles and 

other weapons capable of downing a large commercial passenger airplane. These methods include 

theft, the black market, international organized crime rings, arms dealers, and transfers from states 

willing to supply these weapons to terrorists. Depending on the model, MANPADS can be pur-

chased on the black market anywhere from a few hundred dollars for older models to about a quarter 

million dollars for newer, more capable models. Typical black market cost of MANPADS range 

between $5000 and $30,000 per unit.12 Often, the only verifi cation that a terrorist group has acquired 

such weapons is following an attack, when it becomes apparent that such a weapon had been used 

after the fact.13 Relatively large numbers of these missiles are believed to be available to terrorists 

and insurgent groups. For example, coalition forces in Afghanistan had captured more than 5000 

shoulder-fi red missiles from the Taliban and al Qaeda.14 Some of these included U.S. Stinger mis-

siles supplied to the Afghan mujahadeen in the 1980s. In Iraq, it is believed that as many as 4000–

5000 shoulder-fi red missiles may be available to insurgents.15 On the African continent, the region 

where most attacks against civilian aircraft using these missiles have occurred, large quantities of 

Russian-supplied MANPADS that were provided during periods of civil wars and uprisings in vari-

ous African nations are believed to still exist.16 It is also believed that large stockpiles of MANPADS 

and other standoff weapons supplied during the confl ict in the 1990s still exist in the Balkans, 

although cooperative efforts with the U.S. State Department in recent years have resulted in the 
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destruction of large numbers of these weapons.17 Unclassifi ed estimates suggest that between 25 and 

30 nonstate groups are in possession of MANPADS. However, specifi c estimates regarding the 

number of these weapons in the hands of these various terrorist and nonstate groups is largely 

undocumented in publicly available sources.

OTHER STANDOFF WEAPONS

While the policy focus in the United States has been dominated by the terrorist threat to civil avia-

tion posed by MANPADS, and particularly the threat of IR-guided MANPADS, other highly pro-

liferated standoff weapons may also pose a considerable threat to civilian aircraft. These weapons 

include high-caliber fi rearms, rocket-propelled antiarmor and antipersonnel munitions—such as 

variants of the U.S.-made bazooka and the Russian-made RPG-7—as well as more sophisticated 

wire-guided and laser-guided antitank and antiarmor mortars and missiles.18 These weapons could 

potentially be used in an attack against an airborne aircraft, but far more likely, could be used in an 

attack against an aircraft on the ground or an attack against aviation infrastructure including airport 

terminals as well as air traffi c control and navigational facilities. While such weapons may not be 

as capable in terms of range and precision as remotely guided MANPADS for attacking aircraft in 

fl ight, the fact that these weapons are readily available from a wide range of sources and are rela-

tively inexpensive may make them particularly attractive to terrorist groups, especially those that 

may be contemplating a large-scale attack or multiple attacks against ground-based targets in the 

airport environment.

Attacks using such weapons have been carried out before and are still regarded as a formidable 

terrorist threat. For example, during a campaign of terror in January 1975, members of the Black 

September terrorist organization, led by the notorious terrorist leader Carlos the Jackal, targeted 

two El Al aircraft in separate attacks at Paris Orly airport using RPGs and bazookas. Four days 

after a failed attempt at shooting an El Al jet preparing for takeoff with an RPG-7, a second 

attempt at shooting an El Al aircraft also failed, leading to a gunfi ght with security forces and a 

hostage standoff in the Orly passenger terminal. More recent attacks, however, have more typically 

targeted airport terminals rather than aircraft. The terrorist threat to parked and taxiing aircraft 

from these weapons is still a considerable concern, particularly in volatile regions of the world 

where terrorists may have a greater capacity to carry out such an attack. A lesser threat to airplanes 

on approach to landing and during takeoff and climb-out using such weapons also exists. In March 

2007, for example, an Ilyushin IL-76 four-engine transport jet was reportedly hit and extensively 

damaged by an RPG-7 while on approach to Mogadishu, Somalia.19 Mitigation efforts to counter 

such attacks include nonproliferation initiatives, counterterrorism efforts to detect and prevent the 

planning and execution of such attacks, and increased airport perimeter security measures to 

detect and thwart such an attack. Therefore, these initiatives are largely regarded as complimen-

tary to the ongoing efforts to address the larger perceived threat posed by more capable MANPADS, 

which can target civil aircraft from much greater standoff distances and attack aircraft in fl ight far 

beyond the airport perimeter as well as in the immediate vicinity of an airport like these shorter-

range standoff weapons.

THE VULNERABILITY OF COMMERCIAL AIRLINERS

Although terrorist attacks against airliners using MANPADS or other standoff weapons have been 

relatively small in number, experts generally agree that they are vulnerable to a potential attack of 

this type. These aircraft operate at lower altitudes, within range of MANPADS in particular, well 

beyond airport boundaries making them vulnerable to attack. More considerable debate, however, 

exists regarding how susceptible these aircraft may be to being destroyed as the result of a MANPADS 

attack. While historic incidents involving commercial airliners suggest that the chances of surviving 

such an attack are better than one might expect, military experience suggests that shoulder-fi red 
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 missiles are a formidable threat to military transports similar in characteristics to civilian airliners. 

Military data indicate that numerous transport airplane losses over the years have been attributed to 

MANPADS, and IR-guided missiles including MANPADS and larger-sized surface-to-air missiles 

represent the greatest threat to transport aircraft, historically accounting for 63% of all U.S. military 

transport aircraft losses due to enemy fi re.20

THE VULNERABILITY OF TYPICAL COMMERCIAL FLIGHT OPERATIONS

MANPADS generally have a target detection range of about six miles and an engagement range of 

about four miles, so aircraft fl ying at 20,000 feet (3.8 miles) above the ground or higher are rela-

tively safe. Most experts, however, consider aircraft departures and approach and landings as the 

most vulnerable phases of fl ight to the threat of MANPADS engagement. Figure 10.2 portrays fl ight 

profi les for landing and departing aircraft that are typical of the type of approach to landing and 

departure altitude profi les fl own into and out of many major airports within the United States. These 

profi les have been established based on consideration of aircraft climb performance, aircraft alti-

tude separation requirements, and additional procedural considerations to facilitate traffi c fl ow and 

maintain air traffi c controller and pilot workloads at reasonable levels. Unlike military fl ight proce-

dures, security considerations regarding the threat posed by MANPADS and other surface-to-air 

weapons have not been considered a factor in establishing fl ight patterns and altitude profi les for 

landing and departing aircraft at commercial airports.

Based on analysis of currently proliferated MANPADS and past experience with MANPADS, 

large transport aircraft operating below 10,000 are generally regarded as being highly vulnerable to 

attack. At very low altitudes, close to the airport, aircraft might be somewhat less vulnerable, par-

ticularly to IR-guided MANPADS, because of background clutter that can confuse the weapon’s 

guidance system and minimum engagement distances needed to accurately home in on a target. At 

these ranges, however, it is notable that other standoff weapons such as RPGs are maximally effec-

tive and may pose a considerable threat. In the range between 500–10,000 feet or so, MANPADS 

are maximally effective and transport aircraft are consequently most vulnerable at these altitudes. 

From 10,000 to about 15,000 feet, earlier generation IR systems in particular become less effective, 

and from 15,000 to about 20,000 feet only newer generations of IR-guided and laser beam rider 

MANPADS can  suffi ciently maintain their effectiveness.

Commercial jets and other civil aircraft such as business jets are considered most vulnerable 

from about 500–10,000 feet. Of the documented historical incidents involving successful strikes 
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FIGURE 10.2 Typical approach and departure profi les for commercial jets leave them vulnerable to 

MANPADS attacks for 50 miles or more from the airport.
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against large civilian airliners, all are believed to have occurred in this approximate range of 

 altitudes, with most occurring at or near 8000 feet. From 10,000 to 15,000 feet above the ground, 

aircraft are still moderately vulnerable to MANPADS attacks, and from 15,000 to about 20,000 feet 

aircraft are still slightly vulnerable, although most systems capable of remaining highly effective at 

these altitudes are newer generation systems that are not believed to be as widely proliferated among 

terrorist and insurgent groups.

As previously noted, when operating at these lower altitudes, commercial jets are generally not 

agile or maneuverable enough to evade fast-moving missiles—many of which rapidly accelerate to 

about twice the speed of sound (Mach 2) after being fi red—even if provided with adequate missile 

detection and warning capabilities found on military aircraft. Therefore, training fl ight crews in 

evasive maneuvers would not likely be effective and presents considerable risks. There is consider-

able concern that defensive maneuvering of large transport category airplanes could result in a loss 

of control or structural failure.21 Consequently, most observers concur that evasive maneuvering is 

not a viable option for mitigating the risk of missile attacks.

Airline pilots already receive considerable simulator training on handling engine failures during 

critical phases of fl ight such as takeoffs and landings. Pilots also receive some training on loss of 

fl ight control systems and other aircraft controllability situations. Such training may prepare fl ight 

crews to some degree to handle possible loss of engine power or loss of fl ight control effectiveness 

resulting from a missile strike or other standoff weapon attack. However, specifi c simulator exer-

cises using missile attack scenarios may be benefi cial by preparing pilots for such an event and 

preparing them to fl y and land a damaged aircraft. As discussed, modern airliners are built with 

various redundancies and failure protections built into their avionics and fl ight control systems. 

Consequently, a standoff weapon’s attack that does not cause a catastrophic structural failure would 

likely be survivable if the fl ight crew is properly trained to handle such a scenario.

THE SURVIVABILITY OF CIVILIAN TRANSPORT AIRCRAFT

The structural survivability of passenger jets following missile strikes is largely unknown, although 

the Air Force is engaged in ongoing research to evaluate the vulnerability of large transport aircraft 

structures and to test the vulnerability of large jet engines to shoulder-fi red missiles.22 In general, 

the probability of an aircraft being destroyed by a missile attack [the probability of a kill or p(K) in 

military parlance] is the conditional probability of a catastrophic loss of the aircraft given a missile 

strike or hit against the aircraft. While a weapon’s accuracy, reliability, and lethality are all factors 

in this outcome, the survivability characteristics of the targeted aircraft are also important consid-

erations. While commercial airliners are not designed with the threat of possible missile attacks 

specifi cally in mind, various safety design considerations, such as protecting and separating 

hydraulic systems, providing redundancies in avionics and fl ight control systems, designing engines 

to prevent uncontained failures that can damage other systems and aircraft structures, and protect-

ing fuel tanks from ruptures and explosions, may improve the chances that an aircraft will be able 

to withstand a missile attack.

It is expected, however, that further hardening aircraft structures, beyond these incremental 

safety improvements to newly manufactured aircraft, will be a challenging problem. Most IR guid-

ance systems seek hot engine exhaust and are believed to most likely detonate at or near an aircraft 

engine. Since most jet airliners have wing-mounted engines, further hardening of surrounding air-

craft structure will likely be extremely diffi cult, particularly with regard to modifying existing air-

craft. However, many aircraft survivability experts believe that taking additional steps to improve 

aircraft survivability, such as isolating critical systems like redundant hydraulic lines and fl ight 

control linkages, improving fi re suppression and containment capabilities, and reducing fuel tank 

fl ammability, could prevent catastrophic failures cascading from the initial missile strike.23

One possible technology to improve aircraft survivability under consideration is a Propulsion-

Controlled Aircraft Technology (PCA) system that has been under development and testing by 
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NASA since the early 1990s. This technology allows fl ight crews to more effectively maneuver a 

damaged aircraft whose fl ight control systems have become inoperative or unreliable, either because 

of a systems malfunction or accidental damage or due to damage from an event such as a standoff 

weapons attack. ALPA believes that “PCA systems could signifi cantly enhance the ability of an 

aircraft to survive any type of standoff weapons attack, not just shoulder-launched missiles.”24 

Another technology that could potentially improve aircraft survivability following a MANPADS or 

standoff weapons attack is fuel-tank inerting systems that the FAA is now pursuing as a means to 

reduce the chances of an accidental explosion in center fuel tanks. These systems pump inert gases, 

typically nitrogen, into the fuel tank to replace oxygen and greatly reduce the fl ammability and 

explosive potential of a tank’s fuel/air mixture. Further application of inerting systems in wing 

tanks as well as tanks in the center fuselage may also reduce the vulnerability of aircraft to fuel-fed 

fi res and explosions triggered by missile strikes or other standoff attacks.

Options for further improving safety can potentially be integrated into new aircraft designs, and 

some technologies, like center fuel-tank inerting systems, are already being incorporated into newly 

manufactured aircraft. Retrofi tting existing aircraft with such systems, however, has involved a 

slower approach through the regulatory process, carefully examining economic impacts and cost 

and benefi ts as well as the merits of the specifi c technologies. Installing fuel-tank inerting in center 

wing tanks, for example, is being phased-in among the existing air carrier fl eet over several years, 

and retrofi tting wing tanks on existing aircraft is not part of this requirement. Therefore, such initia-

tives are not likely to have any near-term impact on reducing the MANPADS threat to the existing 

commercial airline fl eet. Other options for retrofi tting existing air carrier jets with damage tolerant 

structures and systems will require extensive testing and many are likely to be regarded as either 

technically infeasible or not economically practical. Initial indications suggest that aircraft harden-

ing and structural redesign, if feasible, will likely be very costly and could take many years to 

implement. Therefore, improving aircraft survivability has not been a central focus of the U.S. 

policy and strategy for mitigating the MANPADS threat to commercial airliners. Nonetheless, a 

review of historical incidents involving MANPADS attacks against civil aircraft suggests that 

among large transport aircraft, their large size and already-incorporated safety design consider-

ations have likely had some positive effect in reducing the odds that a missile strike will bring down 

an aircraft, at least compared to MANPADS encounters involving smaller, lighter aircraft.

CIVILIAN AVIATION ENCOUNTERS WITH SHOULDER-FIRED MISSILES

Estimates vary, but the most widely reported statistics on civilian aircraft experience with 

MANPADS indicate that, over the past three decades, 36 aircraft have come under attack from 

these weapons. Of those 36, 24 aircraft were shot down resulting in more than 500 deaths.25 While 

these statistics have been frequently cited, at least one report has suggested that these fi gures may 

signifi cantly overstate the actual number of civilian-use aircraft that have been attacked by 

MANPADS.26 That report instead concluded that only about a dozen civil-registered airplanes have 

been shot down during this time period and further notes that some of these aircraft were operating 

as military transports when they were shot down. On the contrary, available statistics may underes-

timate the total number of civilian encounters with shoulder-fi red missiles because some aircraft 

shootings may have been attributed to other causes for various reasons and are not included in these 

statistics. Also, it is possible that some failed attempts to shoot down civilian airliners have either 

gone undetected or unreported. For many incidents considered to be shoulder-fi red missile attacks 

against civilian aircraft, there is insuffi cient information to make a conclusive determination if the 

aircraft, in fact, came under fi re. In some instances, while it is widely acknowledged that the inci-

dent was a shooting, there has been no conclusive determination regarding the weapon used. For 

example, in some instances of aircraft shootings there are discrepancies among accounts of the 

event, with some reports indicating that the aircraft was brought down by a shoulder-fi red missile 

and others claiming that antiaircraft artillery was used. Also, in many instances, there are questions 
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as to whether the fl ight operation was strictly for a civilian use or may have been for military or dual 

use (civilian/military) purposes. Therefore, there is no universal agreement as to which incidents 

should be included in the tally of civilian aviation encounters with shoulder-fi red missiles.

Since most documented incidents involving shoulder-fi red missile attacks against civilian air-

craft have occurred in confl ict zones, these attacks typically have not been formally classifi ed as 

terrorist acts or politically motivated attacks.27 Most of these historical examples, therefore, do not 

provide any particular insight into the political motivation behind shooting attacks carried out 

against civilian aircraft in the current context of the global war on terrorism and the global terror 

threat, nor can they offer any estimates of the potential economic and socio-political consequences 

of such an attack to the United States and its allies in the war against terrorism. An examination of 

these historic incidents, however, can provide some unique insights into the possible outcomes of 

such an attack that may help in understanding aircraft vulnerability to attack and aircraft surviv-

ability if such a terrorist attack were attempted.

Based on the commonly cited statistic of 24 aircraft destroyed out of 36 attacks over the past 

three decades, the odds of surviving an attack do not seem particularly encouraging. Based on these 

fi ndings, the odds of surviving an attack may be estimated to be only about 33%. However, it is 

important to note that these incidents include a wide variety of aircraft types including small piston-

engine propeller airplanes, turboprop airplanes, helicopters, and business jets, as well as a compara-

tively smaller subset of attacks against large jet airliners.

Since the policy focus in the United States has been aimed at addressing ways to reduce the 

MANPADS threat to large commercial passenger aircraft, it is particularly useful to examine past 

incidents involving these types of aircraft and weapons in order to gain further insight regarding the 

specifi c vulnerabilities to such attacks among these types of aircraft. Six suspected incidents invol-

ving MANPADS attacks against large western-built transport category jets have been identifi ed 

over the past three decades. These incidents are listed in Table 10.2. Whether all of these incidents 

TABLE 10.2
Reported Shoulder-Fired Missile Attacks Against Large Western-Built Civilian 
Turbojet Aircraft (1978–2007)

Date Location Aircraft Operator Outcome (Credibility of Report)

11/08/1983 Angola Boeing 737 Angolan Airlines 

(TAAG) 

Catastrophic:130 fatalities of 130 people on board 

(unconfi rmed)

02/09/1984 Angola Boeing 737 Angolan Airlines 

(TAAG) 

Hull Loss: Aircraft overran runway on landing after 

being struck by a missile at 8000 feet during 

climb-out. No fatalities with 130 on board 

(unconfi rmed, possible bomb on board)

09/21/1984 Afghanistan DC-10 Ariana Afghan 

Airlines 

Substantial Damage: Aircraft was damaged by the 

missile, including damage to two hydraulic systems, 

but landed without further damage. No fatalities 

(confi rmed)

10/10/1998 Democratic 

Republic of 

Congo 

Boeing 727 Congo Airlines Catastrophic: 41 fatalities of 41 people on board 

(probable but unconfi rmed)

11/28/2002 Kenya Boeing 757 Arkia Israeli 

Airlines 

Miss: Two SA-7s were fi red at the aircraft during 

climb-out, but missed. No fatalities (confi rmed)

11/22/2003 Iraq Airbus A300 DHL Cargo Hull Loss: Aircraft wing struck by a missile while 

departing from Baghdad. Aircraft suffered a complete 

loss of hydraulic power and departed the runway 

during an emergency landing (confi rmed)
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were in fact attacks using shoulder-fi red missiles is still a matter of considerable debate as conclu-

sive evidence supporting such a fi nding is lacking for several of these incidents.

Of these six encounters identifi ed, there was a wide range of outcomes. Only two of the six shoot-

ings resulted in catastrophic losses of the airplanes killing all on board, neither of which has been 

conclusively determined to have been the result of a MANPADS attack. In three other incidents, 

the airplanes received signifi cant damage but no one was killed. Finally, in the widely reported 

November 2002 attempt to shoot down an Israeli charter jet in Mombasa, Kenya, the aircraft was 

fi red upon by two missiles but was not hit.

In the fi rst instance, the offi cial fi ndings by Angolan authorities attributed the November 8, 1983, 

crash of a TAAG Angolan Airlines Boeing 737 to a technical problem with the airplane, but UNITA 

rebels in the area claimed to have shot down the aircraft with a surface-to-air missile.28 All 130 

people on board were killed, potentially making this the deadliest single incident involving a 

shoulder-fi red missile attack against a civilian aircraft. However, investigation of the incident failed 

to produce any conclusive evidence of missile or gunfi re damage on any of the aircraft wreckage. 

Therefore, this incident is generally regarded as an unconfi rmed but reported MANPADS attack 

against a large, western-built transport category airplane. Based on the report issued by the Angolan 

government, the crash is still offi cially regarded as an accident caused by a mechanical failure.

In the February 9, 1984, incident involving a TAAG Angolan Airlines Boeing 737, the airplane 

was reportedly struck by a missile at an altitude of 8000 feet during climb-out. The crew attempted 

an emergency landing at Huambo, Angola, but was unable to extend the fl aps because of damage 

to the airplane’s hydraulic systems. Consequently, the crew was unable to slow the airplane 

suffi ciently before landing and overran the runway by almost 600 feet. The airplane was a total 

loss but no one was killed.29 Investigators found evidence leading them to suspect that a bomb 

detonated in the forward hold, rather than a missile, was responsible for the damage observed. 

However, press accounts reporting that the aircraft was struck by an SA-7 fi red by UNITA gueril-

las have led some to conclude that this incident was, in fact, a shoulder-fi red missile attack.30 

This conclusion, however, was not supported by available investigative fi ndings and therefore is 

considered unconfi rmed.

In the September 21, 1984, incident, an Ariana Afghan Airlines DC-10 was struck causing 

damage to two of the airplane’s three hydraulic systems. While some sources defi ned this incident 

as a shoulder-fi red missile attack,31 another account indicated that the DC-10 was hit by “explosive 

bullets.”32 This, however, is generally regarded as a confi rmed incident of a MANPADS attack 

against a large western-built civilian transport aircraft based on investigative fi ndings.

The most recent suspected catastrophic loss of a large civilian air transport aircraft from a sus-

pected MANPADS attack was the October 10, 1998, downing of a Congo Airlines Boeing 727 near 

Kindu, Democratic Republic of Congo. The aircraft was reportedly shot down by a missile, possibly 

an SA-7, that struck one of the airplane’s engines. Tutsi rebels took responsibility for the alleged 

shooting, claiming that they believed the airplane to be carrying military supplies. The fi nal call 

from the airplane captain indicated that the aircraft had been hit by a missile and had an engine fi re. 

It was reported that a missile struck the airplane’s rear engine. The ensuing crash killed all 41 per-

sons on board. While this incident has never been confi rmed as a MANPADS attack by conclusive 

investigative evidence, the circumstances lend considerable credibility to the conclusion that this 

aircraft was hit by a surface-to-air missile, and therefore this crash is widely regarded as a probable 

but unconfi rmed MANPADS attack.

The most recent MANPADS incident involving a passenger jet was the November 28, 2002, 

attempted shootdown of an Israeli-registered Boeing 757 aircraft operated by Arkia Israeli Airlines. 

Two SA-7 missiles were fi red at the airplane while it was departing from Mombasa, Kenya, but both 

missiles missed. While the threat of shoulder-fi red missiles has long been recognized by aviation 

security experts, this incident focused the attention of many in the U.S. Congress and the Bush 

Administration on this threat and options to mitigate it. Unlike the prior attacks on jet airliners that 

occurred in war-torn areas and confl ict zones, the Mombasa attack was clearly a politically  motivated 
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attack, believed to have been carried out by terrorists with links to al Qaeda.33 That fact, coupled 

with already heightened concerns over aviation security in the aftermath of the September 11, 2001, 

terrorist attacks, elevated policy concerns over the shoulder-fi red missile threat to commercial air-

liners within the United States as well as overseas. The issue has since been a major area of focus 

for homeland security policy considerations.

Amid this heightened concern over the MANPADS threat to commercial aircraft, a DHL cargo 

airplane was struck by a missile on November 22, 2003, while departing Baghdad International 

Airport in Iraq. The aircraft’s left wing was struck outboard from the engine. Damage from the mis-

sile severed the airplane’s hydraulic lines. However, the fl ight crew was able to return to the airport 

and land by applying differential thrust on the two engines to maneuver the airplane and operating 

manual cranks to lower the landing gear. The aircraft, an Airbus A300-B4, departed the runway on 

landing causing additional damage, including extensive engine damage from ingesting sand and 

debris.34 While no one was killed or injured, the airplane was determined to be a total loss.

In addition to these large western-built jet airliners that have come under attack, two Soviet-made 

Tupolev passenger jets were reportedly shot down by shoulder-fi red missiles in two separate inci-

dents, one on September 21, 1993, and the other on the following day, September 22, 1993. Both 

incidents involved aircraft operated by Transair Georgia and occurred in the Georgian city of 

Sukhumi during a period of intense fi ghting between Abkhazian separatists and ethnic Georgians. In 

the September 21, 1993, attack, the Tupolev Tu-134A airplane—which is similar in design to a 

DC-9—reportedly crashed into the Black Sea while on its fi nal approach to the Sukhumi airport kill-

ing all 27 on board. In the September 22, 1993, the aircraft—a Tupolev Tu-154B, which is similar to 

a Boeing 727—was reported to have been shot down by a shoulder-fi red missile while taking off from 

the same airport. In that incident, it was reported that 106 of the 132 on board were killed.

Although only a relatively small number of large transport aircraft are believed to have come 

under attack from MANPADS over the past 30 years, policymakers and aviation security experts 

still consider the risk of a future MANPADS attack against a large commercial aircraft to be quite 

signifi cant, not only because the terrorist threat of such an attack exists and is perceived to be grow-

ing and airliners remain quite vulnerable because of their inherent operational and design charac-

teristics, but also because of the potentially high severity of consequence assigned to scenarios 

involving missile attacks against commercial airliners as illustrated by the accounts of the two 

reported attacks in Soviet Georgia. While these two incidents occurred in the context of a brutal 

civil confl ict, if a similar scenario were to occur in the context of the current threat of global terror-

ism, it could have the same devastating consequences in terms of loss of life and destruction of 

aircraft, but additionally such an event could have signifi cant implications to both the United States 

and worldwide airline industry and the broader global economy.

ASSESSING THE POTENTIAL CONSEQUENCES OF A STANDOFF ATTACK

It has been estimated that the direct economic cost of a catastrophic loss of an airplane from a 

MANPADS strike or an attack using some other standoff weapon would range somewhere from 

about $500 million to $1 billion per aircraft, depending on the size of aircraft and the number of 

passengers lost in such an attack. Beyond these direct costs associated with the actual destruction of 

property and loss of life, an attack could have a considerable impact on the airline industry and the 

broader economy. However, the scope and duration of such an impact is diffi cult to gauge, and it is 

extremely diffi cult to provide a monetary estimate of the economic impact from such an attack.

Possible responses to an aircraft shooting could be to cancel certain fl ights, shut down certain 

airports, or shut down the NAS entirely. For example, if a shootdown of an airplane occurred at an 

overseas destination, policymakers in the United States may decide to cancel fl ights to and from that 

destination until security could be adequately improved or the threat conditions diminished. The 

FAA has taken such action in the case of Somalia where it has imposed restrictions against fl ights 

below 20,000 feet in Somali airspace because of the threat posed by standoff weapons attacks 
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 following multiple incidents in Mogadishu, Somalia.35 However, if an aircraft shooting incident—

whether successful or not—were to occur within the United States, policymakers may face a diffi cult 

decision whether to close the airport where the incident occurred, close certain airports (such as the 

largest U.S. airports), or shut down the NAS in its entirety, as was done in response to the terrorist 

attacks on September 11, 2001. While there are numerous possible scenarios for how the United 

States may respond to an attack, with regard to shutting down the entire airspace system, an analysis 

by the RAND Corporation in 2005 concluded that the cost to the airline industry of doing so would 

be about $460 million to $490 million per day, based on a combination of lost profi ts and unavoid-

able expenditures incurred by the airlines during the shutdown period.36

In addition to any losses realized by the airlines as the result of a temporary shutdown, it can be 

anticipated that the airlines would experience a subsequent period of reduced passenger loads and 

could also face signifi cantly higher insurance premiums. Based on passenger load reductions 

 following the 9/11 attacks, the RAND Corporation estimated that a week-long shutdown would 

lead to a 10–15% reduction in passenger loads for the subsequent two weeks. In the aftermath of 

the 9/11 attacks, passenger loads were still 8% lower one year later. Based on these observations, 

the RAND Corporation estimated that taking steps to avoid an attack that would seriously affect 

airline passengers’ confi dence for six months would have a value of $12 billion, while that value 

would increase to $50 billion if the impact on passengers’ confi dence were expected to last for a 

year and a half.37 A study carried out by the University of Southern California’s Center for Risk 

and Economic Analysis of Terrorist Events (CREATE) was predicated on projected economic 

losses from a MANPADS attack against civilian airliners in the United States of either $50 billion 

or $100 billion, but the researchers went on to conclude that economic losses stemming from a 

coordinated, multiple attack scenario could be as great as $250 billion.38 Other studies have placed 

the total economic impact from an attack to be somewhere between $40 billion and $400 billion. 

While these fi gures are highly speculative, few experts would disagree that the likely impact on the 

airline industry and the broader economy from a successful standoff weapons attack against a 

commercial airliner in the United States would run into tens of billions of dollars. The psychologi-

cal impact of a standoff attack against an airliner, even an unsuccessful one, could have lasting 

consequences on individuals’ decisions to fl y in the future.39 This could potentially cause a long-

lasting and signifi cant economic hardship on the airline industry that could spread more broadly to 

other industries including, in particular, the travel and tourism industry and the aerospace industry. 

Effects on the broader economy are widely acknowledged and could be substantial but are even 

more speculative.

Strategies for responding in the event of an attack, reconstituting civil aviation infrastructure and 

operations in the United States following a possible attack, and restoring public confi dence in avia-

tion security following a successful standoff attack, or even an unsuccessful attempt, however, have 

not been a particular focus of U.S. policy and strategy to date. Considering the potential severity of 

consequences stemming from such an event, this may be a particular issue for future policy debate 

and strategic planning. Issues such as whether and to what extent the NAS would be shut down or 

transferred to military control following such an event and what specifi c actions would be taken to 

allow fl ight operations to resume, restoring air travel and air commerce following an attack, have 

not been fully addressed in open policy debate. The adequacy of existing strategies and plans is 

therefore largely unknown, but is critically important to the aviation industry.

Policies and strategies adopted by the U.S. government to date have principally focused instead 

on preventing a standoff attack against aviation assets through a variety of approaches including 

nonproliferation initiatives, counterterrorism strategies, and some limited efforts at improved avia-

tion security. Further, initiatives to mitigate the outcome or severity of consequences of an attack 

using various countermeasures are being pursued through research and development efforts 

aimed largely at adopting existing and emerging aircraft-based and ground-based military counter-

measures technologies for application in the civil aviation domain. These approaches are discussed 

in detail below.
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U.S. POLICY AND STRATEGIC APPROACHES

Most aviation security and counterterrorism experts believe that no single solution exists to effec-

tively mitigate the threat to airliners posed by the wide assortment of standoff weapons that are 

available to terrorist groups. Instead, most generally agree that a risk-based, layered approach 

involving an assortment of options for preventing terrorist acquisition of these weapons, disrupting 

terrorists activities during their planning and preparation for carrying out a standoff attack, reduc-

ing the risk of such an attack through enhanced airport and fl ight operational security measures, and 

exploring ways to mitigate the likelihood or severity of such an attack offers the best opportunity to 

mitigate the risk to the fl ying public posed by MANPADS and other standoff weapons to acceptable 

levels. Contrary to some popularly held misconceptions, the research, development, and testing of 

aircraft-based countermeasures to spoof IR-guided MANPADS is not the only course of action 

being pursued by the U.S. government, although it has been the most widely discussed and debated. 

While this initiative is a high-profi le and technically complex program, this is only one element of 

a broader, more comprehensive strategy for mitigating the terrorist threat posed by various standoff 

weapons capable of causing mass casualties and signifi cant economic damage if used in a terrorist 

attack against aviation.

Developing a multilayered approach to protecting passenger airliners and other aviation assets 

from potential terrorist shootings and stopping the proliferation of shoulder-fi red missiles and other 

standoff weapons to state sponsors of terrorism and nonstate groups throughout the world has been 

an ongoing initiative widely supported throughout the U.S. federal government, and refl ected in 

statutes enacted, policies adopted, and strategies pursued since the 9/11 terrorist attacks. As part of 

this policy approach, however, particular attention has been given to the threat posed by IR-guided 

shoulder-fi red missiles. The U.S. strategy for addressing the threat is consistent with a multilayered 

approach to mitigating risk, as shown in Figure 10.3. The various elements of this multilayered 

strategy approach are discussed in further detail below.

Nonproliferation,
stockpile reductions and
weapons controls

MANPADS
&
other
standoff
weapons

Counterterrorism
initiatives,
sting operations

Airport security
enhancements and
flight operational
procedures

Aircraft hardening

Aircraft-based and
ground-based
countermeasures

FIGURE 10.3 The various layers of defense that comprise the U.S. strategy for mitigating the risks of 

 standoff attacks against civil aircraft.
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NONPROLIFERATION AND WEAPONS REDUCTION INITIATIVES

Since the 9/11 hijackings and the failed attempt to down the Israeli charter jet in Mombasa, Kenya 

using shoulder-fi red missiles, the United States has pursued through diplomatic channels various 

agreements and arrangements with other nations to limit further proliferation of standoff weapons, 

particularly MANPADS. Additionally, both the U.S. Department of State and the DOD have 

spearheaded initiatives to both prevent further weapons proliferation and reduce existing stock-

piles of MANPADS and other standoff weapons that could wind up in the hands of terrorists. 

These efforts, however, are complicated by the fact that the legal transfer of such weapons is not 

governed by a formal international treaty. The Wassenaar Arrangement is the principal multi-

national agreement that addresses shoulder-fi red missiles sales. However, provisions in that 

arrangement governing sales of such weapons were only formally adopted by the 33 participating 

countries relatively recently, in December 2000, after these weapons had already been widely 

proliferated for many years with few restrictions or capabilities to track their whereabouts. Faced 

with the looming threat posed by these weapons in the current context of the global war on terror-

ism, the United States and other nations have endeavored to tighten controls on sales and transfers 

of these types of weapons. In December 2003, the Wassenaar Arrangement adopted strengthened 

guidelines over the control of MANPADS stockpiles and the sale and transfer of these weapons. 

Additionally, in 2003, the Bush Administration was able to obtain commitments from 21 Asian 

and Pacifi c Rim countries belonging to the Asia Pacifi c Economic Group (APEC) to “adopt strict 

domestic export controls on MANPADS; secure stockpiles; regulate MANPADS production, 

transfer, and brokering; ban transfers to nonstate end users; and exchange information to support 

these efforts.”40

Similarly, the Group of Eight (G-8) countries have given increased emphasis to multilateral 

efforts to reduce the proliferation of and risk from MANPADS in terrorist hands. At the 2003 G-8 

summit, member countries agreed to promote adoption of Wassenaar Arrangement’s strengthened 

MANPADS export guidelines by other countries that were not signatories to the Wassenaar 

Arrangement. The G-8 countries also agreed to implement the following initiatives to prevent ter-

rorist acquisition of MANPADS:

Providing assistance and technical expertise for the collection, secure stockpile manage-• 

ment, and destruction of surplus MANPADS

Adopting strict national export controls on MANPADS and MANPADS components• 

Ensuring strong national regulation of MANPADS production, transfer, and brokering• 

Banning transfers of MANPADS to nonstate users and limiting exports to foreign govern-• 

ments or authorized agents of those governments

Exchanging information on uncooperative countries and entities• 

Examining the feasibility of developing MANPADS performance or launch control fea-• 

tures that preclude their unauthorized use

Encouraging action in the ICAO Aviation Security (AVSEC) Working Group regarding the • 

MANPADS threat to civil aviation

The ICAO, a United Nations Specialized Agency, has also increased efforts to limit the prolif-

eration of MANPADS. ICAO has proposed that all 188 member countries adopt the MANPADS 

export guidelines set forth in the Wassenaar Arrangement and develop a standardized approach for 

controlling MANPADS.

In step with Bush Administration initiatives, Congress included a provision in the IRTPA 

of 2004 (P.L. 108-458) directing the President to urgently pursue international treaties to limit the 

availability, transfer, and proliferation of MANPADS worldwide. The Act further directs the 

President to continue to pursue international arrangements for the destruction of excess,  obsolete, 
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and illicit MANPADS stockpiles worldwide. The Act also requires the Secretary of State to provide 

the Congress with annual briefi ngs on the status of these efforts.

The U.S. State Department has engaged in a number of bilateral and multilateral initiatives to 

reduce the number of shoulder-fi red SAMs that could conceivably fall into the hands of terrorists.41 

Through its Small Arms/Light Weapons Destruction Program, the State Department is working 

with countries and regions where there is a combination of excess MANPADS and other high- 

caliber standoff weapons, poor weapons inventory control, and a risk of proliferation to terrorists 

and insurgent groups. The State Department has assisted several countries account for and destroy 

 surplus weapons and develop adequate security and accountability measures for those weapons that 

they retain in their inventories.

Considerable progress on these initiatives has been reported over the last few years. Notably, the 

United States and Russia, the largest producers of MANPADS, have agreed to facilitate destruction 

of obsolete MANPADS and engage in continued cooperative efforts to reduce further proliferation 

of these weapons.42 The United States has also worked with its NATO partners to reduce MANPADS 

stockpiles. On February 18, 2005, the NATO Partnership for Peace Trust Fund Project was estab-

lished to help the Ukraine destroy its stockpiles of excess munitions, including MANPADS. Other 

countries, such as Serbia, Bosnia-Herzegovina, Cambodia, Nicaragua, and Liberia have pledged to 

destroy excess MANPADS in their possession, and State Department tracking of these initiatives 

suggests that considerable progress is being made.

Since 2001, the United States has spent more than $10 million annually supporting weapons 

reduction initiatives in 25 countries in Asia, Africa, South America, the Middle East, and in several 

former Soviet block countries. The State Department has reported that, as of July 2007, a total 

of more than 21,000 MANPADS had been destroyed worldwide along with more than one million 

small arms/light weapons and 90 million pieces of assorted ammunition as a result of these U.S.-

supported initiatives.43 When countries have balked at implementing their pledges, economic and 

diplomatic pressures have been applied. For example, in 2005, the United States threatened to with-

hold military aid to Nicaragua unless it destroyed approximately 1000 SA-7 MANPADS.44 

Additionally, the U.S. military has initiated purchase or “buy back” programs, offering monetary 

incentives for MANPADS turned over to authorities in Iraq and Afghanistan, thereby reducing 

their availability to insurgents and terrorist groups.

Despite the success of these programs, the U.S. GAO, in an audit conducted in 2004, found that 

the State Department needed to implement a more formalized strategy for working within the con-

text of multilateral forums to monitor the efforts of other countries in fulfi lling their commitments 

to reduce MANPADS proliferation.45 The GAO study also found that the DOD lacked adequate 

processes to track the proliferation of Stinger missiles sold overseas, and recommended that a DOD-

wide database be established and standardized procedures be implemented for tracking and inspect-

ing the worldwide Stinger inventory. Efforts are underway to implement these recommendations, 

and Congress has looked favorably on and has provided increased funding to expand ongoing State 

Department programs to control proliferation of MANPADS and small arms and reduce stockpiles 

of these weapons worldwide.

In addition to nonproliferation initiatives and efforts to reduce existing weapons stockpiles, 

design features for standoff weapon systems could implement various safeguards to prevent unau-

thorized use. Permissive action links (PALs)—microchip-based cryptographic “trigger locks”—are 

one example of a technology that could be incorporated in future shoulder-fi red missile designs and 

may be considered as retrofi t options for some existing systems. Some in Congress have shown 

interest in exploring the use of PALs for Stinger MANPADS. However, a lack of implementation 

suggests that there may be some resistance on the part of the Army, which may be concerned that 

installing PALs could complicate legitimate weapons use and drive up systems costs. In any case, 

technologies to prevent unauthorized weapons use are not likely to have near-term impacts on reduc-

ing the standoff weapons threat to civil aviation, given that existing weapons without such  safeguards 

are still widely proliferated.
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COUNTERTERRORISM STRATEGIES AND TACTICS

Besides limiting the spread or proliferation of standoff weapons systems, reducing stockpiles of these 

weapons, and making them harder for insurgents and terrorists to obtain and use, counterterrorism 

operations can serve a critical role in uncovering terrorist plots to carry out standoff weapons attacks 

and preemptively preventing terrorists from either acquiring or using these kinds of weapons in such 

an attack. Counterterrorism approaches may include infi ltrating the black market, organized crime 

syndicates, or terrorist groups, or setting up “sting” operations to target and disrupt illegal sales and 

transfers of such weapons.

In the current context of combatting global terrorism, there have been a number of criminal 

investigations and sting operations that have unveiled black market and organized crime networks 

willing to arrange for the illegal import and sale of MANPADS and other standoff weapons that 

could potentially be used to attack civilian aircraft within the United States. Of particular note, an 

FBI-led sting investigation that began in 2001 and culminated in August 2003—which was carried 

out in cooperation with the Russian Federal Security Service (FSB)—nabbed three individuals who 

aided in arranging for the illegal sale and import to the United States of shoulder-fi red missiles from 

Russia. The arms dealer at the center of the investigation, Hemant Lakhani, was convicted of arrang-

ing an initial deal to pay Russian agents $70,000 for one SA-18 for delivery to a cooperating witness 

in the United States. He was led to believe that this was a sample shipment, and a much larger order 

for 50 missiles would be placed in the future if he was able to successfully broker the deal and 

deliver the sample weapon as promised. He arranged to have the sample weapon—which was actu-

ally an inert unit supplied by Russian agents—shipped to the United States under a manifest listing 

it as medical equipment. Lakhani, who expressed praise for bin Laden and the 9/11 attacks, was told 

that the weapon was being acquired to be used in an attack against a commercial airliner.46

Another sting operation, during the summer of 2004, nabbed two leaders of an Albany, NY 

mosque, one of whom was suspected of having ties to terrorist camps in Iraq, for attempting to 

launder money for a cooperating individual posing as a Pakistani arms dealer.47 The two were told 

that the money was obtained from the sale of a RPG that was to be used to attack a Pakistani ambas-

sador at the Pakistani consulate near the United Nations building in New York City. In another 

counterterrorism operation in 2004, a group of individuals in the United States connected with the 

Tamil Tigers (Liberation Tigers of Tamil Eclam or LTTE), a designated terrorist organization based 

in northern Sri Lanka, were arrested on allegations that they sought to acquire SA-18 shoulder-fi red 

missiles, truck-mounted missile launchers, automatic rifl es, and other assorted weapons to support 

the Tamil Tigers in their escalating confl ict with the Sri Lankan military.48 Also, in 2005, as part of 

a larger investigation of illegal smuggling, drug traffi cking, and counterfeiting called “Operation 

Smoking Dragon,” indictments were brought against two individuals for arranging to illegally 

import several Chinese-made QW-2 shoulder-fi red missiles from Asia. According to the DOJ, the 

individuals planned to bribe customs offi cials in other countries to make the deal seem as if it was 

a legal arms transfer from one country to another, but the weapons would instead be shipped to the 

United States in sea-land containers under a manifest listing them as civilian equipment, such as 

machine components.49 The link between weapons smuggling and other racketeering and organized 

crime activity unveiled in this case strongly suggests that elements of organized crime operating 

domestically with established international ties could facilitate terrorist access to weapons within 

the United States that could be used in a standoff attack against civilian aircraft. This risk highlights 

a continued need for counterterrorism initiatives to detect and deter attempts by terrorist groups to 

acquire standoff weapons. In recognition of these concerns, counterterrorism initiatives are likely 

to remain a key element of U.S. policy and strategy for preventing a terrorist attack of this kind.

AIRPORT SECURITY MEASURES

While a variety of airport security measures can be implemented to mitigate the risks posed by 

standoff weapons acquired by terrorist groups that are not detected by counterterrorism efforts, 
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these initiatives are likely to be limited in their effectiveness, particularly against MANPADS 

whose effective range allow for attacks to be launched many miles away from an airport. A variety 

of airport security enhancements are being implemented as part of the overall U.S. strategy for miti-

gating the standoff weapons threat to civil aviation. One of the most expedient measures to mitigate 

the risk of standoff weapons is to heighten security, surveillance, and patrols in the vicinity of 

 airports served by air carriers. The diffi culty with implementing these security measures is that the 

approach and departure corridors where aircraft operate within range of MANPADS extend for 

several miles beyond airport perimeters. Therefore, while heightening security in the immediate 

vicinity of an airport may reduce the threat from some short-range standoff weapons, these mea-

sures cannot effectively mitigate the threat from MANPADS during the entire portion of fl ight 

while airliners are vulnerable to attack.

Nonetheless, using threat and vulnerability assessments, airport and airspace managers can work 

with security forces to determine those locations beyond the airport perimeter that have high threat 

potential and where aircraft are most vulnerable to attack. Using this information, security forces 

can concentrate patrols and surveillance in these high-risk areas. Airport security managers will 

likely need to work closely with local law enforcement to coordinate efforts for patrolling these 

high-risk areas. The IRTPA of 2004 (P.L. 108-458) formally required the DHS to assess the vulner-

ability of aircraft to MANPADS attacks and develop plans for securing airports and aircraft from 

this threat. The DHS has completed vulnerability assessments of major U.S. airports and has worked 

with foreign countries to assess vulnerabilities of major international airports serviced by U.S. air-

lines. Based on these assessments, security forces and local law enforcement can step up patrols and 

increase surveillance in those areas around airports and under fl ight corridors considered to be 

highly vulnerable sites from which a standoff attack could be launched. In addition to security and 

policing efforts around airports, public education and “neighborhood watch”-type programs in 

areas around airports and other locations regarded as high-risk areas for aircraft shootings may be 

effective tools for mitigating the threat. The Air Force has instituted a program of this type, called 

the “Eagle Eye Program” that might serve as a model for broader application, perhaps to train air-

port workers or civilians living near airports to recognize potential terrorist activity and how to 

effectively report their observations to authorities.50

In addition to these ground-based security and surveillance initiatives put in place around air-

ports, aerial patrols using sensor and imaging technology, such as forward-looking infrared (FLIR), 

may also be an effective tool for detecting terrorists lurking underneath fl ight paths. However, use 

of aerial patrols may signifi cantly impact normal fl ight schedules and operations, particularly at the 

nation’s larger airports. While the DHS is exploring the use of unmanned aircraft as missile coun-

termeasure platforms to provide protection in terminal airspace around major airports, an initiative 

discussed in further detail below, unmanned aircraft may also be well suited as sensor platforms for 

surveilling wide areas around airports and along low-altitude fl ight corridors to detect potential 

threats. Nonetheless, the size of area to be surveilled and the limited availability of human resources 

to respond to and investigate potential threats detected will likely be signifi cant limiting factors in 

effectively mitigating the threat of standoff weapons, particularly MANPADS, in the airport and 

terminal airspace environment. For this reason, a variety of aircraft-based and ground-based coun-

termeasures are being explored as options to specifi cally address the threats posed by IR-guided 

MANPADS. Additionally, modifi cations to fl ight operational procedures to reduce the vulnerability 

of airliners to standoff attacks may provide additional options for reducing the risks to civil aviation 

posed by these weapons.

FLIGHT OPERATIONAL PROCEDURES

Another option to reduce the vulnerability to standoff weapons attacks may be to alter air traffi c and 

fl ight operational procedures to minimize the amount of time airliners are vulnerable to shoulder-

fi red missile launches and to make fl ight patterns less predictable. Current arrival procedures rely 
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on gradual descents along well-defi ned and publicly known approach courses that place airplanes 

within range of shoulder-fi red missiles as far away as 50 miles from the airport.51 Similarly, depart-

ing aircraft with heavy fuel loads operating at high engine power, usually along predefi ned and 

published departure routes, may be particularly vulnerable and can be targeted up to 30 miles away 

or more from the airport before they climb above the effective range of MANPADS.52

Military aircraft often use spiral descents from high altitude directly above the airfi eld when 

operating in hostile areas to limit their exposure to hostile fi re. Using spiral descents may be a lim-

ited option for mitigating the terrorist threat from MANPADS around civilian airports. Using these 

maneuvers could limit approach and descent patterns to a smaller perimeter around the airfi eld 

where security patrols may be able to somewhat more effectively deter terrorist attacks. While spiral 

approaches may be implemented on a limited basis, for example in international high-risk areas, 

wide-scale use of spiral patterns at domestic airports would likely require extensive restructuring of 

airspace and air traffi c procedures. This technique may present safety concerns by greatly increas-

ing air traffi c controller workload and requiring pilots to make potentially diffi cult turning maneu-

vers at low altitude. The use of spiral patterns could also reduce passenger comfort and confi dence 

in fl ight safety. Also, this technique would not mitigate the risk to departing aircraft, which are 

generally considered to be the most vulnerable to missile attacks.

Another technique used by military aircraft, particularly fi ghter jets, to reduce vulnerability on 

departure is to make steep, rapid climb-outs above the effective range of surface-to-air missiles over 

a short distance. Like spiral descents, such a technique has limited application for civilian jet air-

liners. A typical climb gradient for these aircraft is between 400–500 feet per mile, which means 

that they remain in range of shoulder-fi red missiles for about 40–50 miles after departure. Even if 

an airplane were to double its climb rate, which would probably be close to the maximum practi-

cally achievable climb rate for most jet airliners, the distance traveled before safely climbing above 

the range of shoulder-fi red missiles would still be 20 miles or more. Climbing out at such a steep 

rate could pose a risk to the aircraft since it may not provide an adequate margin of safety if an 

engine were to fail during climb-out. Also, such steep climb angles would likely be perceived as 

objectionable by many passengers.

Another option that may be considered is to vary approach and departure patterns. Regularly 

varying approach and departure patterns in nonpredicable ways may make it more diffi cult for ter-

rorists to set up a shoulder-fi red missile under a known fl ight corridor and may increase the likeli-

hood that they would be detected by ground surveillance, local law enforcement, or civilians reporting 

suspicious activities while trying to locate a suitable launch site. One challenge to implementing this 

technique is that aviation radio frequencies are not protected, and terrorists might gather intelligence 

regarding changing fl ight patterns. Also, fl ight tracking data are available in near-real-time from 

Internet sources and may be exploited by terrorists to gain information about aircraft position and 

fl ight track. Nonetheless, this approach could be a deterrent by making overfl ights of particular loca-

tions less predictable. Limitations to this approach include disruption of normal air traffi c fl ow, which 

may result in delays, increased air traffi c controller workload, and possible interference with noise 

mitigation procedures. Varying air traffi c patterns may nonetheless be a viable mitigation technique, 

particularly at airports with low to moderate traffi c and for approach and departure patterns that 

overfl y sparsely populated areas. Also, maximizing the use of over-water approach and departure 

procedures, when available, coupled with measures to limit or restrict access to and increase patrols 

of waters under these fl ight paths has also been suggested as a mitigation alternative.53

Other suggested changes to air traffi c procedures include the increased use of nighttime fl ights 

and minimal use of aircraft lighting. However, this approach is likely to be opposed by the airlines 

and passengers since there is little demand for night fl ights in many domestic markets. Furthermore, 

minimizing the use of aircraft lighting raises safety concerns for aircraft collision avoidance. 

While the airspace system within the United States includes good radar coverage in the vicinity of 

airports and airliners are required to have collision avoidance systems, the last line of protection 

against midair collisions is the fl ight crew’s ability to see and avoid other aircraft. Therefore, 
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increased use of night fl ights and minimizing aircraft lighting is not thought to be a particularly 

viable mitigation option.

Additionally, fl ight restrictions and other operational limitations may be imposed to reduce the 

risk to U.S.-registered aircraft operating in hostile territories and other areas where a high risk or 

clear and present danger of aircraft shootings is known to exist. For example, on April 5, 2007, the 

FAA imposed restrictions against fl ight operations below 20,000 feet (fl ight level FL200) within the 

territory and airspace of Somalia.54 This action was taken in response to two suspected aircraft 

shooting incidents near Mogadishu, Somalia in March 2007. In the fi rst incident, on March 9, 2007, 

an Ilyushin IL-76 large four-engine transport jet supporting deployment of Ugandan peace-keeping 

forces was stuck, probably by an RPG, and heavily damaged but landed with no serious injuries or 

loss of life. Then, on March 23, 2007, another IL-76—one that had dropped off engineers and parts 

to repair the airplane damaged in the previous incident—crashed on takeoff, possibly the result of 

either an RPG or possibly a MANPADS strike. The FAA determined, based on these attacks, that 

it is neither safe nor in the national security interests of the United States for U.S.-registered aircraft 

and operators to overfl y Somalia at altitudes where they could be vulnerable to shootings from 

MANPADS and other standoff weapons.

While such restrictions could protect aircraft by eliminating or reducing exposure to areas 

where a clear and present danger of aircraft shootings exists, applying such measures on a broad 

scale could signifi cantly impact air commerce and the operations of certain U.S. companies, such 

as air cargo operators that support peace-keeping and reconstruction efforts in hostile areas. For 

such operators, in addition to applying some of the above-mentioned fl ight operational procedures 

and practices to reduce the vulnerability to attack, options to install aircraft-based  countermeasures 

to protect against IR-guided missiles in particular may be considered. The use of these  systems, 

now deployed on several military transport aircraft, is also being explored by U.S. policymakers 

in terms of their potential application for protecting passenger airliners operating on both interna-

tional and domestic routes. Some aircraft-based IR-countermeasure systems have received FAA 

approval for use on civilian aircraft and thus could be installed on U.S. fl ag aircraft, including 

aircraft operating in high-threat areas. While the FAA has certifi ed a limited number of such sys-

tems as being safe for civilian use, the effectiveness, reliability, acquisition costs and operational 

benefi ts of deploying such systems on civilian airliners is currently a matter of considerable inter-

est for the DHS and Congress.

AIRCRAFT-BASED PROTECTIONS AND COUNTERMEASURES

While military transport aircraft employ a variety of countermeasures to mitigate the threat posed 

by IR-guided missiles, including smaller shoulder-fi red missiles, the use of IR-countermeasures on 

commercial aircraft has been quite limited, and generally speaking, commercial passenger airliners 

are not equipped with such systems. A notable exception is in Israel, where a number of El Al air-

craft were initially equipped with deployable fl ares in 2004, but are now being fi tted with laser-

based IR countermeasure systems.55 In the United States, however, fl ares have generally been 

regarded as being too hazardous for airline operations, and initiatives have focused instead on 

exploring the feasibility of adapting military lamp-based and laser-based IR countermeasures for 

use on commercial airliners. Proposals to deploy various aircraft-based countermeasures on civil-

ian airliners, however, have raised considerable policy debate in the United States regarding the 

effectiveness of such an approach, the cost deploying and sustaining such systems, their potential 

impact on fl ight safety, possible environmental constraints on their use, and the fear that their 

deployment may promote perceptions that fl ying is not safe.

Besides fl ares, lamp-based IR countermeasure systems have been in use for about three decades 

and operate by broadcasting radiant energy in the IR spectrum to jam or confuse a MANPADS’ IR 

guidance system. Used extensively on military helicopters and transport aircraft over the past 

25 years, this technology has also had some limited use in countermeasure systems deployed on 
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civilian aircraft. For example, the FAA-certifi ed MATADOR™ IRCM system, developed by BAE 

Systems, has been installed on a wide variety of transport jet aircraft, including numerous VIP and 

head-of-state aircraft throughout the world. Gulfstream Aerospace Corporation offers the system as 

a tailcone-mounted option or retrofi t for some of its high-end business jets.56 Given recent attention 

to the MANPADS threat to civil aircraft, particularly those operating in hostile or less secure areas 

of the world, interest in such systems has increased considerably in recent years, despite the system’s 

cost and weight.57 A potential low-cost, light-weight alternative, called the Tactical Integrated 

Illumination Countermeasure (TIICM) is currently being developed and tested by Flight Safety 

Technologies, Inc. The TIICM system employs an array of Halogen-Sapphire heat lamps that replace 

an aircraft’s anticollision lights. Illumination of these lamps is sequenced to create an IR pattern 

mimicking a turning aircraft, causing a heat-seeking missile to veer off target. Both the DHS and 

the Air Force have expressed an interest in this technology, which may be able to provide always-on 

protection to a wide range of aircraft for a fraction of the cost of other countermeasure systems 

 currently in operational use and under development.

Presently, however, new technological advances in laser-based directed infrared countermeasure 

(DIRCM) systems, have been the central focus of U.S. policy and strategy for protecting large mili-

tary transport aircraft as well as exploring the feasibility, cost, and potential benefi ts of adapting 

such systems for use on civilian passenger aircraft. Unlike fl ares and lamp-based systems that are 

designed to create a broad fi eld of IR energy to confuse the missile seeker and can be used either 

preemptively or reactively in coordination with a missile approach warning system (MAWS) capa-

ble of detecting MANPADS launches, DIRCM systems are always used in response to a suspected 

launch signaled by their MAWS component. Consequently, MAWS performance in detecting and 

pinpointing the fl ight path of a suspected incoming missile is a critical factor in system perfor-

mance. Figure 10.4 illustrates how laser-based DIRCM systems equipped with MAWS capability 

can detect, declare, track, and jam or confuse the guidance system of an inbound MANPADS mis-

sile. With recent advances in MAWS detection and tracking capabilities combined with the capabil-

ity of the laser-based DIRCM to quickly acquire and direct laser energy at the missile seeker, this 

has proven to be quite a promising technology for both military and civilian aircraft application. In 

the civilian environment, however, false alarms in the MAWS component remain a considerable 

concern because, unlike in the military domain where aircraft are expected to come under fi re, any 

MAWS alarms or activations of a DIRCM system on a civilian aircraft will likely involve activation 

of various security measures to protect other aircraft while the alert is investigated. In extreme 
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FIGURE 10.4 The detection, tracking, and jamming of an IR-guided MANPADS using a system consisting 

of a MAWS integrated with an aircraft-based laser-based DIRCM system.
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 circumstances, this could involve ground stoppages and aircraft diversions which could result in 

considerable costs to the airlines, particularly if large numbers of false alarms were generated by 

these systems. In addition to these considerations, a variety of factors including cost, weight, reli-

ability, and system effectiveness remain key factors in determining whether DIRCM systems can or 

should be adapted for use on civilian jets, particularly passenger airliners.

Homeland Security Counter-MANPADS Systems Development and Testing
In 2003, during the 108th Congress, largely in response to the attempted shooting of the Israeli 

charter Boeing 757 in Mombasa, Kenya, Representative Steve Israel and Senator Barbara Boxer 

introduced broad-sweeping legislation that sought to require all airliners to be equipped with mis-

sile defense systems.58 While Congress did not act upon these legislative proposals, it did agree to 

language included in a conference report accompanying the Emergency Wartime Supplemental 

Appropriations Act of 2003 (P.L. 108-11; H. Rept. 108-76) directing the DHS Under Secretary for 

S&T to prepare a program plan for developing such missile protection systems for commercial air-

craft. This program, which became widely known as the DHS Counter-MANPADS or C-MANPADS 

program, was funded in subsequent appropriations legislation and involved a comprehensive research, 

development, and testing program run by the C-MANPADS Special Program Offi ce (SPO) within 

the DHS S&T Directorate. The program was specifi cally focused on adapting military-based aircraft 

IR countermeasure systems for use on large civilian transport jets. The DHS established the system 

development program in a manner that would apply existing technologies from the military environ-

ment to the commercial airline environment rather than developing new technologies thereby lever-

aging military investment and experience in C-MANPADS technology in order to identify a technical 

solution that could be deployed in the civil aviation environment in a much faster time frame, assum-

ing that such a system could be tailored to meet the operational needs and requirements of civilian 

fl ight operations.

Phase I of the DHS C-MANPADS program, which was completed in July 2004, consisted of 

an intensive 6-month effort to assess proposed solutions based on threat mitigation capabilities, 

system costs, airframe and avionics integration, and FAA certifi cation issues. Three contractor 

teams led by Northrop Grumman, BAE Systems, and United Airlines were awarded $2 million each 

to develop detailed systems descriptions and analysis of economic, manufacturing, maintenance, 

systems safety, and operational effectiveness issues for applying their systems in the commercial 

aircraft environment.

Following a DHS-led review of each contractor team’s Phase I work and their proposals for Phase 

II, on August 25, 2004, DHS awarded $45 million to BAE Systems and Northrop Grumman to 

carry out Phase II of development.59 Both BAE Systems and Northrop Grumman have also devel-

oped DIRCM systems for the U.S. military giving them particular expertise in developing this 

technology. Critics, however, have argued that by selecting two DIRCM systems for continued 

development under this program, the DHS was essentially offering the airlines the potential of “two 

fl avors of vanilla,”60 meaning that the focus of the technology development was too narrowly focused 

on this particular technology at the potential cost of failing to adequately consider other counter-

measures options for further development and testing. The United Airlines-led team, which was not 

selected for Phase II, had instead proposed a system that would have used expendable fl are decoys to 

divert incoming missiles.61 According to DHS offi cials, two primary reasons why the United Airlines-

led team was not selected were that there were safety issues on the fl ight line for the expendable 

pyrotechnic decoys and that there were issues with the system concerning false alarms.62

Phase II of the C-MANPADS program consisted of an 18-month prototype development and 

evaluation based on existing military technology adapted for civilian use. Both contractors developed 

prototype systems that rely on laser-based DIRCM systems to protect commercial aircraft from 

IR-guided MANPADS attacks. The BAE Systems team, which also included American Airlines and 

Honeywell, and the Northrop Grumman team, which included Federal Express and Northwest 

Airlines, developed prototypes that were tested on commercial aircraft. The Northrop Grumman 
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prototype system, called Guardian, and the BAE Systems prototype, dubbed JetEye, have both under-

gone extensive airborne testing on wide-body airliners to determine their effectiveness and have 

received FAA certifi cation, indicating that they are safe for operational fl ying. Although, it will ulti-

mately be up to the DHS, not the FAA, to make a determination regarding the system performance 

and potential security benefi t of deploying these systems on civilian passenger jets.

A third phase of the DHS C-MANPADS program for commercial aircraft was funded in FY2006 

appropriations with the intent of gaining further experience installing and testing the systems on a 

broader array of commercial aircraft types and improve the robustness of the systems under opera-

tional conditions encountered in the commercial aviation environment. This phase also included the 

delivery and installation of preproduction equipment on commercially operated aircraft by U.S. 

cargo carriers similar to those aircraft designated for use in the DOD’s Civil Reserve Air Fleet 

(CRAF). CRAF aircraft must stand ready for and engage in transporting U.S. military troops and 

supplies under contract agreements that the airlines enter into with the DOD and often fl y into hos-

tile areas like Iraq and Afghanistan.

To foster competition, Phase III funding was allocated to both Northrop Grumman and BAE 

Systems to install test systems on a variety of aircraft types and obtain certifi cation for use on 

additional aircraft types. The components of Phase III included live-fi re testing, improving 

system reliability to meet performance specifi cations for commercial airline applications, adding 

ground notifi cation alerting capabilities, and developing security features to safeguard sensitive 

military technology in units installed on aircraft that travel internationally or are exported to 

foreign countries.

Policy Considerations for Aircraft-Based Countermeasures Deployment
Besides identifying which countermeasure systems may be best suited for use in airline operations, 

a key policy question is whether these aircraft-based countermeasures, if determined to be effective 

and cost benefi cial, should be widely deployed among passenger aircraft, or should be deployed in 

more limited quantities to only those aircraft believed to be at greatest risk. For example, several 

proposals have sought to equip a limited number of commercial airliners that are part of the mili-

tary’s CRAF used for transporting troops and supplies to hostile areas like Iraq. Other proposals 

have been offered to equip only those aircraft fl ying overseas, or more specifi cally those fl ying to 

high-risk destinations; however, the airlines have voiced concerns that targeted deployment of 

countermeasure systems in this fashion could limit their ability to interchange aircraft equipment 

for scheduling or maintenance needs if functioning C-MANPADS systems were to be required for 

dispatching aircraft to certain destinations.

According to FAA projections of the U.S. commercial aviation turbojet fl eet, more than 6000 

U.S.-registered passenger jet aircraft will be in service in 2010, including more than 3500 large 

narrow-body airplanes, more than 600 large wide bodies, and almost 2000 regional jets. Additionally, 

there will be about 1000 large all-cargo jets deployed in U.S. air carrier operations. Estimates on 

equipping some or all of the air carrier jet fl eet with IR countermeasures vary because of assump-

tions regarding the type and design of system selected and the overall number to be procured. 

A comprehensive and widely cited analysis by the RAND Corporation found that, in addition to 

initial purchase and installation costs of about $11 billion, it would cost about $2.1 billion annually 

in terms of both direct and indirect or incidental costs to maintain and sustain aircraft-based IR 

countermeasures on a fl eet of 6800 passenger jets over a projected 10-year system lifespan.63 This 

translates to a per aircraft acquisition cost of slightly more than $1.6 million, and an annual cost per 

aircraft cost of about $310,000 for operations and sustainment (O&S), which amounts to about 

$440 per fl ight, assuming each aircraft makes about 700 fl ights annually, a typical ballpark number 

for the airline industry. While various estimates of the cost of acquiring and installing IR counter-

measures on commercial aircraft range between $1 million and $3 million per aircraft, the DHS has 

set a target price of $1 million per aircraft for acquisition and installation of IR countermeasures 

based on purchases of such systems in 1000 unit blocks.64
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While both acquisition and operational costs that are considerably lower than the original 

RAND Corporation estimates are now believed to be achievable, the O&S costs for deploying 

aircraft-based countermeasures on civilian airliners are nonetheless estimated to be quite 

 substantial. While the DHS originally sought to keep O&S costs below $300 per fl ight, it has set 

a new target of $350 per fl ight. These relatively high annual O&S costs— estimated to be in the 

range of $250,000 to $300,000 per aircraft—has raised considerable concern among both com-

mercial airplane manufacturers and airlines over the use of aircraft-based C-MANPADS  systems, 

leading some to question whether alternative technologies or approaches should be explored in 

more detail.

The DHS has also set a lofty target for aircraft-based IR countermeasure system reliability that 

seeks to achieve a mean time before failure (MTBF) of 3000 hours or more, commensurate with 

heavy maintenance schedules typical in the airline industry. Military IR countermeasure systems 

upon which the civilian systems being tested are based on demonstrated MTBF values of the order 

of 300–400 hours, values not considered acceptable for deployment in airline operations, raising 

concern that systems reliability may have diffi culty meeting expectations for deployment in a com-

mercial air carrier environment.65

Another issue for installing IR countermeasures on passenger jets is the logistics of equipping 

the fl eet and the potential indirect costs associated with taking airplanes out of service to  accomplish 

these installations. Besides maintenance considerations, equipping with IR countermeasures could 

also increase the airline’s operating costs by increasing aircraft weight and drag to some extent and 

thus increasing fuel consumption. With rising fuel prices and fuel costs making up greater portions 

of airline operating costs, this may become a more critical consideration with regard to potential 

impact on the airlines. Because cost, logistics, system performance, and derived security benefi t 

remain considerable concerns, there has been a hesitation among policymakers to move forward 

with deploying aircraft-based DIRCM countermeasures on civilian airliners, despite the potential 

promise of this technology. The DHS C-MANPADS program has, nonetheless, served an important 

role in maturing this technology and adapting it for civilian use so that it is certifi ed and ready for 

deployment as needed, pending specifi c policy decisions regarding their use. Thus far, however, it 

appears that these decisions would fi rst come from U.S. government offi cials, as fi nancially strapped 

U.S. air carriers have generally viewed the option of equipping aircraft with certifi ed C-MANPADS 

systems on their own accord as being far too complex and costly.

UNMANNED ESCORTS PROVIDING IR-COUNTERMEASURE PROTECTION

Faced with the large costs and complexities of equipping large numbers of passenger jets with 

DIRCM systems, another concept being explored is the use of DIRCM-equipped escorts and patrol 

aircraft, including possibly unmanned aircraft, that can roam the skies around airports, including 

approach and departure paths, and provide protection against IR-guided missiles for proximate 

aircraft. This has sometimes been referred to as the E-DIRCM or Escort-DIRCM concept. While 

the concept appears to be promising, at least in theory, several operational performance and logis-

tics issues need to be worked out before the concept can be considered viable. Some limited testing 

has been carried out to assess how close in proximity the escort must be to the aircraft it is protect-

ing in order to provide suffi cient protection. The results of such testing can be used to determine the 

number of escort aircraft that may be needed to provide protection where it is considered needed. 

Based on analysis and subsequent policy setting, DIRCM-equipped escorts may provide an alterna-

tive to equipping large numbers of commercial jets with DIRCM systems, by providing protection 

around the nation’s busiest airports and other high-vulnerability locations.

In the near-term, it is most likely that any DIRCM-equipped escorts would be manned aircraft, 

largely because too many safety considerations still need to be worked out before unmanned aircraft 

can be commingled with commercial jets in busy airspace, which is where the escort concept would 

have the most likely benefi t. Nonetheless, there appear to be some distinct advantages to using 
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unmanned aircraft systems as DIRCM-equipped escorts in the future, primarily because many 

high-endurance unmanned platforms are capable of remaining on duty for long periods of time at 

comparatively lower costs than manned aircraft. The DHS appears to be pursuing this option under 

a program concept called “Project Chloe,” designed to protect airspace around airports using the 

Global Hawk UAV platform.66

GROUND-BASED COUNTERMEASURES

In addition to aircraft-based C-MANPADS systems, ground-based countermeasures deployed at or 

near airports have also been suggested as a possible option for mitigating the threat posed by 

MANPADS. Ground-based missile countermeasures could potentially take many forms. For exam-

ple, dispensing fl ares in the vicinity of airports remains an option, one that Israel used during peri-

ods of heightened tension in the 1980s. However, fl ammability risk, potential annoyance to airport 

neighbors, and the creation of a public perception that fl ares are needed because of a heightened 

threat to civil aviation security make ground-based fl ares, like aircraft-based fl ares, an unlikely 

choice from a policy perspective. Ground-based missile interceptors offer another option for pro-

tecting airports and airport approach and departure paths. In the past, missile interceptors have 

involved the use of antimissile missiles to intercept and destroy missile threats. For example, the 

Raytheon HUMRAAM system—which consists of an AMRAAM missile launcher mounted on a 

military vehicle—may be capable of intercepting MANPADS missiles and offers the fl exibility of 

a mobile platform, which could allow for specifi c placement of these defenses based on specifi c 

intelligence regarding MANPADS threats or vulnerability assessments at airports. The prospect of 

potentially engaging and destroying a missile in congested terminal airspace near an airport and 

possibly over a densely populated area, however, does raise considerable concerns over risk.

More recently, technology advances in directed energy weapons have introduced the possibility 

that directed ground-based lasers capable of destroying launched missiles or electromagnetic pulse 

jammers that can confuse missile guidance systems could be deployed to intercept and jam missile 

guidance systems in the event of a MANPADS launch. For example, Northrop Grumman has pro-

posed a system for deployment at airports and military airbases called HORNET, for Hazardous 

Ordnance Engagement Toolkit. HORNET is based on Northrop Grumman’s Tactical High Energy 

Laser (THEL) system. The THEL system consists of a ground-based high-energy chemical laser 

that, unlike the DIRCM laser which just confuses the missile guidance system, is capable of destroy-

ing a launched missile. The THEL has successfully intercepted and destroyed rockets and artillery 

shells in tests.67 The THEL concept has also been confi gured in a mobile platform, the MTHEL for 

mobile-THEL, in which the system components, including the laser, the tracking system, and chem-

ical fuel for the laser are loaded and transported by a tractor-trailer truck. The HORNET concept 

proposed by Northrop Grumman would use the MTHEL mobile platform concept to position and 

reposition these defenses as needed based on runway confi guration and other operational consider-

ations. Because the HORNET and MTHEL engages and destroys the threat rather than simply 

confusing the guidance system, it has the potential of being effective against a broader array of 

standoff weapons, not just MANPADS. However, the effectiveness of these systems against various 

weapons is still being evaluated in live-fi re testing. As previously noted, the THEL was successfully 

demonstrated against rockets and artillery rounds suggesting that such systems can be effectively 

deployed against smaller munitions of the type that might be launched by terrorists seeking to 

quickly launch an attack and fl ee. However, because the high-energy laser, like antimissile missiles, 

destroys its target, it too raises some concerns regarding possible damage or destruction of civilian 

aircraft in a friendly fi re accident or potential damage and loss of life on the ground, even though 

these may be remote possibilities.

In addition to the ground-based high-energy laser concept, the defense industry is also exploring 

and promoting the potential deployment of microwave-based countermeasures. These systems con-

sist of ground-based antennas capable of emitting a microwave pulse intended to defeat a terrorist 
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missile by “jamming” or confusing its electronic systems. For example, Raytheon has developed a 

system called Vigilant Eagle which was designed as an airfi eld protection system for both military 

airbases and, potentially, civilian airports. The Vigilant Eagle system is designed specifi cally to 

defend against MANPADS by using a ground-based array of missile warning sensors to detect a 

MANPADS launch near an airfi eld coupled with a high-powered microwave (HPM) amplifi er 

transmitter (HAT)—a billboard-sized array of microwave antennas—that directionally beams a 

tailored waveform at the launched missile to confuse its guidance system. Like the MTHEL system, 

Raytheon envisions that the Vigilant Eagle system could also be deployed as a mobile platform 

allowing for positioning and reconfi guration of the protection envelope to address specifi c threat 

intelligence or vulnerability assessments for an airbase or airport. In addition to these efforts, the 

DOD has been sponsoring research to improve the development of ground-based electro-optical 

sensor grids to reduce costs and improve launch detection and warning capabilities around airbases, 

focusing particularly on improving launch detection in cluttered urban environments. Improved 

sensor capabilities may benefi t a wide variety of ground-based countermeasure systems including 

concepts like HORNET and Vigilant Eagle.

Ground-based systems offer policymakers with additional options for protecting aircraft from 

MANPADS threats, and potentially from threats posed by other standoff weapons. Raytheon esti-

mates, for example, that deploying Vigilant Eagle at the 30 busiest airports in the United States, 

which handle about 70% of all passenger airline traffi c, would cost between $1 and $2 billion, a 

price tag that may make such an approach less expensive than aircraft-based DIRCM systems.68 

A lingering concern with this approach, however, is that aircraft often remain vulnerable beyond the 

range that ground-based systems can protect them, and may be most vulnerable when operating 

overseas, particularly in countries and regions that do not have effective aviation security and coun-

terterrorism measures in place. To protect aircraft operating overseas, particularly in high-risk 

areas, aircraft-based DIRCM may be considered in conjunction with domestic deployment of 

ground-based countermeasures. Current proposals, for example, seek to equip limited numbers of 

CRAF aircraft with DIRCM systems. However, with regard to protecting aircraft and airspace in 

the homeland, a variety of ground-based options in addition to E-DIRCM approaches, using either 

manned or unmanned aerial platforms, offer possible alternatives that policymakers may consider 

for protecting airliners against shoulder-fi red missiles and other standoff weapons threats.
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11 Air Cargo Security

The air cargo system is a complex, multifaceted system responsible for moving a vast amount of 

freight, express packages, and mail carried aboard passenger and all-cargo aircraft. The air cargo 

system consists of a large, complex distribution network linking manufacturers and shippers to 

freight forwarders and then on to airport sorting and cargo handling facilities where shipments are 

loaded and unloaded from aircraft (Figure 11.1). Business and consumer demand for the fast and 

effi cient shipment of goods has fueled rapid growth in the air cargo industry over the past 25 years.

In FY2006, about 10.5 million tons of freight cargo were shipped by air within the United States, 

and another 8.5 million tons were shipped on international fl ights to and from the United States on 

both passenger and all-cargo aircraft. In addition to this, over half a million tons of mail were carried 

on aircraft, roughly 460,000 tons on domestic fl ights and 140,000 tons on international fl ights to and 

from the United States. The weight of freight and mail carried aboard domestic and international 

fl ights between 2003 and 2006 is shown in Figure 11.2.

Since 1980, the growth in freight mileage for air cargo, measured in terms of ton-miles trans-

ported on an annual basis, has far outpaced growth in any other transportation mode.1 It is forecast 

that domestic air cargo shipments, expressed in terms of revenue ton miles (RTMs), will continue 

their historic growth trends and increase another 58% by FY2020 compared to FY2006 levels. 

Internationally, cargo shipments have seen steady growth over the past few years and are anticipated 

to increase 135% by FY2020 compared to FY2006 levels. The volume of air cargo shipments since 

FY1999 and the forecast volume of air cargo through 2020 are shown in Figure 11.3.

Air cargo shipments also make up a signifi cant percent of the total value of cargo shipments. In 

2002, while air freight movements accounted for only about 0.3% of total domestic freight ship-

ments by weight, these shipments accounted for 4.3% of the total value of freight shipped within the 

United States.2 In terms of global trade, air cargo accounted for 25.3% of the value of goods shipped 

to and from the United States, surpassed only by maritime shipping, which accounted for 43.5% of 

the import/export value of cargo in 2005.3 However, by weight, nearly 78% of imports and exports 

travel by water, compared to just 0.4% by air. These statistics highlight the fact that international air 

cargo plays a major role in the transport of high-value, time-sensitive, light-weight imports and 

exports. Such items include consumer electronics, electronic components for industry and manufac-

turing, fl owers, and other high-value perishable foods and goods, to name a few examples. The 

speed of delivery afforded by air cargo support just-in-time demand for such goods in the global 

marketplace, allowing far-away manufacturing and distribution sites to rapidly deliver items to busi-

nesses and end-customers worldwide. These unique characteristic of the air cargo industry are 

important considerations for policymakers in addressing air cargo security requirements in a manner 

that will not unduly impede the fl ow of commerce that travels by air, particularly as the size and 

complexity of the air cargo system continues to grow and become more diverse.

SECURITY RISKS POSED BY AIR CARGO

Since September 11, 2001, a variety of air cargo security measures have been put in place or are 

under consideration. The primary purpose of these security measures is to mitigate (1) the potential 

risks associated with the contents of cargo placed on passenger as well as all-cargo aircraft and (2) 

the risks associated with individuals given a high level of access to aircraft to carry out cargo opera-

tions. While no specifi c attacks or terrorist plots exploiting air cargo have been publicly disclosed 
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since the 9/11 terrorist attacks, there is a general concern among some policymakers and aviation 

security experts that heightened security at airport terminals and a focus on passenger and baggage 

screening could lead terrorists to consider exploiting weaknesses in air cargo security as a possible 

means to attack aviation targets.

Air cargo has long been regarded as aviation’s soft underbelly, undoubtedly a refl ection of the 

relatively open environment that had existed until recently, in which crimes such as smuggling and 

theft are believed to have been widespread. Potential security risks associated with air cargo ship-

ments and operations include the possible introduction of explosives and incendiary devices in cargo 

placed aboard aircraft; shipment of undeclared or undetected hazardous materials aboard aircraft; 

cargo crime including theft and smuggling; and aircraft hijackings and sabotage by individuals with 

access to aircraft. The security risks associated with air cargo are believed to be considerably 

 different for passenger airline operations, where the greatest perceived threat is the introduction of 

FIGURE 11.1 The air cargo system, showing the use of “known shipper” verifi cation processes for allowing 

cargo to travel on passenger airliners.
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FIGURE 11.2 Total weight of freight and mail shipments carried annually on domestic and international 

routes (2003–2006). Data obtained from Bureau of Transportation Statistics, Air Carrier Data.
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an explosive device through an air cargo shipment, and all-cargo operations, where the greatest 

 perceived threat is considered to be the potential hijacking of a large all-cargo aircraft to carry out 

a suicide attack against a ground target. Additionally, the air cargo system may be exploited by 

 terrorists as a means of conveyance for terrorist weapons, including weapons of mass destruction 

such as chemical agents, biological agents, radioactive material, or nuclear devices.

EXPLOSIVES AND INCENDIARY DEVICES

Undetected explosive or incendiary devices placed in air cargo are potential threats to aircraft, 

 particularly passenger aircraft that carry cargo consignments. Experts have warned that air cargo 

may be a potential target for terrorists because screening and inspection of air cargo has historically 

not been as extensive as required screening of passengers and checked baggage. For this reason, 

Congress has pushed the TSA to increase screening and inspections of air cargo, and recently man-

dated 100% screening of all cargo placed on passenger aircraft by August 2010 (see P.L. 110-53).

However, some aviation security and counterterrorism experts regard placing explosives in air 

cargo as a less appealing option to terrorists because typically a specifi c fl ight cannot be targeted 

without the assistance of an individual with access to aircraft. Furthermore, experts generally 

believe that all-cargo aircraft are less appealing targets to terrorists because a bombing attack 

against an all-cargo aircraft is not likely to result in mass casualties and generate the degree of public 

and media attention that a bombing of a commercial passenger aircraft would have.

Aircraft bombings remain a considerable concern, although recent aircraft bombings and 

 bombing plots have not specifi cally involved the introduction of a bomb placed in air cargo. Rather, 

at present, the specifi c aviation security focus has been in response to attempts to carry onboard or 

assemble IEDs in the passenger cabin. Particularly, the December 22, 2001, attempted shoe bomb-

ing aboard an American Airlines Boeing 767 on a trans-Atlantic Paris to Miami fl ight, the August 

2004 bombings of two passenger airliners in Russia, and the foiled plot to bomb U.S.-bound airliners 

FIGURE 11.3 Historic volume (1999–2007) and projected growth (2008–2020) of air cargo RTMs fl own 

by passenger airlines and all-cargo aircraft on domestic and international routes. Note: An RTM is one ton of 

cargo carried one air mile. Data obtained from Federal Aviation Administration, FAA Aerospace Forecasts 
Fiscal Years 2005–2016, 2006–2017, and 2007–2020.
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from the United Kingdom in August 2006 have heightened concerns over the threat of terrorist 

bombings to passenger aircraft.

Historically, bombings of U.S. airliners have been relatively rare and have mostly involved bombs 

placed in either the aircraft passenger cabin or checked passenger baggage. The most notable event 

involving detonation of an explosive device transported as cargo aboard an airliner in the United 

States was the November 15, 1979, explosion aboard an American Airlines Boeing 727 that was able 

to make a successful emergency landing at Dulles Airport in Virginia. This event, while tied to an 

individual terrorist but not a terrorist organization, did not intend to target the aircraft. Rather, 

investigation revealed that the device was contained in a parcel shipped by U.S. mail that the FBI 

linked to convicted “Unabomber,” Theodore Kaczynski.4

While there are no identifi able historical bombing incidents involving the use of the air cargo 

system to specifi cally target passenger airliners, heightened screening of passengers, baggage, and 

aircraft may make cargo a more attractive means for terrorists to place explosive devices aboard 

aircraft in the future. However, some terrorism experts believe that placing explosives or incendiary 

devices in cargo may not be particularly appealing to terrorists, because it would be diffi cult to 

target specifi c fl ights without the cooperation of individuals with access to aircraft such as cargo 

workers. Thus, increased efforts to perform background checks of workers with access to aircraft 

and increased physical security around air cargo operations have been a key emphasis of security 

initiatives to mitigate the potential threat of explosives and incendiary devices introduced by air 

cargo. In 2006, the TSA fi nalized rules requiring fi ngerprint-based CHRCs and terrorist screening 

of individuals working in cargo operations areas, and workers at freight forwarding companies that 

handle the routing of air cargo, as had been previously required of workers with unescorted access 

to ramps and other restricted areas in and around passenger terminals.

Additionally, the use of hardened cargo containers capable of withstanding internal bomb blasts 

has been evaluated. Deployment of these containers may provide an additional layer of security to 

mitigate the risks of explosives and incendiary devices by improving the chances that an aircraft 

can survive a bombing. The 9/11 Commission specifi cally recommended the deployment of at least 

one hardened cargo container in each passenger aircraft to mitigate the potentially catastrophic 

consequences of a bomb carried in air cargo or in checked baggage placed in aircraft cargo holds.5 

Under a provision in the IRTPA of 2004 (P.L. 108-458), a pilot program was established to evaluate 

this concept. A provision in the Implementing the 9/11 Commission Recommendations Act of 

2007 (P.L. 110-53) directed the TSA to provide an evaluation of the pilot program and, based on its 

fi ndings, implemented a program to pay for, provide, and maintain blast-resistant cargo containers 

for use by air carriers on a risk-managed basis.

HAZARDOUS MATERIALS

Despite increased FAA and DOT oversight and enforcement efforts, undeclared and undetected 

shipments of hazardous materials continue to pose a signifi cant safety problem for air carriers. 

Hazardous materials or dangerous goods include explosives, gases, fl ammable liquids and solids, 

oxidizers and organic peroxides, toxic materials and infectious substances, radioactive materials, 

corrosive materials, and other miscellaneous dangerous goods (e.g., asbestos). Most explosives and 

gases are prohibited aboard aircraft; however many properly handled hazardous materials are per-

mitted aboard passenger and all-cargo aircraft within specifi ed quantity limitations.6

Risks are introduced when hazardous materials are not declared leading to the potential transport 

of prohibited materials by air or improper handling of hazardous goods during loading and while in 

transit. The dangers of undetected and improperly handled hazardous materials in air cargo shipments 

were highlighted by the May 11, 1996 crash of a ValuJet DC-9 in the Florida Everglades. The NTSB 

determined that improperly carried oxygen generators ignited an intense fi re in one of the airplanes’ 

cargo holds leading to the crash and issued several safety recommendations for improving the han-

dling and tracking of hazardous materials to prevent improper carriage aboard passenger aircraft.7
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While safety concerns regarding hazardous cargo shipments aboard passenger aircraft are a par-

ticular concern, preventing unauthorized shipments of hazardous materials is a challenge for all-

cargo aircraft operators as well. About 75% of hazardous materials shipped by aircraft are carried 

aboard all-cargo aircraft, while the remaining 25% is shipped on passenger aircraft.8 Enhanced air 

cargo security measures may also improve air cargo safety by increasing the detection of undeclared 

hazardous materials through screening and inspections of cargo shipments and related paperwork.

CARGO CRIME

Cargo crimes include the theft of goods transported as cargo, and the shipment and smuggling of 

contraband, counterfeit, and pirated goods through the cargo distribution network. It has been esti-

mated that direct losses due to cargo theft across all transportation modes total between $15 billion 

and $30 billion annually in the United States.9 The large range in this estimate refl ects the fact that 

cargo theft and other cargo crimes have not historically been a specifi c designated crime category, 

and therefore reliable statistics on cargo theft are not available. A provision in the USA PATRIOT 

Improvement and Reauthorization Act (P.L. 109-177), however, required the Department of Justice 

to establish a separate category for cargo theft in the Uniform Crime Reporting System. The Act 

also refi nes relevant statutes and increases criminal penalties for cargo theft and stowaways.

The large estimated level of cargo theft and other cargo crimes is indicative of potential weaknesses 

in cargo security, including air cargo security. Specifi c weaknesses in air cargo security have been 

highlighted in several high-profi le investigations of cargo theft. For example, major cargo and baggage 

theft rings have been uncovered at JFK International Airport in New York, Logan International Airport 

in Boston, and at Miami International Airport in Florida.10 In addition to theft, smuggling has also been 

a problem for air cargo security. Smuggling of contraband, counterfeit, and pirated goods undermines 

legal markets and reduces government tax and tariff revenues. Smuggling operations are often linked 

to organized crime and may provide support for terrorist activities. A large portion of cargo crime is 

committed either by cargo workers or with the assistance of cargo workers. Therefore, increased secu-

rity measures such as conducting more stringent or more frequent background checks of cargo workers 

and enhancing physical security of cargo operations areas are likely to reduce cargo crimes and improve 

the capability to detect criminal activity in air cargo operations. A review of transportation security 

needs for combatting cargo crime identifi ed six key issues regarding cargo security:

A lack of effective cargo theft reporting systems• 

Weaknesses in current transportation crime laws and prosecution• 

A lack of understanding regarding the nature of cargo crime by governments and • 

industry

Inadequate support for cargo theft task forces• 

A need to improve local law enforcement expertise on cargo theft• 

The need for more effective cargo security technology including cargo tracking systems, • 

tamper-evident and tamper-resistant seals, high-speed screening devices, and the integra-

tion of security technology into supply chain management systems11

While some of these issues may be addressed through the Department of Justice’s approach to 

meeting the mandate for uniformly reporting cargo crimes, concerns over the adequacy of law 

enforcement approaches to combatting cargo crime and the implementation of cargo security tech-

nologies remain. Addressing these issues specifi c to cargo crime may also improve overall cargo 

security and could deter terrorist threats to cargo shipments. While these recommendations are 

directed toward cargo crime issues in all modes of transportation, they may be particularly appli-

cable to air cargo security where other security concerns such as explosive and incendiary device 

detection, hazardous materials detection, and deterring hijackings and sabotage may also be 

addressed through the implementation of tighter controls to deter cargo crime.
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AIRCRAFT HIJACKING AND SABOTAGE

Individuals with access to aircraft may pose a risk of potential hijackings and aircraft sabotage. 

While instances of hijackings by individuals with access to aircraft have been extremely rare, a 

particularly dramatic hijacking attempt by an individual with access to cargo aircraft and cargo 

operations facilities occurred on April 7, 1994.12 An off-duty Federal Express fl ight engineer 

attempted to hijack a FedEx DC-10 aircraft and crash it into the company’s Memphis, Tennessee 

headquarters. At the time there was no requirement or company procedure to screen or inspect 

personnel with access to cargo aircraft or their baggage. The fl ight crew thwarted the hijacker’s 

attempt to take over the airplane by force and made a successful emergency landing in Memphis 

despite serious injuries to all three fl ight crew members.

Under regulations issued in 2006, all-cargo operators must take steps to prevent unauthorized 

individuals from accessing aircraft and to ensure that crew members and individuals carried aboard 

large all-cargo aircraft are prevented or deterred from carrying weapons, explosives, or other 

destructive items on board aircraft.13 However, physical screening of all cargo workers in a manner 

similar to passenger screening procedures is not required and is generally considered as being too 

costly, complex, and infl exible to meet the dynamic characteristics of air cargo operations. Some 

experts, however, remain concerned that individuals with access to cargo operations areas could 

introduce weapons and stowaway on board all-cargo aircraft as a method of hijacking a large 

transport aircraft that could be used in a suicide attack against a ground target.

Acts of sabotage not involving explosives or incendiary devices, such as tampering with, 

 disabling, or destroying fl ight-critical systems and aircraft components, carried out by individuals 

with access to aircraft and cargo operations, are also a potential risk. Although this is not generally 

considered a signifi cant threat because of the level of knowledge needed to sabotage fl ight-critical 

systems, the degree of redundancy of these systems on modern transport category airplanes, and the 

existing capabilities to detect sabotage attempts through prefl ight inspections, and maintenance 

checks. While numerous cases of sabotage by disgruntled employees have been documented, these 

 incidents of aircraft tampering have typically been discovered during prefl ight inspections result-

ing in aircraft groundings and delays and costly repairs, but have not resulted in catastrophes. Such 

incidents have not been linked to terrorism.

AIRMAIL CONSIGNMENTS

The transport of U.S. mail aboard aircraft introduces unique security challenges to prevent illegal 

hazardous material shipments and the introduction of explosive and incendiary devices. Inspecting 

fi rst class, priority, and express mail prior to shipment by air is diffi cult because the United States 

Postal Service (USPS) regard these items as private materials protected by the Fourth Amendment 

against search.14 The USPS had implemented a screening process to prevent unauthorized ship-

ments of hazardous substances that relies on customer screening by postal clerks who are trained to 

question individuals shipping packages weighing more than one pound by air. Following the 9/11 

terrorist attacks, however, mail weighing more than one pound was prohibited from being carried 

aboard passenger aircraft. As seen in Figure 11.4, there has been a precipitous decline in mail ship-

ments by passenger airlines as a result of this restriction. While all-cargo air carriers have increased 

their mail carriage to some degree in response, most of the mail once carried aboard passenger 

aircraft is now being transported by other transportation modes.

Items weighing less than one pound are not subject to any inquiry and can be deposited in 

mailboxes thereby precluding any questioning or screening of the sender. While these mail items 

may be shipped on passenger aircraft, only a relatively small percentage of U.S. mail is shipped by 

air. About 5–7.5% of all domestic mail shipments, regardless of weight, are transported by either 

 passenger or all-cargo aircraft, and the amount of mail transported on aircraft has declined consid-

erably since the prohibitions following the 9/11 terrorist attacks were put in place. Passenger air 

carriers have been pushing to have these restrictions lifted because of a signifi cant loss of revenue 
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from U.S. mail shipments. Federal Express is currently the largest carrier of U.S. mail and its 

 all-cargo operations account for about half of the total volume of U.S. mail shipments by air.15

In 1997, the Gore Commission had recommended that the Postal Service obtain authorization 

from customers shipping mail weighing more than one pound allowing screening of shipments 

using EDSs, and if necessary, seek appropriate legislation to accomplish this.16 However, this 

 recommendation has never been implemented, and physical inspection of mail shipments is still 

generally prohibited.

Canine teams, which have been advocated by industry for increased use in screening and inspect-

ing air freight, have provided the only means approved by the TSA for screening mail weighing 

more than one pound that is put on passenger aircraft under a pilot program conducted at 11 

 airports.17 Despite indications that the pilot program has worked well, the TSA has not announced 

any plans to expand the use of canine teams for the specifi c purpose of screening airmail.

Assuring the safety and security of U.S. mail transported by aircraft, and preventing the intro-

duction of explosives or incendiaries in mail shipped by aircraft while maintaining privacy rights of 

postal patrons, remains an important issue in the larger debate over air cargo security, although 

experts do not expect any signifi cant changes to the restrictions on mail greater than one pound 

anytime soon. Following the events 9/11 attacks, and the Postal Service anthrax incidents, the 

Technology Subcommittee of the President’s Commission on the USPS recommended that the 

USPS, in coordination with the DHS, should explore technologies and procedures for utilizing 

unique sender identifi cation on all mail.18 While such procedures may provide a means of prescreen-

ing all mail shipped by air, including packages weighing less than one pound, they introduce con-

siderable concerns over the privacy of citizens using the U.S. mail system. Despite considerable 

policy discussion of implementing unique sender identifi cation, and possibly mail tracking tech-

nologies as well, in the aftermath of the 2001 anthrax attacks, implementing these capabilities for 

all types of mail presents considerable legal and logistic challenges that are yet to be resolved.

SCREENING VERSUS PHYSICAL INSPECTION OF CARGO SHIPMENTS

Given the sheer volume of cargo that must be expediently processed and loaded on aircraft, it has 

been generally argued that physical screening of all air cargo using explosives detection technolo-

gies, as is now required of checked passenger baggage, is likely to present signifi cant logistic and 

FIGURE 11.4 The decline in domestic airmail carried following post-9/11 restrictions. (Data obtained from 

Bureau of Transportation Statistics, Air Carrier Data.)
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operational challenges. Since the 9/11 attacks and the passage of ATSA, considerable progress has 

been made to increase the amount of cargo placed on passenger airliners that is subject to physical 

inspection, as opposed to screening techniques that rely solely on shipping documents or other 

records regarding what is known about a shipper, the documented contents of the package, supply 

chain security practices, or other indicators of risk. For this reason it is critical to distinguish between 

the term physical inspection and the broader term of screening. While screening may involve physical 

inspection, in the context of air cargo security measures, it has also been understood to more broadly 

refer to a variety of methods, such as known shipper programs and other risk-based targeting or 

profi ling systems to differentiate high-risk cargo from lower-risk cargo. For example, for several 

years following the 9/11 attacks, the use of known shipper programs, involving a process for deter-

mining whether a piece of cargo was shipped by a known source with a trusted business relationship 

with the freight forwarder or airline, has been regarded as a screening technique for determining 

whether a cargo shipment can be placed on a passenger airliner. By regulation, only cargo from 

known shippers can be placed on passenger airplanes.

Amid continued pressure from Congress to increase the amount of cargo that undergoes physical 

inspection, the DHS has invested in several research and development initiatives to adapt explosives 

screening technologies for use in the air cargo environment. The results of these efforts are best 

described as a slow evolution of increasing physical inspections of air cargo shipments placed on 

passenger aircraft since 2002, coupled with some promising opportunities to  further increase cargo 

inspections and screening through an array of various techniques and technologies. This is in con-

trast to baggage screening, which relies predominantly on a single technology, EDS, as was required 

under ATSA.

Since 2007, there has been an intense focus on developing and tailoring technologies and pro-

cedures for screening and inspecting air cargo to meet a mandate in the Implementing Recommen-

dations of the 9/11 Commission Act of 2007 (P.L. 110-53) that requires 100% screening of all 

cargo placed on passenger aircraft by August 2010, with an interim requirement of screening 50% 

of such cargo by February 2009. Unlike baggage screening operations that are, for the most part, 

conducted by TSA personnel, cargo inspections and screening operations are typically conducted 

by employees of the airlines, freight forwarders, and sometimes shippers, with the TSA being 

responsible for oversight of these functions. In 2004, the IRTPA of 2004 (P.L. 108-458) required 

the TSA to pursue screening technologies and enhance security procedures to improve the inspec-

tion, screening, and tracking of air cargo on passenger aircraft as recommended by the 9/11 

Commission. Since then, implementing increased oversight and inspections of air cargo operations 

coupled with more stringent regulations for air cargo carriers and freight forwarders has been a 

high priority for the TSA.

Congressional appropriators have provided increased funding for inspections, screening, and 

tracking of air cargo, and for research, development, and pilot testing of various explosives screening 

techniques and technologies to increase the amount of air cargo that undergoes physical inspection. 

While the TSA does not divulge the percentage of cargo that undergoes physical inspection, language 

in the FY2005 Homeland Security Appropriations Act (P.L. 108-334) called for at least tripling the 

amount of cargo placed on passenger aircraft that was inspected at that time. FY2006 appropriations 

language (P.L. 109-90) directed the TSA to take all possible measures—including the certifi cation, 

procurement, and deployment of screening systems—to inspect and screen air cargo on passenger 

aircraft and increase the percentage of cargo inspected beyond the level mandated in the FY2005 

appropriations measure. FY2007 appropriations language (P.L. 109-295) directed the TSA to work 

with industry stakeholders to develop standards and protocols to increase the use of explosives detec-

tion equipment for screening air cargo. The FY2008 Omnibus Appropriations Act (P.L. 110-161) 

directed the DHS to research, develop, and procure new technologies to screen and inspect air cargo 

loaded on passenger aircraft and utilize existing checked baggage explosives detection equipment and 

screeners to the greatest extent practicable to screen air cargo until dedicated air cargo screening 

 technologies can be developed and deployed. The Act requires the DHS to work with air carriers 
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and airports to ensure that the screening of cargo carried on passenger aircraft continually increases 

and requires the DHS to submit quarterly reports detailing the incremental progress being made 

toward achieving the mandated 100% screening of cargo placed on passenger aircraft.

The mandate for 100% screening contained in P.L. 110-53 requires inspection of all air cargo 

placed on passenger aircraft in a manner that provides a level of security equivalent to the screen-

ing of passenger checked baggage. The legislative language specifi cally defi nes screening in this 

context to mean a physical examination or the use of other nonintrusive methods to assess whether 

a particular cargo shipment poses a threat to transportation security. The Act identifi es specifi c 

methods of screening that would be acceptable in meeting this requirement, including the use of 

x-ray systems, EDS, ETD, TSA-certifi ed explosives detection canine teams, and physical searches 

conducted in conjunction with manifest verifi cations. Additional methods may be approved by the 

TSA. However, the provision specifi cally prohibits the use of cargo documents and known shipper 

verifi cation by themselves as being acceptable screening methods. In other words, the provision 

clarifi es that the screening of cargo is to involve some sort of inspection process that cannot be met 

solely by a record’s verifi cation of shipment contents or shipper status. The TSA is required to 

promulgate regulations to meet these requirements, and it must provide justifi cation for any exemp-

tions made to these air cargo screening requirements. Also, the GAO, the investigative arm of the 

U.S. Congress, would be required to assess the methods used by the TSA in granting, modifying, 

or eliminating any exemptions to these requirements. The measure was generally opposed by vari-

ous stakeholders in the air cargo industry who believe that its requirements are overly burdensome 

and costly.19

SECURITY IN THE ALL-CARGO ENVIRONMENT

While the primary policy focus of legislation to date has been on cargo carried aboard passenger 

aircraft, air cargo security also presents a challenge for all-cargo operators. Some concern remains 

that heightened security measures for passenger airline operations may make all-cargo aircraft a 

more attractive target to terrorists. However, unlike passenger operations where the threat from 

explosives introduced in air cargo represents the greatest perceived risk; the greatest perceived risk 

associated with all-cargo operations arises from the potential threat that an individual or individuals 

with access to aircraft may hijack a large transport category all-cargo aircraft to carry out a suicide 

attack against a ground target. Looking beyond aviation security, there is also a broader risk that 

terrorists may attempt to ship weapons, including possible weapons of mass destruction, into and 

within the United States using the global cargo distribution network. For example, various law 

enforcement and counterterrorism operations have shown how illegal sales and shipments of vari-

ous weapons, such as shoulder-fi red missiles, may be facilitated by falsifi ed shipping documents 

allowing such items to potentially wind up in international and domestic air cargo shipments. 

Homeland security policies and strategies may need to further consider the potential risks that 

all-cargo operations, as well as passenger airline cargo operations, may be exploited to facilitate 

the movement of terrorist weapons, including not only conventional weapons like shoulder-fi red 

missiles, but also possibly various weapons of mass destruction including chemical and biological 

agents, radioactive material, and nuclear weapons.

The largest all-cargo operators in the United States include FedEx, UPS, Atlas Air, Polar Air 

Cargo, Kallita Air, ABX Air, Evergreen International Airlines, Gemini Air Cargo, and World 

Airways.20 In addition, some airlines with passenger service, such as Northwest Airlines and United, 

also have fl eets of all-cargo aircraft. Figure 11.5 shows the distribution of air freight shipments 

among passenger and all-cargo aircraft. In recent years, only about 10% of domestic air freight has 

been carried aboard passenger aircraft within the United States. Ninety percent is carried aboard 

all-cargo aircraft. In international operations, passenger aircraft have played a bigger role, carrying 

roughly one-third of air freight shipments to and from the United States; however, most inter national 

air freight is carried by all-cargo aircraft.
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While passenger airlines continue to play an important role in carrying air freight, the percent-

age of air cargo carried on passenger aircraft has continued to drop since September 11, 2001. 

Industry analysts expect that there will likely be a further decline in the proportion of freight carried 

on passenger aircraft as a result of new federal requirements to achieve 100% screening of all cargo 

placed on passenger aircraft by August 2010. This may have a greater impact on international air 

cargo operations that have historically relied more heavily on the use of passenger aircraft. Experts 

note, however, that if effective security measures are not implemented and a bomb carried as air 

cargo were to take down an passenger airliner lawmakers and regulators may respond by imposing 

signifi cant restrictions on air cargo placed aboard passenger aircraft, possibly banning cargo on 

passenger aircraft altogether.21 Regardless of whether passenger air cargo is specifi cally targeted or 

not, the long-term outlook points to a continued shift toward increased reliance on all-cargo air-

craft, both domestically and in international operations.

As mentioned previously, heightened security measures on passenger aircraft since September 

11, 2001, could make all-cargo aircraft more attractive to terrorists seeking to hijack large airplanes. 

Currently, federal air marshals are not deployed on all-cargo aircraft, and cargo airplanes are not 

required to have hardened cockpit doors so long as alterative TSA-approved security measures are 

implemented to control access to aircraft and the fl ight deck while an airplane is on the ground.

ARMING ALL-CARGO PILOTS

For this reason, arming all-cargo pilots with fi rearms and training these pilots to use these fi rearms 

to defend the fl ight deck against attack has been viewed as the primary in-fl ight security measure 

for protecting large all-cargo aircraft against the potential threat of suicide hijackers. The 2003 

FAA Reauthorization Act, Vision 100 (P.L. 108-176), expanded the FFDO program to include pilots 

of all-cargo aircraft. This program trains and deputizes pilots to carry fi rearms to protect the fl ight 

deck against a possible terrorist hijacking attempt. While the TSA has indicated that more than 10% 

of airline pilots have been deputized as FFDOs, data on specifi c numbers and percentages of all-

cargo pilots participating in the program are regarded as security-sensitive information.

FIGURE 11.5 Distribution of freight cargo on passenger and all-cargo aircraft along domestic and inter-

national routes (2003–2006). (Data obtained from Bureau of Transportation Statistics, Air Carrier Data.)
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Proponents for including all-cargo pilots in the program point out that some all-cargo aircraft 

lack hardened cockpit doors, and cargo fl ights lack federal air marshals and passengers that may 

assist in thwarting a hijacking attempt.22 They also point out that physical security and access 

 control to cargo operations areas and all-cargo aircraft had not been held to the same standard as 

passenger airline operations prior to the implementation of tougher regulations for air cargo secu-

rity. Proponents for arming all-cargo pilots also point out that the lack of screening of individuals 

and property at air cargo facilities could offer the opportunity for terrorists plotting to hijack an 

aircraft to board an all-cargo aircraft as stowaways and seize the cockpit in fl ight. All-cargo aircraft 

include more than 1000 transport category jet airplanes, of which about half are wide-body jets 

similar to those used in the September 11, 2001 terrorist attacks.23 Proponents for arming all-cargo 

pilots contend that the provision in Vision 100 that includes cargo pilots in the FFDO program miti-

gates the risk of a hijacking aboard all-cargo aircraft.

Cargo airlines, on the other hand, had generally opposed allowing their pilots to join the FFDO 

program. Air carriers, in general, have been hesitant about the program because of liability con-

cerns even though specifi c liability protections were extended to the airlines and pilot participants 

when the FFDO program was established under the Homeland Security Act of 2002 (P.L. 107-296). 

Others opposed to arming pilots have raised concerns over the introduction of fi rearms on board an 

aircraft and in the sterile areas of airports. This appears to be somewhat less of a concern in the 

all-cargo environment where it would be less likely that a fi rearm could be lost or stolen.

CARGO INSPECTION METHODS AND TECHNOLOGIES

Screening and inspection of air cargo may be an effective means for detecting explosives, incendi-

ary devices, and hazardous materials in air cargo. ATSA (P.L. 107–71) requires the screening of all 

property, including mail and cargo, carried aboard passenger aircraft in the United States. ATSA 

also specifi ed that, as soon as practicable, a system must be implemented to screen, inspect, or 

otherwise ensure the security of all cargo transported in all-cargo aircraft. However, the GAO noted 

that the TSA lacked specifi c long-term goals and performance targets for cargo security.24 In 

response, the TSA has developed an air cargo security strategic plan and has proposed comprehen-

sive regulations designed to enhance air cargo security. The TSA’s strategy centers on risk-based 

assessments and targeted physical screening of cargo based on risk as well as increased random 

inspections of shipments.

While ATSA established such a requirement, it is important to note that this has not been inter-

preted to require physical screening or inspection of cargo shipments carried aboard passenger 

aircraft. Rather, in implementing the security procedures for cargo carried aboard passenger air-

planes, the TSA has relied extensively on the use of “known shipper” programs to prevent the 

shipment of cargo from unknown sources aboard passenger aircraft. Initially, air carriers and freight 

forwarders maintained their own lists of shippers that had established known and trustworthy busi-

ness relationships to screen shipments placed on passenger aircraft. However, under rules fi nalized 

in 2006, airlines and freight forwarders must now use an industry-wide database of known shippers 

to clear shipments before they can be placed on passenger aircraft. However, some Members of 

Congress have expressed continued concern over applying targeted risk-based screening to cargo 

shipments placed on passenger aircraft. Through appropriations legislation, Congress has continu-

ally pressed the TSA to increase the percentage of cargo carried on passenger aircraft that is 

inspected, and has directed the DHS to invest in the research, development, and deployment of 

explosives screening technologies tailored for air cargo. As previously noted, the Implementing the 

9/11 Commission Recommendations Act of 2007 (P.L. 110-53) establishes specifi c requirements 

and a timetable for implementing 100% physical screening or inspection of air cargo carried aboard 

passenger aircraft.

Current aviation security regulations require each passenger aircraft operator and indirect air 

carrier to develop a security program for acceptance and screening of cargo to prevent or deter the 
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carriage of unauthorized explosives or incendiaries. An indirect air carrier refers to an entity, such 

as a freight forwarder, that engages indirectly in the air transportation of property on passenger 

aircraft. The volume of air cargo handled and the distributed nature of the air cargo system presents 

signifi cant challenges for screening and inspecting air cargo. Presently, in the United States, about 

50 air carriers transport air cargo on passenger aircraft handling cargo from nearly two million 

shippers per day.25 About 80% of these shippers use freight forwarders who operate about 10,000 

facilities across the country.26 Since the air cargo industry has contended that 100% screening of all 

air cargo is not a practical solution with currently available technology, up until now security pro-

grams have relied primarily on prescreening of cargo to identify shipments for targeted physical 

screening and inspection. The TSA has adopted a risk-based strategy that relies heavily on the 

known shipper process. The TSA had planned to include other factors in its cargo risk assessment 

through the use of a freight assessment system that it has been developing, based in part on CBP’s 

targeting methods. However, given the new mandate for achieving 100% physical screening of 

passenger air cargo, the future plans for the risk-based freight assessment system seem somewhat 

uncertain. Nonetheless, risk-based approaches remain a cornerstone of the TSA approach to air 

cargo security, and more broadly aviation security in general.

The TSA is currently working toward implementing its Air Cargo Strategic Plan, which was 

released in November 2003.27 In keeping with the risk-based approach of implementing air cargo 

security measures typifi ed in the known shipper concept, the core elements of this plan consist of 

improving shipper and supply chain security through improved vetting of shippers and freight 

forwarders, enhancing cargo prescreening processes, developing and deploying appropriate screen-

ing technologies to conduct targeted air cargo inspections, and implementing appropriate facility 

security measures. In addition to the known shipper system, the TSA is also developing a more 

comprehensive targeting tool for air cargo, known as the “Freight Assessment System.” While few 

details of this system have been publicly disclosed, the TSA had indicated that it expected to fully 

deploy this system sometime in 2008, but as previously noted, the mandate for 100% screening of 

passenger air cargo has altered these plans.28

KNOWN SHIPPER APPROACH

The principal means for prescreening or profi ling cargo in the United States has been through the 

use of air carrier and freight forwarder “known shipper” programs. In May 2006, the TSA issued a 

fi nal rule establishing an industry-wide KSD or KSDB for vetting all shipments placed on passenger 

aircraft.29 Previously, some air carriers and indirect air carriers had voluntarily participated in a 

system using a central database of known shippers to vet cargo destined for passenger aircraft as 

required under ATSA. Other air carriers and freight forwarders relied on internal databases and 

security protocols approved by TSA for determining whether shipments bound for a passenger 

airplane come from known sources and that shippers have adequate security measures in place to 

protect the integrity of those shipments.

Known shipper programs were created to establish procedures for differentiating trusted ship-

pers, known to a freight forwarder or air carrier through prior business dealings, from unknown 

shippers who have conducted limited or no prior business with a freight forwarder or air carrier. 

Using this system, packages from unknown shippers can then be identifi ed for additional screening 

and inspection. Currently, shipments from unknown sources are prohibited from passenger aircraft. 

Additionally, air carriers and freight forwarders must refuse to transport any cargo from shippers, 

including known shippers, that refuse to give consent for searching and inspecting the cargo. ATSA 

provides for use of known shipper programs as an alternate means for ensuring the security of cargo 

carried aboard passenger aircraft in lieu of screening of property by federal government employees 

prior to aircraft boarding.

The development of known shipper programs was prompted by industry experts and Congress 

in the mid-1990s who recognized that increased controls over air cargo shipments were needed to 
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better ensure air cargo safety and security. Key concerns included the need for increased com-

pliance with guidelines for the shipment of hazardous materials and the need to deter terrorists 

from using cargo as a means to place explosives or incendiary devices on aircraft. In addition, 

congressional hearings on the 1996 ValuJet accident concluded that air cargo safety could only be 

achieved through a comprehensive inspection program encompassing all components of the air 

cargo network.30

In December 1996, the FAA’s ASAC Security Baseline Working Group issued a series of recom-

mendations that formed the basis for FAA’s effort to strengthen air cargo safety and security. 

Recommendations issued by the working group regarding air cargo security included tightening the 

defi nition of a “known shipper”; using profi les to review the shipments of known shippers and apply 

additional security measures; and exploring technologies to develop a profi le to be applied to cargo 

shipments. The Gore Commission urged the adoption of the recommendations made by the FAA’s 

Baseline Working Group regarding the profi ling of “known” and “unknown” shippers.31 As part of 

FAA’s efforts in air cargo safety and security, a “known shipper” program was subsequently estab-

lished, outlining procedures for freight forwarders and air carriers to review the security practices 

of known frequent customers and establish a cargo security plan for handling cargo from known and 

unknown shippers. With the passage of ATSA, oversight of cargo security measures was transferred 

from the FAA to the TSA. The TSA has continued to rely on known shipper programs as a principle 

means for prescreening air cargo.

A review of aviation security after the September 11, 2001 terrorist attacks by the DOT Offi ce of 

the Inspector General drew attention to the vulnerabilities of air cargo and questioned the overall 

effectiveness of the known shipper program.32 In congressional testimony following the terrorist 

attacks of September 11, 2001, DOT Inspector General, Kenneth Mead, referenced a 1998 report by 

the DOT Offi ce of the Inspector General documenting a high rate of noncompliance with hazardous 

materials regulations and cargo security requirements across the air cargo industry and a lack of 

industry oversight to ensure that security procedures were carried out by cargo workers.33 Several 

loopholes have been noted, including the relative ease of obtaining known shipper status, and the 

relative ease with which someone could pose as a known shipper by falsifying or counterfeiting 

shipping documents used to identify the source as a known shipper.34

Two central issues regarding the post-9/11 implementation of known shipper programs have been 

the adequacy of procedures for auditing and monitoring known shippers and consideration of the 

potential need for a consolidated database of known shippers, as has now been created. Critics of 

known shipper programs have argued that relatively little investigation of known shippers is required 

to demonstrate that these shippers are trustworthy and have adequate security measures in place to 

ensure the integrity of their shipments.35 Freight forwarders and air carriers have also questioned why 

extensive background checks and established relations with a particular customer are required to 

establish that the customer is a known shipper when that customer is already considered a known 

shipper to another air carrier or freight forwarder. Therefore, some had identifi ed a need for a stan-

dardized, centralized database of known shippers, as has now been created by the TSA. To address 

these concerns, the TSA initially instituted an industry-wide pilot program database of known ship-

pers. This initiative poised the TSA to address congressional interest in establishing an industry-wide 

KSDB that was included in language passed by the Senate during the 108th Congress (see S. 165, 

S. 2845 as passed by the Senate). The Administration’s subsequent initiatives regarding regulatory 

action to require an industry-wide KSDB led Congress to ultimately drop the Senate-passed provision 

in the Intelligence Reform Act of 2004 (P.L. 108-458) that would have established a statutory require-

ment for establishing a standardized industry-wide known shipper program and database. Congress 

instead settled on including language calling for the TSA to fi nalize its rulemaking on air cargo secu-

rity, including the proposed establishment of the industry-wide KSDB, by September 2005. Those 

rules were not fi nalized until May 2006, but has now been implemented, including the provision to 

establish an industry-wide KSDB. The CBO estimates that it will cost about $10 million per year to 

maintain the industry-wide database of known shippers.36
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The TSA initially implemented an industry-wide KSDB, which was replaced by a more compre-

hensive Known Shipper Management System (KSMS) in October 2007. All freight forwarders must 

now vet information provided by shippers they do business with through this system, which pro-

vides an Internet-based query tool for ascertaining known shipper status. Under this system, the 

TSA has taken on a more active role in assessing supply chain security and granting known shipper 

status, addressing criticisms regarding the confl icting roles of freight forwarders in assessing the 

security of their customers. In transitioning to this new system, the TSA also created a requirement 

that each pick-up location obtain independent known shipper status, rather than granting known 

shipper status for entire corporations or shipping entities based on the billing address for shipments. 

The requirements and goals of the program, however, remain unchanged and all shipments from 

unknown sources are prohibited from being placed on passenger aircraft. While the TSA has taken 

these additional steps to strengthen the known shipper program, the air cargo industry has raised 

concerns that the additional requirements for TSA certifi cation of all shipping sites creates addi-

tional burdens that can signifi cantly slow the shipping process, a signifi cant concern for an industry 

whose markets depend on the speed of delivery services.

PHYSICAL SCREENING AND INSPECTION

Another issue for air cargo security is the adequacy of cargo inspection procedures and oversight of 

cargo inspections at air carrier and freight forwarder facilities. The debate over explosives screening 

of cargo has been around for more than 10 years, but was signifi cantly intensifi ed following the 9/11 

attacks. In 1997, the Gore Commission recommended that unaccompanied express packages shipped 

on commercial passenger aircraft should be subject to examination by EDSs.37 Following the 9/11 

attacks, ATSA established a requirement for screening and inspection of all individuals, goods, 

property, vehicles, and other equipment entering a secured area of a passenger airport. This require-

ment mandated the same level of protection as passenger and baggage screening, but did not explic-

itly require the use of any specifi c screening technologies or techniques.

With regard to all-cargo aircraft, ATSA mandated that a system to screen, inspect, or otherwise 

ensure the security of all-cargo aircraft be established as soon as practicable, but set no specifi c 

deadlines or time frame for compliance. Current regulations specify that aircraft operators must use 

the procedures, facilities, and equipment described in their security program to prevent or deter the 

carriage of unauthorized explosives or incendiaries in cargo on board a passenger aircraft and 

inspect cargo shipments for such devices before it is loaded onto passenger aircraft. Aircraft opera-

tors must establish controls over cargo shipments, in accordance with their security program, that 

prevent the carriage of unauthorized explosive or incendiary devices aboard passenger aircraft and 

access by unauthorized individuals. Further, aircraft operators must refuse to transport any cargo 

presented by a shipper that refuses to consent to a search and inspection of their shipment.38

The Homeland Security Appropriations Act of 2005 (P.L. 108-334) called for tripling the amount 

of cargo placed on passenger airplanes that is screened or inspected; however, the absolute number 

or percentage of cargo subject to inspection is considered security sensitive. FY2006 appropriations 

language (P.L. 109-90) directed the TSA to take all possible measures—including the certifi cation, 

procurement, and deployment of screening systems—to inspect and screen air cargo on passenger 

aircraft and increase the percentage of cargo inspected beyond the level mandated in the FY2005 

appropriations measure. Further, FY2007 appropriations language (P.L. 109-295) directed the TSA 

to work with industry stakeholders to develop standards and protocols to increase the use of explo-

sives detection equipment for screening air cargo. Similarly, the FY2008 Omnibus Appropriations 

Act (P.L. 110-161) directed the DHS to research, develop, and procure new technologies to screen 

air cargo, and in the interim utilize checked baggage explosives detection equipment to the maxi-

mum extent practicable to screen air cargo placed on passenger aircraft.

While the TSA has taken steps to increase physical inspections of cargo carried aboard passenger 

aircraft, 100% screening of all cargo placed on passenger aircraft remains a challenge. In August 
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2007, the Implementing the 9/11 Commission Recommendations Act of 2007 (P.L. 110-53) was 

enacted. Air cargo screening was a contentious issue during its legislative debate. In the end, the Act 

included a provision requiring 100% physical screening and inspection of all cargo placed on pas-

senger aircraft by August 2010, with an interim requirement to screen 50% of such cargo by 

February 2009. The Act identifi es specifi c methods of screening that would be acceptable in meet-

ing this requirement, including the use of x-ray systems, EDSs, ETD, TSA-certifi ed explosives 

detection canine teams, and physical searches conducted in conjunction with manifest verifi cations. 

Additional methods may be approved by the TSA. However, the provision specifi cally prohibits the 

use of cargo documents and known shipper verifi cation by themselves as being acceptable screening 

methods. Language in the FY2008 Omnibus Appropriations Act requires the TSA to continually 

increase the percent of passenger air cargo that is screened and provide Congress with quarterly 

updates on the progress being made toward achieving 100% screening of all cargo placed on pas-

senger aircraft. In January 2008, the Chairman of the House Committee on Homeland Security 

Bennie Thompson and Representative Ed Markey requested a GAO review of the TSA’s approach 

and progress toward meeting the mandate for 100% screening of passenger air cargo, citing con-

cerns that Congress has limited information regarding the TSA’s implementation plans.39

During congressional debate, air cargo industry stakeholders voiced considerable opposition to 

requiring 100% screening of passenger air cargo, urging Congress instead to “. . . focus on realistic 

solutions based on a framework that identifi es and prioritizes risks, works methodically to apply 

effective and practical security programs, and makes optimal use of federal and industry resources.”40 

The industry has continually advocated for a risk-based screening system for cargo placed on 

passenger airlines that incorporates threat assessment and targeting capabilities, provides incentives 

for shippers to strengthen supply chain security measures, and focuses increased inspections on cargo 

determined to be of elevated risk through risk assessment and targeting capabilities. This roughly 

parallels the TSA’s strategic plan for air cargo security, which focuses on risk-based targeted screen-

ing of cargo. The industry has specifi cally recommended increased use of canine explosives detection 

teams; enhanced supply chain security; enhanced targeting of shipments based on the CBP experi-

ence with its ATS; expanded use of ETD technology for targeted screening; and accelerated research 

and development of technologies that can more effi ciently inspect elevated risk cargo.41

A signifi cant ongoing challenge regarding cargo inspection is the feasibility of implementing 

inspection procedures that offer adequate assurances for security without unduly affecting cargo 

shipment schedules and processes. However, many in the air cargo industry have expressed contin-

ued concerns that current technology does not offer a readily available, affordable solution for 

scanning cargo containers or bulk cargo in an expeditious manner that would not unduly affect the 

schedule of air cargo operations. Also, scanning or inspecting individual packages is considered 

infeasible by many experts due to the volume of cargo handled and the schedule demands of the air 

cargo business. Therefore, many industry experts have maintained that the most practical solution, 

using available technology, is the application of physical screening and inspections on selected ship-

ments and the use of cargo profi ling procedures, including the known shipper and indirect air car-

rier vetting programs, coupled with canine explosives detection teams to identify shipments that 

may require additional screening and inspection. Alternatively, the TSA has been pursuing options 

for conducting the screening at earlier stages along the supply chain, coupled with strengthened 

supply chain security measures through its Certifi ed Cargo Screening Program (CCSP) designed to 

meet the mandate for 100% screening of cargo placed on commercial passenger aircraft. The CCSP 

would place a much larger burden on shippers, freight forwarders, and cargo consolidators raising 

considerable concerns over what the impact on operating costs and logistics to these entities will be.

The DHS Science and Technology Directorate, in coordination with the TSA, initiated an air 

cargo screening pilot program at three airports—San Francisco International Airport (SFO), 

Seattle-Tacoma International (SEA) in FY2006, and Cincinnati/Northern Kentucky International 

(CVG) in FY2007—to test technologies and procedures for cargo screening.42 The tests examined a 

combination of x-ray, EDSs, and ETD screening technologies to determine the best fi t for effectively 
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screening air cargo and optimizing the fl ow and speed of cargo screening. It is anticipated that the 

results of these pilot tests will be provided to the TSA in FY2009 to aid in decisions regarding 

the technology approach to be taken to meet the 100% cargo screening mandate, along with guid-

ance regarding the best insertion point for selected technologies in the supply chain to optimize 

security and effi ciency. Additional research will focus on capabilities to better detect, and also to 

disable, IEDs in cargo.

CANINE EXPLOSIVES DETECTION TEAMS

Since the ability to screen and inspect cargo may be limited to some degree by available technology, 

fl ight schedules, and cargo processing demands, alternative measures for screening and inspection 

at cargo handling facilities have been suggested. The use of canine explosives detection teams 

has long been suggested as a possible means to screen cargo for explosives. In 1997, the Gore 

Commission recommended a signifi cant expansion of the use of bomb-sniffi ng dogs. Similarly, as 

Congress began looking at options for addressing concerns over explosives placed in air cargo in 

2003, former TSA head, Admiral James Loy, testifi ed that increased use of canine teams may be an 

effective means for increasing inspections of cargo and mail.43 Canine teams may offer a viable 

alternative means for screening air cargo at a relatively low cost. As previously noted, air cargo 

industry stakeholders are presently advocating the increased use of explosives detection canine 

teams as an integral part of a risk-based approach to air cargo targeting and screening. However, 

some believe that adequate assurances regarding the security of cargo placed upon passenger air-

craft cannot be provided without 100% physical screening predominantly relying on explosives 

detection technology, as is currently required for all checked baggage.

Supplemental appropriations provided in FY2007 (see P.L. 110-28) provided a total of $80  million 

for air cargo, to be expended through FY2008, to carry out a variety of air cargo security initiatives 

including increasing the number of canine teams in the National Explosives Detection Canine 

Program by at least 170 new teams. All totaled, this will bring the number of TSA canine teams 

covering all transportation modes to about 600. A large percentage of these teams are involved in 

passenger air cargo screening activities, and air cargo screening activities comprise more than 25% 

of the work performed by these teams.

The TSA is working with the DHS Science and Technology Directorate to study training tech-

niques and operational procedures to improve canine detection capabilities in the air cargo environ-

ment. One technology being examined is Remote Air Sampling Canine Olfaction (RASCO) sensors, 

which can provide a concentrated sample from a container for a canine to inspect, and has been used 

extensively in Europe.44 The DHS project plans to expand this concept to include chemical sensors 

carried on jackets worn by the canine that will be capable of transmitting data to remote monitoring 

stations. This appears to address a provision in the FY2007 supplemental appropriations language 

directing the TSA to “pursue canine screening methods utilized internationally that focus on air 

samples.”45

CARGO SCREENING TECHNOLOGY

In response to the 9/11 Commission recommendation that the TSA intensify its efforts to identify, 

track, and appropriately screen potentially dangerous cargo, the IRTPA of 2004 (P.L. 108-458) 

directed the TSA to develop technologies for this purpose and authorized $100 million annually in 

FY2005 through FY2007 for the research, development, and deployment of enhanced air cargo 

security technology. The Act also established a competitive grant program to foster the development 

of advanced air cargo security technology.

Appropriations for research and development of technologies specifi cally tailored for air cargo 

security thereafter increased signifi cantly, totaling $55 million in FY2004 and $75 million for 

FY2005. In FY2006, TSA research and development functions were realigned into the Department 
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of Homeland Security’s Science and Technology Directorate and research and development funding 

for air cargo was scaled back to $30 million, and specifi cally designated for conducting three cargo 

screening pilot programs testing different concepts of operation. In FY2007, the aviation security 

research and development functions were realigned within the TSA and appropriated a total of $92 

million. The appropriations measure did not specify what portion of this would be allocated to air 

cargo-related research and development, but did urge the TSA to work with industry stakeholders to 

develop standards and protocols to increase the use of explosives detection equipment for screening 

air cargo.

Various technologies are under consideration for enhancing the security of air cargo operations. 

Tamper-evident and tamper-resistant packaging and container seals may offer a relatively low-cost 

means of protecting cargo integrity during shipping and handling. Cargo screening technology using 

x-rays, including x-ray backscatter systems, chemical element sensing ETD systems, CT scan-based 

EDS, or possibly neutron beams or other techniques, such as millimeter wave imaging systems, may 

offer various means to screen cargo prior to placement aboard aircraft. Newer technologies under 

consideration for screening passengers at screening checkpoints including x-ray backscatter and 

millimeter wave imaging technologies have the capability to penetrate various cargo container 

materials, and thus may also be adaptable for use in air cargo screening. In addition to these tech-

nological approaches, several experts and TSA offi cials have been advocating and pursuing an 

increased use of canine teams for screening cargo and mail. The main drawback to any of these 

screening techniques is that the screening process takes time and may signifi cantly impact cargo 

delivery schedules. Another concern regarding these technologies is the cost associated with acqui-

sition, operation, and maintenance of screening systems.

X-RAY SCREENING

The most common systems currently available for large-scale screening of cargo shipments utilize 

x-ray technology. These systems rely on well-understood transmission and newer backscatter x-ray 

techniques to probe cargo containers. Many of these systems utilize low-dose x-ray sources that emit 

narrow x-ray beams, thus virtually eliminating the need for shielding. These devices are compact 

and light weight, allowing them to be mounted on moving platforms that can scan over containers.46 

X-ray devices are becoming more common at major ports of entry, border crossings, and airports 

overseas as post-9/11 security concerns are spurring increased development and deployment of 

these devices. The systems are also being utilized to screen for drugs and other contraband as well 

as explosives in cargo shipments.

In addition to traditional transmission x-ray systems, x-ray backscatter technology, which mea-

sures the scatter or refl ections of the x-ray beam, is also under consideration. The x-ray backscatter 

technology tends to do a much better job of differentiating organic materials because different chemi-

cal elements in these materials scatter the x-ray in quite different patterns. This makes x-ray back-

scatter a well-suited technology for detecting organic explosives in either solid or liquid form. 

However, like traditional x-ray technology, current x-ray backscatter systems are extremely labor 

intensive and require considerable staffi ng and training requirements because these systems require 

human operators to control the system and interpret the backscatter images. Automated threat detec-

tion capabilities and computer-aided threat identifi cation capabilities are just emerging for x-ray 

systems, but may offer future options for automated threat detection in the air cargo environment.

One of the most signifi cant operational challenges in using x-ray screening devices, whether 

traditional x-ray systems or newer x-ray backscatter technologies, is the performance of the human 

operator. A variety of human factors considerations contribute to the operator’s ability to detect threat 

objects when viewing x-ray images. These include the monotony of the task, fatigue, time pressure, 

the adequacy of training, and working conditions. These human factors are important to consider in 

fi elding x-ray screening systems to ensure high detection rates of threat objects while minimizing 

false alarm rates that would unnecessarily slow the cargo inspection and handling process. 
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Technologies such as TIP that superimpose stored images of threat objects on x-ray scans can help 

keep operators alert. These technologies may be effective tools for training and performance moni-

toring and may be adopted for use in the air cargo environment. Additional technologies, such as 

computer-aided threat detection algorithms for highlighting potential threat objects, may also be 

considered to aid human observers.

EXPLOSIVE DETECTION SYSTEMS

Currently, EDS technologies are being used extensively in the aviation security environment, 

particularly in response to the mandate in ATSA requiring screening of all checked passenger 

baggage by electronic explosives screening technologies. The TSA has gained considerable experi-

ence with the large-scale deployment and use of EDS equipment to meet the mandate for full 

explosives detection screening of checked passenger bags. Many of the lessons learned by TSA 

from this experience will be useful for assessing the technical and operational challenges of apply-

ing large-scale EDS screening initiatives for air cargo operations. Efforts are also underway at TSA 

to improve the performance of EDS equipment and reduce its cost. However, air cargo operations 

are likely to present some of their own unique challenges for implementing large-scale EDS screen-

ing of freight, express packages, and mail. Some of the potential operational challenges associated 

with effectively fi elding existing EDS equipment for screening air cargo include

The limited size of objects that can be placed in EDS machines, which would require • 

objects to be screened before being placed in containers or on pallets

The distributed nature of the air cargo system often involves loading containers at remote • 

sites, and EDS screening at these remote sites may leave the system vulnerable to the 

 possible introduction of explosives or incendiary devices at points along the supply chain 

beyond the screening site

Reported high false alarm rates of current generation EDS systems may lead to high levels • 

of secondary screening and detailed inspections that could impact the ability to meet the 

schedule demands of cargo operations

The processing rate of EDS equipment may require the purchase of large numbers of EDS • 

machines and investment in the research and development of alternative technologies, thus 

increasing program costs, to minimize the impact on cargo operations scheduling and 

meet desired security program goals, although the throughput of EDS equipment has 

markedly improved over the last few years

CHEMICAL TRACE DETECTION SYSTEMS

Chemical trace detection systems, referred to commonly as ETD devices, are being widely used as 

secondary screening tools for passenger carry-on and checked baggage. Items identifi ed for closer 

scrutiny by initial screening methods or selected at random may undergo further examination using 

these systems. These systems use a variety of technical principles to analyze the chemical composition 

of sample residue wiped from suspect articles. These systems compare the chemical composition of 

such a sample to the signature of known explosive materials and signal an alarm to the operator if 

the probability of a match exceeds a specifi ed threshold.

The use of chemical trace detection systems is now common practice in the screening of checked 

and carry-on bags. It has been reported that TSA is considering expanding the use of chemical trace 

detection systems for screening cargo carried aboard passenger aircraft.47 However, screening pro-

cedures using these systems are very labor intensive and time consuming. Like the manner in which 

this technology is used to perform secondary screening of checked and carry-on bags, chemical 

trace detection may be employed in air cargo operations to perform detailed screening of suspicious 

packages identifi ed through KSDBs, or can be used for detailed secondary screening in conjunction 
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with primary screening performed by x-ray and EDS systems similar to procedures currently in use 

for checked baggage screening. Random screening of cargo using chemical trace detection systems 

as a primary screening method is unlikely to be effective given the very low percentage of cargo that 

could be screened using this technique without signifi cantly impacting cargo operations schedules. 

However, using chemical trace detection systems in conjunction with canine teams as a secondary 

screening tool appears to provide a possible option for increasing the proportion of cargo that can 

be effectively screened in a time-effi cient manner.

NEUTRON BEAM TECHNOLOGIES

Another potential class of technologies for screening air cargo is based on neutron beams. These 

systems use a pulsed neutron generator to probe an object, initiating several low energy nuclear 

reactions with the chemical elements comprising the object. Detectors can then measure the nuclear 

signature of the transmitted neutrons and/or the gamma-rays emitted from the reactions. Since neu-

trons and gamma-rays have the ability to penetrate through various materials to large depths in a 

nonintrusive manner, neutron-based technologies may have advantages for cargo screening, and 

some of these technologies are currently being operationally evaluated for use in contraband and 

explosives detection.48 However, the GAO noted that currently available neutron-based technologies 

cost about $10 million per machine and require about one hour per container for screening, thus 

making this option very expensive and time consuming.49

In addition to the cost and time factors associated with neutron beam technologies, the NRC has 

raised considerable doubts about performance capabilities for screening the full spectrum of cargo 

containers or pallets for explosives.50 The NRC also expressed potential safety concerns over the use 

of radiation-producing particle accelerators and expressed concerns over the practicality of using 

this technology in the aviation environment because of the size and weight of the equipment.

In 1999, the NRC advised the FAA against further funding for research, development, and 

deployment of a neutron-based explosives detection technology known as pulsed fast/thermal neu-

tron spectroscopy (PFTNS) for primary screening of carry-on baggage, checked baggage, or cargo 

citing low current explosive threat levels and inadequate performance. In 2002, the NRC concluded 

that another neutron-based technique, pulsed fast neutron analysis (PFNA), is not ready for airport 

deployment or testing. However, the NRC conceded that PFNA has greater potential for screening 

containerized cargo than any other technology currently under consideration at the time of their 

analysis.51 Since this analysis, however, interest in neutron beam screening technologies has largely 

taken a back seat to EDS and ETD technologies, as well as other potential screening technologies, 

including x-ray backscatter and millimeter wave imaging systems. Because the perceived threat of 

explosives has increased since September 11, 2001, neutron-based detection technology continues 

to be mentioned as a possible means for screening air cargo. However, wide-scale deployment of 

this technology for air cargo security in the near-term seems unlikely.

MILLIMETER WAVE IMAGING SYSTEMS

Millimeter wave screening technology refers to a wide array of screening devices capable of creating 

highly detailed images by measuring the refl ections of ultrahigh frequency (i.e., in the 30–300 giga-

Hertz frequency range) waves emitted by the system that are capable of passing through barriers that 

normally preclude visual inspection. Millimeter wave imaging systems are capable of penetrating 

many shipping container materials, and therefore potentially have a broad array of homeland security 

applications, including the screening of air cargo. While the TSA has been fi eld testing millimeter 

wave imaging systems for passenger screening that are capable of penetrating clothing to detect con-

cealed weapons and explosives, interest in the use of millimeter wave imaging systems for air cargo 

screening has been more limited at this point. Nonetheless, commercial products using millimeter 

wave imaging are currently available for application in standoff scanning of a wide variety of objects, 
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including cargo, from a distance of several meters.52 While images from multiple angles are typically 

required to get a complete picture of a container’s contents, currently available millimeter wave imaging 

systems are capable of generating relatively high-detail images of items held inside a cargo container. 

However, like x-ray screening technologies, millimeter wave imaging systems are labor intensive, and 

can be expensive to operate, because they require trained operators to interpret the images generated 

by the system and identify potential threats for further examination. While interest in millimeter wave 

technology for air cargo screening has thus far been somewhat limited, interest in this technology may 

be intensifi ed by new screening requirements and searches for effi cient technologies to meet the man-

date for 100% screening of cargo placed on passenger airliners.

COST OF CARGO SCREENING AND INSPECTION

The costs of air cargo security options are signifi cant to both the Federal government and the air 

cargo industry. Furthermore, the indirect costs of air cargo security on air cargo operations may 

pose signifi cant long-term challenges. On the other hand, the potential costs of a terrorist attack, 

both in terms of the loss of life and property and the long-term economic impacts would also be 

signifi cant but are diffi cult to predict and quantify. An ongoing debate tied to air cargo appropria-

tions and oversight of aviation security is the amount of physical screening and inspection of air 

cargo that is needed and achievable and whether risk-based prescreening tools can provide an 

adequate means to ensure the security of air cargo by identifying at-risk cargo for targeted physical 

inspections. Besides the logistic complexities of inspecting large amounts, or 100%, of cargo on 

passenger fl ights, many are concerned that the cost of doing so may impose a signifi cant burden on 

the aviation and air cargo industries.

While federal expenditures on air cargo security measures have been growing over the past two 

years, these efforts represent a relatively small element (about 2%) of TSA’s overall operating budget 

for aviation security. These expenditures could continue to grow, however, if additional technology 

and resources are devoted to the tracking and screening of cargo shipments. In contrast to passenger 

and baggage screening, which are, with few exceptions, the operational responsibility of the TSA, 

under the current scheme, much of the cost of inspection and screening of cargo is borne by the 

airlines and shippers, while TSA only maintains oversight responsibility. As previously noted, to 

meet the mandate of 100% inspections of air cargo, the TSA estimates a cost of more than $650 

million in the fi rst year of implementation, and a total cost of roughly $3.6 billion over 10 years, 

while the CBO estimates these costs to total $3.5 billion over six years, $250 million in the fi rst year 

and $650 million for the next fi ve years.53

POTENTIAL IMPACTS ON PASSENGER AIRLINES AND FREIGHT FORWARDERS

While P.L. 110-53 included the mandate for 100% cargo screening, it did not include any provisions 

to establish new taxes, air cargo security fees, or identify any other new revenue sources to pay for 

this mandate. During legislative debate, House majority leadership has indicated that it would not 

propose new defi cit spending to pay for cargo screening, and that “. . . airlines would be expected to 

pay for air cargo inspections.”54 Under such a scheme, it would be most likely that physical screening 

of air cargo would become an air carrier responsibility with TSA oversight to insure regulatory 

compliance. Under such an arrangement, airlines, freight forwarders, consolidators, and shippers 

would incur the direct costs for meeting the 100% screening requirements. However, more recently, 

both House Homeland Security Chairman Bennie Thompson and House Transportation and 

Infrastructure Committee Chairman Jerry Costello made statements indicating that cargo screening 

should be a government responsibility and that it was the intent of the legislation to have federal 

employees carrying out the cargo screening required under this mandate.55

The Act, however, does not specify who is to conduct the screening, and the TSA has interpreted 

the language to allow airlines, freight forwarders and consolidators, or even possibly shippers and 
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manufacturers to conduct the screening so long as they can assure the security of the shipment 

through the supply chain until it is loaded onto an aircraft.56 The TSA maintains that this is the only 

viable means for meeting the mandate, as the TSA does not currently have the resources to screen 

the volume of cargo placed on passenger aircraft, and such an infl exible approach would slow the 

fl ow of air cargo. The TSA remains confi dent that, so long as a fl exible approach is permitted, it will 

meet the August 2010 deadline for 100% screening, noting that at several smaller airports the 

requirement is already being met.57 Under such an approach, it is likely that much of the operational 

costs associated with cargo screening and inspection will be borne by industry, including airlines, 

freight forwarders, and shippers. The extent to which these screening costs can be absorbed by pass-

ing them along to shippers and consumers may be a particular issue of interest, particularly as 

 airlines continue to deal with other rising costs, especially increased fuel costs.

Besides the impact of direct costs for screening, passenger airlines may be competitively disad-

vantaged compared to all-cargo airlines if these new mandates are implemented. Industry stake-

holders have expressed concerns that additional security screening requirements could slow 

shipments on passenger aircraft, and certain routes may no longer be profi table if cargo revenues are 

reduced or eliminated as a result of new screening requirements.58 Given that profi t margins for 

most passenger airlines are relatively small, and most large passenger airlines have failed to achieve 

any consistent profi tability in recent years, the additional burden of both direct and indirect costs 

associated with a mandate to screen all cargo placed on passenger aircraft may present particular 

fi scal challenges to the airlines. While estimated cargo revenues of about $4.7 billion59 annually 

make up only about 5% of total industry-wide operating revenues among passenger air carriers, 

these additional revenues can make the difference between profi t or loss in an industry that has seen 

net losses averaging 3.8% of total revenue during the period from 2003 to 2005 and saw a profi t 

margin of just 1.9% in 2006, the fi rst profi table year for the industry since 2000, when it similarly 

realized a 1.9% profi t margin.60

POTENTIAL IMPACTS ON MANUFACTURERS AND OTHER SHIPPERS

Another possible concern over the increased cost of cargo security associated with screening 

operations and other security enhancements is the potential that these actions will result in 

increased shipment costs for manufactured goods, particularly costs related to the distribution of 

time-critical parts. If unit shipping costs rise enough because of security-related costs and fees, it 

is possible that domestic manufacturing and assembly costs will not be able to remain competitive 

in a global market. For example, if the costs of shipping time-critical parts from Asia for fi nal 

assembly in the United States rise because of security-related costs, it may become cost advanta-

geous to manufacture the entire product overseas or within the United States. In the long term, 

this could result in a possible loss of manufacturing jobs in the United States, or in some cases, 

relocation of certain manufacturing facilities to the United States to eliminate dependence on air 

cargo. For this reason, the economic implications of any proposal to impose security-related fees 

on air cargo or impose costly security requirements on air cargo operators and shippers will 

likely need to be carefully evaluated to avoid or minimize any unintended impacts on manufac-

turers and their suppliers.

HARDENED BLAST-RESISTANT CARGO CONTAINERS

In addition to cargo screening technology, hardened cargo container technology is being considered 

as a means to mitigate the threat of an explosion or fi re caused by a bomb or incendiary device that 

makes its way onto an aircraft undetected. The 9/11 Commission formally recommended the deploy-

ment of at least one hardened cargo container on every passenger aircraft that also hauls cargo to 

carry suspicious cargo. The IRTPA of 2004 (P.L. 108-248) required the TSA to establish a pilot 

program to explore the feasibility of this concept and authorizes the use of incentives to airlines to 
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offset added fuel, maintenance, and other operational costs associated with using hardened cargo 

containers in an effort to encourage voluntary participation in the pilot program. The Act authorized 

$2 million for the pilot program. A provision in the Implementing the 9/11 Commission Recommen-

dations Act of 2007 (P.L. 110-53) directed the TSA to provide an evaluation of the pilot program 

and, based on its fi ndings, implement a program to pay for, provide, and maintain blast-resistant 

cargo containers for use by air carriers on a risk-managed basis.

This concept of deploying hardened cargo containers has been a topic of ongoing research for 

some time. Following the December 21, 1988 bombing of Pan Am fl ight 103 over Lockerbie, 

Scotland, the British Air Accident Investigation Branch recommended that regulatory authorities 

and airplane manufacturers study methods to mitigate the effects of in-fl ight explosions.61 During 

the 1990s, the FAA had an active research program on blast-resistant containers, airworthiness, 

ground handling, and blast resistance of hardened containers. The program is now overseen by the 

DHS’s Transportation Security Laboratory in Atlantic City, New Jersey. These containers, or 

hardened unit-loading devices (HULDs), are seen as a potential means for mitigating the threat 

of explosives placed aboard passenger aircraft in either checked baggage or cargo. These contain-

ers must withhold an explosive blast of a specifi ed magnitude without any rupturing or fragment 

penetration of the container wall or the aircraft structure, and must contain and “self-extinguish” 

any postblast in order to meet the FAA-established test criteria.62

However, the increased weight of these containers can have signifi cant operational impacts on 

airlines by increasing fuel costs and decreasing payload capacity for carrying revenue passengers 

and cargo. Challenges associated with deploying hardened cargo containers include

Increased weight affecting aircraft range and payload capacity• 

Increased procurement cost for hardened containers• 

Potentially higher maintenance costs for hardened container materials• 

Potential reduction in cargo volume (in addition to reduced payload weight) due to thicker • 

container walls

Possible design specifi cations, such as door hinging and positioning, that are not • 

 compatible with current airline baggage and cargo loading procedures and operations 

facilities63

The NRC estimated that the per unit cost for acquiring hardened cargo containers would be 

about $10,000, and recommended that the FAA continue efforts to operationally test HULDs and 

establish more rigorous protocol for certifying HULDs, but should not deploy them unless deemed 

to be a necessary security measure based on the assessments of cost, operational, and deployment 

studies by FAA and other stakeholders.

The NRC panel also recommended further economic assessment of their proposed deployment 

plan for fi elding one HULD per wide-body aircraft. The NRC panel also noted that research and 

development on the use of HULDs on narrow-body aircraft was lagging far behind the work done 

on wide-body aircraft and recommended an increased emphasis on research in this area to assess 

the operational effectiveness of HULDs in narrow-body aircraft before any further recommendations 

could be made. The NRC panel estimated that the cost of deploying enough HULDs for airlines to 

carry at least one HULD per passenger fl ight would require an industry-wide procurement cost of 

$125 million, and would create an annual industry-wide economic impact of $11 million in increased 

fuel burn and reduced payload revenue.64

Given the recent increase in aviation jet fuel costs, the economic impact would likely be consid-

erably higher than the NRC originally estimated in 1999. Recognizing the continued concerns over 

the cost and weight associated with currently available blast-resistant container technology, the DHS 

has proposed a new research program in FY2009 to examine the potential of adapting composite 

container material development efforts for use in air cargo to provide tamper detection and intrusion 

resistance with possible blast-resistant capabilities.
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The recommendation made by the 9/11 Commission also called for the deployment of at least 

one hardened cargo container on every passenger aircraft for carrying any suspect cargo.65 This 

recommendation implies that a cargo prescreening or risk evaluation process such as a known 

shipper program or the proposed freight assessment system would be used to determine what cargo 

should be loaded into the hardened container. Presently, ATSA requires shipments from unknown 

sources to travel on all-cargo aircraft. One strategic objective of the TSA’s Air Cargo Strategic 

Plan is to develop a means for identifying elevated risk cargo through prescreening.66 Such a tool 

would likely be needed to assess risk and determine what cargo should be placed in a hardened 

container. Besides the need for a prescreening process, the use of hardened cargo containers is likely 

to be opposed by the airline industry because of the direct costs of acquiring these units as well as 

the increased operational cost associated with increased fuel burn and lost payload capacity. The 

benefi ts of using hardened cargo containers would likely be highly dependent on the security of the 

prescreening process and its ability to detect high-risk cargo since the benefi ts of a hardened con-

tainer would largely be negated if the prescreening process could be circumvented by terrorists. 

A key policy issue that is likely to emerge as the feasibility of hardened cargo containers is fur-

ther evaluated is the potential implications of allowing suspicious cargo to travel on passenger 

aircraft even if this cargo is secured in hardened cargo containers. In other words, policymakers 

may debate what the risks and benefi ts of loading suspicious cargo on passenger airplanes in 

hardened cargo containers are as compared to the alternative of offl oading this suspicious cargo to 

all-cargo aircraft.

In any case, under a plan in which only one hardened cargo container is deployed per aircraft, it 

is likely that only a relatively small fraction of available cargo space will be reinforced. For exam-

ple, a Boeing 747-400 passenger jet is capable of holding up to 13 full-width, or 26 half-width 

containers.67 Thus, providing just one full-sized hardened cargo container for a 747-400 would pro-

vide reinforcement for less than 10% of the available cargo storage area. While a greater percentage 

of available cargo space on smaller jets could be protected by hardened containers, any policy 

regarding the use of just one hardened container per aircraft will likely need to carefully evaluate the 

 criteria and methods for vetting cargo to determine what cargo should be designated for carriage 

inside these hardened cargo containers.

TECHNOLOGIES FOR EFFECTIVELY SECURING THE SUPPLY CHAIN

In addition to the various screening technologies under consideration, other technology initiatives 

are being pursued to strengthen security along the supply chain. These measures have application to 

all modes of conveyance where their primary intent is to reduce the vulnerability to cargo crime; 

however, in the aviation mode, the primary threat that these initiatives are designed to mitigate is 

the threat of explosives. Supply chain security technologies include various kinds of tamper-evident 

and tamper-resistant container seals and packaging, and tracking technologies including RFID tags. 

In addition to these means of tracking and securing shipments as they travel along the supply chain, 

other technologies, such as biometric access control technologies, are designed to prevent unauthor-

ized access to cargo shipments at points along the supply chain.

TAMPER-EVIDENT AND TAMPER-RESISTANT SEALS

Various technologies exist for sealing cargo shipments and cargo containers to prevent tampering. 

Relatively low-cost solutions such as tamper-evident tapes that provide visual indications of tamper-

ing are readily available and could easily be implemented during packaging. Such technology could 

be used in combination with “known shipper” protocols to insure that known shippers provide suffi -

cient security in their packaging facilities and to deter tampering and theft during shipping and han-

dling. Tamper-evident tape can identify cargo during inspection processes for further screening and 

inspection to safeguard against the introduction of explosives and incendiary devices. Tamper-evident 
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tape may also be an effective tool to deter cargo crime, including cargo theft and the introduction of 

contraband, counterfeit, and pirated goods during shipment.

At cargo handling facilities, tamper-evident seals and locks can be utilized on cargo containers to 

prevent theft and the introduction of contraband or threat objects into air cargo shipments. Electronic 

seals may serve as an additional deterrent to terrorist and criminal activity by providing more imme-

diate detection of tampering. Electronic seals have alarms, some triggered by fi ber optic cable loops, 

that activate a transmitted signal when tampered with.68 Electronic seals cost about $2500 per unit, 

but are reusable. However, the utility of electronic seals in air cargo operations has been questioned 

by some experts because currently available electronic seals have a limited transmission range, 

which may make detecting and identifying seals that have been tampered with diffi cult. In addition, 

there is some concern that they may interfere with aircraft electronic systems.69

In addition to tamper-evident and tamper-resistant seals, technologies to better track cargo ship-

ments are being considered to maintain better control and tracking of cargo shipments along the 

supply chain. Both GPS and RFID technologies are seen as emerging technologies for improving 

the tracking of air cargo in the supply chain.

ACCESS CONTROL AND BIOMETRIC SCREENING TECHNOLOGY

Provisions of ATSA gave the TSA authority to use biometric technology to verify the identity of 

employees entering the secured areas of airports and directed the TSA to review the effectiveness 

of biometrics systems currently used by airports. Available biometric technologies such as fi nger-

print, retinal scan, and facial pattern recognition are being tested and implemented as part of a 

variety of transportation security programs, including the TWIC smart cards and readers for access 

controls at seaports and the Registered Traveler program for airline passengers who voluntarily 

provide detailed background information in exchange for expedited processing through airport 

screening checkpoints.

The IRTPA of 2004 (P.L. 108-458) contains extensive provisions requiring the TSA to develop 

specifi c guidance for the use of biometric or other technologies for airport access control systems. 

The guidance is to include comprehensive technical and operating system requirements and perfor-

mance standards for the use of biometric identifi er technology in airport access control systems; a 

list of products and vendors meeting these specifi cations; specifi c  procedures for implementing 

biometric identifi er systems; and a discussion of best practices for incorporating biometric identifi er 

technologies into airport access control systems. The Act also provided authorization for $20 mil-

lion for the research and development of advanced biometric technology applications for aviation 

security. Pilot studies have been conducted to examine methods for incorporating biometrics into 

airport access control systems. Given the proposed regulatory changes to enhance access controls 

to all-cargo facilities and improve existing access controls around passenger aircraft, it is likely that 

the implementation of biometric identifi er technology will play an increasingly important role in air 

cargo security policy.

PHYSICAL SECURITY OF AIR CARGO FACILITIES

Air cargo facilities present unique challenges for physical security. The large physical size of these 

facilities and relatively continuous high-volume cargo operations introduce numerous individuals, 

vehicles, and shipments into secured access areas around aircraft. Key issues regarding physical 

security of these air cargo facilities include the adequacy of

Inspections and oversight of air cargo facilities to ensure compliance with aviation security • 

regulations and procedures established in the approved security programs of air carriers 

and freight forwarders
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Training for air cargo personnel with regard to security procedures and guidelines• 

Access control requirements for personnel with access to air cargo facilities and aircraft• 

These issues are presently being addressed through air cargo security regulations issued by the 

TSA in May 2006 that are currently being implemented at air carrier and freight forwarder opera-

tions and logistics facilities70

INSPECTION AND OVERSIGHT OF AIR CARGO FACILITIES

Current regulations specify that all air carriers and freight forwarders must allow the TSA to con-

duct inspections and to review and copy records in order to determine compliance with applicable 

laws and regulations pertaining to aviation security. The Homeland Security Appropriations Act for 

FY2005 provided the TSA with $40 million to hire an additional 100 inspectors to carry out 

oversight and enforcement activities related to air cargo security. The TSA has responded by launch-

ing focused inspections of air cargo operations and conducting monthly “blitz” audits or “(strikes” 

of selected air cargo facilities. In FY2006, Congress again provided the TSA with a $10 million set 

aside to hire 100 more air cargo inspectors and for travel related to carrying out regulatory oversight 

and inspections of air cargo shipping and handling facilities, but the TSA has been slow to obligate 

these funds for air cargo security. For FY2007, appropriations report language directed the TSA to 

hire additional permanent staff to enhance TSA’s analytic air cargo security capabilities.71 In addi-

tion, an FY2007 supplemental appropriation (see P.L. 110-28) totaling $80 million was provided for 

air cargo security activities, including the hiring of an additional 150 compliance inspectors and 

cargo vulnerability assessments at the nation’s busiest airports (i.e., Category X airports). Similarly, 

increased funding for air cargo security in FY2008 appropriations was provided for hiring addi-

tional air cargo inspectors and reducing reliance on contractors to carry out regulatory compliance 

activities related to air cargo security.

Increased oversight of air cargo facilities is likely to be highly dependent on the continued avail-

ability of resources and funding. The effectiveness of this oversight will also likely be highly 

dependent on the adequacy of available tools and procedures to track needed corrective actions and 

ensure compliance among air carriers and freight forwarders.

SECURITY TRAINING FOR AIR CARGO PERSONNEL

Currently, air cargo handlers are not required to receive any specifi c or formal training on security 

procedures or identifi cation of suspicious activities. However, air cargo handlers may be consid-

ered the front line in protecting against security threats by adhering to procedures that would miti-

gate physical security breaches at cargo operations facilities, by increasing their awareness of 

suspicious activities, and by following proper procedures for reporting their observations. Security 

training for cargo workers may focus on security procedures for ensuring cargo integrity, protect-

ing facilities, reporting suspicious activities, and so on. Under the TSA regulations imposed in 

2006, workers for all-cargo carriers and for indirect air carriers with security-related duties—such 

as carrying out security inspections of shipments—are now required to receive specifi c training on 

the company’s security program and their individual security-related responsibilities under that 

program. Similar training is already required of workers for passenger airlines that are assigned 

security-related duties.

INCREASED CONTROL OVER ACCESS TO AIRCRAFT AND CARGO FACILITIES

Under ATSA, TSA was directed to work with airport operators to strengthen access control points 

in secured areas and was authorized to use biometric screening procedures to positively identify 

individuals with access to secure airport areas. ATSA contains provisions for TSA oversight of 
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secured-area access control to assess and enforce compliance with access control requirements. 

These requirements include screening and inspection of individuals, goods, property, vehicles, and 

other equipment seeking to access secure airport areas. Background checks for individuals having 

access to passenger aircraft are required and vendors with direct access to airfi elds where passenger 

operations take place are required to have a TSA-approved security program in place. Presently, 

background checks and displayed identifi cation serve as the principal means for screening airport 

workers including cargo handlers.

There has been growing concern over the adequacy of these procedures for screening and moni-

toring airport workers. One particular concern is the integrity of airport worker credentials and the 

potential that unauthorized individuals could gain access to secure areas of the airport using stolen 

or fraudulent identifi cation. The TSA has begun to implement a universal biometric TWIC for the 

nation’s seaports. Biometric technology has received considerable attention from Congress as a 

means to authenticate individuals, particularly airport workers, and improve access controls to 

secured areas of airports. While it is not expected that the TSA will incorporate airports into the 

TWIC program, at least anytime soon, it has been moving forward in developing specifi c guide-

lines for airports to incorporate biometrics into their airport credentialing and access control 

systems.

In addition to ongoing concerns over access controls around passenger aircraft, access control 

and monitoring of workers at all-cargo facilities remains a signifi cant challenge. Regulations 

promulgated in 2006 establish an all-cargo security program detailing the physical security mea-

sures for air cargo operations areas, cargo placed aboard all-cargo aircraft, and background 

checks and screening of individuals having access to all-cargo aircraft on the ground or in fl ight. 

In addition, these new air cargo security rules require airports to designate cargo operations 

areas, including areas where all-cargo aircraft are loaded and unloaded, as SIDAs. This effec-

tively elevates the required security measures for these cargo handling areas and requires that 

workers with unescorted access to these areas be vetted through fi ngerprint-based CHRCs and 

STAs, as has been required for workers having access to secured areas around passenger aircraft 

for some time.
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12 Security for GA Operations 
and Airports

When the term GA is mentioned, the image most likely to be conjured is one of a small single- 

engine airplane droning over America’s farmland on a tranquil summer’s day. In the post-9/11 con-

text, this pastoral image of GA has been tarnished to a degree by knowledge that the 9/11 hijackers 

trained in small GA aircraft in the United States and amid lingering concerns that GA aircraft could 

be used to carry out a future terrorist attack. While some recent high-profi le breaches of GA secu-

rity have pointed to persisting vulnerabilities, and limited intelligence information may suggest a 

possible terrorist “fi xation on using aircraft to attack U.S. interests.”1 GA aircraft vary considerably 

with regard to the risks they pose. The security risk posed by a small single-engine airplane operat-

ing in rural settings is intuitively quite different than the risk characteristics of large business jets 

operating in and near major metropolitan areas. Most experts agree that an adaptive, risk-based 

approach to securing GA aircraft and airports that takes into account the unique characteristics of 

the various distinct components of GA is needed to assure that security needs are adequately met 

and balanced with economic and operational considerations of the GA industry.2

Policymakers have received mixed signals about the relative risk posed by GA. While the 

9/11 Commission asserted that “[m]ajor vulnerabilities still exist in . . . general aviation security,”3 

the Commission did not further elaborate on the nature of those vulnerabilities nor did it make 

specifi c recommendations pertaining to GA security. The FAA has noted that “[w]hile the DHS has 

no specifi c information that terrorist groups are currently planning to use GA aircraft to perpetrate 

attacks against the United States, it remains concerned that (in light of completed and ongoing secu-

rity enhancements for commercial aircraft and airports) terrorists may turn to GA as an alternative 

method for conducting operations.”4 In other words, while GA aircraft and airports may not be 

optimally suited for terrorist objectives, the hardening of commercial operations may make them an 

attractive alternative to terrorists seeking to identify and exploit vulnerabilities in aviation security. 

In this context, GA airports and aircraft are viewed as comparatively soft targets that may be 

exploited by terrorists because of known weaknesses and vulnerabilities. This view focuses primar-

ily on the vulnerability of GA and does not systematically assess risk with regard to the interaction 

between these vulnerabilities, the threat posed by GA aircraft, and the potential consequences of a 

terrorist attack using GA aircraft.

In fact, there is considerable debate over the threat element of the risk equation for GA opera-

tions. While GA advocates argue that the threat is minimal, some policymakers and security experts 

have expressed concern that, to the contrary, GA may pose a signifi cant security threat. Part of the 

diffi culty in resolving this debate is the diversity of operations and aircraft types that make up GA, 

making a single threat assessment for all sectors of the GA industry arguably inappropriate. To put 

the threat into context, the following discussion provides an overview of the variety of aircraft 

types, fl ight operations, and airport characteristics that make up GA. This discussion is followed by 

an analysis of the existing vulnerabilities in GA security, the terrorist threat posed by GA aircraft, 

the potential consequences of an attack using various GA aircraft, and how these elements factor 

into a risk-based assessment of GA security. Based on this analysis, possible approaches and ongoing 

initiatives to enhance GA security are discussed.
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WHAT IS GA?

GA is a catch-all term that encompasses about 54% of all civil aviation activity within the United 

States, measured in terms of total airport fl ight operations.5 Therefore, it is often easier to frame 

GA in terms of what it is not rather than what it is. In this context, GA refers to most aviation 

operations not conducted by scheduled passenger airlines, large air cargo operators, or the military. 

To add to the confusion, commercial charter operations are grouped in with GA and nonrevenue 

fl ights, such as maintenance test fl ights and repositioning fl ights conducted by passenger and 

cargo airlines, are usually operated under regulations often regarded as “GA” fl ight rules. Thus, 

virtually all fl ight activity outside the scope of scheduled passenger or cargo air carrier fl ights and 

military and government operations may be considered GA. This encompasses a wide variety of 

aircraft types and fl ight operations. Table 12.1 shows the distribution of aircraft and fl ight operations 

formally  categorized as GA.

GA FLIGHT OPERATIONS

As indicated in Table 12.1, recreational fl ying in personal aircraft (personal fl ying) and fl ight instruc-

tion, the typical activities one might expect to see at a small to mid-sized GA airport, make up about 

half of all GA operations and cover about 79% of all aircraft in the total GA fl eet. Business and 

corporate fl ying, in a wide variety of airplanes and helicopters, make up about one-quarter of all GA 

operations and slightly less than one-quarter of all GA aircraft. On-demand charter services, 

referred to as air taxi services, along with air tours and chartered sightseeing fl ights are also consid-

ered GA operations, and these activities combined account for about 13% of all GA operations. In 

addition to these major categories, there are a wide variety of additional GA operations—such as, 

aerial advertising (e.g., banner towing and skywriting); aerial application (e.g., crop dusting); aerial 

observation and other work (e.g., aerial photography, aerial mapping and data collection, traffi c 

reporting, and search and rescue); and medical services (e.g., air ambulance and medical 

evacuation)—that account for the remaining 17% of all GA operations.

TABLE 12.1
U.S. GA Fleet and Activity (2005 Data)

Category Number of Aircraft Percent of GA Fleet Hours Flown (Millions) Percent of Operations

Personal 151,400 67.5 9.3 34.4

Business 25,500 11.4 3.2 11.9

Instructional 13,400 6.0 3.6 13.3

Corporate 10,600 4.7 3.1 11.5

Air taxi/charter 6900 3.1 2.9 10.7

Aerial observation 4700 2.1 1.3 4.8

Aerial application 3500 1.6 1.0 3.7

Medical services 1400 0.6 0.7 2.6

Sightseeing 900 0.4 0.2 0.7

Aerial other 800 0.4 0.1 0.4

Other work 700 0.3 0.2 0.7

Air tours 600 0.3 0.4 1.5

External load 200 0.1 0.1 0.4

Unspecifi ed 3800 1.7 0.9 3.3

Total 224,400 100.0 27.0 100.0

Source: Compiled from Department of Homeland Security, Transportation Security Administration, Fiscal Year 2008 
Congressional Justifi cation and Fiscal Year 2009 Congressional Justifi cation.
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GA AIRCRAFT

GA encompasses a wide spectrum of aircraft types specifi cally suited for the broad array of GA 

operations. Registered GA aircraft in the United States—numbering slightly more than 220,000—

range in size and purpose from very light sport aircraft, with maximum takeoff weights of less than 

1320 pounds used strictly for recreational fl ying, to very large business jets, weighing more than 

100,000 pounds and used for long-range transcontinental and international travel. The composition 

of the current GA fl eet along with total hours fl own in each aircraft category is shown in Figure 12.1. 

Single-engine piston aircraft make up the large bulk of the fl eet (66%). The large majority of these 

aircraft are comparably small in size, most weighing less than 5000 pounds maximum takeoff 

weight including payload. Experimental aircraft, mostly small home-built airplanes, make up an 

additional 11% of the current fl eet. Thus, while GA is quite diverse, the typical image of a GA air-

craft as a small, light, single-engine airplane is an accurate portrayal of the large majority of GA 

aircraft, accounting for slightly more than three-quarters of all GA aircraft.

Although turbojet aircraft are a fast-growing segment of the GA fl eet, they comprise only about 

4% of the current GA fl eet, and this is not expected to change much over the next decade. Nonetheless, 

the growth in the turbojet fl eet has important implications for GA security as these heavier, faster, 

and more capable aircraft become more and more prevalent. While the number of GA pistons and 

turboprop aircraft are expected to remain essentially fl at for the foreseeable future, the numbers of 

GA turbojets is forecast to grow at a brisk pace of 4.1% per year over the next 10 years. By 2018, it 

is expected that there will be about 18,000 GA turbojets in service in the United States compared 

to slightly more than 10,000 in 2005. Turbojet fl ight activity is expected to grow at an even faster 

rate of 9.4% annually through 2020. Turbojet fl ight activity is expected to make up about 31% of 

all fl ight hours fl own by GA aircraft in 2020, more than double the 14% of the total GA fl ight 

hours fl own in turbojets in 2005. By 2020, total turbine operations—which include turbojets, turboprops, 

FIGURE 12.1 U.S. GA fl eet composition and hours fl own (2005 FAA data).
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and turbine rotorcraft—are expected to make up 48% of all GA fl ight activity compared to about 

31% in 2005.

While the number of GA turbojets is expected to increase dramatically over the next 10 years, it 

is important to bear in mind that small, single-engine aircraft will continue to make up a large 

majority of the GA fl eet through 2020. The FAA expects that through 2020, propeller-driven single-

engine airplanes, two-seat light sport aircraft, and small home-built experimental airplanes will 

continue to make up more than 73% of the GA fl eet, spurred by projected growth in the fl edgling 

light sport aircraft category. Security experts recognize that both the threats and vulnerabilities of 

these smaller aircraft are signifi cantly different from the threats and vulnerabilities of medium and 

large-sized GA turbojets and turboprops. Another segment of the GA industry is helicopters (rotor-

craft), which make up only about 4% of the total GA fl eet but are involved in several diverse and 

unique fl ight operations that introduce their own distinct set of security threats and vulnerabilities. 

The diversity of GA aircraft types and operations fl own suggests that a one-size-fi ts-all approach to 

security is not practical—a tenet that both the GA industry and the TSA generally agree on.6

GA AIRPORTS

Like GA fl ight operations and aircraft types, GA airports also vary signifi cantly in their size and 

purpose. They range from unpaved private airstrips with runways less than 2000 feet in length 

located in remote, unpopulated areas to busy GA reliever airports situated in major metropolitan 

areas and converted military airbases with runways of suffi cient length to handle the largest of jets.

In the United States, there are more than 19,000 total landing facilities including both public- and 

private-use facilities. Out of these, only about 450 airports serve regularly scheduled commercial 

passenger fl ights. The remainder consists of a wide variety of GA airports, heliports, and seaplane 

bases. Of these, almost 5000 are public use, of which about 3500 have paved runways. A large num-

ber of private-use airports—more than 4500 out of about 14,000 total airports—also have paved 

runways. About 3500 public-use GA airports and another 1000 private-use landing facilities have 

lighted runways for night operations.7 The FAA’s National Plan of Integrated Airport Systems 

(NPIAS)—a compilation of those airports eligible for federal AIP funding because they are consid-

ered vital to the nation’s aviation infrastructure—includes 274 GA reliever airports that primarily 

serve GA operations in major metropolitan areas, plus slightly more than 2500 additional GA 

 airports—many located in rural communities—that serve as critical links to the NAS. Only these 

airports are specifi cally eligible for federal AIP funds to implement security enhancements such as 

hangars to secure aircraft or improved perimeter fencing.

Airports that exclusively serve GA vary widely in terms of their proximity to densely populated 

areas, their levels of activity, and the types of operations conducted. To illustrate, consider Peachtree–

Dekalb County Airport (PDK), a busy GA reliever located near Atlanta, Georgia. According to the 

FAA, PDK experiences an average of 639 operations per day, 64% by transient GA aircraft. In 2006, 

PDK ranked 22nd among the busiest GA airports in the United States.8 While PDK has an air traffi c 

control tower, even at this relatively busy airport, the tower closes during late night and early morn-

ing hours. Almost 600 aircraft are based on the fi eld including 56 jets and 13 helicopters. Contrast 

this with Red Stewart Airfi eld (40I) in Waynesville, Ohio—a 2400 foot long grass strip located 

roughly midway between Dayton and Cincinnati. The airport—considered an “uncontrolled fi eld” 

because it has no operating control tower—sees less than 50 operations per day. The airport is home 

to only 42 aircraft—40 small single-engine airplanes and two gliders—that account for most (89%) 

of the fl ight activity at the airport.

While airports such as Red Stewart Airfi eld do not appear to pose any particular security risk, 

security concerns may be raised about similarly sized airports that are located near critical assets. 

Consider, for example, Potomac Airfi eld (VKX) in Friendly, Maryland, which is located about 12 

miles south-southeast of Washington, DC. The airport houses about 80 based aircraft, almost all of 

which are small single-engine airplanes, and sees only about 33 aircraft operations per day. However, 
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because of its close proximity to critical national security assets in Washington, DC, background 

checks are required for all pilots operating to and from the airport, and special aircraft identifi cation 

and tracking procedures have been established to closely monitor fl ight activity at the airport. Thus, 

location in relation to major national security assets and other potential terrorist targets is a key factor 

in determining appropriate security measures for GA airports. Implementing measures like this at 

large numbers of small GA airports would be extremely costly, and it would not be possible to 

implement such measures effectively on a large scale, given currently available resources.

Most security experts agree that applying identical or infl exible security measures at GA airports 

that vary so widely in their characteristics is likely to yield an unsatisfactory solution that could 

either overburden small airport operators or fail to mitigate potential vulnerabilities unique to spe-

cifi c airports or specifi c types of fl ight operations. Therefore, a risk-based strategy, implementing 

security measures tailored to the unique characteristics and vulnerabilities of specifi c airports, is 

generally thought to be preferable and has been advocated by aviation security experts and repre-

sentatives from the GA industry.9

THE ECONOMIC IMPACT OF GA

According to the FAA, GA directly generated $13.7 billion and 178,000 jobs in 2000 and its overall 

economic impact was $40.7 billion (roughly 0.4% of the gross domestic product) and 511,000 jobs.10 

As noted by the FAA, GA provides “on-the-spot effi cient and direct aviation services to many 

medium and small-sized communities that commercial aviation cannot or will not provide.”11 GA 

also plays an increasingly important role in training pilots and mechanics to serve the airline indus-

try. Additionally, GA operations provide wide-ranging capabilities critical to our economy such as 

emergency medical services, overnight package delivery to small and mid-sized communities, heli-

copter transport to support oil drilling in offshore and remote locations, and the aerial application 

of pesticides to support agriculture, to name a few.

The potential economic impact of security measures for GA could be quite signifi cant. Since the 

terrorist attacks of September 11, 2001, GA airport operators and the industry have largely relied on 

their own initiatives and resources to implement security enhancements. These efforts have been 

somewhat limited because large-scale security enhancements to protect GA assets across the country 

are expected to be rather substantial. In addition to the terrorist threat, the GA industry has a vested 

interest in implementing security measures to adequately secure and protect airplanes from theft 

and vandalism. An article in a GA trade publication noted that while the intent of tightening GA 

security has largely been seen as a means to prevent terrorism, “. . . a more immediate benefi t could 

be a stronger bottom line for GA.”12

The ASAC Working Group on GA Airport Security—an industry group assembled to assist the 

TSA in developing security guidelines for GA airports—concluded that “. . . a fl exible, common-

sense approach to general aviation airport security is mandatory if the industry is to retain its eco-

nomic vitality and prosper.”13 Securing GA operations without incurring large costs and without 

imposing burdensome restrictions on legitimate GA operators is likely to remain a signifi cant chal-

lenge for policymakers.

THE SECURITY CHALLENGE POSED BY GA

GA security poses signifi cant challenges for policymakers and security experts because GA is highly 

diverse, geographically dispersed, and relatively open compared to commercial airports  servicing 

passenger airlines and other protected infrastructure such as nuclear reactors and chemical plants. 

The security threat is not so much to GA assets themselves, but rather, from terrorists seeking to 

exploit GA assets to attack critical infrastructure or high-profi le targets. Nonetheless, some GA 

assets could themselves become terrorist targets. For example, some corporate aviation operators 

have expressed concern that aircraft carrying high-profi le business leaders and executives, such as 
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presidents of major U.S. corporations, could be targeted, particularly when operating overseas in 

volatile areas and in regions of the world where security concerns exist. Nonetheless, the primary 

threat identifi ed regarding GA, both overseas and within the United States, is the concern that air-

craft may be used by terrorists to launch an attack against critical facilities or infrastructure.

A secondary threat is that terrorists may infi ltrate or otherwise exploit GA to gain knowledge 

and/or access to the airspace system in the United States. It is known that some of the 9/11 hijack-

ers trained in small GA airplanes in the United States before carrying out their attack using com-

mercial jets. Consequently, following 9/11, there was a specifi c focus, from both a law enforcement 

and a policy perspective, on the security of fl ight schools within the United States and the vetting 

of foreign students seeking fl ight training at these schools. ATSA (P.L. 107-71) originally called on 

the DOJ to implement a program to conduct background checks of all alien applicants seeking 

fl ight training in the United States in aircraft weighing more than 12,500 pounds and mandated 

security training for fl ight school employees. Vision 100 (P.L. 108-176) placed the responsibility 

for these fl ight school background checks in the hands of the TSA and expanded the program to 

include a notifi cation requirement when foreign students initiate training in lighter aircraft weigh-

ing less than 12,500 pounds. These measures were enacted in direct response to the perceived 

threat that terrorists may infi ltrate fl ight schools in order to gain operating knowledge of aircraft 

and the NAS.

Since September 11, 2001, policies and approaches for protecting GA aircraft and airports from 

being exploited in terrorist attacks have focused on providing general guidelines and establishing 

cooperative arrangements between the GA industry and the TSA for carrying out security enhance-

ments without imposing a rigorous statutory or regulatory framework. The GA industry has argued 

that infl exible statutory or regulatory measures could impose unnecessary burdens on certain sec-

tors of the GA industry and could be extremely costly to carry out effectively. Legislative actions 

addressing GA security have focused primarily on the vetting of foreign fl ight school applicants, 

GA pilots, and more recently, prospective charter and lease customers. In addition, regulatory 

actions have been taken to establish airspace restrictions and protections, mostly around the nation’s 

capital, and to implement statutory mandates for vetting certain individuals with access to GA 

 airports and aircraft.

Physical security of GA airports and aircraft has largely been left to aircraft owners and pilots, 

airport operators, and local authorities. While aircraft owners and pilots have generally favored this 

approach to avoid potentially restrictive federal security regulations, it has created a perceived bur-

den on airport operators and local authorities to identify and address security needs at the airport 

level. The TSA has issued guidelines, largely based on industry recommendations, but the federal 

involvement in terms of both regulatory activity and funding for GA security initiatives has been 

relatively limited. This approach has led the media and some policymakers and security experts to 

voice concerns over what they perceive to be persisting vulnerabilities at some GA airports.

SECURITY VULNERABILITIES

Some media reports have raised signifi cant concerns over what has been described as “practically 

nonexistent” security at many small GA airports.14 GA advocates have countered that small GA 

aircraft do not pose a signifi cant threat and point out that many GA airports have taken reasonable 

steps, largely on their own initiative, to enhance security.15 However, security concerns remain and 

a few high-profi le incidents pointing to vulnerabilities in GA security have attracted considerable 

attention and raised concerns among some policymakers and security experts.

In the fi rst of these high-profi le incidents following the terrorist attacks of September 11, 2001, a 

student pilot intentionally crashed a small single-engine airplane into a skyscraper in downtown 

Tampa, Florida on January 5, 2002. The pilot, described as a troubled youth, reportedly had 

expressed support for Osama bin Laden and the 9/11 terrorist attacks, but acted alone and had no 

known ties to any terrorist groups.16 More recently, on July 22, 2005, a small ultralight crashed near 
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the German parliament building and Chancellor’s offi ce in Berlin in what was described by German 

air traffi c control offi cials as a suspected suicide.17 The crash prompted German offi cials to establish 

a no-fl y zone over central Berlin and again raised concerns in the United States over protecting key 

assets from possible attacks using GA aircraft as this incident occurred just over two months after a 

high-profi le breach of the protected airspace around Washington, DC, by an unauthorized single-

engine airplane that prompted evacuations of the White House and the U.S. Capitol.18 Previously, on 

June 9, 2004, a miscommunication between air traffi c controllers and airspace security monitors in 

the Washington, DC area resulted in the evacuation of the Capitol and a near shootdown of an air-

plane transporting Kentucky Governor Ernie Fletcher to the state funeral for President Ronald 

Reagan.19 The event sparked congressional hearings delving into the adequacy of airspace defenses 

and the coordination of airspace protection in the Washington, DC area.

On October 11, 2006, the accidental crash of a small single-engine plane, piloted by New York 

Yankees pitcher Corey Lidle, into a New York City high rise condominium killing Lidle and his 

fl ight instructor and severely injuring one building occupant, renewed post-9/11 concerns over the 

safety and security of GA fl ights operated in closed proximity to major population centers. Following 

the crash, the FAA took action by restricting aircraft access to the East River corridor, a narrow 

wedge of airspace between Manhattan and Brooklyn where GA fl ights had been permitted at low 

altitudes, on the grounds of safety rather than for security reasons. However, following the crash, 

some policymakers resounded their calls for enhanced security measures, such as GA fl ight restric-

tions, in the vicinity of New York City.20

While these various incidents have received signifi cant attention given the focus on aviation 

security following the attacks of September 11, 2001, GA aircraft have been used maliciously in 

earlier incidents. Most notably, in the early morning of September 12, 1994, a suicidal individual 

with a history of mental illness, reportedly despondent over personal and business problems, inten-

tionally crashed a stolen small single-engine airplane on the south lawn of the White House.21 

While the airplane was completely destroyed and the perpetrator was killed in the crash, property 

damage was minimal and the incident posed no threat to those in the White House.

Although these security incidents involving GA aircraft have attracted substantial media interest, 

such events are relatively rare. While they identify real vulnerabilities in GA security, GA advocates 

caution that they should be properly viewed in the broader context of risk assessment which fully 

takes into account the security threat and potential consequences to critical infrastructure posed by 

these aircraft as well as the nature and scope of specifi c vulnerabilities. First, while each of these 

cases highlights a potential security risk posed by GA aircraft, it is important to note that in each of 

these cases, damage caused by the aircraft was relatively limited and no injuries or deaths to persons 

on the ground occurred. In other words, these events provide anecdotal evidence supporting the 

position of GA advocates that the severity of consequences element of the risk equation is compara-

tively quite small, at least for the small, single-engine prop planes that make up most of the GA fl eet. 

Second, while the incidents in Tampa and Berlin and the 1994 White House incident point to a 

legitimate concern over suicidal pilots, an examination of NTSB aviation accident data, spanning 

from 1962 to 2007, found that determined or suspected suicides using GA aircraft have been 

extremely rare, occurring at a rate of less than two incidents per year.22 Perhaps more notably, none 

of these incidents resulted in any deaths of persons on the ground.

In addition to intentional crashes of GA aircraft, aircraft thefts provide additional indications 

that GA operations may be vulnerable to exploitation by terrorists seeking access to aircraft to carry 

out attacks against critical infrastructure or other high-profi le targets. Two widely reported thefts of 

GA aircraft in 2005 raised concerns among several policymakers because they were viewed as 

indicators of the kinds of vulnerabilities in GA operations that could be exploited by terrorists. For 

example, in an incident that occurred on June 22, 2005, a 20-year-old Connecticut man allegedly 

stole an aircraft from a Danbury, Connecticut fl ight school and took two teenage accomplices on a 

late night “drunken, three-hour joyride” before landing on a taxiway at the Westchester County, 

New York airport.23 Later that year, on October 9, 2005, a 22-year-old Georgia man stole a Cessna 
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Citation VII business jet—one that he had served as a copilot on but was not qualifi ed or authorized 

to fl y on his own—from the St. Augustine, Florida airport. The individual took his friends on a late 

night joyride of more than 300 miles, landing the jet at its base airport, Gwinnett County (Georgia)–

Briscoe Field airport near Atlanta.24 This incident raised considerable security concerns, as the jet 

was fl own in close proximity to several Florida and Georgia cities and nuclear power facilities with-

out raising any suspicion because aircraft operating below 18,000 feet, regardless of size or capability, 

typically are not required to fi le fl ight plans or establish communications with air traffi c controllers 

when operating under VFRs. While thefts of jet aircraft are extremely rare, in another incident that 

occurred on December 15, 1997, an individual with falsifi ed FAA credentials stole a Lear Jet from 

the Fort Lauderdale Executive airport in Florida and piloted the airplane to Nicaragua to use the 

plane for charter fl ight operations.25

Like suspected suicides using aircraft, thefts of small GA aircraft are relatively rare, and thefts 

of jet aircraft are practically unheard of. Statistics from the Aviation Crime Prevention Institute, Inc. 

indicate that thefts of GA aircraft have declined considerably since 2000, compared to incidents of 

GA aircraft theft during the 1990s (Figure 12.2). While airplane thefts may be rare and these data 

suggest that steps to prevent aircraft thefts are working, high-profi le thefts, like the cases cited 

above, provide some anecdotal evidence that individuals with knowledge of GA airports and air-

craft could exploit existing security vulnerabilities to gain access to aircraft relatively easily, despite 

the increased security awareness at GA airports since the 9/11 attacks.

THE TERRORIST THREAT

While none of the events discussed above has been linked to terrorism, some limited intelligence 

information that has been made public suggests a continued terrorist interest in using GA aircraft to 

carry out attacks both domestically and overseas. For example, a crop duster pilot in Florida identi-

fi ed 9/11 suicide hijacker Mohammed Atta as an individual who had approached him in early 2001 

inquiring about the purchase and operation of crop duster aircraft.26 Similarly, U.S. authorities pre-

sented evidence that Zacharias Moussaoui—who was arrested prior to the 9/11 attacks after raising 

suspicions surrounding his desire to train in large aircraft simulators and pleaded guilty to conspiring 

FIGURE 12.2 Annual number of GA aircraft thefts and thefts of avionics and parts from aircraft in the 

United States (1990–2006). (Data obtained from Aviation Crime Prevention Institute, Inc., www.acpi.org.)
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with the 9/11 hijackers—made similar inquiries about starting a crop-dusting company while living 

in Norman, Oklahoma. Evidence was also presented that Moussaoui was in possession of a com-

puter disk containing information regarding the aerial application of pesticides.27 This evidence 

raised concerns at the CIA that al Qaeda has “considered using aircraft to disseminate [biological 

warfare] agents.”28

The CIA also suggested that, in initially planning the 9/11 attacks, one of Osama bin Laden’s 

associates proposed that the WTC be targeted by small aircraft packed with explosives, but bin 

Laden himself altered the plan to use large commercial jets instead.29 If true, this suggests that ter-

rorists engaged in some deliberative process of weighing the pros and cons of using small GA air-

craft as compared to commercial airlines in planning the 9/11 attacks. While al Qaeda favored 

commercial aircraft in carrying out its attack on September 11, 2001, in the post-9/11 environment, 

heightened security measures at commercial airports could make GA assets considerably more 

attractive to terrorists than in the past. While it is unlikely that small GA aircraft packed with con-

ventional explosives could cause the amount of destruction infl icted on September 11, 2001, large 

jet aircraft in the GA fl eet or smaller aircraft carrying chemical, biological, radiological, or nuclear 

(CBRN) weapons may pose a more formidable threat.

Although no publically available intelligence on terrorist operations since September 11, 2001, 

has indicated any specifi c threat involving GA aircraft domestically, evidence indicates that al 

Qaeda has maintained a continued interest in using small aircraft to attack U.S. interests overseas. 

For example, on April 29, 2003, Pakistani authorities apprehended Waleed bin Attash (a.k.a., 

Khallad or Tawfi q bin Attash)—the suspected mastermind of the U.S.S. Cole bombing and a known 

associate of the 9/11 hijackers—along with fi ve other suspected al Qaeda operatives in Karachi, 

Pakistan. Soon after the arrests, authorities uncovered a plot by this group to crash a small, explo-

sives-laden airplane into the U.S. Consulate offi ce in Karachi.30 The DHS subsequently issued a 

security advisory indicating that al Qaeda was planning to use GA aircraft to attack warships in the 

Persian Gulf as well as the U.S. Consulate in Karachi, Pakistan. While the advisory characterized 

these threats as a demonstrated “fi xation” on using aircraft in attacks against U.S. assets, it was 

strongly criticized by GA interests for being overly alarmist in its tone and overstating the potential 

threat posed by small GA aircraft.31

POTENTIAL CONSEQUENCES OF AN ATTACK USING GA AIRCRAFT

The potential consequences of an attack using GA aircraft are dependent on the intended target and 

the method of attack. Methods of attacking ground targets may include using aircraft by themselves 

as WMDs or using them to carry a payload of conventional explosives, or a payload of chemical, 

biological, or radiological materials, or as a platform to detonate a nuclear device. In these cases, the 

intended target is presumed to be a target of national security signifi cance, a densely populated area, 

or a large outdoor congregation of people, such as at a major sporting event or outdoor concert. In 

addition to these methods of attack and potential targets, the potential that terrorists might use GA 

aircraft to attack nuclear power facilities to attempt to cause an environmental release of nuclear 

material has also been cited by some as an additional security concern.

SUICIDE ATTACKS AND CONVENTIONAL EXPLOSIVES

In examining the security risk posed by aircraft that could be utilized in suicide attacks or as launch 

platforms for conventional explosives, the potential severity of consequences is largely a function of 

aircraft weight, payload capacity (including fuel capacity), and speed. GA advocacy groups point 

out that most GA aircraft are capable of carrying less payload than a typical light car. For example, 

both the Cessna 172 and Piper Warrior—very popular single-engine aircraft—have maximum take-

off weights of less than 2500 pounds and useful payloads (including fuel and occupants) of less than 

1000 pounds. In contrast, the truck bomb used in the April 19, 1995, Oklahoma City bombing was 
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believed to have contained about 5000 pounds of improvised explosives and the truck bomb involved 

in the February 26, 1993, bombing at the WTC in New York City was believed to contain a 1300 

pound device. While these events involved unusually large explosive devices, typical light GA air-

craft would only be able to carry a device a small fraction of this size. Thus, at least with regard to 

being used as a platform for a conventional explosives attack, the threat posed by light GA aircraft 

is relatively small compared to trucks that have signifi cantly larger payload capacities.

However, as ground-based security measures such as setbacks, barriers, and access controls are 

implemented around critical infrastructure, terrorists may view GA aircraft as a possible means to 

circumvent these defenses. While many forms of ground transportation, especially trucks, can 

accommodate signifi cantly larger payloads than almost all GA aircraft, some observers fear that 

aircraft may be used in a terrorist attack because they cannot be as easily thwarted by blockades, 

barriers, or other physical security measures. Nonetheless, executing an attack that involves loading 

a GA aircraft with a large quantity of explosives may be diffi cult without raising some suspicion at 

the airport, at least domestically, where airport operators and pilots have been instructed to be vigi-

lant for such unusual activities.

CHEMICAL, BIOLOGICAL, RADIOLOGICAL, AND NUCLEAR THREATS

While the threat posed by light GA aircraft carrying conventional explosives is limited by the size 

and speed of these aircraft, some experts argue that small aircraft may pose a signifi cant threat if 

used as a platform to launch a CBRN attack over a densely populated area. In these cases, payload 

capacity and speed may not be regarded as signifi cant components of the risk equation and may have 

less of an infl uence in predicting the potential severity of an attack. Rather, with regard to the CBRN 

threat, the most signifi cant element associated with small GA aircraft appears to be their unique 

capability to fl y at relatively low altitudes and low speeds above densely populated areas and large 

congregations of people on the ground. In fact, the slow speed of these smaller aircraft and the ease 

at which doors and windows on nonpressurized airplanes and helicopters can be opened in fl ight 

may actually pose a greater potential for launching chemical and biological attacks of consequence 

compared to larger, faster aircraft. Agricultural aircraft used for spraying crops with pesticides and 

fertilizers pose a unique threat as a platform for a biological or chemical attack because they are spe-

cifi cally designed for aerial dispersal and could be exploited by terrorists for this specifi c purpose.

However, the chemical and biological threat using GA aircraft may not be as ominous as some 

casual observers may fear. First, many of these chemical agents must be released in rather high 

concentrations. Some, such as cyanides, may only be effective on a large scale if dispensed in an 

enclosed area, therefore greatly limiting the threat of aerial dispersion.32 While other chemical 

agents—such as caustic mustard agents and military nerve agents—may be effective in open air set-

tings, the limited payload of small GA aircraft may limit the scope of an aerial attack using such 

agents. Second, aerial dispersion of either a chemical or biological agent over populated areas or 

large congregations of individuals is likely to be easily detected. If a suspected release of a chemical 

or biological agent is promptly reported, a timely public health response could signifi cantly limit the 

impact of such an attack. In general, experts believe that if any chemical or biological attack were to 

occur—whether using a small airplane or some other methods to attack—it would likely be on a 

small scale physically, but nonetheless, it may have a large psychological impact on the population.

The greatest threat of an aircraft-launched chemical or biological attack appears to be to large, 

open air assemblies such as major outdoor sporting events and concerts. In fact, one of several 

homeland security planning scenarios—developed by the White House HSC in partnership with the 

DHS—describes the potential effects of an adversary using a light aircraft to spray a chemical blis-

ter agent into a packed college football stadium holding 100,000 people.33 The scenario’s predicted 

impact includes 70,000 hospitalizations due to exposure, including many permanent impairments, 

and 150 deaths. The report, however, notes that expedient decontamination could reduce injuries by 

one half. This likely represents a worst case scenario in which an extremely large assembly of 
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people could potentially be targeted. Even in densely populated areas, this degree of impact from an 

aerial attack not specifi cally targeting a large outdoor assembly is unlikely because it might be 

expected that many individuals would be indoors or adequately protected by buildings and other 

structures. Nonetheless, while such an attack may be limited in terms of its physical impact, it may 

cause widespread fear and panic.

By comparison, the threat from radiological and nuclear devices appears to be much greater in 

terms of the potential for mass casualties and physical destruction. A small-scale explosive radiologi-

cal dispersal device—a so-called “dirty-bomb”—could easily fi t inside a suitcase or a backpack,34 

and a pilot carrying such a device onto a small GA airplane may not arouse any particular suspicion 

at an airport. However, the threat posed by such devices is not unique to GA aircraft as these devices 

could reach their intended target by other means, including being carried in a small car or even being 

carried by a pedestrian. Most experts concede that, once in the hands of terrorists, it may be diffi cult 

to stop an attack with a radiological or nuclear device because many options are available to deliver 

the weapon to its intended target. One particularly troublesome vector for a nuclear attack would be 

the use of a GA aircraft that originates outside the United States. While the DHS launched an initia-

tive at the end of 2007 requiring customs offi cials to screen all inbound GA aircraft for nuclear or 

radiological threats upon landing in the United States, the possibility that terrorists may fl y a nuclear 

weapon or radiological dispersal device directly to a target on a fl ight originating  outside the United 

States remains a particular concern because such a scenario offers no real opportunity for detection.

NUCLEAR POWER FACILITIES AS POTENTIAL TARGETS

Concerns have also been raised over the potential threat that an aircraft attack may pose to a nuclear 

power plant, a chemical plant, or other potentially vulnerable infrastructure where a terrorist attack 

could infl ict widespread damage and mass casualties. A review of security measures at nuclear reac-

tors prepared by the offi ce of U.S. Representative Ed Markey from Massachusetts identifi ed several 

perceived vulnerabilities at nuclear reactor sites suggesting that these facilities may be vulnerable to 

9/11-style attacks using GA aircraft. Based on information provided by the Nuclear Regulatory 

Commission, Representative Markey’s offi ce issued a report on nuclear reactor security that included 

an assessment of the vulnerability of these facilities to an attack by aircraft.35 The report noted that 

while 21 out of 103 reactors in the United States are located within fi ve miles of an airport, 96% of 

U.S. nuclear reactors did not factor the impact from even a small aircraft into their design. Four 

reactors were evaluated during their design to consider impacts from aircraft weighing up to 12,500 

pounds which would include most GA aircraft except for business jets and large twin-engine air-

craft. Three Mile Island in Pennsylvania was cited as the only facility where portions were designed 

to withstand the impact of large airliners in addition to smaller aircraft. In contrast, the report noted 

that some European countries, including Switzerland and Germany in particular, incorporate safety 

features such as reinforced concrete walls and spatial separation of critical safety systems to with-

stand the crash of certain types of military and commercial aircraft.

Other examinations of the potential threat to nuclear facilities from aircraft have focused on 

perceived vulnerabilities of spent-fuel pools used to cool expended nuclear fuel. However, power 

companies maintain that a study modeling the impact of an aircraft crash into a spent-fuel pool wall 

concluded that while such a scenario could crush or crack the wall, it would not likely cause a 

release of radiation.36

A report prepared for the AOPA by Robert Jefferson, a nuclear reactor safety consultant, con-

cluded that the threat to nuclear reactors from small GA aircraft is “practically non-existent” and 

“º it is unlikely that a terrorist would choose a light general aviation vehicle to threaten a nuclear 

power plant.”37 Jefferson’s analysis concluded that even the impact of a large airliner would, in all 

likelihood, be unable to penetrate the outer containment vessel and argued that the analysis referenced 

by Representative Markey signifi cantly overstates the risk potential and “º overlooks the fact that by 

their very design, nuclear power plants are inherently resistant to [airborne attacks].”38 The report also 
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concluded that the proximity of nuclear reactors to GA airports does not increase the exposure of 

these facilities to terrorist threats.

Although the specifi c threat posed to nuclear facilities by GA aircraft remains a contentious 

issue, the FAA has kept in force restrictions on circling, loitering, or otherwise fl ying in a suspicious 

manner around nuclear facilities. Arguably, these measures would provide little deterrent against a 

well-planned terrorist attack. However, they highlight the continued concern over possible airborne 

threats to nuclear facilities, whatever the true risk may be. More elaborate measures to protect 

nuclear facilities, such as implementing antiaircraft defense capabilities around nuclear facilities, 

are wrought with operational and policy complexities including high costs, questionable effective-

ness, and a potentially high risk of shooting down an errant GA aircraft whose pilot meant no harm.

THE RISK PICTURE FOR GA AIRCRAFT

While light GA aircraft appear to pose a relatively limited risk by themselves in terms of physically 

damaging critical infrastructure, larger GA aircraft pose a potentially more formidable risk. Due to 

the size and speed of some of these aircraft, particularly mid-sized and large business jets, they could 

infl ict signifi cant damage to buildings and critical infrastructure if used in a suicide attack. These 

aircraft have signifi cantly larger payload and fuel capacities—factors that determine an airplane’s 

so-called “throw weight”—that would have a direct bearing on the degree of physical damage they 

could cause to buildings and infrastructure. Thus, in terms of both assessing risk and identifying 

options for mitigating the security risk posed by GA, the distinction between small GA aircraft 

that make up the large majority of the fl eet and larger business jets has important implications. 

While small aircraft appear to pose a greater risk as possible platforms for chemical or biological 

attacks, large business jets appear to pose more of a risk from being exploited in a suicide attack 

scenario similar to the 9/11 attacks using commercial airliners. Because various types of GA aircraft 

and operations pose distinct security risks, risk mitigation strategies arguably should be tailored to 

some degree to address the specifi c threats, vulnerabilities, and potential consequences of an attack 

involving different sectors of the GA industry.

OPTIONS FOR MITIGATING GA SECURITY RISKS

A variety of options exist for mitigating security risks posed by GA aircraft and fl ight operations, many 

of which have been implemented or are currently under development or consideration. Approaches have 

focused on traditional security techniques to improve access controls and surveillance around GA facili-

ties and better protect aircraft against theft and unauthorized use. Additional initiatives include proce-

dures for vetting individuals that are granted authorized access to aircraft and aviation facilities, and 

procedures for checking passenger names against terrorist databases. Another approach for enhanc-

ing GA security centers on law enforcement and homeland security response to suspicious activities and 

improved intelligence tracking of such incidents to identify patterns indicative of possible terrorist activ-

ity. Also, in terms of adopting a layered security system to augment measures put in place at airports, 

airspace restrictions and defenses have been implemented in certain areas, such as around Washington, 

DC, to protect high-profi le sites and critical infrastructure from the threat of aerial attacks.

Cost, in terms of direct implementation and oversight costs as well as the indirect costs related to 

disruption of air commerce and restricted access to airports and airspace, has been an important 

issue raised in debate over the utility and feasibility of implementing various options to enhance 

GA security. For example, implementing broadly applied security requirements for all GA airports 

may impose signifi cant cost challenges, particularly to small, rural airports where the need for such 

measures may be questionable. Also, airspace restrictions tend to be highly contentious because 

they have a direct economic impact on GA activity, and they are viewed by some experts as being 

of questionable value in preventing a terrorist attack unless coupled with elaborate air defense 

 capabilities. Deploying air defense capabilities on a large scale to protect against possible aircraft 
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attacks carries a relatively high cost and involves extensive commitments of resources and collabo-

ration between the FAA, the DHS, and the DOD. The costs and benefi ts associated with various 

mitigation options can be analyzed in a risk analysis framework—examining the threat and vulner-

ability of specifi c sectors of the GA industry as well as the potential consequences of various attack 

scenarios exploiting GA—to better understand the tradeoffs between various options.

SECURITY RISK ASSESSMENTS

Because of the diversity of GA airports, aircraft, and fl ight operations, and the varied threats and 

vulnerabilities posed by different sectors of the GA industry, a logical starting point in mitigating 

security risk would be to perform systematic risk analyses examining specifi c components of GA. 

Congress has called for such assessments. Specifi cally, the FY2006 Department of Homeland 

Security Appropriations Act (P.L. 109-90) required the DHS to examine the vulnerability of high-

risk areas and facilities to possible attack from GA aircraft. Subsequent legislation has focused 

on  assessing risk at GA airports. The Implementing the 9/11 Commission Recommendations Act 

(P.L. 110-53), enacted in August 2007, included a requirement for the TSA to develop and imple-

ment a standardized threat and vulnerability assessment program for GA airports, and implement 

that assessment program “on a risk-managed basis” at GA airports.

Experts acknowledge that various security threats and vulnerabilities to GA exist. An analysis 

of GA security by ICAO concluded that “[t]he challenge of designing general aviation security 

measures focuses on the need to thoroughly defi ne the threat. Before security standards can be 

developed, there must be a clear picture of the problem.”39 Using the risk analysis framework, the 

relative effectiveness of mitigation options can be evaluated in terms of how specifi c security 

enhancements might address specifi c threats and reduce existing vulnerabilities to such threats. 

Examining security strategies in the risk analysis framework can help defi ne how resources can be 

best allocated in a manner that will mitigate threats based on their likelihood and their potential 

consequences. The anticipated risk reduction can then be compared to expected costs in an attempt 

to determine the most cost-effective strategies for enhancing GA security.

One challenge in developing a set of criteria for evaluating risk is the diversity of GA airports. In 

many respects, the characteristics of GA airports are much more diverse than those of commercial 

passenger airports. The TSA has provided, as part of its security guidelines for GA airports, an 

airport characteristics measurement tool.40 The self-assessment tool scores airports on a scale 

ranging from 0 to 64, based on a variety of factors, including their proximity to metropolitan areas 

and sensitive sites; surrounding airspace; the number of based aircraft; runway lengths; the numbers 

and types of fl ight operations; and the presence of maintenance, repair, and overhaul (MRO) facili-

ties. Based on the scoring, airports will fall within one of four bands, and the TSA has provided 

suggested security enhancements for each of the four bands.

Suggestions for airports in all four bands include erecting security signage, establishing docu-

mented security procedures, urging operators to adopt procedures for positive passenger/baggage 

matching and securing aircraft, implementing a community watch program, and designating secu-

rity contacts. For airports that score in the second band, the TSA recommends in addition to these 

measures, establishing agreements for law enforcement support, creating a designated security 

committee, and establishing sign-in/sign-out methods for tracking transient aircraft and pilots. For 

airports scoring in the third band, operators should also consider implementation of access control 

systems, enhanced security lighting, identifi cation systems for airport personnel and vehicles, and 

security challenge procedures for detecting unauthorized access. Finally, for airports scoring in the 

highest band using this self-assessment tool, the TSA suggests possible enhancements to perimeter 

fencing, expanded use of secured hangar facilities to protect aircraft, and consideration of CCTV 

surveillance and/or intrusion detection systems. While these are useful suggestions, the process is 

relatively generic and does not consider site-specifi c factors. It thus provides only a rudimentary risk 

assessment tool and process for GA airport operators.
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More detailed security risk assessments can be carried out at the airport level or, for some larger 

operators, such as large corporate and fractional-ownership fl eets, at the operator level. Among state 

initiatives aimed at improving GA security at the airport level, several aviation security experts and 

members of the GA community have praised the Commonwealth of Virginia’s approach. The 

Virginia Department of Aviation, relying on an advisory committee on aviation security comprised 

of various stakeholders, developed a voluntary program for GA airports that provides incentives for 

capital investment to those airports that complete security “self-audits” on annual basis and undergo 

Virginia State Police security audits every three years. The audits focus on access controls, mainte-

nance and upkeep of security aspects of the airport property, and surveillance capabilities and 

weaknesses at the airport. Key strengths of the program highlighted by its supporters include the 

fact that it is a voluntary, incentive-based program, that it is proactive in its approach, and that it 

fosters a cooperative partnership between airports and law enforcement that may prove benefi cial in 

responding to security incidents at the airport.41 Various other states, such as Massachusetts and 

Ohio, either mandate that all GA airports carry out security audits and/or develop a formal security 

plan or require such actions for an airport to be eligible for state funding.42

As previously noted, in 2007, the Implementing the 9/11 Commission Recommendations Act 

(P.L. 110-53) included a provision requiring the TSA to develop and implement a standardized 

threat and vulnerability assessment program for GA airports, and implement that assessment pro-

gram “on a risk-managed basis” at GA airports. Additionally, the law requires the TSA to complete 

a feasibility study to assess the concept of providing grants to GA airport operators for security 

enhancements based on a risk-managed approach. If deemed feasible, the bill authorizes the imple-

mentation of such a grant program.

Based on detailed risk analyses, cost-effective security programs that address the specifi c degree 

and nature of risk at specifi c airports can be designed and implemented. Various combinations of 

security measures are available and can be tailored for airport-specifi c or operator-specifi c security 

plans. These include various approaches to: surveillance and monitoring; airport access controls; 

and physical security measures to protect aircraft. These specifi c security systems implemented by 

airports and operators may be augmented by broader initiatives such as the vetting of GA pilots and 

airport workers at the federal level, and establishing specifi c procedures and defenses to protect 

airspace near critical locations. In the following discussion, these various approaches and the chal-

lenges associated with applying them to GA security are discussed in further detail.

SURVEILLANCE AND MONITORING

Surveillance and monitoring of GA operations present signifi cant challenges. Of the 5286 public-

use landing facilities in the United States, only about 500 have operating control towers and most 

of these are located at airports with regularly scheduled commercial service. Only the busiest air-

ports that cater exclusively to GA aircraft have operating control towers. These airports usually are 

geographically large and congested making surveillance for security purposes from the tower 

 diffi cult. What is more, even at the limited number of GA airports with operating control towers, 

most towers are not operated on a continuous basis and close during late night and early morning 

hours. Further, even during times of operation, the security role of staffed control towers is unclear. 

During operating hours, controllers remain busy performing air traffi c separation and control 

functions, making it diffi cult for them to spot unusual activity or detect unauthorized aircraft usage 

unless suspicions are raised by unusual requests, improper phraseology, or procedural violations. 

Therefore, the mere presence of an operating control tower appears to provide little additional 

security to a GA airfi eld.

Smaller GA airports, most of which do not have operating control towers, are usually not attended 

by airport management or FBOs on the fi eld 24 hours a day. Depending on the frequency of traffi c, 

an airport may be attended only during daylight hours, or sometimes during limited evening hours. 

Aircraft may still use many of these airports during late night and early morning hours as runway 
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lights can be controlled from the cockpit using on-board radios. Airport access controls and surveil-

lance during these unattended hours present a unique challenge to airport operators. On the one 

hand, accessibility is important to meet the needs of air commerce by allowing operations such as 

late night arrivals and departures for business trips and overnight cargo delivery to small communities. 

Furthermore, maintaining airport accessibility at night serves a critical safety function providing 

alternate landing sites if an airplane is required to deviate for weather or mechanical reasons. 

Providing for airport access for these purposes, including access for transient aircraft, must be 

incorporated into security plans and programs for GA airports, adding additional complexity to 

implementing effective security measures.

Full-time on-site security personnel are a costly option for many small airports. Remote sensing 

and surveillance using cameras and motion sensors, for example, may offer a somewhat more cost-

effective alternative, but requires close coordination with local security forces and law enforcement 

to respond to suspected threats or security breaches. Uncertainty and high false alarm rates in 

detection systems can drive up costs associated with security response and can lead to complacency 

that may limit the effectiveness of these systems. However, these remotely monitored security sys-

tems provide an alternative to security monitoring for many airport sites where full-time on-site 

security personnel is cost prohibitive. At least one vendor provides tailored security packages that 

integrate alarms, cameras, entry and access controls, fencing, lighting, motion detectors, and acous-

tic sensors in a system specifi cally tailored for the GA airport environment.43 Several vendors now 

offer customized security sensor integration and remote monitoring capabilities that can be deployed 

in a GA airport environment. A key element of these types of integrated security systems is their 

monitoring capabilities, including remote Internet-based monitoring of cameras and other intrusion 

detection devices and the capability to tie into local law enforcement networks for coordinated 

response. However, these integrated systems can be quite costly to install, maintain, and operate. 

Consequently, the GA community, in coordination with the TSA, has applied a long-established, 

low-cost approach to security and surveillance in residential neighborhoods—the neighborhood 

watch concept—to GA airports throughout the United States.

THE AIRPORT WATCH PROGRAM

To enhance surveillance at airports, the TSA, in cooperation with the AOPA and the National Response 

Center, launched an airport watch program at GA airports in December, 2002. The Airport Watch 

program is similar to a neighborhood watch program and relies on the cooperation and participation 

of pilots, airport tenants, and airport workers to observe and report suspicious activity. Educational 

and training materials have been made available to these individuals to increase their awareness 

regarding potentially suspicious activity, and a hotline—1-866-GA-SECURE—has been set up to log 

reports of suspicious activity. Under this program, instructional materials advise observers to call 

local law enforcement using 911 if they believe the situation potentially poses an immediate threat.

Since its inception, the Airport Watch program has been credited with alerting authorities to 

suspicious activities at GA airports on several occasions. For example, the AOPA cited one peculiar 

incident as a demonstration of the effectiveness of the airport watch concept. In August 2004, two 

men of “Middle Eastern appearance” presented themselves at an airport near St. Louis offering cash 

to charter a helicopter and presenting driver’s licenses from two different states as identifi cation. 

The charter operator also noted that the men were driving a vehicle registered in a third state and 

observed the men removing “odd shaped luggage” from that vehicle in preparation for the fl ight. 

Based on these observations, the charter operator stalled the suspicious individuals and notifi ed the 

FBI and local law enforcement who responded and arrested the two individuals. The suspicious 

individuals turned out to be reporters on an assignment to demonstrate how easily terrorists could 

hijack a helicopter.44 The AOPA noted several other successes of the Airport Watch program including 

the capture of a suspected con man in Kansas who attempted to rent aircraft at several facilities, and 

several cases of suspicious inquiries regarding aircraft rentals, charter fl ights, fl ight instruction, and 
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use of hangar storage space. These incidents all resulted in responses by federal law enforcement 

authorities, although none have been specifi cally linked to terrorism.

Despite the benefi ts and successes of the Airport Watch program, which have been achieved at a 

relatively low cost, there are several challenges to implementing a successful watch program. 

A  major limitation of the Airport Watch program is that it may be diffi cult—especially for 

untrained observers—to distinguish suspicious behavior from normal activities. Past terrorist attacks 

have indicated that terrorists are likely to use methods that avoid arousing suspicion. In essence, 

terrorists have hidden in plain sight in the past, and may be likely to do so in the future. Suspicious 

terrorist activities may not appear out of the ordinary to the casual observer. While convicted terror-

ist Zacharias Moussaoui’s peculiar inquiries about fl ying large jet aircraft and his obvious lack of 

qualifi cations to seek such training did raise suspicions at the fl ight school where he sought advanced 

jet training, terrorist behavior patterns are likely to be much more subtle. None of the 9/11 terrorist 

pilots nor Moussaoui attracted similar attention during their initial training in small GA aircraft. The 

all too obvious example of a clandestine rendezvous where cargo is loaded from a vehicle onto a 

small aircraft at a remote area of the airport is likely to be regarded by terrorists as too likely to 

arouse suspicion. Rather, terrorists may try to blend in as well as possible. For example, a pilot load-

ing a small single-engine airplane with dangerous chemicals or biological agents on the ramp may 

look no different than a pilot loading his personal effects on board for a weekend getaway to casual 

observers. While single incidents like this typically arouse little suspicion, aggregate behavior that 

might appear somewhat odd or suspicious could collectively signal possible terrorist or criminal 

activity. TSA training for employees at fl ight schools and FBOs as well as educational materials 

developed by the AOPA for the Airport Watch program delve into these various nuances of suspi-

cious activity, and provide appropriate courses of action for documenting and providing notifi cation 

of such activity.

Such training is an important part of these kinds of programs to minimize potential undesired 

consequences of high false alarm rates and possible racial and ethnic profi ling by well-intentioned 

pilots and airport tenants. High false alarm rates could place a strain on local law enforcement, 

especially in rural areas and small communities where law enforcement support is limited. Also, 

security personnel and local law enforcement may become complacent if a large number of false 

alarms are reported at local airports. Without training and informational material, there is also a 

greater potential for possible racial and ethnic profi ling in reporting suspicious activity. Besides the 

potential for falsely targeting individuals in certain racial and ethnic groups, there is also the danger 

that, conversely, untrained observers may not notice suspicious behavior patterns exhibited by other 

individuals. For example, would the individuals in the St. Louis incident cited by AOPA have raised 

similar suspicions if they were not of “Middle Eastern appearance”? Intelligence sources suspect 

that al Qaeda is seeking to recruit non-Middle Eastern individuals for the very reason that they may 

be less likely to raise suspicions. More specifi c guidance and training for airport workers, tenants, 

and pilots could improve the effectiveness of the Airport Watch program and other surveillance 

operations. Other limitations to these types of programs are that the response time of local law 

enforcement is often slow, and local law enforcement—especially in small, rural communities—

may not be adequately integrated with homeland security systems to receive a timely notifi cation 

when an incident is reported, although observers are specifi cally instructed to dial 911 if they believe 

the situation poses an immediate threat.

APPLYING BEHAVIORAL PATTERN RECOGNITION TECHNIQUES IN THE GA ENVIRONMENT

A possible solution to overcome some of these limitations involves the implementation of training in 

behavioral pattern recognition techniques. As described in a commentary on GA security, behavioral 

pattern recognition was highlighted as being “. . . designed to maximize detection while minimizing, if 

not eliminating, issues of civil liberties.”45 Behavioral pattern recognition—which is in use at airports 

worldwide and has been highlighted in numerous profi les of Israel’s El Al airlines’ preboarding security 
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screening—examines deviations from normative behavioral patterns. In addition to the TSA’s wide-

spread use of behavior pattern recognition at commercial passenger airports in recent years, it has been 

suggested that behavioral pattern recognition could also be applied in the GA environment. This could 

be done by providing specifi c training to maintenance and line workers, for example, making them an 

integral part of an airport’s security network rather than having a small number of employees respon-

sible for security.

One challenge in effectively using behavioral pattern recognition techniques is that single events 

may not stand out, but aggregate samples of slightly unusual activity may provide telltale signs of 

preparations for launching a terrorist attack. However, assimilating and correctly interpreting this 

data remains a signifi cant challenge. For this reason, a “reporting tree” is recommended for guiding 

decisions about responding to suspicious behavioral patterns.46 The “reporting tree” concept is inte-

grated into the TSA’s security training for fl ight schools, which is a required security training 

 element for fl ight school employees. A reporting tree might include notifying a supervisor, such as 

a chief fl ight instructor or fl ight school manager, about strange inquires or behaviors exhibited by a 

student pilot, and escalating this information up the reporting tree to law enforcement or federal 

offi cials only if the behavior is repeatedly demonstrated and, in aggregate, raises enough concern to 

warrant further action. In this manner, the Airport Watch program, in coordination with specifi c 

training and guidance in techniques such as behavioral pattern recognition and the use of reporting 

trees, has the potential to contribute to the intelligence gathering function at a relatively low cost by 

enlisting the support of a broad segment of the GA community.

AIRPORT ACCESS CONTROLS

Controlling access to GA airports is a signifi cant challenge for many reasons. First, as already 

 discussed, few GA airports are continuously attended or monitored, and doing so is likely to be 

costly and resource intensive. Second, GA airports support a wide variety of operations and con-

sequently must provide extensive access to airports, aircraft, and facilities to support and sustain 

these varied operations, including late night cargo operations, training fl ights, and maintaining 

adequate numbers of landing facilities that are continuously available for safety in the case of diver-

sions due to weather or mechanical diffi culties.

Providing airport access for transient operators also presents a unique security challenge for GA 

airports, especially during hours when the facility is not attended. However, restricting airports 

from transient access has signifi cant consequences both for air commerce and for safety. For exam-

ple, restricting access after hours may impede air commerce and business, especially in remote 

areas that rely signifi cantly on the presence of a GA airport. Professionals who use GA aircraft to 

conduct business in these areas may be reluctant to do so if they run the risk of being denied access 

to the airport because of a late running business meeting that extends beyond the operating hours of 

the airport, for example. Also, for safety reasons, suffi cient numbers of GA airports need to remain 

accessible, at least for landing aircraft, to provide suitable alternate airports in case of emergency or 

diversion due to weather.

Allowing airport access during nonattended hours, however, poses signifi cant security challenges. 

Access control measures must adequately accommodate transient users or the airport runs the risk 

of becoming inaccessible to certain users. Various options exist for providing both local and tran-

sient operators with adequate access to the fl ight line. For example, at airports implementing access 

controls to aircraft storage and operations areas, keypad locks can be installed to control access to 

fl ight lines. Codes could be provided to transient operators in case they need to access aircraft after 

hours and could be changed frequently to prevent unauthorized access. Alternatively, more sophis-

ticated access controls can be implemented using key code or card reader systems where transient 

operators are provided with codes or cards that expire and cannot be used after a certain period.

Display of identifi cation badges in aircraft operations areas may also improve security by identi-

fying those individuals with authorized access. This can alert observers and security personnel 
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to possible unauthorized access. TSA security guidelines for GA airports suggest that airport 

 identifi cation credentials include features such as a photograph showing a full face image, the 

 holder’s full name, the airport name, employer information, a unique identifi cation number, the 

scope of access and movement privileges through easily interpretable means such as color-coding, 

and a clear expiration date.47 These guidelines parallel regulatory requirement for commercial 

 passenger airports and air cargo operations areas.

Pilots, for whom access privileges at multiple airports are needed, require a standardized identi-

fi cation that is easily recognizable at all airport facilities. Presently, FAA certifi cates do not contain 

photographs of the certifi cate holder. Older paper certifi cates, which are being phased out, could be 

easily forged, especially with the sophistication of consumer printers now available. However, cur-

rent regulations require pilots to carry government-issued photo identifi cation, such as a driver’s 

license, and present that identifi cation along with their pilot credentials upon the request of a LEO 

or federal offi cial. This, however, would not allow for easy detection of someone with phony pilot 

credentials, so long as those credentials matched information on the individual’s identifi cation. 

ATSA (P.L. 107-71) directed the FAA to study ways to improve pilots’ licenses such as including 

photos. In response, the FAA has taken steps to make newly issued pilot certifi cates more tamper-

resistant and more diffi cult to forge. The IRTPA of 2004 (P.L. 108-458, Sec. 4022) required the 

FAA to begin issuing improved pilot certifi cates that include a photograph of the holder and have 

the capability to accommodate a digital photograph, a biometric identifi er, and any other unique 

identifi ers that the FAA may determine to be necessary. While specifi c plans for issuance of the new 

pilot certifi cates with photographs have not yet been announced by the FAA, statutory language 

provides for the use of designees such as designated pilot medical examiners to issue these new 

licenses in an effort to “minimize the burdens on pilots.”48 Advocates for GA pilots have pushed for 

the use of designated aviation medical examiners for issuance of the new certifi cates, noting that 

forcing pilots, particularly pilots in rural areas, to travel to an FAA Flight Standards District Offi ce 

(FSDO) would be, in their opinion, an unacceptable burden.49

While these new pilot credentials must include the capability to store biometric information, the 

use of biometrics for identifi cation purposes and access controls in the GA environment introduces 

many complex technical and policy questions. Implementing biometric access controls at GA airports 

may be feasible in some cases, but presents signifi cant challenges because of the possible need to 

obtain and encode biometric information for transient operators as well as those local tenants, pilots, 

operators, and airport workers who are authorized to have unescorted access to the fl ight line. While 

biometrics have distinct advantages in terms of logging and tracking access to restricted areas, privacy 

issues, cost, and logistics may make them diffi cult to implement effectively in the GA airport environ-

ment. However, biometrics may play a more signifi cant role at the GA operator level of security where 

they could be implemented to control access to operator facilities such as aircraft storage and mainte-

nance hangars. Biometrics may also be used on more limited sets of individuals and integrated into 

identifi cation card access systems for local aircraft owners, operators, pilots, and airport workers. 

Doing so may allow security efforts to focus more directly on those individuals at an airport that pose 

more of an unknown threat, such as charter passengers not known to their fl ight crews and other 

airport visitors.

BACKGROUND CHECKS AND VETTING

Because GA airports must maintain a level of reasonable accessibility, surveillance, access controls, 

and physical security measures to protect aircraft and facilities must be designed to accommodate a 

diverse set of legitimate airfi eld uses. For this reason, implementing access controls and physical secu-

rity on par with commercial passenger airports is likely to be unrealistic. However, conducting back-

ground checks and vetting individuals who routinely access GA airports is seen as a possible technique 

for assessing potential threats and also as a possible means to focus security resources on conducting 

surveillance and limiting access to aircraft for airport visitors and others who are of an unknown risk.
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Vetting of transportation workers and others who routinely access transportation facilities has been 

a cornerstone of several statutorily mandated projects related to transportation security. For example, 

the TSA is required to conduct background checks of workers at commercial passenger airports, and 

the TSA has several ongoing projects, such as the TWIC program, focused initially on seaport workers, 

and various airport access control pilot studies, that are attempting to integrate background checks 

and vetting with the use of biometric access credentials. While it may be some time before these 

biometric technologies will be mature enough and available at a low enough cost to be considered for 

application in the GA environment, there are already several statutory requirements for vetting GA 

pilots, pilot applicants, and more recently, prospective aircraft charter and lease customers.

VETTING OF INDIVIDUALS SEEKING FLIGHT TRAINING

The most widely known of these GA vetting activities is the TSA’s alien fl ight training rule, which 

requires the TSA to conduct background investigations of non-U.S. applicants seeking fl ight train-

ing in the United States for aircraft weighing more than 12,500 pounds and requires fl ight schools 

or fl ight instructors to notify the TSA whenever a non-U.S. applicant wishes to initiate fl ight train-

ing in smaller aircraft weighing less than 12,500 pounds.50 U.S. citizens seeking any type of fl ight 

training, including profi ciency checks and periodic fl ight reviews by fl ight instructors, must present 

a valid birth certifi cate and a government-issued photo identifi cation, such as a driver’s license or 

passport, to demonstrate that they are not subject to these background check requirements.

In response to law enforcement and intelligence information revealing that the 9/11 hijackers and 

accomplice Zacharias Moussaoui received fl ight training in the United States and amid concerns that 

foreign terrorists could further infi ltrate fl ight schools in the United States, ATSA (P.L.  107-71) ini-

tially placed the DOJ in charge of conducting fi ngerprint-based record checks for alien fl ight school 

applicants seeking training to fl y aircraft weighing more than 12,500 pounds. Under Vision 100 (P.L. 

108-176), this responsibility was moved to the TSA, the process was streamlined to limit the impact 

of the process on legitimate fl ight training activities, and reporting requirements were expanded to 

include a notifi cation requirement whenever foreign fl ight school applicants initiate fl ight training in 

the United States in smaller aircraft weighing less than 12,500 pounds.

CHECKING FAA RECORDS ON PILOTS AND OTHERS AGAINST 
CRIMINAL AND TERRORIST DATABASES

A lesser known component of TSA’s efforts to vet pilots (whether they are GA pilots, charter pilots, 

or airline pilots), aircraft mechanics, and dispatchers is the use of threat assessments to screen holders 

of and applicants for FAA certifi cates, ratings, or authorizations. Rules pertaining to the STAs for 

FAA certifi cate holders and applicants were promulgated on January 24, 2003.51 Under these rules, 

the TSA notifi es the FAA whenever an FAA certifi cate holder or applicant who is not a citizen of the 

United States is determined to present a security threat. The FAA, in turn, will deny, suspend, or 

revoke the individual’s FAA certifi cate as appropriate. While a parallel rule was initially issued to 

carry out STAs for U.S. citizens holding or applying for FAA certifi cations, this measure was criti-

cized because it lacked adequate safeguards for redress. Critics argued that the rule gave the TSA 

signifi cant power over the issuance of pilot certifi cates and other aviation credentials without any 

oversight or redress process for the TSA to demonstrate the specifi c evidence or basis for its deci-

sions and actions.52 In response to these concerns, Vision 100 (P.L. 108-176, Sec. 601) mandated the 

TSA to establish a redress and remedy process entitling U.S. citizens subject to certifi cate action on 

the basis of a STA to a formal redress hearing before an administrative law judge and an appeals 

process before a panel convened by the Transportation Security Oversight Board. While the DHS 

has established a central offi ce for handling redress cases, the TSA has not yet issued revised rule-

making to conform with the statutory requirements set forth in Vision 100, and therefore, existing 

regulations to enforce FAA certifi cate actions on the basis of STAs no longer apply to U.S. citizens.53 
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In 2009, however, the TSA issued a security directive requiring that certain FAA certifi cate holders 

and other GA workers undergo STAs and CHRCs to obtain access credentials in order to access GA 

ramps and operations areas at commercial passenger airports. It has been reported that, despite the 

fact that TSA cannot prompt certifi cate actions solely on the basis of STAs, FAA databases of pilots, 

mechanics, and other certifi cate holders are routinely culled to identify any individuals with known 

or suspected links to terrorism.54 The new security directive also appears to provide a means for the 

TSA to deny access to GA operations areas of commercial airports when FAA certifi cate holders are 

considered to pose a security threat on the basis of STAs and CHRCs. 

BACKGROUND CHECK REQUIREMENTS FOR CHARTER OPERATORS

Regulations require fi ngerprint-based CHRCs for charter pilots who fl y aircraft weighing more than 

12,500 pounds. These pilots undergo the same fi ngerprint-based CHRC required of airline pilots 

and employees with unescorted access to aircraft and restricted areas of commercial passenger 

airports and are subject to the same list of disqualifying criminal offenses. While charter pilots 

must pass these background checks in order to fl y larger aircraft in charter fl ight operations, other 

GA pilots—who make up the majority of the almost 600,000 active pilots in the United States—are 

not required to submit to any formal background screening or checks, unless as previously noted 

they require access to GA operations areas at commercial passenger airports. Some critics of back-

ground checks and vetting maintain that they are costly and unnecessary intrusions into the privacy 

of citizens. On a pragmatic level, some question whether background checks for GA are needed at 

all, particularly at small, rural airports where pilots, ramp workers, and others who frequent the 

airport are largely known to each other. Nevertheless, background checks and other vetting activities 

have been looked upon favorably by many policymakers as a core component of a layered security 

system and could be further expanded in their application to GA airports and operators.

VETTING OF CHARTER AND AIRCRAFT LEASE CUSTOMERS

One area where background checks and STAs are being incorporated into GA operations is for the 

vetting of prospective charter and lease customers. Under statutory provisions set forth in the IRTPA 

of 2004 (P.L. 108-458, Sec. 4012), the TSA is charged with the task of setting up a mechanism for 

charter and aircraft lease operators to voluntarily submit the names of prospective clients seeking 

access to aircraft weighing more than 12,500 pounds for screening against the consolidated terrorist 

watch list. Aircraft operators may deny individuals access to aircraft if their name is found to match 

watch list records. While the legislative language limited the applicability of this vetting procedure 

to aircraft weighing more than 12,500 pounds, the feasibility of extending this capability to charters 

and leases of smaller aircraft and renter pilots, based on the initial experience with larger aircraft, 

was debated during consideration of this legislation. While terrorist database screening of prospec-

tive charter and lease customers as legislated is voluntary, policymakers may also consider whether 

mandatory screening of aircraft charter and lease customers is warranted.

TRACKING AIRCRAFT SALES

Besides prospective charter and lease customers, the screening of prospective aircraft purchasers 

can serve as an important deterrent to prevent terrorists or organizations that support terrorism from 

acquiring aircraft that could be used in a terrorist attack. Under Department of the Treasury regula-

tions, promulgated to meet requirements of the USA PATRIOT Act (P.L. 107-56), aircraft sales 

must comply with various information sharing, reporting, and records keeping requirements aimed 

at identifying suspicious transactions and preventing money laundering. However, because many 

other large-scale fi nancial transactions such as the sale of houses, boats, and cars must be similarly 

reported, the volume of transactions may make it diffi cult to quickly identify suspicious aircraft 
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transactions. The main intent of these regulations is to spot potential attempts to launder illegal 

funds in support of terrorist or criminal activities, and therefore the regulations are not specifi cally 

designed to vet purchasers of GA aircraft against terrorist watch lists. The capability to detect air-

craft sales to suspected terrorists or their associates and vet aircraft purchasers against terrorist 

watch lists under these reporting requirements remains unclear.

PHYSICAL SECURITY MEASURES FOR AIRPORTS

Other than surveillance, access controls, and background checks, there are a variety of other options 

for enhancing the general physical security of airport facilities. One of the most obvious of these 

measures is erecting physical barriers, such as chain-link perimeter fencing, around security-sensitive 

locations on the airfi eld. While most GA airports have some fencing, relatively few have a com-

pletely fenced perimeter. Enclosing an entire airport perimeter would typically require miles of 

fencing, even for a relatively small fi eld. One survey of GA airports found that the amount of fenced 

perimeter ranges from less than 10% to 100%, with most airports having more than 40% of their 

perimeter fenced.55 The TSA cautions that while physical barriers such as fencing, walls, electronic 

boundaries, and even natural barriers can protect airport areas from unauthorized access, these 

methods by themselves will not prevent determined intruders from gaining access. The TSA further 

notes that excessive spending on extensive perimeter enhancements may actually be detrimental to 

an airport’s overall security posture to the extent that these efforts take away from opportunities to 

improve upon other aspects of security.56 Besides fencing, protective lighting can often serve as an 

effective deterrent against theft, vandalism, unauthorized access, and other illegal activity at night.

While various combinations of physical barriers and lighting may deter unauthorized access at 

airports, the TSA notes that storing aircraft in hangars is one of the most effective methods of secur-

ing GA aircraft. However, at many GA airports, hangar space is in short supply and the demand for 

hangars makes them very costly, especially for some small, privately owned aircraft.

In October 2008, the TSA proposed to require certain GA airports to adopt formal security pro-

grams. Specifi cally, the TSA proposed requirements that GA reliever airports, that relieve conges-

tion from major commercial airports, and GA airports that regularly serve scheduled commuter 

fl ights and public charter operations must adopt formal, TSA-approved security programs. Under 

the proposal, these airports would be required to designate an airport security coordinator, establish 

procedures for law enforcement support and incident management, implement training programs 

for law enforcement personnel assigned to the airport, establish procedures for informing the public 

regarding airport security matters through public advisories, and establish a system for maintaining 

security-related records of law enforcement response to incidents that occur at the airport.57

PHYSICAL SECURITY MEASURES FOR AIRCRAFT

While surveillance, access controls, and physical security measures at airports can provide effective 

deterrents, these measures may be costly and challenging to implement at many GA airports, espe-

cially smaller airports. Measures to physically secure aircraft can be viewed either as an additional 

layer of security to prevent theft and unauthorized access to aircraft at airports with extensive sur-

veillance and access controls or as a primary means of security at some airports with more limited 

security capabilities.

Physical security measures for aircraft may include cabin and ignition locks, which may already 

exist for certain aircraft, as well as supplemental immobilizing devices such as propeller, throttle, 

control surface, and tie-down locks. The TSA’s Security Guidelines for General Aviation Airports 

recommends storing aircraft in locked hangars, consistently using aircraft door locks, using keyed 

ignitions when appropriate, and not leaving keys in aircraft as some basic steps to secure GA  aircraft. 

The guidelines also recommend using an auxiliary lock such as commercially available propeller, 

throttle, or tie-down locks to further protect GA aircraft. The TSA suggests that “[p]ilots should 
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employ multiple methods of securing their aircraft to make it as diffi cult as possible for an unau-

thorized person to gain access to it.”58

While building or renting secured hangar space may be cost prohibitive to many light aircraft own-

ers, locks and other security devices may provide a common-sense, cost-effective means to reduce the 

vulnerability of GA aircraft to theft. Given that aircraft are high-value assets, locks may offer a rela-

tively low-cost means to reduce vulnerability. Purchasing and installing secondary locks could benefi t 

aircraft owners and operators by providing added protection against theft and unauthorized access.

In the absence of explicit federal standards or requirements, some states have taken initiatives to 

require specifi c actions for securing GA aircraft. New Jersey, for example, has implemented a state-

wide “two-lock rule” requiring any aircraft parked or stored at a GA facility within the state for 

more than 24 hours to either secure the aircraft with two distinct locking devices or disable the 

aircraft in a manner to prevent theft or illegal use.59 Propeller locks and throttle locks may provide 

relatively low cost, relatively effective deterrents to unauthorized use and theft of aircraft.

SECURING AGRICULTURAL AVIATION OPERATIONS

The specifi c intelligence and law enforcement evidence pointing to al Qaeda’s interest in crop-

dusting aircraft in the months leading up to 9/11 suggests that the agricultural sector of GA should 

be particularly alert to suspicious activities. Because agricultural aviation operations largely take 

place in rural environments, away from highly populated areas, increased awareness of this threat 

coupled with operators increasing their vigilance and taking steps to secure their aircraft may serve 

as an adequate deterrent. However, the unique capabilities of aircraft, both airplanes and helicop-

ters, used in aerial application operations make them specifi cally attractive to terrorists. For this 

reason, the TSA recommended to operators of agricultural aircraft that they use multiple security 

devices—such as throttle and control locks, propeller locks, and hidden ignition switches—to secure 

aircraft, store aircraft in hangars with electronic security systems and steel doors, and when hangars 

are not available, park heavy equipment in a manner to prevent the movement of aircraft.60 The 

National Agricultural Aviation Association has provided additional guidance to operators of agri-

cultural aircraft advising them to secure pesticide storage areas; implement procedures for the ship-

ping and receiving of chemicals; secure facilities and limit access; post security signs; improve 

lighting of storage areas; secure fences and gates; conduct security inspections to check for signs of 

intrusion or tampering; maintain logs to track visitor access to facilities; coordinate with local law 

enforcement and fi re departments; and develop site security plans as required to comply with haz-

ardous materials (HAZMAT) regulations.61

FLIGHT SCHOOL SECURITY

Besides agricultural aircraft operations, another sector of GA fl ying that has raised security con-

cerns has been fl ight schools. Flight schools have been spotlighted, in large part, because of intense 

media coverage of the apparent relative ease that some of the 9/11 hijackers were able to obtain fl ight 

training in the United States, and the reported lack of safeguards to prevent incidents like the inten-

tional crash of a small single-engine airplane into a downtown Tampa, Florida building piloted by 

a student pilot who stole the aircraft while conducting an unsupervised prefl ight inspection.62

To address lingering concerns over fl ight school security, Vision 100 (P.L. 108-176) required spe-

cifi c fl ight school security awareness training for all fl ight school employees. To meet this statutory 

requirement, the TSA has developed a standardized computer-based fl ight school security awareness 

training program, although fl ight schools have the option of developing their own security training 

program that must obtain TSA approval. New hires must receive initial security awareness training 

within 60 days of employment, and employees must complete recurrent training in security awareness 

on an annual basis. The training indoctrinates fl ight school employees on fundamentals of security 

awareness, security practices, and appropriate responses to suspicious events. In addition to the statu-

tory requirement for security awareness training, the TSA has issued several recommendations for 
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fl ight schools in its security guidelines for GA airports. These recommendations largely focus on 

increasing surveillance and supervision of students and renter pilots and better controlling access to 

aircraft and aircraft keys. For example, it is recommended that students conducting  unsupervised pre-

fl ight inspections only be given keys to unlock the aircraft and not ignition keys. Other steps that may 

be taken by fl ight schools to improve security include employment background checks and screening 

of prospective employees, particularly prospective fl ight instructors and maintenance personnel; estab-

lishment of formal written security procedures for employees and customers; display of identifi cation 

by employees; and various access controls and surveillance measures for the fl ight line.

SECURITY PRACTICES FOR BUSINESS AND CHARTER AVIATION

In addition to agricultural aviation and fl ight schools, another sector of GA with unique security 

needs is business aviation. Larger, faster business jets introduce unique security concerns because 

of their size and speed as well as their relatively high value and, in some instances, the prominence 

of passengers carried on board these aircraft. While business jets make up a relatively small per-

centage of GA aircraft, their larger size, heavier payload, and faster speed introduce unique risks. 

Chartered business jets and turboprops also pose unique security risks because, unlike corporate or 

privately owned aircraft, charter companies and fl ight crews often do not know their passengers.

In coordination with the TSA, the National Business Aviation Association (NBAA) has imple-

mented a program promoting aviation security best practices among business aircraft operators. The 

program focuses on various facets of operator security including identifying security roles within 

an operator’s organization; providing security training to fl ight department personnel; establishing 

sound physical security measures to control access to facilities and aircraft; issuing photo identifi ca-

tions for crewmembers; conducting prefl ight security inspections of aircraft; matching baggage to 

passengers; maintaining positive control of baggage; and developing and keeping up-to-date site- 

specifi c security and emergency response plans.

THE TSA ACCESS CERTIFICATE PROGRAM

Based in part on the NBAA’s initiatives regarding aviation security best practices, the TSA initiated a 

pilot program, called the TSA Access Certifi cate or TSAAC program, for business aircraft operators in 

the spring of 2003. The TSAAC program was initially offered to operators based at Teterboro Airport 

(TEB) in New Jersey, and was later expanded to include operators at Westchester County Airport 

(HPN) in New York, and Morristown Airport (MMU) in New Jersey. While the specifi cs of the TSAAC 

program are regarded as security-sensitive information, the program generally requires operators to 

implement security procedures similar to the operational security measures required for charter aircraft 

operators who fl y aircraft weighing more than 12,500 pounds. Elements of the program include various 

physical security measures for aircraft, vetting of customers and other visitors, control of passengers 

and baggage, access controls for the fl ight line and aircraft operations areas, and the utilization of threat 

intelligence. From 2003 until 2006, aircraft operators approved under TSAAC were allowed to enter the 

United States from all foreign destinations, whereas nonparticipating aircraft had been restricted to 

enter into U.S. airspace from only a limited number of “portal” countries. These restrictions were 

rescinded in August 2006 for aircraft weighing less than 45,500 kg (roughly 100,000 pounds), effec-

tively eliminating the incentive for TSAAC participation. As a result, there is presently no clear need to 

expand the TSAAC program. The NBAA, however, remains hopeful that the security standards devel-

oped under TSAAC can be applied in a manner that would provide additional benefi ts to participants 

and create incentives for applying security best practices among business jet operators.63

SECURITY MEASURES FOR CHARTER OPERATIONS

While corporate and privately owned aircraft primarily deal with passengers known to the pilots 

and operators, passenger charter aircraft present unique security challenges because customers are 
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sometimes unknown or unfamiliar. Charter aircraft weighing more than 12,500 pounds maximum 

takeoff weight must adhere to specifi c security regulations referred to as the twelve-fi ve security 

program in reference to the aircraft weight criteria. Twelve-fi ve security program requirements 

include passenger identifi cation checks, fi ngerprint-based CHRCs for fl ight crewmembers, applica-

tion of specifi c bomb and hijacking notifi cation procedures and requirements, and implementation 

of a TSA-approved operator security program. Each operator must designate a security coordinator 

within the organization, provide training and information to employees with security-related duties, 

and have procedures in place to coordinate with law enforcement entities responding to security 

threats. Although cockpit doors are not required for twelve-fi ve operations, if an aircraft has a 

 cockpit door, procedures must be in place to restrict access to the fl ight deck.

In addition to these requirements of the twelve-fi ve security program, operators of passenger char-

ter fl ights in aircraft weighing more than 45,500 kg (roughly 100,300 pounds) maximum gross weight 

or an aircraft with 61 or more passenger seats must implement additional security measures laid out 

in the TSA’s Private Charter Standard Security Program (PCSSP), including a requirement for physi-

cal screening of passengers and accessible baggage. Also, regardless of aircraft weight, if a passenger-

carrying charter fl ight loads or unloads passengers at a designated sterile area of a commercial airport 

(i.e., beyond the security screening checkpoint), that operation must also adopt the private charter 

security program. The private charter program prohibits passengers from carrying weapons, explo-

sives, and incendiary devices, and requires that metal detectors and x-ray systems used in the screen-

ing of charter passengers meet standards established by the TSA. However, physical screening of 

passengers can be conducted by TSA-approved private screeners and is not  typically carried out by 

federal screeners unless arrangements are made to enplane and deplane from the sterile area of com-

mercial airports. Private charter operators of these larger aircraft must establish procedures to prevent 

unauthorized access to aircraft and other access-controlled areas as specifi ed in the operator’s security 

program and must carry out a security inspection of aircraft whenever access control measures, such 

as posted security guards or adequate access controls to aircraft, are not maintained. In addition to 

fl ight crewmembers, other employees of private charter operating large aircraft who have unescorted 

access to aircraft and secured areas must submit to fi ngerprint-based CHRCs, and security coordina-

tors and crewmembers must complete annual recurrent security training.

While the twelve-fi ve and private charter security programs specifi cally apply to charter 

operations, the TSA requires GA operators authorized to enplane or deplane into the sterile area of 

commercial passenger airports to conduct TSA-approved physical screening of passengers, fl ight 

crewmembers, and their carry-on items. While these regulations are in place to make allowances for 

certain GA operations that might be permitted to enplane and deplane at sterile airport areas while 

preventing the introduction of weapons, explosives, or incendiary devices into the commercial 

 passenger aircraft environment, corporate and privately owned GA aircraft are rarely granted access 

to sterile areas. Also, while the required adoption of a twelve-fi ve security program is only required 

of charter operators, regulations stipulate that GA operators of aircraft weighing more than 12,500 

pounds maximum takeoff weight could be required to conduct prefl ight security searches and screen 

passengers, crewmembers, and carry-on items before boarding in accordance with security proce-

dures approved by TSA if notifi ed to do so by the TSA. While these security measures have never 

been implemented, they could become effective upon notifi cation to operators through means such 

as the NOTAM system or the issuance of a security directive and may be required, for example, upon 

receipt of specifi c, credible intelligence suggesting a terrorist plot to hijack business jets.

SECURITY MEASURES FOR LARGE PRIVATE AND CORPORATE AIRCRAFT

There has been considerable debate over options to expand the security measures implemented for 

charter operations to fl ight operations of other large GA aircraft, primarily large privately owned 

and corporate jets and jets operated as part of fractional-ownership fl eets. While security experts 

have remained concerned over the potential damage that can be done by larger aircraft, weighing 
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more than 12,500 pounds, GA advocates have argued that extensive security measures similar to 

those applied for charter operations are not necessary because passengers are typically well known 

to pilots and aircraft operators and do not pose a security threat. Despite these arguments, the TSA 

has proposed to implement a variety of security measures for operators of all large GA aircraft, 

weighing more than 12,500 pounds, including privately owned, fractionally owned, and corporate 

aircraft. The proposed security measures include

Fingerprint-based CHRCs for all fl ight crewmembers• 

Terrorist watch list checks of all passengers• 

Security inspections of aircraft for unauthorized property or persons on board• 

Completion of security compliance audits every two years• 64

In addition, operators of aircraft weighing more than 45,500 kg would be required to screen 

 passengers and their accessible property.

VETTING AND TRACKING GA FLIGHTS AT THE U.S. BORDERS

Close monitoring of GA fl ights arriving in the United States from foreign destinations is a signifi cant 

challenge as well as a signifi cant concern. According to CBP, almost 400 private aircraft enter the 

United States on international fl ights made by private aircraft every day. Almost 500,000 people, 

including both passengers and crew, enter the United States on board private aircraft annually.65 Private 

aircraft crossings of the expansive land and water borders of the United States pose a persistent threat 

of narcotics and human smuggling. In the post-9/11 context, concerns have been raised that terrorists 

may infi ltrate the U.S. borders using GA aircraft to transport operatives and weapons, including pos-

sible WMDs. There is also concern that terrorists could launch a 9/11-style suicide attack using large 

GA aircraft fl ights that originate outside of U.S. borders to attack ground targets.

CBP regulations for private aircraft entering the United States were largely designed to counter 

cross-border narcotics traffi cking. Regulations require advance notifi cation to CBP one hour prior to 

an inbound border crossing. Aircraft entering U.S. airspace are required to fi le a fl ight plan, establish 

radio communication with air traffi c controllers, and must be assigned a unique “squawk” code to 

identify their radar blip to air traffi c controllers and others that may be monitoring airspace for secu-

rity purposes. Aircraft transiting from Mexico or other countries in Central and South America must 

fl y to the fi rst designated airport of entry nearest to their border crossing point to clear customs prior 

to continuing their fl ight, unless they receive a waiver from this requirement. Aircraft entering from 

other countries, including Canada, however, may proceed to any designated airport of entry.

A provision of the Implementing the 9/11 Commission Recommendations Act of 2007 (P.L. 110-

53) required CBP to develop a system under which all GA aircraft entering U.S. airspace must 

submit passenger information as part of the advance notifi cation to check against appropriate gov-

ernment databases. This information can be vetted against terrorist watch lists and FAA aircraft and 

pilot registry databases to detect any anomalies that may be indicators of increased risk associated 

with a specifi c fl ight. CBP published a fi nal rule to fulfi ll these notifi cation requirements on 

November 18, 2008, which went into effect on May 18, 2009.66 In addition to meeting the mandated 

requirements for vetting inbound international fl ights, the rule also requires advanced notice and 

departure manifests to be transmitted one hour prior to outbound international fl ights.

Besides the vetting of fl ight crews and passengers on inbound international fl ights by GA air-

craft, tracking those aircraft is also an issue of considerable concern. Tracking fl ights along the 

northern border has been a particular challenge because it lacks the extensive low-altitude radar 

coverage that is available along the southern border in some locations. Drug smuggling along the 

northern border has been a persistent problem, including smuggling activity using small GA aircraft 

that can operate into and out of remote landing strips without detection. There is some concern that 

terrorists could use similar tactics to transport weapons, including WMDs, and operatives across 
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U.S. borders without being detected. While CBP Air and Marine (A&M) Branch aircraft patrol 

the northern border and interdict suspicious fl ights, monitoring of fl ight activity, particularly low- 

altitude fl ight activity along the northern border remains a signifi cant challenge. The DHS aviation 

operations capabilities along the northern border are more limited in size and scope than those 

along the southern border, particularly along the U.S.-Mexico land border.

In addition to manned fl ights to patrol both the southern and northern borders, CBP initiated 

unmanned aerial vehicle (UAV) patrols along the southern border in 2004, and is expanding southern 

border UAV operations and initiating UAV patrols along the northern border. These unmanned 

systems are viewed as having high endurance capability, meaning that they can stay airborne for 

extended periods of time, thus signifi cantly augmenting the surveillance capabilities of existing 

ground radar and manned aircraft patrols of the U.S. borders.67 The AOPA, however, has raised 

considerable objections and safety concerns over the DHS utilization of unmanned aircraft, noting 

that airspace restrictions to keep GA fl ights away from UAV operations cause inconvenience to GA 

operators and may impact safety, particularly in and near mountainous areas where small aircraft 

may be forced to operate over rugged terrain to avoid restricted airspace.68

AIRSPACE RESTRICTIONS

Aviation security measures addressing GA fl ight operations have focused extensively on imposing 

fl ight restrictions over various potential terrorist targets. These security-related airspace restrictions 

have been highly contentious because they have a direct impact on air commerce and the freedom 

of movement by air; the potential for airspace violations has signifi cant repercussions for both pro-

fessional and private pilots; and surveillance, airspace protection, and enforcement of airspace 

restrictions can be costly and resource intensive. The effectiveness of some of these airspace restric-

tions has also been questioned by the GA community and aviation security experts.

AIRSPACE RESTRICTIONS AROUND WASHINGTON, DC

While a variety of low-altitude fl ight restrictions have been in place for many years around sensitive 

locations for reasons of national security, the number and scope of these restrictions have expanded 

signifi cantly since the terrorist attacks of September 11, 2001. The most comprehensive of these 

restricted areas is the airspace around Washington, DC, which consists of a fl ight restricted zone 

(FRZ), 15 nautical miles in radius, and a larger 30-mile radius—referred to as the Washington, DC 

ADIZ—where fl ights must adhere to specifi c fl ight plans and air traffi c communications and surveil-

lance requirements.

The airspace in the National Capital Region (NCR) around Washington, DC has been placed 

under close surveillance and special fl ight restrictions primarily affecting GA aircraft ever since 

September 11, 2001. Previously, the airspace around Washington, DC was relatively open and acces-

sible to GA as well as commercial aircraft. While the airspace directly above some sensitive loca-

tions—like the White House and the Capitol—was then and still is prohibited airspace (i.e., generally 

off-limits to all civil aircraft), this comprised a relatively small portion of the total airspace in the 

NCR. Before September 11, 2001, GA aircraft were routinely permitted to operate over Washington, 

DC, and the surrounding area so long as these prohibited areas were avoided and applicable air traf-

fi c procedures were followed. DCA, which is located in close proximity to downtown Washington, 

DC, and key federal facilities, was open and accessible to most GA aircraft. However, following the 

9/11 attacks, airspace restrictions in the Washington, DC region have gone through several signifi -

cant changes affecting GA operations to address heightened security concerns.

THE FLIGHT RESTRICTED ZONE

As fl ight operations resumed following the terrorist attacks of September 11, 2001, a no-fl y zone—

25 nautical miles in radius, extending from the surface to 18,000 feet—around Washington, DC, 
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was established. All civil airports within this area, including DCA remained closed to both the 

airlines and GA traffi c. Commercial fl ights gradually resumed at DCA starting in early October 

2001, and limited GA operations were permitted in the airspace within the 18–25-nautical-mile ring 

around DCA. In December 2001, the size of the restricted airspace around Washington, DC was 

reduced to roughly a 15-nautical-mile radius, the dimensions that continue to exist today for the area 

known as the FRZ. The FRZ extends from the surface up to 18,000 feet. GA fl ights are generally 

prohibited from operating within the FRZ except for certain charter and corporate jet operations at 

DCA and limited activity at three small GA airports located within the FRZ.

GA ACCESS TO DCA

Procedures allowing certain GA operations to resume at the DCA were mandated under Vision 100 

(P.L. 108-176). Because DCA is in such close proximity to Washington, DC, it had generally been 

off-limits to GA operators for almost four years following the terrorist attacks of September 11, 

2001. However, on August 18, 2005, DCA reopened to GA operators on a very limited basis under 

an interim fi nal rule detailing extensive security requirements for GA operators to gain access to the 

airport.69 These security requirements are collectively referred to as the DCA Access Standard 

Security Program (DASSP).

Operators wishing to fl y to and from DCA under the DASSP must implement TSA-approved 

security programs for securing access to aircraft; have their fl ight crews cleared by background 

checks; submit passenger and crewmember names for vetting against terrorist watch lists; submit to 

physical screening of passengers, crewmembers, and baggage; transit into DCA from a small num-

ber of designated gateway airports; and post armed security offi cers on board each fl ight to and from 

DCA. Operators must reimburse the TSA for the direct costs associated with these security mea-

sures which in effect makes access to DCA cost prohibitive for most GA operators. As currently 

implemented, the security provisions for access to DCA are designed primarily to accommodate 

larger charter operators and high-end corporate aircraft. The program is not currently available to 

privately owned aircraft, but the TSA indicated that the program may be expanded in the future.

THE MARYLAND THREE AIRPORTS

In February 2002, the ban on GA operations in the FRZ was eased somewhat, permitting the three 

GA airports located within its boundaries—referred to as the Maryland three or sometimes the 

DC-three airports—to reopen on a limited basis.70 Potomac Airfi eld, Washington Executive Airport/

Hyde Field, and College Park Airport were permitted to resume operations of based aircraft whose 

pilots were vetted through background checks and must follow strict security protocols for fl ight 

operations. In February 2005, FRZ restrictions were further relaxed allowing transient aircraft to 

fl y to and from these airports provided that their pilots had passed background checks, received 

special training, and adhered to specifi c security procedures. The reopening of these airports has 

been a politically sensitive issue. Both Washington Executive and Potomac airports are operated by 

small business entities that have been signifi cantly impacted by the fl ight restrictions, while College 

Park Airport—established in 1909 as a site for the Wright brothers to train military aviators—is 

considered the world’s oldest continuously operated airport.

THE WASHINGTON, DC, ADIZ

In February 2003, additional steps were taken to secure the skies above Washington, DC, by estab-

lishing an outer area, beyond the FRZ, where GA fl ights must operate under close surveillance and 

in constant two-way radio contact with air traffi c controllers. This area is known as the Washington, 

DC ADIZ and its existence has been highly controversial because of the operational requirements 

it imposes on GA aircraft.

AU7029_C012.indd   387AU7029_C012.indd   387 8/12/2009   8:47:57 AM8/12/2009   8:47:57 AM



388 Airport and Aviation Security: U.S. Policy and Strategy in the Age of Global Terrorism

The term ADIZ has long been in place and refers to any area of airspace where the identifi cation, 

location, and control of aircraft are required in the interest of national security. Prior to September 

11, 2001, this term generally referred to buffer zones around coastal waters and international bor-

ders of the United States. Since September 11, 2001, however, the ADIZ concept has been expanded 

to include zones within the United States such as in the vicinity of Washington, DC.

The Washington, DC ADIZ came into existence not immediately following September 11, 2001, 

as many mistakenly assume, but rather as part of Operation Liberty Shield, an operation launched by 

the DHS to enhance homeland security during the build up toward the war in Iraq. The Washington, 

DC ADIZ was established as a temporary fl ight restriction (TFR), and a similar ADIZ was estab-

lished around New York City for brief period during the winter and spring of 2003. A smaller-scale 

restricted area was also put in place over downtown Chicago during that time. The temporary restric-

tions in New York and Chicago have since been rescinded, but the Washington, DC ADIZ has 

remained in place. Largely in response to criticism that the special procedural requirements for fl ying 

inside the DC ADIZ were overly burdensome to operators, including some whose fl ight paths brought 

them no closer than 50 miles away from Washington, DC landmarks, the size of the ADIZ was 

reduced in size to a 30-mile ring around DCA in August 2007 (Figure 12.3).

Prior to this resizing of the ADIZ, the area covered by the ADIZ consisted of the 30-nautical-mile 

ring around DCA plus the additional airspace extending for 20 nautical miles around both Dulles 

International (IAD) and BWI airports. During that time, the ADIZ has a lateral extent—not includ-

ing the FRZ which it completely encapsulates—of more than 3000 square nautical miles. As a 

result of the August 2007 change made by the FAA, the size of the ADIZ was reduced to an area 

roughly 2000 square miles in size. Thus, the area included in the ADIZ was reduced by roughly 

one-third as a result of this change. Like the FRZ, the ADIZ extends from the surface to 18,000 feet, 

and this has remained unchanged.

FIGURE 12.3 Changes to the restricted airspace around Washington, DC.
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Along with this reduction in the size of the ADIZ the FAA implemented a new speed restriction 

around Washington, DC, limiting aircraft operating below 18,000 feet within 60 nautical miles of 

DCA to speeds below 230 knots. The rationale for this being that faster moving aircraft would 

offer less time to prepare and launch defensive measures to prevent a possible terrorist attack using 

aircraft. By imposing a speed restriction, airspace security monitors could more rapidly identify 

fast-moving threats and initiate a defensive response. The GA community has not voiced any par-

ticular opposition to this measure, in large part, because few GA aircraft are even capable of speeds 

greater than the 230 knot limit.

While the ADIZ was initially established as a TFR, and remained so from 2003 until February 

2009, the FAA made the ADIZ airspace confi guration and special procedures implemented in 

August 2007 permanent effective February 19, 2009.71 When the FAA had proposed to make the 

ADIZ in its prior form permanent in August 2005, it was barraged by more than 20,000 public com-

ments, almost all opposing the plan. The AOPA, in particular, had strongly opposed making the 

ADIZ permanent, contending that the ADIZ confuses both pilots and controllers, diverts control-

ler’s attention from their primary aircraft separation duties, causes considerable departure delays for 

GA fl ights, and confi nes training fl ights to limited airspace creating a potential safety hazard.72 The 

AOPA also asserted that fl ight activity at airports within the ADIZ had decreased by about 30–50% 

since the ADIZ was put in place, and fuel sales at area airports have declined by as much as 45%.73 

Implementing ADIZ procedures also involves a sizable federal investment, costing about $11 mil-

lion annually for additional air traffi c controllers and equipment to monitor fl ights in the ADIZ, 

according to FAA estimates.74 The AOPA has consequently voiced concern that “[i]f the ADIZ is 

not eliminated or modifi ed, it will permanently jeopardize the economic viability of general avia-

tion operations in the Washington, DC area.”75 Critics of the ADIZ have viewed the reduction in its 

size as a positive step toward reducing the operational burden associated with the special fl ight 

procedures required to operate inside the ADIZ, although the AOPA and others maintain that the 

ADIZ should be completely eliminated and replaced with less burdensome measures that can 

 provide an equivalent level of security.

SECURITY-RELATED FLIGHT RESTRICTIONS 
THROUGHOUT THE UNITED STATES

Other than the airspace restrictions around Washington, DC, various security-related fl ight restric-

tions have been put in place to protect national security interests and ostensibly to protect potential 

high-profi le terrorist targets from aerial attacks. At various times since September 11, 2001, fl ight 

restrictions have been imposed to protect airspace around major U.S. cities and other potential 

 terrorist targets. For example, during the build up toward the war in Iraq in early 2003, additional 

airspace restrictions were put in place around New York City, Chicago, and Disney theme parks in 

addition to establishing the ADIZ around Washington, DC to augment the FRZ that had already 

been put in place following the terrorist attacks of September 11, 2001. Flight restrictions around 

major cities besides Washington, DC were lifted, but have been reinstated for brief periods during 

times when the national security threat level has been elevated or when special events warranted the 

establishment of TFRs. However, the fl ight restrictions around Disney theme parks have continu-

ously remained in effect and are now mandated in statute. In addition to these restrictions, the 

Consolidated Appropriations Act of 2004 (P.L. 108-199, Sec. 521) established permanent fl ight 

restrictions over stadiums and motor speedways during Major League Baseball (MLB) games, 

National Football League (NFL) and National Collegiate Athletic Association (NCAA) division I 

football games, and major auto racing events. These fl ight restrictions establish a 3-nautical-mile 

fl ight-restricted area around the effected facility extending from the surface to 3000 feet. GA aircraft 

are generally prohibited from this airspace, but exceptions may be made for fl ight operations directly 

related to the sporting event, broadcast coverage of the sporting event, or to provide safety and secu-

rity for the event. Exceptions may also be made in cases where the venue is in close proximity to an 
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airport, in which case aircraft may enter into the restricted area if necessary to land or takeoff from 

the airport using standard air traffi c procedures. These restrictions have been criticized by some 

because they are selective in the events that are covered by the statutory mandate and therefore do 

not encompass all large-scale outdoor assemblies. The restrictions have also been criticized because 

the relatively small size of restricted airspace, while often interfering with fl ight operations, is con-

sidered by many to provide an inadequate perimeter for establishing adequate airspace protections 

to the sites they are intended to protect.

AIRSPACE RESTRICTIONS FOR PRESIDENTIAL VISITS

In addition to the stadium and theme park overfl ight rules, the temporary fl ight restricted areas put 

in place around sites visited by the President of the United States are particularly troublesome for 

many pilots. Unlike the stadium and Disney theme park areas that encompass a relatively small 

footprint and a fi xed location, the fl ight restrictions put in place for presidential visits encompass a 

much wider area and are put in place all across the United States, often with little advance notice. 

The area of these restrictions has grown from a 3-nautical-mile radius extending 3000 feet in alti-

tude before 9/11, to a 30-nautical-mile radius reaching up to 18,000 feet in altitude. Typically, during 

a presidential visit, GA fl ights are completely prohibited within 10 nautical miles of the designated 

site. Between 10 and 30 nautical miles from the designated site, fl ights below 18,000 feet must be 

on active fl ight plans and in constant communication with air traffi c controllers.

The fact that these airspace restrictions to protect the President are often put in place with little 

advance notice has the potential of catching pilots off guard. Because these presidential movement 

TFRs change dynamically with the President’s schedule, pilots can be easily misinformed or con-

fused about the specifi c location of the restricted airspace and the effective times of the restrictions, 

which usually includes a block of time around the President’s expected presence but can change on 

short notice. Also, these restrictions are often defi ned in terms that may not be meaningful to GA 

pilots whose aircraft may lack the navigational capability to identify the boundaries of restricted 

areas. The FAA and user groups such as AOPA have worked to increase pilot awareness regarding 

the movements of the President and provide pilots with up-to-date information regarding presiden-

tial movement TFRs including graphical depictions of affected airspace. Nevertheless, identifying 

these airspace boundaries continues to be a challenge, particularly to pilots fl ying primarily by 

visual means and relying on landmarks on the ground to avoid airspace incursions. The AOPA and 

other GA advocacy groups have questioned the need for restrictions over such a wide area and have 

lobbied to keep the impacts of these security measures on airspace accessibility to a minimum.76

POLICY ISSUES REGARDING AIRSPACE RESTRICTIONS

Besides these specifi c objections to security-related fl ight restrictions, many aviation interests and 

homeland security specialists have raised broader policy questions about the effectiveness of these 

various airspace restrictions and special operating procedures, noting that enforcing airspace 

restrictions is costly and resource intensive and providing protection to defend sites against aerial 

attacks is an even greater challenge. The resource requirements and associated costs for monitoring 

restricted airspace and providing airspace protection around critical sites raise policy questions 

regarding the appropriate balancing of these measures with efforts to address other homeland secu-

rity threats, and the effect of these measures on air commerce and the freedom of movement by air. 

Ongoing policy debate regarding the implementation of airspace restrictions, particularly those in 

place around Washington, DC, is focused on ensuring that surveillance and monitoring of restric-

tive airspace is carried out in an effective manner that provides tangible security benefi ts, and on 

curbing inadvertent airspace violations that make the task of protecting airspace around critical 

location all the more diffi cult. Additionally, policymakers and homeland security strategists con-

tinue to grapple with the complexities of implementing effective defensive capabilities to protect 
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critical assets within restricted airspace from hostile acts using aircraft while offering reasonable 

assurances that these defenses are not inadvertently deployed against nonhostile aircraft and have a 

minimal chance of causing harm to individuals and property on the ground.

EFFECTIVE SURVEILLANCE AND MONITORING OF RESTRICTED AIRSPACE

Surveillance and monitoring capabilities present a signifi cant challenge for protecting airspace. 

This is, in part, because detailed information on specifi c GA aircraft is not provided to air traffi c 

controllers and airspace monitors unless the aircraft is transmitting a unique identifying code to air 

traffi c radar sites. Under the current radar system, providing GA aircraft with unique identifi ers 

and tracking all GA aircraft could, at times, prove overwhelming for air traffi c controllers. Under 

present day air traffi c control procedures, pilots submits fl ight plans receive unique identifi er codes 

to transmit, and make radio calls to air traffi c controllers to establish “radar contact” allowing con-

trollers to identify and track a specifi c fl ight. Under normal circumstances in clear weather, many 

fl ights never fi le a fl ight plan nor contact air traffi c controllers because they are not required to do 

so. But, to operate inside certain restricted airspace like the Washington, DC ADIZ, pilots must 

follow the aforementioned procedures for fi ling fl ight plans, transmitting unique identifying tran-

sponder codes, and communicating with air traffi c controllers, procedures that are often workload 

intensive for both pilots and controllers. Technologies may provide a solution that could ease pilot 

and controller workload associated with these transactions. For example, Mode S transponders are 

capable of automatically relaying detailed aircraft identifi er information to air traffi c radars, but 

most small GA aircraft do not have this technology and it is expensive to install. Similarly, emerging 

technology called ADS-B can transmit detailed aircraft information to ground stations and other 

aircraft, but this new technology is only beginning to become available and surveillance capability 

is not yet available in all parts of the United States. While ADS-B shows signifi cant promise for 

improving safety as well as security, it will be some time before all GA aircraft are equipped with 

ADS-B transmitting equipment. The FAA is proposing that all aircraft be equipped with such 

equipment by 2020.

In the meantime, surveillance of GA aircraft must rely on current radar capabilities, involving 

close coordination between pilots and air traffi c controllers. This imposes additional workload on 

both pilots and controllers. This increased workload has a direct bearing on FAA resources. For 

example, the FAA estimates that maintaining the ADIZ around Washington, DC costs about 

$11 million per year, mostly linked to increased labor costs associated with processing fl ight plans 

and providing air traffi c services to aircraft operating under VFR that would otherwise present little 

or no impact on the air traffi c control system.

CURBING AIRSPACE VIOLATIONS

Curtailing frequent inadvertent airspace violations by unauthorized aircraft that complicate surveil-

lance and defense efforts is an ongoing challenge. According to NCR Command Center statistics, 

there were almost 3500 airspace incursions between January 27, 2003, when the center fi rst opened, 

and July 17, 2005—a rate of almost four incidents per day. On 655 of these occasions, government 

or military aircraft were deployed or diverted to intercept the intruding aircraft. Based on this 

experience, about one in every fi ve or six incursions requires an intercept, and this occurs about 

fi ve times a week. However, all but one of these incidents was inadvertent. In three high-profi le 

incidents, all inadvertent, the U.S. Capitol was evacuated, raising concerns over the adequacy of 

airspace protections among lawmakers.

Curbing inadvertent violations is likely to become increasingly important with increased GA 

fl ight activity at DCA and the three Maryland airports within the FRZ, making the task of surveil-

lance and tactical response all the more critical. Pilot training is likely to be an important tool for 

mitigating these inadvertent airspace violations. In fact, signifi cant efforts have been made by 
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user groups such as the AOPA, in coordination with the FAA, to increase pilot awareness and 

understanding of the airspace restrictions and provide training materials via the Internet to pilots 

regarding security-related fl ight procedures, including training on operating in the Washington, 

DC ADIZ airspace.

Besides information and training, additional measures to improve in-fl ight situational awareness 

may help curtail inadvertent airspace violations. Available technologies may provide GA pilots with 

improved positional awareness to avoid airspace violations. For example, global positioning satellite 

moving map displays can provide pilots with precise navigation capabilities. These systems are 

now widely available for use in GA aircraft and could be programmed to include features to raise 

situational awareness regarding airspace restrictions and requirements.

A more controversial option under consideration is stiffer penalties and stepped-up enforcement 

for airspace violations. User groups oppose additional punitive actions beyond those already avail-

able to the FAA and point out that the threat of a shootdown is already a strong enough deterrent for 

pilots to take heed.

AIRSPACE PROTECTION AND HOMELAND DEFENSE

Besides the resources and costs associated with monitoring fl ights, the capability to establish for-

midable airspace protections in restricted airspace is a central issue for homeland security. The 

effectiveness of airspace protections and interagency coordination in providing homeland security 

and defense is at the crux of the policy debate over effective airspace security. This is because 

airspace restrictions by themselves are not particularly useful tools unless a coordinated response to 

protect critical assets within those protected areas is effective. Merely relying on enforcement tools 

is not likely to be of signifi cant benefi t because terrorists are likely to care little that they are violat-

ing airspace restrictions in carrying out an attack.

The NORAD Command’s Operation Noble Eagle is charged with the task of interdicting aircraft 

believed to pose a national security risk. Since September 11, 2001, fi ghter jets have scrambled to 

respond to almost 2000 domestic air security events.77 While these incidents include some escorts 

of passenger air liners because of security incidents or suspected terrorists on board, the large major-

ity of these interdictions involved intercepts of small GA aircraft that strayed into restricted or 

prohibited airspace. In the environment of heightened security since the 9/11 attacks, the FAA, 

NORAD, and aviation user groups such as the AOPA and the NBAA have made extensive efforts to 

heighten pilots’ awareness regarding airspace restrictions and proper procedures to follow if inter-

cepted by DHS, law enforcement, or military aircraft.

Despite these intensifi ed efforts to protect major metropolitan areas and critical sites from aerial 

attacks, it has been reported that military offi cials have concluded that stopping a 9/11-style attack 

would be diffi cult unless fi ghter jets were already airborne.78 Maintaining a constant airborne 

defense capability, however, would be extremely costly and resource intensive. Ground-to-air mis-

siles have been deployed around Washington, DC, but are largely seen as a measure of last resort for 

protecting a limited number of key locations against an aerial attack, whether that attack may 

involve GA aircraft or commercial airliners.79

Because of the continuing challenges in providing effective national airspace defenses, the ade-

quacy of airspace protection initiatives will likely depend on close cooperation and coordination 

between the FAA, the DHS, and the DOD as well as effective command and control within each of 

these organizations. Presently, event response is coordinated through the FAA’s DEN, a continu-

ously operated unclassifi ed network for sharing critical incident information regarding aircraft 

deviations and violations of security restricted airspace, and the TSA’s TSOC, the central hub for 

exchanging information regarding aviation threats located in Herndon, Virginia. The function of 

these facilities is to provide a shared situational awareness of aviation threats including, but not 

limited to, threats posed by GA aircraft. Besides the TSA, NORAD, and the FAA, other key agen-

cies involved in airspace surveillance and protection include the Coast Guard and CBP, which 
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 provide air interdiction and situation response within the DHS, as well as the FBI. These agencies 

also coordinate with federal, state, and local law enforcement to integrate threat response.

Coordinated threat response was observed in the May 11, 2005 event where an errant small 

 private airplane penetrated deep into the FRZ around Washington, DC. The coordinated response 

to this threat included deployment of fi ghter jets, helicopters from the USCG, and federal and state 

law enforcement assets to interdict and intercept the aircraft. While the response to this perceived 

threat was by most accounts well coordinated, concerns have been raised that response to a more 

formidable threat, such as a faster moving aircraft attempting to evade airspace protections and 

defenses, may be much more diffi cult to interdict and may require a carefully orchestrated response 

involving close coordination between responsible agencies. These agencies have been continually 

assessing and refi ning their airspace monitoring and threat response capabilities. Policymakers and 

government offi cials are also seeking ways to improve interagency coordination of response to 

airborne threats, including threats posed by GA aircraft. In the course of these deliberations, advo-

cacy groups for GA, such as the AOPA and NBAA, have been urging policymakers to carefully 

assess the various measures taken to protect critical assets from aerial attacks to ensure that they do 

not unduly burden GA operators or compromise fl ight safety. Striking an appropriate balance 

between effective security measures for GA fl ight activity and unencumbered access to the NAS 

for all users, including the wide array of GA aircraft operations and aircraft, remains an ongoing 

and complex challenge.
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